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Abstract

IP multicasting provides a mechanism for location in-
dependent addressing and packet delivery to a group of
hosts that belong to a multicast group. It also provides
e�cient mechanisms for hosts to join and leave multi-
cast groups. The problem of supporting macro and micro
level host mobility in the Internet involves similar issues
of location independent addressing, address translation,
packet forwarding and location management of mobile
hosts.

In order to exploit the commonality of goals in the
two problems, we have investigated a new approach for
supporting host mobility using IP multicasting as the sole
mechanism for addressing and routing packets to mobile
hosts. Mobile hosts are identi�ed by unique multicast IP
addresses, and use the IP multicasting infrastructure to
route packets destined for mobile hosts. We have imple-
mented a mobile computing environment which uses this
routing approach, and our performance analysis shows
that it is very e�ective in supporting seamless mobility
for both hando�s and interface changes within and across
networks.

We discuss a number of issues which need to be re-
solved in order to make our approach viable and practical
for supporting host mobility in the Internet.

1 Introduction

In the Internet addressing format, the unicast IP address
of a host identi�es the host uniquely and also identi�es
the network to which it is attached. Thus, a unicast IP
address plays the dual role of both end-point identi�ca-
tion and location identi�cation. While the former role is
used by TCP for connection management (a TCP con-
nection is uniquely identi�ed by the 4-tuple <src addr,
src port, dst addr, dst port>), the latter role is used by
IP for routing packets to the host. Thus, when a mobile
host changes it's point of attachment from one network
to another, it's unicast address must be modi�ed in order
to reect this change. The evolution of TCP/IP networks

did not consider the problem of mobility until recently.
The TCP connection identi�er is set up during connec-
tion establishment, and is not expected to change during
the lifetime of the connection. Special mechanisms are
therefore needed to support mobility while still allowing
ongoing TCP connections to transmit and receive packets
transparently. While simple changes in the TCP protocol
which allow the connection identi�er to change dynami-
cally during a connection lifetime can solve the mobility
problem, this will involve changing the protocol stack on
every host and notifying all connection end-points when a
mobile host moves. Thus, Mobile IP and its variants seek
to provide a network-level solution which enables static
hosts to remain oblivious to the dynamic address changes
in the mobile hosts. In Mobile IP, a mobile host has two
addresses: an invariant home address, which is used for
end-point identi�cation, and a dynamic care-of address,
which is used for location identi�cation. While TCP uses
the home address for connection identi�ers, IP uses the
care-of address for routing. Mobile IP maps the home
address to the care-of address, and hence provides loca-
tion independent addressing and routing mechanisms for
mobile hosts.

Interestingly, the problem of multicasting faces the
identical challenge of providing location independent ad-
dressing and routing support, though in a di�erent con-
text. In IP multicasting, hosts spread across di�erent net-
works can join a multicast group, and can receive packets
that are sent to the group. A message sent to a multi-
cast group does not embed the location of the destination
hosts. Hence, location independent addressing and rout-
ing mechanisms are necessary to support multicasting.

The similarity in the fundamental nature of the two
problems has resulted in the development of almost iden-
tical architectures for supporting the two services. The
architectures are compared in Table 1. The commonality
of the issues that need to be addressed in mobility support
and multicasting caused us to explore the possibility of
using the evolving Internet multicasting infrastructure in
order to support host mobility. In particular, our goal is
to use multicasting as the sole mechanism to provide ad-
dressing and routing services for mobile hosts. We assign
a unique multicast address to each mobile host - conse-
quently, all packets from a correspondent host to a mobile
host are treated as multicast packets, while packets from
a mobile host to a static host are treated as standard uni-
cast packets. The use of multicast addresses to identify
mobile hosts enables us to support mobility using the mul-
ticasting infrastructure with minimal or no changes to the



backbone networks. This is a major departure from con-
temporary approaches for supporting mobility [3], which
typically use multicasting only as a support mechanism
for reducing packet loss during hando�.

In this paper, we �rst show that the fundamental is-
sues faced by mobile host support are a sub-set of the
issues faced by any network level multicasting approach.
We then present an architecture that uses multicasting
to support mobility. We describe our implementation
testbed and present performance results which show that
our approach performs well for both hando�s and inter-
face changes within and across subnetworks. This leads
us to conclude that our approach could provide a viable
alternative to current state-of-the-art solutions. Finally,
we discuss several key issues that need to be resolved be-
fore our approach can be deployed in a widespread man-
ner in the Internet. Our experiences indicate that the
multicasting technology is still not mature enough to sup-
port ubiquitous host mobility in the Internet; however,
the fundamental approach of using multicasting to sup-
port host mobility not only solves the problem of support-
ing mobility within and across networks e�ciently, but
also has several desirable properties in terms of resource
reservation in future Integrated Services Networks, reduc-
ing hando� dropping, and advance registration/routing.

It is important to note that we are not claiming that
the current IP multicasting infrastructure is su�cient to
adequately support mobility in the Internet. Rather, the
goal of this paper is to show that any viable multicasting
infrastructure for the next generation Internet will need
to address all the issues that are germane to the problem
of supporting host mobility in the Internet (besides other
issues that are unique to multicasting). Hence, we suggest
using a multicasting infrastructure to solve the problem
of mobility support essentially for free.

The rest of the paper is organized as follows. Section
2 presents the equivalence between the multicasting and
mobility problems. Section 3 describes the multicasting
architecture to support mobility. Section 4 describes our
testbed implementation and presents the performance re-
sults. Section 5 discusses key issues which need to be
resolved before an IP multicasting infrastructure can be
used in practice to support Internet host mobility. Sec-
tion 6 compares our approach with related work, and Sec-
tion 7 concludes the paper.

2 Equivalence of Multicasting and Mobility Support

2.1 The IP-Multicasting Approach

The purpose of multicasting is to enable transmitters to
send packets to multiple hosts in an e�cient manner.
Multicasting thus provides for a common communication
channel with multiple receivers. In order to provide this
service, the following issues need to be addressed.

1. Multicast IP addresses should identify location in-
dependent communication channels rather than lo-
cation speci�c host addresses.

2. Packets with multicast destination addresses should
be forwarded to all hosts in the multicast group ir-
respective of their location.

3. Mechanisms for locating, updating, and managing
multicast groups, addresses and membership need
to be developed.

4. Hosts should have the ability to dynamically join
and leave multicast groups.

The IP multicasting approach addresses the above issues
by assigning a multicast address to a group of receivers.
Senders simply use the multicast address to send packets
to the group. Specialized multicast routers are created in
every subnet that supports multicast recipients. A group
membership protocol called IGMP is used for routers to
learn the existence of members of multicast groups in
their directly attached subnets. Multicast routers estab-
lish a virtual network among themselves, on top of the
underlying internetwork. `Links' in the virtual network
between any two multicast routers are tunnels between
the two routers which may span multiple unicast links.
Multicast routers exchange information between them-
selves in order to maintain and propagate membership
information of di�erent multicast groups. When a host
addresses a packet to the multicast group, the multicast
router on its local subnet picks up the packet, and as-
sumes the burden of delivering the packet to all members
of the multicast group. Several candidate multicast rout-
ing protocols, such as DVMRP [23], MOSPF [15], PIM
[8], CBT [2], etc. are available to perform the routing
among the multicast routers. Eventually, every multicast
router which has at least one member receives the packet,
and locally multicasts it in the subnet. While a detailed
discussion of the candidate multicast routing algorithms
is beyond the scope of this paper, the common distin-
guishing feature of all these algorithms is that they use
the multicast router virtual network in order to tunnel
packets to the destinations. End hosts receive multicast
packets as a result of a directory-based packet forwarding
mechanism rather than the use of location-speci�c unicast
destination addresses. Figure 1.a illustrates the routing
mechanism.

2.2 The Mobility Support Approach

In order to support host mobility, the IP address needs
to be location independent and invariant. However, for
IP to route packets, the host address needs to reect the
network address of the current point of attachment. In or-
der to reconcile these two conicting requirements, most
contemporary approaches provide a two-level addressing
scheme. While the di�erent approaches for providing
mobility support are outlined in Section 6, the generic
paradigm is to use packet forwarding and address trans-
lation agents in order to tunnel packets to the current
location of the mobile host. Each subnet that supports
mobility provides an agent (or at least a mechanism to
provide a location speci�c temporary address). For a mo-
bile host, the agent in its home network (identi�ed by its
invariant home address) is its home agent and the agent



Functionality Mobile Host Support Multicasting
Registration A mobile host that enters a new network must

register with the local agent.
A host that wishes to receive multicast data-
grams must register with the local multicast
router.

Connectivity Connectivity to the rest of the internet is pro-
vided by the foreign agent.

A multicast router provides connectivity to
the rest of the virtual multicast network to a
host.

Data forwarding The foreign agents forward datagrams to the
mobile host.

The multicast router multicasts datagrams to
the members in its subnet.

Address
translation

Home agents translate the home address to
the mobile host's care-of address.

Multicast messages need no address
translation

Routing The home agent tunnels messages destined to
the mobile host to the current foreign agent.

Messages sent to a destination multicast ad-
dress are forwarded to multicast routers with
members using a multicast routing protocol.

Table 1: Comparison of Multicasting and Host Mobility Architectures

128.174.193,171

128.174.198.192

foreign agent

(1)

(3)

home agent (2)

128.141.138.142

128.174.198.192 (CoA)
128.141.138.142 (HA)

(B)

224.0.2.3

128.174.193,171

(3)

(2)

(1)

128.141.138.142

128.174.198.192

(A)

Figure 1: Figure (a) shows the multicast model. In Step
(1), a host transmits a multicast packet. In Step (2),
the multicast router tunnels the multicast packet along
the multicast distribution tree. In Step (3), each desti-
nation multicast router decapsulates the tunneled packet
and multicast it locally in its subnet. Figure (b) shows
the mobility model. In Step (1), the correspondent host
transmits the packet to the home address of the mobile
host. In Step (2), the home agent tunnels the packet to
the foreign agent. In Step (3), the foreign agent decap-
sulates the tunneled packet and forwards it to the mobile
host.

in its current network (identi�ed by it's care-of address)
is its foreign agent.

When a mobile host moves to a di�erent network, it
registers the care-of address (foreign agent) with the home
agent. Hosts on the Internet are aware only of the home
address of the mobile host. When the home agent sees
a packet addressed to a mobile host that is registered
with a foreign agent, it tunnels the packet to the for-
eign agent, which then forwards the packet to the mobile
host. Uplink transmissions from the mobile host to the
correspondent host may be directly forwarded to it us-
ing standard IP mechanisms. In the above architecture,
the agents form a virtual network among themselves, es-

sentially providing a similar type of location independent
service to mobile hosts, like the multicast routers provide
to the members of a multicast group.

The basic motivation of our work is the observation
that the mobility problem is subsumed in the multicas-
ting problem. Both problems require the following key
issues to be addressed: providing the abstraction of loca-
tion independent addressing, packet forwarding, and loca-
tion management. Several contemporary approaches for
providing mobility support have been proposed. Bhagwat
et al [3] provide a survey of some of these approaches, and
compare them based on their solutions to the above is-
sues. Among these approaches, Mobile IP is emerging
as the standard for mobility support in IPv4. In Mobile
IP, address translation is performed by the home agent
(mapping home address to the care-of address); packet
forwarding is done by the home agent and foreign agent;
location management is done by the home agent.

It has been noted in both [17] and [19], that while
Mobile IP (and IPv6) is designed to address the macro-
level mobility problem such as supporting host mobility
over wide area networks, it does not address micro-level
mobility issues such as packet loss and delay due to hand-
o�s. We address the issues at the two levels in an in-
tegrated approach, by using the emerging multicasting
infra-structure to provide support for host mobility in
the Internet. In our approach, we assign unique Class-D
addresses to each mobile host. Messages sent to a mobile
host will therefore be treated like multicast messages, and
routed through a network of multicast routers to the host.

In the rest of this paper, we refer to our approach as
MSM-IP, which stands for Mobility Support using Mul-
ticasting in IP.

2.3 MSM-IP versus Mobile IP

While the problems of supporting multicasting and mo-
bility are very similar, there are several di�erences in the
state-of-the-art approaches for IP multicasting and Mo-
bile IP. We �rst contrast IP multicasting with Mobile IP,
and then compare it to IPv6.

The MSM-IP approach for supporting mobility di�ers
from Mobile IP is �ve important ways: addressing, packet



forwarding, location management, service disruption, and
advance reservation/routing.

Addressing: The IP multicasting approach to support-
ing mobility issues a single invariant address to a mobile
host. This eliminates the need for explicit address trans-
lation as in Mobile IP. On the other hand, a mobile host
does not have a home network. In particular, the behav-
ior of the mobile host and the o�ce desktop machine of
a mobile user will be di�erent (for example, the mobile
host will not receive broadcast packets on the user's o�ce
network, it belongs to a di�erent administrative domain,
etc). An obvious limitation of this approach is the size of
the Class D address space in IPv4.

Packet Forwarding: In Mobile IP, since only the home
agent is aware of the care-of address of the mobile host,
all packets from a correspondent host to a mobile host
su�er from triangular routing. In the MSM-IP approach,
the multicast router on the local subnet of the correspon-
dent host will pick up the packet and forward it directly
to the multicast router of the mobile host's subnet. Thus,
packets will not su�er triangular routing. On the other
hand, Mobile IP does not require a mobility-aware agent
on a subnet that does not support mobile hosts, while
IP multicasting requires a multicast router on every sub-
net that supports either senders or receivers of multicast
packets.

Location Management: In Mobile IP, correspondent
hosts use the home address of a mobile host. Thus, it is
su�cient for a mobile host to notify its home agent of its
current care-of address. In MSM-IP, there is no notion of
a home agent. When any multicast router wishes to for-
ward a packet to a mobile host, it needs to locate the host
using a distributed directory algorithm. Development of
a scalable location management protocol (or session dis-
covery protocol for standard multicast transmissions) is
still ongoing work in IP multicasting research. We de-
scribe our approach to location management in Section
3.

Service Disruption: As mentioned in the IETF drafts,
Mobile IP attempts to solve the problem of `macro-level'
mobility rather than `micro-level' mobility [19]. Thus,
critical issues such as minimizing packet loss for on-going
TCP connections during mobility are not stressed. In
the MSM-IP approach for supporting mobility, we are
concerned with both macro-level and micro-level mobil-
ity. Our claim is that MSM-IP (in e�ective sparse mode
operation [8]) could perform as well as Mobile IP for
macro level mobility, while signi�cantly reducing the dis-
ruption in service during hando�s. The main reason for
this claim is the following: in Mobile IP, response to a
mobile host's change in location occurs only after the
home agent (correspondent host in IPv6) is made aware
of the change. However, in MSM-IP, all joins and prunes
are receiver-initiated and terminate at the earliest branch
point. Thus, response to a mobile host's change in lo-
cation happens as close to the mobile host as possible,

which signi�cantly reduces the latency of response and
disruption of service for long haul connections.

Advance Reservation/Routing: Several contemporary
approaches have used multicasting in a more restricted
form than we propose, for the purpose of reducing or
eliminating packet loss during hando�s. Before a mobile
host performs a hand-o�, it may request the multicast-
ing router in the new network to join the multicast group
given by its address, in advance. Upon hando�, the mo-
bile host will continue to receive packets uninterrupted.
The overhead for such advance joins is expected to be
tolerable, particularly in the common case of hando� be-
tween adjacent cells, since the old and the new base sta-
tions will be either in the same subnet or neighboring
subnets. Similar to an advance join, it is also possible for
the multicast router to initiate advance resource reserva-
tion, as described in [14].

MSM-IP Vs IPv6: IPv6 has the luxury of being able to
change the IP behavior at correspondent hosts as well as
mobile hosts. A current approach for supporting mobility
in IPv6 is to make correspondent hosts aware of the care-
of address of a mobile host as it moves. Thus, triangular
routing is avoided. However, for long haul connections,
service will still be disrupted upon a hando� until the cor-
respondent host is noti�ed about the new care-of address
of the mobile host. The comparison with IPv6 is not the
focus of this work, since our goal is to be as minimalist as
possible in the changes we make at the backbone, and still
provide mobility support and reduced packet loss/service
disruption upon hando�. In the next section, we describe
our IP multicasting architecture for the support of mo-
bility.

3 Architecture

The starting premise of this work is that host mobility
can be supported without making any special changes to
an Internet multicasting architecture, though the state-
of-the-art of IP multicasting is still inadequate for this
purpose. With this in mind, we present an architecture
for supporting mobility using state-of-the-art IP multi-
casting in this section, describe our experience with such
an architecture in Section 4, and raise several issues that
need to be addressed before the proposed architecture can
be used in practice in Section 5.

The IP multicasting architecture consists of three types
of hosts, transmitters, multicast routers, and receivers. A
transmitter need not be a member of a multicast group to
transmit to the group. Every subnet that supports either
the transmission or reception of multicast packets must
have a multicast router. The multicast router is typically
assumed to be colocated with the base station, though it
may be any host on the same subnet as the base station
(for example, we can have multiple Wavelan access points
attached to the same subnet served by a single multicast
router). The multicast routers form a virtual network
among themselves, in order to exchange group member-
ship information, perform location/session discovery, and



forward packets.
When a receiver wants to join a multicast group, it ini-

tiates a join by sending an IGMP registration message to
the multicast router in its subnet. Each multicast router
maintains a distributed directory of group membership
information. When a transmitter wants to send a packet
to a multicast group, it sets the IP destination address to
the group address and sends the packet as a local multi-
cast. When it transmits the packet, the multicast router
in its subnet picks up the packet. It is now the responsi-
bility of this multicast router to propagate the packet to
the recipients in the multicast group. Multicast routing
within the network of multicast routers is performed in
several ways. For example, using a distance vector proto-
col such as DVMRP [23], the goal is to construct a multi-
cast distribution tree for each group based on Truncated
Reverse Path Broadcasting [6]. While DVMRP works
well in the dense mode, wherein several members of the
multicast group are geographically close together, sup-
porting mobility typically will involve multicasting in the
sparse mode with few receivers (in this case, one, in the
absence of advance registration). Several protocols such
as PIM-SM [8] and CBT [2] address the issues of sparse
mode operation. In this section, we present a generic
architecture for IP multicasting, that can be used to sup-
port host mobility e�ectively. The routing protocol used
in this architecture is beyond the scope of this paper,
though we expect a protocol such as PIM-SM to work
well so long as the Rendezvous points are chosen care-
fully (see Section 3.4 on location management).

We now describe the seven key components of our
IP multicasting based host mobility support architecture:
(a) addressing, (b) tunneling architecture, (c) join and
prune mechanisms, (d) location management, (e) hando�
and advance registration, (f) resource reservation, and (g)
supporting and interacting protocols such as ARP, IGMP,
ICMP, RARP, TCP and UDP.

3.1 Addressing

Static hosts are assigned standard unicast IP addresses.
Mobile hosts are assigned unique multicast IP addresses.
Thus, packets from a mobile host to a static host will
be routed by standard unicast mechanisms while packets
from a static host to a mobile host will be routed by the
multicasting infrastructure. There are two key issues in
this approach: (a) some routers will not forward pack-
ets that originate from hosts with addresses that do not
correspond to the local network- such routers will drop
packets from the mobile hosts, and (b) mobile hosts can-
not addresses each other directly if the multicast routers
use reverse path forwarding (RPF) (since RPF assumes
that the source address is a unicast IP address in order
for multicast routers to determine the shortest path to
the source). Section 5 discusses these issues and provides
initial solutions.

3.2 Tunneling Architecture

Each subnet that supports multicast transmission and re-
ception has a multicast router. Each multicast router is

aware of the other routers in its neighborhood. Multicast
routers exchange routing information on-demand, and
build multicast packet distribution trees for each multi-
cast group. The mobile host will initiate a group member-
ship registration with the multicast router in its subnet,
and potentially some other neighboring multicast routers
(advance registration). Thus, each multicast group cor-
responding to a mobile host's address has a few clustered
recipients. Transmitters to this group may be anywhere
in the network. Using sparse mode multicast routing al-
gorithms [8, 2], it is possible to create a multicast dis-
tribution tree for the multicast group. Each node in the
tree has information about which nodes are downstream,
i.e. when it receives a packet for a multicast group, to
which multicast routers it should forward these packets.
The design of algorithms for building e�cient multicast
distribution trees is still ongoing research. It should be
noted that any algorithm that works well for sparse mode
multicasting will work equally well for supporting mobil-
ity.

3.3 Join and Prune Mechanisms

In order to provide support for hosts to dynamically join
and leave multicast groups, the IP multicasting archi-
tecture uses a soft-state based approach for membership
registration. Hosts join a multicast group by registering
with the multicast router through the IGMP Registra-
tion message. Periodically, hosts also send a registration
refresh message to the router (when a host sees an IGMP
registration message for the multicast group it belongs to,
it resets its timer; thus, only one host on a subnet needs to
send the refresh during a timeout period). When a mul-
ticast router (which is not a leaf of the multicast distri-
bution tree) receives prune messages from all its children,
and does not have any hosts in the multicast group in its
own subnet (either it never had members in its subnet
or their registration timed out), it prunes itself from the
multicast distribution tree by sending a prune message to
its parent(s).

Receiver-initiated joins and prunes, and the use soft-
state to time out registration work very well to support
host mobility. When a host enters a new domain, it ini-
tiates a join for its (multicast) address. The multicast
router in its subnet then joins the multicast distribution
tree. In the common case of hando�, we anticipate that
either the multicast router would already have joined the
multicast group through advance registration, or at least
is a neighbor of the previous multicast router serving the
mobile host. Thus, most receiver-initiated joins termi-
nate at the lowest levels of the distribution tree hierarchy.
Once a mobile host enters a new cell and registers with
its new multicast router, it ceases to send refreshes to the
old multicast router. Eventually, this router will time
out its registration and initiate a prune. As in the case of
joins, we expect most prunes to terminate at the lowest
levels of the distribution tree hierarchy. Thus, hando�
using the IP multicast architecture is very e�cient. As
shown in Section 4, and also in related work [20], using
multicasting for hando� can reduce or eliminate transient
packet loss.



3.4 Location Management

A critical issue that needs to be addressed if IP multicast-
ing is to be deployed in a widespread manner is multicast
session discovery. The �rst problem relates to discover-
ing what sessions are ongoing in the Internet at any time
such that hosts can join these sessions - this is a resource
discovery problem. The second problem relates to dis-
covering the nearest multicast router to join in order to
receive multicast packets addressed to a group - this is a
location update problem. In the current IP multicasting
architecture, these problems are not adequately handled.
In particular, the resource discovery issue is handled by
means of distributed session directories while the location
management problem is handled by ooding the network
to �nd the nearest multicast router in the worst case [23].
In order to support mobility in the IP multicasting archi-
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Figure 2: The location entry shows the contents at a
location server corresponding to a mobile host. In Step
(1), the correspondent host transmits a packet to the mo-
bile host. In Step (2), the multicast router picks up the
packet. In Step (3), it discovers the location server cor-
responding to the mobile host. In Step (4), it contacts
the location server and retrieves the address of a multi-
cast router which can forward packets to the mobile host.
In Step (5), the transmission multicast router joins the
multicast distribution tree and transmits the packet. In
Step (6), each receiving multicast router decapsulates the
packet and forwards it to the mobile host.

tecture, the location update protocol needs to be sophis-
ticated. We have designed a location directory protocol
which is similar to the Mobile IP approach for location
discovery. We divide the space of multicast addresses into
hierarchical virtual domains, where each domain is served
by a location server. The location server that serves the
multicast address of a mobile host contains the location
of a multicast router which `knows' how to reach the mo-
bile host (described in detail below). Route discovery to
a mobile host in our environment is thus a 5 step process,
as shown in Figure 2: (i) the correspondent host (CH)
sends a multicast packet addressed to the mobile host

(MH), (ii) the multicast router (M1) in the transmitter's
subnet picks up the packet, (iii) M1 discovers the loca-
tion server (LS) of the mobile host based on its multicast
address (through a location discovery protocol that maps
multicast addresses to location servers), (iv) M1 contacts
LS and discovers the current multicast router entry (M2)
corresponding to MH, (v) M1 communicates with M2 in
order to join the multicast distribution tree.

Note, that while the architecture speci�es the overall
scheme for location discovery and updates, it does not
specify the speci�c algorithms for either location server
discovery in step (iii), the multicast distribution tree in
step (v), or which multicast router is associated with a
mobile host in the location server.

In a PIM-SM approach, for example, the rendezvous
point would be identi�ed as the multicast router corre-
sponding to the mobile host. In our approach, we identify
the current (or a recent) multicast router of the mobile
host. When a mobile host moves, it periodically refreshes
the multicast router in its location server. Note, that
even after a mobile host moves out of its domain, the old
multicast router will retain membership registration for
a timeout period. So long as the mobile host sends loca-
tion updates messages to its location server at a frequency
greater than twice each timeout period, new transmitters
which are not aware about the location of a mobile host
can reach the host by looking at the multicast router in-
formation from its location server.

We believe that our location management architecture
is a generic approach which can be integrated with several
emerging approaches for IP multicast routing.

3.5 Hando� and Advance Registration

As mentioned above, the IP multicasting support for re-
ceiver initiated join/prune and soft-state based timeout
provides e�ective mechanisms for initiating hando�s. One
of the key advantages of multicasting is the ability to
use advance registration with the new cell (or multicast
router in the new domain) in order to minimize packet
loss during hando�. We have used this mechanism in
concert with our resource reservation approach in order
to provide advance resource reservation in mobile com-
puting environments [14].

3.6 Resource Reservation

One of the major advantages of using multicasting as the
sole mechanism for mobility support is our ability to use
RSVP for resource reservation and advance reservation.
As noted in [24], one of the goals of RSVP is to support
resource reservations in the presence of dynamically join-
ing and leaving receivers. While recent approaches have
tried to tune RSVP in order to run e�ectively in mobile
computing environments (given that they take the Mo-
bile IP approach for supporting mobility and still seek to
perform advance reservations using RSVP), we can run
RSVP without any modi�cations in our architecture for
supporting mobility.



3.7 Interacting Protocols

Conceptually, the IP multicasting architecture can sup-
port host mobility without any changes to the existing
infrastructure by simply assigning a unique multicast IP
address to a mobile host. However, a number of interact-
ing protocols make the practical implementation of such
an architecture di�cult without making any changes to
any component either at the mobile host or the multicast
routers. The following are the key protocols which inter-
act with the IP routing protocol: ARP, RARP, ICMP,
IGMP, TCP, and UDP. Among these, ARP replies sent
to multicast IP addresses are not processed by the ARP
module on the portable. ICMPmessages cannot be routed
to hosts with multicast addresses. TCP needs to change
at the mobile host in order to accept packets with a multi-
cast destination address. Unless TCP checks for a multi-
cast source address (which some kernels do [21]), TCP at
the static host does not need to change. UDP does not
need to change in order to operate using multicast ad-
dresses, though a higher layer protocol needs to address
the issue of lost packets and duplicates in UDP packets
upon hando� or interface change. Details of the problems
and the initial solutions are provided in Section 6.

The change in TCP and IGMP at the mobile host are
trivial and no new functionality has to be added1. While
the above set of problems seems like a large list of incom-
patible protocols, note that the key problems stem from
a single fact - they require a location-speci�c host IP ad-
dress for network management or network layer process-
ing. In other words, while the use of a multicast address is
very e�ective in order to provide location independence
and support mobility, several IP level functionalities in
fact require the location speci�c nature of unicast IP ad-
dressing to be explicitly exposed (e.g. ARP and ICMP).
There are two ways to solve the above problems - (a) pro-
vide additional functionality in multicast routers, or (b)
use DHCP in order to obtain a temporary unicast address
at the mobile host for the speci�c purpose of handling net-
work level management. We adopt the latter approach
because it is much simpler, and provides a natural solu-
tion to the routing problems - use location independent
addresses to support mobility, and use location depen-
dent addresses to support network management. Thus,
with minimal changes in the supporting protocols and
no change to the basic IP multicasting architecture, we
can support host mobility e�ectively, and provide several
desirable features such as advance registration, resource
reservation and no transient packet loss during hando�.

4 Implementation and performance results

The MSM-IP architecture has been implemented and op-
erational in our laboratory testbed environment for about
six months now. The testbed backbone consists of three
switched Ethernet subnets, which are served by gateways
durga, atri and radha respectively. durga is connected to
atri and radha, which are not connected directly to each
other. We have two Wavelan wireless subnets, whose

1Note that the change in TCP still assumes that there is only
one receiver with the multicast address.

gateways are attached to the backbone subnets of atri
and radha respectively. All the correspondent hosts used
for testing are P6-200 Gateway Pentium Pros, and all the
mobile hosts used for testing are P6-120 TI laptops. All
the hosts run Linux 2.0.30. durga, atri and radha run the
mrouted 3.81 multicast router. In all our experiments, the
correspondent hosts are located in the subnet of durga,
while the mobile hosts move between the wireless subnets
of atri and radha. All mobile hosts have both Ethernet
and Wavelan interfaces. Note that a hando� or interface
switch between subnets is accompanied with a change in
path from durga (i.e. at least two hops). Additionally, we
have instrumented durga to optionally add a 100ms de-
lay to all packets passing through it in order to simulate
network latency.

Each mobile host runs a registration module which
can register with the current mrouted and the mrouted
serving the next cell via the backbone network (for ad-
vance registration), and send periodic refresh messages
to keep alive the registrations. The applications we run
in the testbed include WWW Browsers, ftp, Mpeg video
over the network, editors, and �le system access as well
as special workloads generated for the purpose of quan-
tifying the performance of our approach. Since the stan-
dard TCP does not work when one of the end-points is
a Class D address, we made simple changes to the ker-
nel to disable these checks for the purposes of doing per-
formance measurements. We also instrumented TCP to
record round trip time measurements. Our TCP-based
applications thus use this modi�ed TCP protocol, while
while our UDP based applications use the standard UDP
protocol.

We have measured the performance of MSM-IP with
variations in o�ered workload, arti�cial delay over the
network, applications, types of hando�, and parameters
of measurement. In this paper, we present a subset of
these measurements. In terms of o�ered load, we used
UDP ows with o�ered throughputs of 10Kbps, 100Kbps,
512 Kbps and 1Mbps, and TCP ows at peak tra�c. In
terms of packet sizes, we used 512 bytes and 1 KB pack-
ets for the user generated workloads, and also used the
application programs (WWW browser, ftp, Mpeg) un-
changed. In terms of o�ered tra�c patterns, we used
constant interpacket delay, packet bursts, and exponen-
tial interpacket delay distributions. In terms of hando�s,
we performed two types of hando�s: (a) hot switches, in
which the mobile host registered with the new mrouted
before handing o�, and (b) cold switches, in which the
mobile host handed o� before registering with the new
mrouted. In each case, we experimented with handing
o� between cells, subnets, and switching between inter-
faces. The introduction of the 100ms delay at durga was
used in our comparison of MSM-IP with Mobile IP, as
described later in this section. The parameters we mea-
sured included packet loss upon cold switches and packet
duplicates upon hot switches for UDP tra�c at the re-
ceiving application, and packet traces using tcpdump for
TCP tra�c. In all cases, the measurements were taken
for both uplink and downlink.

We report three sets of results in this paper. The
�rst set of results measures packet loss and duplicates for



UDP tra�c with switching between two interfaces con-
nected to the same network. The second set of results
measures packet loss and duplicates for UDP tra�c with
hando� between subnets and switching between two in-
terfaces connected to di�erent subnets (subnet of radha
to subnet of atri). Note that this involves path changes
beyond durga. The third set of results measures TCP
round-trip time variation with switching between two in-
terfaces in di�erent networks.

For the �rst set of results, we found that for both
hot and cold switches within the same network, the ef-
fect of both hando� and interface switching is not notice-
able even at 1Mbps. At end-to-end throughputs of up to
100Kbps, typically no packets are either lost or duplicated
in cold/hot switches. The maximum packet loss observed
was 3 packets on the downlink for a cold switch involv-
ing bursty tra�c at 512 Kbps. Average loss for downlink
tra�c is 1 packet for a cold switch at 1Mbps, while av-
erage loss for the uplink is 1.6 packets for a cold switch
at 1 Mbps. For hot switches, we did not observe any du-
plicates, since the time between advance registration and
hando� was negligible. The results of our performance
analysis for hando� between cells connected to the same
subnet is presented in Table 2.

Mode Flow Size T'put Loss Dup
Hot Down 512 10-512 0 0
Hot Down 512 1024 1 0
Hot Up 512 10-1024 0 0
Cold Up 512 10-100 0 0
Cold Up 512 512 0.8 0
Cold Up 512 1024 1.6 0
Cold Down 512 10-100 0 0
Cold Down 512 512 3 0
Cold Down 512 1024 1 0
Hot Down 1024 10-1024 0 0
Hot Up 1024 10-1024 0 0
Cold Up 1024 10-512 0 0
Cold Up 1024 1024 2 0
Cold Down 1024 10-100 0 0
Cold Down 1024 512 0.4 0
Cold Down 1024 1024 0 0

Table 2: Performance of MSM-IP For Hando� Within
The Same Network. The tra�c model for all experiments
reported in this table was Constant. `Mode', `Flow', `Size'
and `T'put' indicate the switching mode, direction of the
ow, packet size (in bytes) and o�ered UDP through-
put (in Kbps) respectively. `Loss' and `Dup' indicate the
packet loss and duplicates that were measured by the re-
ceiving application.

Causing either interface changes or hando�s across
two di�erent subnets involves additional overhead since
it involves the new multicast router to join the multi-
cast distribution tree (in the case of hando� within the
same subnet, the new base station will also receive the
multicast packets automatically). We present the mea-
surements when the subnet switching is associated with

interface change. The MSM-IP performance is good even
for interface switching at relatively good throughputs for
wireless networks. For the second set of results, the max-
imum packet loss we observed was 1, and we recorded
a maximum of two duplicates. The performance was
studied at throughputs of 100 Kbps and 400 Kbps. The
two networks shared a common gateway (durga) two hops
away. The results of our performance measurements for
switching across di�erent networks in presented in Table
3. Note, that the results presented represent not only a
hando� across neighboring networks, but also an interface
change.

Mode Flow T'put Model Loss Dup
Cold Down 100 Constant 0.25 0
Cold Up 100 Constant 1 0
Cold Down 400 Constant 1 0
Cold Up 400 Constant 1 0
Hot Down 100 Constant 0 0.75
Hot Up 100 Constant 1 0
Hot Down 400 Constant 0 2.5
Hot Up 400 Constant 1 0
Cold Down 100 Poisson 0.75 0
Cold Up 100 Poisson 1 0
Cold Down 400 Poisson 1 0
Cold Up 400 Poisson 1 0
Hot Down 100 Poisson 0 0.75
Hot Up 100 Poisson 0.75 0
Hot Down 400 Poisson 0.33 1.75
Hot Up 400 Poisson 1 0

Table 3: Performance of MSM-IP with Hando� Across
Two Di�erent Subnetworks. `Mode', `Flow', `T'put' and
`Model' indicate the switching mode, direction of the ow,
o�ered UDP throughput (in Kbps) and tra�c model re-
spectively. `Loss' and `Dup' indicate the packet loss and
duplicates that were measured by the receiving applica-
tion.

In order to measure the e�ect of hando�s and interface
change on TCP, we traced the rtt of packets while trans-
mitting at peak rate. An interesting phenomenon that we
have observed when performing interface changes and/or
hando�s is that for connections with a long delay, TCP
over Mobile IP can experience loss of throughput for sev-
eral seconds. Essentially, packets that were directed to
the old interface are lost, and eventually, when the new
interface sends duplicate ACKs, fast retransmit and re-
covery kicks in for a sequence of several lost packets even
if the RTO does not expire. The work in [11] addresses
this problem and proposes a solution which enables TCP
to recognize hando� and interface change, and treat the
consequent packet loss di�erently from congestion, which
partially alleviates this problem. In this work, we use
TCP unchanged (except for disabling checks for Class D
source/destination addresses) over MSM-IP.

In our third set of results, we show the e�ect of a cold
interface switch between two Ethernet interfaces between



two subnets. Figure 3 plots the rtt value for the sequence
of TCP segments. The interface was changed at packet
number 350, with the e�ect that the round trip time went
up by about 2ms for about 20 packets before stabilizing
to the old value.

When running the WWW browsing, ftp and Mpeg
applications, we found no perceptible impact (qualita-
tively) upon the applications during or immediately after
the hando� or interface change. The caveat is that we
have only tested MSM-IP in our laboratory environment
with hando�s and interface changes between subnets that
share gateways two hops away. Further work needs to be
done to explore how the performance scales to larger net-
works.
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Figure 3: The variation of RTT with switching. The
interface change occurred at segment 350, and caused the
perceived round trip time of the next 20 segments to go
up by approximately 2ms.

5 Key Issues and Problems

The MSM-IP architecture has several advantages and
disadvantages as compared to the Mobile IP approach.
Among the major advantages are the elegant integra-
tion of architectures to support multicasting and mobil-
ity, seamless mobility during both hando�s and interface
changes, advance registration/reservation, and RSVP-based
resource reservation for future Integrated Services net-
works. Among the major disadvantages are the inability
of the state-of-the-art of IP multicasting to provide scal-
able location management and security/authentication.
Over the course of our testbed experimentation, it be-
came clear that the current MSM-IP architecture is still
not su�ciently mature enough for widespread deploy-
ment. Unfortunately, most of the problems that we en-
countered in the MSM-IP approach are also also unsolved
in the context of IP multicasting currently. While it is
true that the basic MSM-IP architecture should be able
to support seamless host mobility without any changes
in the backbone, several implementation constraints and
design issues remain to be solved before an Internet-wide
deployment of MSM-IP will be possible. This section

identi�es the key issues and proposes initial solutions to
some of them.

In terms of implementation, the following 6 issues
need to be solved: (a) ARP reply processing, (b) TCP
support, (c) IGMP membership registration, (d) ICMP
message delivery, (e) Multicast TTL initialization in static
hosts, and (f) location dependent addressing using DHCP.
In terms of the design of the MSM-IP architecture, the
following 2 issues need to be addressed: (a) security and
authentication, and (b) scalability. We discuss each of
these issues below.

1. ARP reply processing: ARP requests from the mo-
bile host will have a multicast source address. The
ARP response packet thus has a multicast desti-
nation IP address (but unicast link layer interface
address). In the standard Linux kernel we used, the
ARP response packet is thrown away, causing the
host to hang at times. By modifying the kernel to
recognize a multicast packet that matches the IP
address of the host, we overcame this problem. An
alternative solution is to acquire a dynamic location
dependent address for use with ARP to over come
this problem (item 6).

2. TCP support: Currently, there is no support for
TCP over IP-multicasting. In general, supporting a
TCP-like protocol over multicasting can be exceed-
ingly complex; however, in our environment, the
multicast address corresponding to a mobile host is
guaranteed to have only one destination host. In the
unmodi�ed TCP version of Linux 2.0.30, we found
that when a mobile host initiates a TCP connec-
tion request, the SYN packet is acknowledged with
a SYN-ACK by correspondent hosts, but the mobile
host ignores the SYN-ACK packet since the desti-
nation address is a multicast address (tcp input()
drops the packet according to RFC 1122 4.2.3.10).
The change that is required to the TCP code at
the mobile host in order to make it work with mul-
ticast mobile host addresses is minimal. However,
in several TCP implementations, the correspondent
host drops a SYN request if the sender is a mul-
ticast address. Supporting TCP connections with
such hosts will involve a change to the TCP code in
both mobile and correspondent hosts. The emerg-
ing interest in reliable multicast applications will
push for a variation in TCP that supports multiple
communicating hosts, e.g. RMTP [13]. As in the
case of other multicasting functionality identi�ed in
this paper, this is a superset of the requirements to
support mobility within the MSM-IP framework.

3. Initializing the multicast TTL: In the current IP
multicasting implementation, the default TTL for
a multicast packet is set to 1. Thus, when a cor-
respondent host transmits packets to a mobile host
not in its own network, it needs to explicitly set the
TTL (otherwise the local multicast router will ig-
nore the packet). Application-transparent support
is needed to set the value of the TTL to an appropri-
ate value (as in unicast packets), so that end-user



applications can remain unaltered. This problem
has more to do with the way DVMRP works than
an inherent problem with the MSM-IP approach.

4. IGMP membership registration: Upon hando� or
for advance registration, the mobile host needs to
register its (multicast) address with the multicast
router in its subnet so that the router will begin to
receive the multicast packets addressed to the mo-
bile host. Registration is performed through IGMP.
There are two problems with the way IGMP works
when the mobile host address is a multicast ad-
dress: (a) at the mobile host, when the mobile host
sends the IGMP registration message to the mul-
ticast group identi�ed by its address, the address
resolution module at the mobile maps the address
to the link-level local interface address rather than
the link-level multicast address; consequently, the
multicast router does not look at the registration
message, and (b) even if the above problem is �xed
(so that the link-level address is set to the multi-
cast link address), the multicast router is unable
to determine on which subnet it must transmit the
packets destined for the multicast group. Usually,
by looking at the source address of the IGMP re-
quest, the router can determine from which subnet
the request was made. However, when the mobile
host sends a registration request, the source address
is a subnet-independent multicast address. As with
the ARP problem, acquiring a location-dependent
dynamic unicast address solves this problem in a
simple way.

5. ICMP message delivery: ICMP messages are issued
by intermediate routers when a message or deliv-
ery error is detected. These messages are sent back
to the original sender of the datagram. In MSM-
IP messages from the mobile host have a multicast
source address; consequently, intermediate routers
will not be able to send ICMP packets back to the
mobile host. Of course, tunneled packets by the
multicast routers will still have the unicast address
of the routers in their headers. Thus, the problem
relates to ICMP over the local subnet of the mobile
host. We are exploring simple support at the mul-
ticast router to overcome this problem as a part of
ongoing work.

6. Location Independent Addressing and DHCP: While
we propose MSM-IP as the architecture to support
e�ect macro and micro-level host mobility in the
Internet, several network management functions re-
quire a location dependent address for the mobile
host. For these reasons, our support architecture
uses DHCP [10] in order to provide dynamic location-
speci�c addresses to mobile hosts. This approach
works well for most of the network management re-
lated problems we have encountered thus far.

7. Security and Authentication: One of the major is-
sues we need to resolve before the MSM-IP ap-
proach reaches maturity is the support for security

and authentication in such an environment. Inher-
ently, multicasting is more open to security prob-
lems, since any secret or key will need to be shared
among all the members of the multicast group. Be-
sides, the shared key may need to be changed each
time a host joins or leaves the group. The current
design of IP multicasting allows any host to join a
multicast group merely by registering with the mul-
ticast router in its subnet. While it is well possible
to provide secure multicast networks, wherein the
multicast routers are isolated from other multicast
routers in the Internet, it is much harder to pro-
vide for secure multicast groups within the generic
framework of IP multicasting.

Fortunately for us, the MSM-IP approach o�ers a
much simpler context in which to provide security
and authentication. In this discussion, our goal is
to �rst provide mechanisms for authentication be-
tween communicating entities; data security is an is-
sue that can be handled by encryption or digital sig-
natures at a higher level. In the MSM-IP architec-
ture, the location management hierarchy provides
a convenient framework for supporting authentica-
tion. Essentially, the location server of a mobile
host plays the role of the home agent in Mobile IP
from the perspective of authentication. The mobile
host and the location server share a secret key which
can change over time. In e�ect, the same authenti-
cation framework that is applied to the mobile host,
foreign agent and home agent interactions in Mo-
bile IP can be applied to the mobile host, multicast
router, and location server interactions in MSM-IP.

8. Scalability: One of the key features of Mobile IP is
its scalability. There are no additional constraints
in terms of addressing (except for dynamic address
allocation where supported) imposed over standard
unicast addressing. Home agents and foreign agents
need be deployed only in networks that support mo-
bile hosts. Location management is distributed and
handled by the individual home networks of mo-
bile hosts. Consequently, Mobile IP substantially
retains the laissez-faire nature of the Internet. On
the other hand, response to a hando� only occurs
when the new care-of address propagates back to
either the home agent or the correspondent host
(in IPv6). Thus, in terms of support for seamless
roaming with ongoing connections, the scale of the
connections is likely to be severely restricted. In
MSM-IP, management of a shared address pool is
a long term issue that needs to be addressed. Mul-
ticast routers need to be deployed in every subnet
that wishes to support communication with mobile
hosts. Potentially, TCP in many avors of operat-
ing systems needs to be changed to accommodate
multicast end-point addresses. However, note that
none of these problems are unique to mobility sup-
port in multicasting architectures. All of the above
issues of scale need to be resolved even for standard
multicasting services in the Internet. We believe
that once this infrastructure is in place, support-



ing mobility in such an infrastructure is a trivial is-
sue. The location management hierarchy emulates
the approach in Mobile IP and is highly scalable.
The multicasting approach for setting up and tear-
ing down routes with receiver initiated joins/prunes
and soft state is highly scalable, and can support
seamless mobility e�ectively. Clearly, the bene�ts
of the MSM-IP approach over Mobile IP and its
variants are in superior performance, support for
seamless mobility, and support for the requirements
of future Integrated Services networks.

6 Related Work

In this section we compare the MSM-IP approach to other
contemporary approaches to providing mobile host sup-
port. A common feature of existing approaches for pro-
viding network level support for host mobility is the use of
a two tier addressing architecture, consisting of a home
address and a care-of address. As described in [3], the
key functions of any architecture for mobility support
include address translation (mapping of the home ad-
dress to the care-of address), packet forwarding (the tun-
neling of packets destined to the home address to the
location of the care-of address), and location manage-
ment (discovery and update of the mobile host's loca-
tion - typically transparent to the correspondent host).
Based on these functionalities, [3] compares the follow-
ing approaches: Columbia [12], Sony [22], Loose Source
Routing [16], Mobile IP [19], and IPv6 [17]. Other ap-
proaches to support host mobility include Mosquitonet
[5] and Daedalus [20]. We briey described the Mobile
IP approach in Section 2 and compared it with MSM-IP.

The approach in Mosquitonet is very similar to the
instance of Mobile IP in which a stripped down version
of the foreign agent is co-located with the mobile host.
Essentially, a mobile host may acquire a care-of address
using a protocol such as DHCP, and then encapsulate or
decapsulate packets itself, thereby performing the packet
forwarding functionality of the foreign agent.

The approach in Daedalus is to multicast packets from
the home agent to the cluster of foreign agents in the
neighborhood of the mobile host. As the mobile host
moves, this cluster changes. This approach is similar to
the MSM-IP approach in its goal of using multicasting to
reduce hando� latency. However, it still retains the two-
level addressing hierarchy of Mobile IP, and thus incurs
the same bene�ts and overheads (e.g. triangular routing)
of Mobile IP. In this approach, multicasting is provided
only as a convenience for the sole purpose of reducing
packet loss upon hando�. In MSM-IP, multicasting is the
only form of routing to a mobile host. Our whole point is
that once an e�ective IP multicasting infrastructure is in
place, it can be used as-is for supporting mobility. Thus,
MSM-IP di�ers from Daedalus from both the theoretical
perspective and the practical issues it needs to address.

The Columbia approach [12] was among the pioneer-
ing e�orts to support mobility in the Internet. MSM-
IP and the Columbia approach share several common
goals and features; in fact, MSM-IP can be viewed as
the multicasting analogue of the Columbia approach. In

the Columbia approach, mobile hosts belong to a vir-
tual mobile network with a distinct network id. A col-
lection of dedicated mobile support routers (MSRs) are
used to provide packet forwarding and location manage-
ment. MSRs communicate with each other by means of
tunnels. Mobile host locations are updated and propa-
gated by means of a distributed directory protocol. The
key distinction between the Columbia approach and the
MSM-IP approach is the use of multicasting in order to
reduce hando� packet loss, the ability to advance register
and perform resource reservation, and the use of the ex-
isting IP multicasting infrastructure to accomplish host
mobility.

In the area of advance reservation, a number of recent
e�orts have proposed the use of multicasting for advance
registration and reservation in the neighborhood of the
mobile host [14]. The determination of the neighborhood
ranges from simply reserving in every neighboring cell, to
using sophisticate probabilistic techniques to determine
`shadow clusters', to pro�ling user movement in order to
determine a subset of `next-predicted-cells'. Again, as
in the case of Daedalus, multicasting has been suggested
as an enhancement to unicast routing rather than as a
replacement of the basic routing scheme itself.

In terms of complementary work in the area of re-
source reservation, RSVP [24] provides an e�ective and
dynamic resource reservation scheme for multicast com-
munication. Since one of the main goals of RSVP is to
provide e�ective resource reservation mechanisms in the
presence of dynamic host joins and prunes, RSVP works
well as a resource reservation mechanism in a mobile com-
puting environment. Also, since another main goal of
RSVP is to be independent of the underlying multicast
routing algorithm, it works well with the MSM-IP archi-
tecture. In e�ect, we can use RSVP without modi�ca-
tions as the resource reservation mechanism for mobile
ows. Given that arbitration of scarce and shared wire-
less networking resources will be a major concern of fu-
ture Integrated Services mobile computing environments,
the seamless interoperation of RSVP with MSM-IP is ex-
tremely bene�cial.

7 Conclusions

In this paper, we have proposed a new architecture for
supporting host mobility in the Internet using IP mul-
ticasting as the sole mechanism for routing packets to
the mobile hosts. Our approach, called MSM-IP, assigns
a unique location independent (multicast) address to a
mobile host. Consequently, we eliminate the problem of
mapping location independent to location dependent ad-
dresses for mobile hosts, which is the key focus of almost
every contemporary approach for supporting host mobil-
ity in the Internet. Since our mobile hosts are identi�ed
by multicast addresses, packets from the correspondent
host to the mobile host will be tunneled through a se-
quence of multicast routers in the multicast distribution
tree and reach the mobile host, rather than go through a
home network as in Mobile IP.

As a result of using multicasting for supporting host
mobility, performing advance registration and having pack-



ets delivered to the next cell in advance of a hando� is
very natural. Likewise, advance resource reservation and
the use of RSVP-like mechanisms for resource reservation
are also very natural in our approach. IP multicasting
seeks to support e�cient joins and prunes of receivers in
a multicast group. This helps us perform hando�s in an
e�cient and graceful manner.

We have implemented a testbed and extensively tested
its performance for hando�s and interface changes within
and across networks, with hot and cold switches, with
TCP, UDP and a variety of communication-intensive ap-
plications. Our results indicate that MSM-IP performs
very well for all the above tests, and is de�nitely a viable
alternative to contemporary approaches for supporting
mobility from the perspective of performance.

However, a number of factors currently prevent the
deployment of the IP multicasting infrastructure as-is to
support host mobility. Location management is an is-
sue that needs to be resolved e�ectively - we provide a
solution to this problem. Interacting and supporting pro-
tocols such as ARP, IGMP, ICMP and TCP (at least for
the mobile host) either require changes or modi�cations
to the IP multicasting infrastructure in order to work
seamlessly with the routing protocol. We have identi-
�ed a list of issues that need to be solved, and provided
preliminary solutions to most of these issues. However,
future work will involve a more detailed study of these
issues and attempt to provide better and more scalable
solutions to the problems that are currently in the way of
allowing an MSM-IP architecture to be widely used for
supporting host mobility in the Internet.
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