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Abstract. Thispapershowshow to achieve,undercertainconditions,abstract-interpretation
algorithmsthatenjoy thebestpossibleprecisionfor a givenabstraction.Thekey ideais a
simpleprocessof successive approximationthatmakesrepeatedcalls to a decisionproce-
dure,andobtainsthe bestabstractvalue for a setof concretestoresthat are represented
symbolically, usinga logical formula.

1 Intr oduction

Abstractinterpretation[6] is awell-establishedtechniquefor automaticallyprovingcer-
tainprogramproperties.In abstractinterpretation,setsof programstoresarerepresented
in a conservativemannerby abstractvalues.Eachprogramstatementis givenaninter-
pretationoverabstractvaluesthatis conservativewith respectto its interpretationover
correspondingsetsof concretestores;thatis, theresultof “executing”astatementmust
beanabstractvaluethatdescribesa supersetof theconcretestoresthatactuallyarise.
Thismethodologyguaranteesthattheresultsof abstractinterpretationoverapproximate
thesetsof concretestoresthatactuallyariseat eachpoint in theprogram.

In [7], it is shown that,undercertainreasonableconditions,it is possibleto give a
speci�cationof themost-preciseabstractinterpretationfor agivenabstractdomain.For
a Galoisconnectionde�ned by abstractionfunction � andconcretizationfunction � ,
thebestabstractpostoperatorfor transition � , denotedby 	�

������� ��� , canbe expressed
in termsof theconcretepostoperatorfor � , 	�
������ ��� , asfollows:

	�
����
�

� ����������	�

����� �������� (1)

Thisde�nesthelimit of precisionobtainableusingagivenabstraction.However,Eqn.(1)
is non-constructive; it doesnotprovideanalgorithmfor �nding or applying 	�

���

�
� ��� .

Graf andSä�di [11] showed thatdecisionprocedurescanbe usedto generatebest
abstracttransformersfor abstractdomainsthat are�x ed, �nite, Cartesianproductsof
Booleanvalues.(The useof suchdomainsis known aspredicateabstraction; predi-
cateabstractionis alsousedin SLAM [2] andothersystems[8,12].) The work pre-
sentedin this papershows how someof thebene�ts enjoyedby applicationsthat use
the predicate-abstractionapproachcan also be enjoyed by applicationsthat useab-
stractdomainsotherthanpredicate-abstractiondomains.In particular, this paper's re-
sultsapplyto arbitrary�nite-height abstractdomains,not just to Cartesianproductsof
Booleans.For example,it appliesto theabstractdomainsusedfor constantpropagation
andcommon-subexpressionelimination[14]. Whenappliedto a predicate-abstraction
domain,themethodhasthesameworst-casecomplexity astheGraf-Sä�di method.

To understandwherethedif�culties lie, considerhow they areaddressedin predi-
cateabstraction.In general,theresultof applying � to anabstractvalue ! is anin�nite
setof concretestores;Graf andSä�di sidestepthis dif�culty by performing� symboli-
cally, expressingtheresultof �#"$!&% asa formula ' . They thenintroducea functionthat,
in effect,is thecompositionof � and 	�
����(� ��� : it applies	�
������ ��� to ' andmapstheresult



backto theabstractdomain.In otherwords,Eqn.(1) is recastusingtwo functionsthat
work at thesymboliclevel, �� and

�

��	�
������ ��� ,3 suchthat
�

� 	�

��� � ��� ��� � ������	�
������ ��� ��� .
Toprovideinsightonwhatopportunitiesexistaswemovefrom predicate-abstraction

domainsto the moregeneralclassof �nite-height lattices,we �rst addressa simpler
problemthan

�

� 	�

��� � ��� , namely,

How can �� beimplemented?Thatis,how canoneidentify themost-preciseab-
stractvalueof a givenabstractdomainthatoverapproximatesasetof concrete
storesthatarerepresentedsymbolically?

We thenemploy thebasicideausedin �� to implementour own versionof
�

� 	�

��� � ��� .
Thecontributionsof thepapercanbesummarizedasfollows:

– The papershows how someof the bene�ts enjoyed by predicateabstractioncan
be extendedto arbitrary�nite-height abstractdomains.In particular, we describe
methodsfor eachof theoperationsneededto carryoutabstractinterpretation.

– With somelogics, the resultof applying 	�
������ ��� to a givensetof concretestores
(representedsymbolically)canalsobeexpressedsymbolically, asa formula

���

. In
thiscase,wecanproceedby computing�� "

���

% . For otherlogics,however,
���

cannot
beexpressedsymbolicallywithoutpassingto amorepowerful logic. For instance,

� If setsof concretestoresarerepresentedwith quanti�er-free �rst-order logic,
it mayrequirequanti�ed �rst-order logic to express	�

��� � ��� .

� If setsof concretestoresarerepresentedwith a decidablesubsetof �rst-order
logic, it mayrequiresecond-orderlogic to express	�

��� � ��� .

In suchsituations,theprocedurethatwe give to compute
�

� 	�

����� ��� providesaway
to computethebesttransformerwhile stayingwithin theoriginal logic.

Theremainderof thepaperis organizedasfollows: Sect.2 motivatesthework by
presentingan �� procedurefor aspeci�c �nite-height lattice.Sect.3 introducesterminol-
ogyandnotation.Sect.4 presentsthegeneraltreatmentof �� proceduresfor �nite-height
lattices.Sect.5 discussessymbolictechniquesfor implementingtransferfunctions(i.e.,

�

� 	�

����� ��� ). Sect.6 makessomeadditionalobservationsaboutthe work. Sect.7 dis-
cussesrelatedwork.

2 Moti vating Examples
This sectionpresentsseveral examplesto motivatethework. The treatmenthereis at
a semi-formallevel; a moreformal treatmentis given in later sections.(This section
assumesa certainamountof backgroundon abstractinterpretation;somereadersmay
�nd it helpful to consultSect.3 beforereadingthis section.)

Theexampleconcernsasimpleconcretedomain:let 	�

� denotethesetof variables
in theprogrambeinganalyzed;theconcretedomainis ���
������� .

PredicateAbstraction A predicate-abstractiondomain ��� � � � is basedon a set � of
predicatenames,eachof which hasanassociatedde�ning formula: � �����! 

def
� '" $#

%'&)(*&,+.-

. Eachvaluein ��� � � � is a setof possiblynegatedsymbolsdrawn from
� , whereeachsymbol �/ is eitherpresentin positive or negative form (but not both),
or absententirely. For instance,with � �����

�

def
� '

�
0

�

�

def
� '

�10

�32

def
� '�2

-

, valuesin
��� � � � include �
45�

��0

�

�10

45�32

-

, �6�

�60

�

�

-

, ��45�!2

-

, and 7 .
3 Weusethediacritic 8 onasymbolto indicateanoperationthateitherproducesor operateson

a symbolicrepresentationof a setof concretestores.



We will usea predicate-abstractiondomainin which thereis a Booleanpredicate
�

def
� "�� ���(% for each��� 	�
1� andeachdistinctconstant� thatappearsin theprogram.

For instance,if theprogramis �	�

��


�

�

�
���

����� (2)

thepredicate-abstractiondomainis basedon thepredicateset �6�

�

def
� "�� �

%

% , �

�

def
�

"�� ����% , � 2

def
� "�� ���
% , ���

def
� "�� �

%

% , ���

def
� "�� ����% , ���

def
� "�� ���
%

-

.
Note that this domaindoesnot provide an exact representationof the �nal statethat
arises, � � � !

%

�

0

�"� ! � � . The best that can be done is to use the abstractvalue
��45�

� 0

�

� 0

45� 2

0

45���

0

45���

0

45���

-

, whichprovideslimited informationaboutthevalue
of x.

Our choice of predicate-abstractiondomain ��� � ���

�60

�

�10

�32

0

� �

0

� �

0

� �

-

� was
madesolely for thesake of simplicity. With a differentchoiceof predicates,we could
haveretainedagreateror lesseramountof informationaboutthevalueof x in thestate
after program(2); however, therewould alwaysbe someprogramthat givesrise to a
statein which informationis lost.

The # Function for Predicate-Abstraction Domains One of the virtues of the
predicate-abstractionmethodis that it providesa procedureto obtaina most-precise
abstractvalue,given(a speci�cationof) a setof concretestoresasa logical formula $

[11]. We will call this procedure��&%(' ; it relieson theaid of a decisionprocedure,and
canbede�ned asfollows:

��
%('

"�$ % � �6�  #)$+* '� is valid
--,

��45�  �#($+* 4�'� is valid
-

(3)

For instance,supposethat $ is theformula "�� �.��%0/ "�� ���1�2�

�

%

% , whichcaptures
the�nal stateof program(2).For ��&%(' "�"�� �	�
%(/ "�� ���3�4�

�

%

%�% to producetheanswer
��45�

�
0

�

�
0

45�
2

0

45���

0

45���

0

45���

-

, the decisionproceduremust demonstratethat the
following formulasarevalid:

"�� �.��%5/ "�� �����-�

�

%

%6* 4 "�� �

%

% "�� �.��%5/ "�� �7���-�

�

%

%6* 4 "�� �

%

%

"�� �.��%5/ "�� �����-�

�

%

%6* "�� ���
% "�� �.��%5/ "�� �7���-�

�

%

%6* 4 "�� ���
%

"�� �.��%5/ "�� �����-�

�

%

%6* 4 "�� �7��% "�� �.��%5/ "�� �7���-�

�

%

%6* 4 "�� �7��%

Going Beyond PredicateAbstraction We now show thattheability to implementthe
� functionof aGaloisconnectionbetweenaconcreteandabstractdomainis not limited
to predicate-abstractiondomains.In particular, wewill demonstratethis for theabstract
domainusedin theconstant-propagationproblem: "1	.

�8!:9<; %>= . Theabstractvalue

?

represents7 ; anabstractvaluesuchas � �@� !BA

0

�

�!DC

0>E

�!BA�� representsall concrete
storesin whichprogramvariables� and E arebothmappedto A .4

Theprocedureto implement�� for theconstant-propagationdomain,whichwe call
��3FG% , is actuallyan instanceof a generalprocedurefor implementing�� functionsthat
appliesto afamily of Galoisconnections.It is presentedin Fig.1; ��HFG% is theinstanceof
this procedurein which thereturntype I is "1	.

�J!K9

;
%

= , and“structure”in line [5]
means“concretestore”.

4 We write abstractvaluesin Courier typeface (e.g., L M�N O"PRQTS�N OVU�QXWYN OZP\[ ), and concrete
storesin Romantypeface(e.g., L ]^N O"_`QTa�N O"b0c`QedYN OZ_f[ ).



[1] � 8

� (formula � )
�

[2] ans := �

[3] � := �

[4] while ( � is satisfiable)
�

[5] Select a structure � such that ��� �	�

[6] ans := ans 
���
����

[7] ��� �������.8 ��
 ans �

[8] �

[9] return ans
[10] �

Fig.1. An algorithm to obtain,with the aid of a decisionprocedure,a most-precise
abstractvaluethatoverapproximatesa setof concretestores.In Sect.2, thereturntype
L is "1	.

��!B9 ; %>= , and“structure”in line [5] means“concretestore”.

As with procedure��3%(' , ��&F % is permittedto make calls to a decisionprocedure
(seeline [5] of Fig. 1). We make oneassumptionthatgoesbeyondwhat is assumedin
predicateabstraction,namely, we assumethat thedecisionprocedureis a satis�ability
checker thatis capableof returningasatisfyingassignment,or, equivalently, thatit is a
validity checker that returnsa counterexample.(In the lattercase,thecounterexample
obtainedby callingProveValid( 4�' ) is asuitablesatisfyingassignment.)

Theotheroperationsusedin procedure��
F % are � , � , and �� :

– Theconcreteandabstractdomainsarerelatedby a Galoisconnectionde�ned by a
representationfunction � thatmapsa concretestore ��� 	�

� !:9 to anabstract
value � "�� % � "1	�
1�.! 9

;
%e= . For instance,� mapsthe concretestore � � �!

%

�

0

�8� ! � � to theabstractvalue � �@� !

�




0

�

�!B
�� .

– � is thejoin operationin "1	�
1��! 9
;

%
= . For instance,

� �<� !BA

0

�

�! �2


0 E

�!BA���� � �<� !BA

0

�

�! �! 

0 E

�!BA�� � � �@� !KA

0

�

�!KC

0 E

�!BA��& 

– Thereis anoperation� � thatmapsanabstractvalue ! to a formula � ��"$!&% suchthat !

and ���" ! % representthesamesetof concretestores.For instance,we have

���" � �<� !KA

0

�

�! C

0>E

�!BA�� % � "�� �#"
%5/ "�$ �#"�%� 

Theresultingformulacontainsno terminvolving � because
�

�!KC doesnot place
any restrictionson thevalueof

�

.

Operation�� permitstheconcretizationof anabstractstoreto berepresentedsym-
bolically, usinga logical formula.Thisallowssetsof concretestoresto bemanipu-
latedsymbolically, via operationson formulas.

To seehow ��&F % works,considertheprogram

E

�

� A

�

�

�

�

�

E

(4)

andsupposethat $ is theformula "�$��#"
%1/ "�� �	���%$�% , whichcapturesthe�nal state
of program(4). The following sequenceof operationswould beperformedduring the



invocationof ��&FG% "�"�$ �#"
%5/ "�� �	���%$�%�% :
Initialization: ����� � � �

� � � 
�d � _ � � 
 ] � a��&d �

Iteration1: � � ��L ]^N OZ_`Q a�N OZb0c`Qed NO"_ [ // Somesatisfyingconcretestore
����� � � � 
 ��
TL ]^N OZ_)Q a�N O b c)Qed NOZ_ [ �

�"L M�N O"PRQTS�N O

�	�

QTW�N OZP\[

8� 

����� � � 
 ]�� _ � � 
 a � b0c � � 
�d � _ �

� � � 
�d � _ � � 
 ] � a��&d � � � 
 
 ] � _ � � 
 a � b0c � � 
�d � _ � �

� 
�d � _ � � 
 ] � a��&d � � 
 
 ]�� � _ ��
 
 a�� � b c ��
 
�d�� � _ � �

� 
�d � _ � � 
 ] � a��&d � � 
 a�� � b c �

Iteration2: � � ��L ]^N OZ_`Q a�N OZb��`Qed NO"_ [ // Somesatisfyingconcretestore
����� � �.L M�N O"PRQTS�N O

�	�

QTW�N OZP\[ 
 ��
TL ]^N O"_`Q a�N O"b��)Qed NOZ_f[ �

�"L M�N O"PRQTS�N O

�	�

QTW�N OZP\[ 
<L M�N O"PRQTS�N O

���

Q WYN OZP\[

�"L M�N O"PRQTS�N OVU�QXWYN O"P\[

8� 

����� � � 
 ]�� _ � � 
�d � _ �

� � � 
�d � _ � � 
 ] � a��&d � � 
 a�� � b c � � 
 
 ]�� � _ ��
 
�d�� � _ � �

� ff
Iteration3: � is unsatis®able
Returnvalue: L M�N OZPRQ SYN O
U�Q W�N OZP\[

At this point the loop terminates, and �� F % returns the abstract value
� �<� !BA

0

�

�!KC

0 E

�!BA�� . In effect, ��&FG% hasautomaticallydiscoveredthat in the ab-
stractworld thebesttreatmentof themultiplicationoperatoris for it to benon-strictin

C . Thatis, A is a multiplicativeannihilatorthatsupersedesC : A � C+� A .
In general,�� "�$ % carriesoutaprocessof successiveapproximation,makingrepeated

calls to a decisionprocedure.Initially, ' is setto $ and ����� is setto
?

. On eachiter-
ationof the loop in �� , thevalueof ����� becomesa betterapproximationof thedesired
answer, and the valueof ' describesa smallerset of concretestores,namely, those
storesdescribedby $ that are not, as yet, coveredby ����� . For instance,at line [7]
of Fig. 1 during Iteration 1 of the secondexample of ��HFG% "�$ % , ����� has the value

� �<� !BA

0

�

�! � 


0>E

�!BA�� , and the updateto ' , '

�

� ' /*4�� �#" ans % , sets ' to "�$��

"�%5/ "�� �����%$�% / "���� ��� ��% . Thus, ' describesexactly thestoresthataredescribedby
$ , but arenot,asyet,coveredby ����� .

Eachtime aroundthe loop, �� selectsa concretestore � suchthat � # � ' . Then ��

uses� and � to performwhat canbe viewed asa “generalization”operation:� con-
verts concretestore � into an abstractstore; the currentvalue of ����� is augmented
with � " � % using � . For instance,at line [6] of Fig. 1 during Iteration 2 of the sec-
ond example of ��

F %
"�$ % , ����� 's value is changedfrom � �8� !KA

0

�

�! � 


0>E

�!KA � to
� �<� !BA

0

�

�! � 


0>E

�!BA�� ��� " � � �! "

0

�7� ! �� 

0

$ �! " � % � � �<� !BA

0

�

�! C

0>E

�! A � .
In other words, the generalizationfrom two possiblevaluesfor

�

, � 
 and �! , is C ,
which indicatesthat

�

maynotbea constantat theendof theprogram.
Fig. 2 presentsa sequenceof diagramsthat illustrate schematicallyalgorithm ��

from Fig. 1.

3 Terminology and Notation
For us,concretestoresarelogical structures. Theadvantageof adoptingthisoutlookis
thatit allowspotentiallyin�nite setsof concretestoresto berepresentedusingformulas.

De�nition 1. Let ! � �#"

�
0

 ( � 

0

"�$

-

be a �nite setof predicatesymbols,each with a
�xed arity; let !&% denotethesetof predicatesymbolswith arity ' . Let ( � � �

�
0

 ( � 

0

��)

-
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individualassociatedw

ith
�.

–
�

�

is
the

interpretation
offunction

sym
bols,i.e.,for

every
function

sym
bol

�
�

�

% ,
���

"���%

�

�

%

!
�

m
aps

'-tuplesinto
an

individual.

Typically,som
esubsetofthe

predicatesym
bols,constantsym

bols,and
functionsym

bols
havean

interpretationthatis
�xed

in
advance;this

de�nesa
fam

ily
ofintendedm

odels.
W

e
denotethe

(in�nite)
setofstructuresover

�
,w

here
the

interpretationsof
�

�
�

are
�xed

in
advance,by

�������
�
	��
	����

�������(�
	

0
�

�.

E
xam

ple1.
In

S
ect.2,w

e
consideredconcretestoresto

be
m

em
bersof

	�
1�
!

9
.

T
his

is
a

com
m

onw
ay

to
de�ne

concretestores;how
ever,in

the
rem

ainderofthe
paper

concretestoresare
identi�ed

w
ith

logicalstructures.A
store

in
w

hich
program

vari-
ablesare

bound
to

integervaluesis
a

logicalstructure
	

9

0

7

0��

�
���

0

7

�

overvocabulary
	

�

�����
��	����

0

	�

�

,

�

���
�����������

0
�

��� �!�"�����

�,
w

here
�

�
���

is
a

m
apping

of
program

vari-
ablesto

integers,andthesym
bolsin

�

�����
��	����

�
�$#

0

&

0

�

0

�
�

0�%
0'&

0

 ( � 

-,
�

���
�(�)�������
�

�
"

0'*

%

0

%

0�*

�

0

�

0

 ( � 

-,and
�

�����+�"�����
�

�

�

0'*
0

�

0�,
0

 ( � 

-

have
theirusualm

eanings.For
instance,an

exam
pleconcretestorefora

program
in

w
hich

	.

�
�

�\�

0

�

0

$

-

is

	
9

0

7

0

�
�

�!
"

0

�8�
!

�

0

$J�
!

"
�

0

7

�

 
(5)

H
enceforth,w

e
abbreviate

a
storesuchas(5)by

�
�

�
�

�
�!

"

0

�@
�

!
�

0

$��
!

"
�.

To
m

anipulatesetsofstructuressym
bolically,w

e
useform

ulasof�rst-order
logic

w
ith

equality.If
�

is
a

logicalstructureand
'

is
a

closedform
ula,the

notation
�

#
�

'

m
eansthat

�
satis�es

'
accordingto

the
standardTarskian

sem
anticsfor

�rst-order
logic

(e.g.,see[10]).W
e

use
�

�
'��

� to
denotethe

setofconcretestructuresthatsatisfy
'

:
�

�
'

�
���

�
�

#
�+�-�������

�
	��
	����
�������(�

	

0
�

�

0

�
#

��'

-.

E
xam

ple2.

�
�

"��
�#"
%4/

"�$
�

"�%
�

�
�

.

�
�

�
�

�
�!

"

0

�8�
!

"

0

$^�
!

"
�

0
���

�
�

�
�!

"

0

�<�
!

%

0

$��
!

"
�

0

�
�

�
�

�
�!

"

0

�8�
!

�

0

$^�
!

"
�

0

 ( � 
/

D
e�nition

2.
A

com
plete

join
sem

ilattice
I

�
	�I

0�0
0�1

0

?

�

is
a

partially
ordered

set
w

ith
partialorder

0

,such
thatforeverysubset

2
of

I
,

I
containsa

leastupperbound
(or

join
),denotedby

1

2
.

T
he

m
inim

alelem
ent

?

�
I

is
1

7 .W
e

use
�

�
�

as
a

shorthandfor
1

�0�

0

�

-.W
e

w
rite

�43+�
w

hen
�

0

�
and

�
�

�	�
.

T
he

pow
ersetofconcretestores

��5�687)9
�;:
<�:>=�<

�;?
9

<>@
�BA

C8D
is

a
com

pletejoin
sem

ilattice,
w

here(i)
2

0FE

iff
2

�

E

,(ii)
?

�
7,and(iii)

1

�HG
.

D
e�nition

3.
Let

I
�

	�I

0'0
0�1

0

?

�

be
a

com
pletejoin

sem
ilattice.A

strictly
increas-

ing
chain

in
I

is
a

sequenceofvalues
!

�
0

!

�
0

 � ( 

0such
that

!
%I3

!
%KJ

�.W
e

saythat
I

has
�nite

heightif
everystrictly

increasingchain
is

�nite
.

W
e

now
de�ne

an
abstractdom

ainby
m

eansofa
representationfunction

[18].

D
e�nition

4.
G

iven
a

com
plete

join
sem

ilattice
I

�
	�I

0'0
0�1

0

?

�

and
a

rep-
resentation

function
�

�

�������
��	��
	����

�������(�
	

0
�

�
!

I
such

that
for

all
�

�



�(�)���
��	��;	����

����������	

0��

�
�

"
�

%
�

�

?

,a
G

alois
connection

�
5�687

9
�;:

<
:;=�<

�;?
9

<>@
�BA

C8D

�

�

�

I
is

de-

�ned
by

extending
�

pointw
ise,i.e.,for

�

�
�

�������
�
	��
	����

�������(�
	

0
�

�and
!&�

I
,

�
"

�

��%
�

�

���
	

=

�
"��

%
�#"$!&%

�
�

�
#

�+�
�������

��	��;	����
�������(��	

0
�

�

0

�
"

�
%

0

!

-

It
is

straightforw
ard

to
show

thatthis
de�nesa

G
alois

connection,i.e.,(i)
�

and
�

are
m

onotonic,(ii)
�

distributesover
,

,(iii)
�

�
�

�#"$�
"

�

��%
%,and

(iv)
�

"
�#"$!

%
%

0

!.
W

e
say

that
!

overapproxim
ates

a
setofconcrete

stores
�

�
if

�#"$!
%��

�

�
.

It
is

straightforw
ard

to
show

that
�

"

�

��%
is

the
m

ost-precise(i.e.,least)abstractvalue
that

overapproxim
ates

�

�
.

E
xam

ple3.
In

ourexam
ples,the

abstractdom
ainw

ill
continueto

be
the

oneintroduced
in

S
ect.2,nam

ely,
"

	�

�
!

98;
%

=
.A

s
w

e
saw

in
S

ect.2,
�

m
apsa

concretestorelik
e

�
�

�
�

�
�!

"

0

�8�
!

�

0

$^�
!

"
� to

an
abstractvalue

�
�@

�
!BA

0

�

�!�


0>E

�!BA��
.T

hus,

���

.

�
�

�
�

�
�!

"

0

�@
�

!
"

0

$J�
!

"
�

0

�
�

�
�

�
�!

"

0

�@
�

!
�

0

$J�
!

"
�

/��

�

�
"

�
�

�
�

�
�!

"

0

�@
�

!
"

0

$^�
!

"
�

%

�
�

"

�
�

�
�

�
�!

"

0

�@
�

!
�

0

$^�
!

"
�

%

�

�
�@

�
!BA

0

�

�!BA

0>E

�!KA
�

�
�

�@
�

!BA

0

�

�!�


0>E

�!KA
�

�
�

�@
�

!BA

0

�

�!KC

0>E

�!BA��& 

S
upposethatabstractvalue

!
is

�
�8�

!KA

0

�

�!KC

0>E

�!KA
� .B

ecause
�

�!KC
doesnot

placeany
restrictionson

the
value

of
�,w

e
have

�#"$!&%#�

.

�
�

�
�

�
�!

"

0

�@
�

!
"

0

$J�
!

"
�

0
�

�

�
�

�
�!

"

0

�8�
!

%

0

$^�
!

"
�

0

�
�

�
�

�
�!

"

0

�@
�

!
�

0

$J�
!

"
�

0

 ( � 
/

4
S

ym
bolic

Im
plem

entation
ofthe

�
F

unction
T

his
sectionpresentsa

generalfram
ew

ork
forim

plem
enting

�
functionsofG

aloiscon-
nectionsusing

procedure
�

�
from

F
ig.1.

�
�

"�$
%

�nds
the

m
ost-preciseabstractvalue

in
a

�nite-heightlattice,given
a

speci�cation
of

a
setofconcretestoresas

a
logicalfor-

m
ula

$
.

�
�

representssetsofconcretestoressym
bolically,using

form
ulas,and

invokes
a

decisionprocedureon
eachiteration.

T
he

assum
ptionsofthe

fram
ew

ork
are

ratherm
inim

al:
–

T
he

concretedom
ainis

the
pow

ersetof
�(�)���

��	��;	����
����������	

0��

� .
–

T
he

concreteand
abstractdom

ainsare
relatedby

a
G

alois
connectionde�ned

by
a

representationfunction
�

thatm
apsa

structure
�7�

�(�)���
��	��;	����

����������	

0��

�to
an

abstractvalue
�

"��
%.

–
It

is
possibleto

take
the

join
oftw

o
abstractvalues.

–
T

hereis
an

operation
��

thatm
apsan

abstractvalue
!to

a
form

ula
���"

!
%

suchthat

�
�

���"
!

%
�

���
�#"$!&%� 

(6)

O
peration

�
�

perm
itsthe

concretizationofan
abstractvalue

to
be

representedsym
bol-

ically,using
a

logicalform
ula,w

hich
allow

s
setsofconcretestoresto

be
m

anipulated
sym

bolically,
via

operationson
form

ulas.(In
this

paper,
w

e
use

�rst-order
logic;

in
general,how

ever,otherlogics
could

be
used.)



E
xam

ple4.
A

s
w

e
saw

in
S

ect.2,because
�

�!KC
doesnotplace

any
restrictionson

the
value

of
�,w

e
have

���"
�

�<�
!BA

0

�

�!
C

0>E

�!BA��
%

�
"��

�
"�%1/

"�$
�

"�%
.F

rom
E

xs.2
and

3,w
e

know
that

�
�

"��
�#"
%5/

"�$
�#"
%

�
�

�

.

�
�

�
�

�
�!

"

0

�8�
!

"

0

$J�
!

"
�

0
�

�

�
�

�
�!

"

0

�8�
!

%

0

$^�
!

"
�

0

�
�

�
�

�
�!

"

0

�8�
!

�

0

$J�
!

"
�

0

 ( ( 
/

�
��"

�
�@

�
!BA

0

�

�!
C

0>E

�!BA��
%

0

and
thusE

qn.(6)is
satis�ed.For

!
�

"
	�

��!

9
;

%e=
,

���"
!

%
is

de�ned
asfollo

w
s:

�
��"$!&%

���

�

�

��

ff
if

!��

?

�

�

�

�
����A

�	�

��

�

�

;

"�����!�"���%
%

otherw
ise

S
peci�cation

ofA
lpha

P
rocedure

�
�

is
to

im
plem

ent
�

,given
a

speci�cation
ofa

set
ofconcretestoresasa

logicalform
ula

$
.T

herefore,
�

�
m

usthave
the

propertythatfor
all

$
,

�
�

"�$
%

���
"��

�
$

�
�

%.
N

ote
thata

logicalform
ula

$
representsthe

setofconcretestores
�

�
$

�
�;thus,

�
"

�
�

$
�

�
%

(and
hence

�
�

"�$
%,asw

ell)
is

the
m

ost-preciseabstractvalue
thatoverapproxim

atesthe
setofconcretestoresrepresentedsym

bolicallyby
$

.

Im
plem

entation
ofA

lpha
P

rocedure
�

�
is

given
in

F
ig.1.

E
xam

ple5.
A

traceofa
callon

�
�

forthe
constant-propagationdom

ain
"1	.

��!B9

;
%>=

w
as

presentedin
S

ect.2.In
generalizingthe

idea
from

S
ect.2,concretestoreshave

beenidenti�ed
w

ith
logicalstructures,so

insteadofw
riting,e.g.,

�

�

�
�

�
�!

"

0

�
�!

�R�

0

$J�
!

"
�,w

e
w

ould
now

w
rite

�

�

�

�
�

�
�

�
�!

"

0

�@
�

!
�R�

0

$J�
!

"
�.

T
heorem

1.
S

upposethatthe
abstractdom

ain
has

�nite
heightof

at
m

ost
�.

G
iven

input
$

,
�

�
"�$

%
hasthe

follow
ing

properties:

(i)
T

heloop
on

lines[4]–[8]
in

procedure
�

�
is

executedatm
ost

�
tim

es.
(ii)

�
�

"�$
%

�
�

"
�

�
$

�
�

%
(i.e.,

�
�

"�$
%

com
putesthe

m
ost-preciseabstractvalue

thatoverap-
proxim

atesthe
setofconcretestoresrepresentedsym

bolicallyby
$

).

5
S

ym
bolic

Im
plem

entation
ofT

ransfer
F

unctions
5.1

T
ransferF

unctions
for

S
tatem

ents

If
�

is
a

setofpredicate,constant,orfunction
sym

bols,let
�

�denotethe
sam

esetof
sym

bols,butw
ith

a
�attachedto

eachsym
bol(i.e.,

�
���

iff
�

�

���

�).
T

he
interpretationof

statem
entsinvolves

the
speci�cation

of
transition

relations
using

form
ulas.S

uch
form

ulas
w

ill
be

over
a

“double
vocabulary”

�

,

�

�

�

	
!

,

!

�

0

(

,

(

�

0

�

,

�
�

�,w
hereunprim

edsym
bolsw

ill
be

referredto
aspresent-state

sym
bols,and

prim
ed

sym
bolsas

next-state
sym

bols. 5
T

he
satisfaction

relation
for

a
tw

o-vocabulary
form

ula
�

w
ill

be
w

ritten
as

	��

0

�

�
�

#
�

�,w
here

�
and

�

�arestructures
overvocabularies

�
�

	
!

0

(

0

���

and
�

�

�
	
!

�

0

(

�

0

�
�

�,respectively;
	��

0

�

�
�

is
called

a
tw

o-vocabulary
structure.

5
For

econom
yof

notation,w
e

w
ill

notduplicatethe
sym

bols
�����

w
hoseinterpretationis

®
xed

in
advance.



E
xam

ple6.
T

he
form

ula
thatexpressesthe

sem
anticsofan

assignm
ent �

�

�

�

�

E

w
ith

respectto
storesovervocabulary

	

�

�����
�
	
���

0

	.

�

,

	�
1�

�

,

�

���
�(�)�������

0
�

�����+�"�����

�,de-
notedby

�����

�������

,can
be

speci�ed
as

���	�

�
�����

def
�

"��

�

�	���%$�%5/
"��

�

�7�
%1/

"�$

�

�#$
%
.

For
parallelform

,w
e

w
ill

also
assum

ethatw
e

have
tw

o
isom

orphicabstractdo-
m

ains,
I

and
I

�,and
associatedvariantsof

�
and

��

�

�

�(�)���
��	��;	����

����������	

0��

�
!

I
�

�

�

�������
��	��
	����

�������(�
	

�

0��

�
!

I

�

��

�

I
!

Form
ula

�
�

�
�

�

�

�

I

�

!
Form

ula
�

�

�

�

For
the

constant-propagationdom
ain,this

justm
eansthata

next-stateabstractvalue
producedby

one
transition,e.g.,

�
�

�

�!BA

0

�

�

�!KC

0
E

�

�!BA��Y��I

�,can
be

identi�ed
as

the
present-stateabstractvalue

�
�@

�
!BA

0

�

�!KC

0>E

�!BA��6�
I

forthe
nexttransition. 6

S
peci�cation

G
iven

a
form

ula
�

for
a

statem
ent'stransitionrelation,the

resultofap-
plying

�
to

a
setofconcretestores

�

�
is

	�
����(�
����"

�

��%
�

�
�

�

#exists
�+�

�

�
suchthat

	��

0

�

�

�

#
�

�

-

 

(N
ote

thatthis
is

a
setof

structuresovervocabulary
�

�.)
�

��	�
������
���

"$!&%
is

to
return

the
m

ost-preciseabstractvaluein
I

�thatoverapproxim
ates

	�
������
���

"
��"

!
%�%

.

Im
plem

entation
�

�
	�

���

�
���

"$!&%
can

be
com

putedby
the

procedurepresentedin
F

ig.3.
A

fter
'

is
initialized

to
���"$!&%H/

�
in

line
[3],

�

��	�
������
���

operatesvery
m

uch
lik

e
�

�
,ex-

ceptthatonly
abstractionsofthe

�

�structuresare
accum

ulatedin
variableans'

(see
lines[5]and[6]).O

n
eachiterationofthe

loop
in

�

��	�
������
���

,the
valueofans'

becom
es

a
betterapproxim

ationofthe
desiredansw

er,andthe
valueof

'
describesa

sm
allerset

ofconcretestores,nam
ely,those

�

,

�

�storesthataredescribedby
�

��"$!&%)/
�,butw

hose
range(i.e.,projectionon

the
next-statesym

bols)is
not,asyet,coveredby

ans'
.

[1]
�

�
�

���������

(tw
o-vocabulary

form
ula

�
over

���
�

�,
���

)
�

[2]
ans'

:=
�

�

[3]
�

:=
8��
��

�
���

[4]
w

hile
(

�
is

satisfiable)
�

[5]
S

elect
a

tw
o-vocabulary

structure
���5Q

�

���

s.t.
���

Q
�

���

�
�	�

[6]
ans'

:=
ans'


��

�


��

�

�

[7]
�

�
�	���

��8
�

�


ans'
�

[8]
�

[9]
return

ans'
[10]

�

F
ig.3.A

n
algorithm

thatim
plem

ents
�

��	�
������
���

"$!&%
.

6
A

lternatively,w
e

could
have

useda
single

abstractdom
ain,

�
,and

the
de®

nitions

�
�! !"$#&%�')(+*,(+-.*�'�/0%�*

L21�Q+30[
O

�
�

�

�! !"$#4%�'2(+*,(+-.*�'�/0%�*
L21

�

Q�3
[

O
�

8�%�
�

O
Form

ula
L

�
[

8�

�

�
�

O
Form

ula
L

�

�

[

T
he

m
otivation

for
using

tw
o

abstractdom
ainsis

to
elim

inatea
possiblesourceofconfusion

in
the

exam
ples.B

y
using

separateabstractdom
ains

�
and

�

�,prim
edsym

bolsalw
aysdistin-

guish
next-stateabstractvaluesfrom

present-stateones.



E
xam

ple7.
S

upposethat
!

�
�

�@
�

!KC

0

�

�!DC

0>E

�!KA
� ,and

the
statem

entto
be

inter-
preted

is
�

�

�

�

�

E.
T

hen
�

�#"$!&%
is

the
form

ula
"�$

�
"�%

,
and

�
���

���	�)�

is
the

form
ula

"��

�

�����%$
%5/
"��

�

���
%5/

"�$

�

�
$�%

.F
ig.4

show
s

w
hy

w
e

have
�

��	�
������
�

���

�������

�
"��

�@
�

!KC

0

�

�!KC

0>E

�!KA��
%

�
�

�

�

�!KA

0

�

�

�!KC

0>E

�

�!BA��
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�����
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Iteration
3:

�
is

unsatis®
able

R
eturnvalue:

L
M

�

NO"PRQTS

�

NOZU�QXW

�

NO"P\[

F
ig.4.O

perationsperform
edduring

a
call

�

��	�
����
�

�
���

�������

�
"��

�@
�

!KC

0

�

�!KC

0
E

�!BA��
%.

T
heorem

2.
S

upposethatthe
abstractdom

ain
has

�nite
heightof

at
m

ost
�.

G
iven

inputs
�

and
! ,

�

��	�
����
�

���
"

!
%

hasthe
follow

ing
properties:

(i)
T

heloop
on

lines[4]–[8]
in

procedure
�

�
	�

���

�
���

"$!&%
is

executedatm
ost

�
tim

es.
(ii)

�

�
	�

���

�
���

"$!&%
�

�
"

	�
������
����"

��"
!

%�%
%

(i.e.,
�

��	�
������
���

"
!

%
com

putesthe
m

ost-preciseab-
stractvaluein

I

�thatoverapproxim
ates

	�
����(�
����"

�#"$!&%�%
).

T
he

operator
	������

���
can

be
im

plem
entedusinga

procedurethatis
dualto

F
ig.3.

5.2
T

ransferF
unctions

for
C

onditions

S
peci�cation

T
he

interpretationofa
condition

'
w

ith
respectto

a
givenabstractvalue

!

m
ust“passthrough”allstructuresthatareboth

representedby
!andsatisfy

'
,i.e.,those

in
�#"$!&%��

�
�

'
�

� .T
hus,the

m
ost-preciseapproxim

ationto
the

interpretationofcondition
'

,denotedby
�

�
�� "!#�

�
�

'
��"$!

%,is
de�ned

by

�
�

�� "!#�
�

�
'

�
"$!

%
�

�
"

�#"$!
%$�

�
�

'
�

�
%� 

Im
plem

entation
�

�
�� "!#�

�
�

'
�

"$!
%

can
be

com
putedby

the
follo

w
ing

m
ethod:

�
�

�% &!'�
�

�
'���"

!
%

�
�

�
"

���"
!

%5/
'#%� 
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6
D

iscussion

T
his

papershow
s

how
the

m
ost-preciseversionsofthe

basicoperationsneededto
create

an
abstractinterpreterare,undercertain

conditions,im
plem

entable.T
hesetechniques

usethe
ideaofconsideringa

�rst-orderform
ula

'
asa

device
fordescribing(oraccept-

ing)a
setofconcretestructures,nam

ely,the
setofstructuresthatsatisfy

'
.N

otevery
subsetof

concretestructurescan
be

describedby
a

�rst-order
form

ula;how
ever,it

is
straightforwardto

generalizethe
approachto

othertypesoflogics,w
hich

canbe
consid-

eredasalternative
structure-descriptionform

alism
s(possiblym

ore
pow

erful,possibly
lesspow

erful).Forthe
basicapproachto

carryover,allthatis
requiredis

thata
decision

procedureexistfor
the

logic.
A

utom
atic

theorem
provers—

suchas
M

A
C

E
[16],

S
E

M
[20],

and
F

inder[19]—
can

be
usedto

im
plem

entthe
procedurespresentedin

this
paperbecausethey

return
counterexam

plesto
validity:a

counterexam
pleto

the
validity

of
4�'

is
a

structurethat
satis�es

'
.

S
uch

tools
also

exist
for

logics
otherthan

�rst-order
logic;

for
exam

ple,
M

O
N

A
[15]cangeneratecounterexam

plesforform
ulasin

w
eakm

onadicsecond-order
logic.S

om
etools,suchasS

im
plify

[9]andS
V

C
[1],provide

counterexam
plesin

sym
bolic

form
,i.e.,asa

form
ula.T

he
form

ula
representsa

setofcounterexam
ples;any

structure
thatsatis�es

the
form

ula
is

a
counterexam

pleto
the

query.Forexam
ple,if

'
is

�

%

�

atline
[5]

ofF
ig.1,the

value
returnedw

ould
be

the
form

ula
"��

%

�
%

itself,ratherthan
a

particularsatisfying
structure,such

as
�

�
�!��

0

���
!

�
�.

T
his

presentsan
obstacle

becauseatline
[6]

�
requiresan

argum
entthatis

a
single

structure.In
the

caseof
quanti�er-free

�rst-orderlogic
w

ith
lineararithm

etic,sucha
structurecan

be
obtained

by
feeding

the
counterexam

ple
form

ula
to

a
solver

for
m

ixed-integerprogram
m

ing,
suchasC

P
LE

X
[13].

int
x,

y,
z

B
ool

B
1,

B
2

y
:=

3
x

:=
4

*
y

+
1

read(z)
B

1
:=

z
<

29
B

2
:=

z
<

27
if

B
1

then
y

:=
5

if
B

2
then

x
:=

y
+

8

F
ig.5.A

program
w

ith
corre-

latedbranches.

W
ith

the
aid

of
S

im
plify,

w
e

have
veri�ed

the
constant-propagationexam

plesin
this

paper,
as

w
ell

as
exam

ples
that

com
bine

the
constant-propagation

dom
ain

w
ith

a
predicate-abstractiondom

ain.T
his

is
an

additionalbene�t
of

the
approach:it

can
be

used
to

generatethe
besttransform

erfor
com

bined
do-

m
ains,suchasreducedcardinalproductand

thosecre-
ated

using
otherdom

ain
constructors[7].

For
exam

-
ple,the

besttransform
erfor

the
com

bined
constant-

propagation/predicate-abstraction
dom

ain
determ

ines
thatthe

variablex
m

ustbe
%

�
atthe

endofthe
program

given
in

F
ig.5.



7
R

elated
W

ork

T
his

paperis
m

ostclosely
related

to
pastw

ork
on

predicateabstraction,w
hich

also
usesdecision

proceduresto
im

plem
entm

ost-preciseversionsof
the

basic
abstract-

interpretationoperations.P
redicateabstractiononly

appliesto
a

fam
ily

of�nite-height
abstractdom

ainsthatare
�nite

C
artesianproductsofB

ooleanvalues;ourresultsgen-
eralizetheseideasto

a
broadersetting.In

particular,ourw
ork

show
s

thatw
hena

sm
all

num
berofconditionsare

m
et,m

ostofthe
bene�ts

thatpredicate-abstractiondom
ains

enjoy
can

also
be

enjoyed
in

arbitrary
abstractdom

ainsof
�nite

height,and
possibly

in�nite
cardinality.H

ow
ever,procedure

�
�

ofF
ig.1

usesan
approachthatis

fundam
en-

tally
differentfrom

the
oneusedin

predicateabstraction.A
lthough

both
approachesuse

m
ultiple

callson
a

decisionprocedureto
passfrom

the
spaceofform

ulasto
the

dom
ain

ofabstractvalues,
�

�
%('

goesdirectly
from

a
form

ula
to

an
abstractvalue,w

hereas
�

�
of

F
ig.1

m
akesuseofthe

dom
ainofconcrete

valuesin
a

criticalw
ay:eachtim

e
around

the
loop,

�
�

selectsa
concretevalue

�
suchthat

�
#

�
'

;
�

�
uses

�
and

�
to

generalize
from

concretevalue
�

to
an

abstractvalue.
P

rocedure
�

�
is

alsorelatedto
an

algorithm
usedin

m
achinelearning,called

F
ind-S

[17,S
ection2.4].In

m
achine-learningterm

inology,both
algorithm

ssearcha
spaceof

“hypotheses”to
�nd

the
m

ost-speci�c
hypothesisthatis

consistentw
ith

the
positive

training
exam

plesofthe
“concept”to

be
learned.F

ind-S
receivesa

sequenceoftrain-
ing

exam
ples,and

generalizesits
currenthypothesiseachtim

e
it

is
presentedw

ith
a

positive
training

exam
plethatfalls

outsideits
currenthypothesis.T

he
problem

settings
forthe

tw
o

algorithm
sare

slightly
different:F

ind-S
receivesa

sequenceofpositive
and

negative
exam

plesofthe
concept.

�
�

alreadystartsw
ith

a
precisestatem

entofthe
con-

ceptin
hand,nam

ely,the
form

ula
$

;
on

eachiteration,the
decisionprocedureis

used
to

generatethe
next(positive)training

exam
ple.

W
e

have
som

etim
esbeenasked

“H
o

w
do

yourtechniquescom
parew

ith
predicate

abstractionaugm
entedw

ith
an

iterative-re�nem
entschem

ethatgeneratesnew
predi-

cates,as
in

S
LA

M
[3]

or
B

LA
S

T
[12]?”.

W
e

do
nothave

a
com

pleteansw
erto

this
question;how

ever,a
few

observationscan
be

m
ade:

–
O

urresultsextend
ideasem

ployed
in

the
settingofpredicateabstractionto

a
m

ore
generalsetting.

–
For

the
sim

ple
exam

plesusedfor
illustrative

purposesin
this

paper,iterative
re-

�nem
entw

ould
obtain

suitablepredicatesw
ith

appropriateconstantvaluesin
one

iteration.O
urtechniquesachieve

the
desiredprecisionusingroughlythe

sam
elog-

icalm
achinery(i.e.,the

availability
of

a
decisionprocedure),butdo

notrely
on

heuristics-basedm
achineryfor

changingthe
abstractdom

ainin
use.

–
T

his
paperstudiesthe

problem
“H

o
w

can
one

obtain
m

ost-preciseresultsfor
a

given
abstractdom

ain?”.Iterative
re�nem

entaddressesa
differentproblem

:“H
o

w
can

one
go

aboutim
proving

an
abstractdom

ain?”T
heseare

orthogonalquestions.
T

he
questionofhow

to
go

aboutim
proving

an
abstractdom

ainhasnotyetbeen
studiedforabstractdom

ainsasrich
asthe

onesin
w

hich
ourtechniquescan

be
ap-

plied.T
his

is
the

subjectoffuture
w

ork,and
thussom

ethingaboutw
hich

one
can

only
speculate.H

ow
ever,w

e
have

observedthatourapproachdoesprovide
a

funda-
m

entalprim
itive

form
appingvaluesfrom

oneabstractdom
ainto

another:suppose
that

I

�

and
I

�

are
tw

o
differentabstractdom

ainsthatm
eetthe

conditionsofthe
fram

ew
ork;given

!

�

�
I

�,the
m

ost-precisevalue
!

�

�
I

�

thatoverapproxim
ates

�

�

"$!

�

%
is

obtainedby
!

�

�
�

�

�

"
��

�

"$!

�

%�%
.



T
he

dom
ain-changingprim

itive
opensup

severalpossibilitiesfor
future

w
ork.

Forexam
ple,counterexam

ple-guidedabstraction-re�nem
entstrategies[5,4]iden-

tify
the

shortestinvalid
pre�x

ofa
spuriouscounterexam

pletrace,and
then

re�ne
the

abstractdom
ain

to
elim

inate
invalid

transitionsoutof
the

lastvalid
abstract

state
of

the
pre�x.

T
he

dom
ain-changingprim

itive
appearsto

provide
a

system
-

atic
w

ay
to

salvageinform
ation

from
the

counterexam
pletrace:for

instance,it
can

be
invoked

to
convertthe

lastvalid
abstractstateofthe

pre�x
into

an
appropriate

abstractstatein
the

re�ned
abstractdom

ain.M
oreover,it

yields
the

m
ost-precise

value
thatany

conservative
salvagingoperationis

allow
ed

to
produce.

In
sum

m
ary,

becauseour
resultsenablea

betterseparationof
concernsbetw

eenthe
issueofhow

to
obtain

m
ost-preciseresultsfor

a
given

abstractdom
ainand

thatofhow
to

im
prove

an
abstractdom

ain,they
contribute

to
a

betterunderstandingofabstraction
and

sym
bolicapproachesto

abstractinterpretation.
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