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Abstract. In this paper, we reduce pushdown system (PDS) model clgetia graph-
theoretic problem, and apply a fast graph algorithm to imerhe running time for model
checking. We useveightedPDSs as a generalized setting for PDS model checking, and
show how various PDS model checkers can be encoded usingte@iBDSs. We also give
algorithms for witness tracing, differential propagatiamd incremental analysis, each of
which benefits from the fast graph-based algorithm.

1 Introduction

Pushdown systems (PDSs) have served as an important fenmfali program analysis
and verification because of their ability to concisely catinterprocedural control
flow in a program. Various tools [1-6] use pushdown systermenaabstract model of
a program and use reachability analysis on these modelsifyg peogram properties.
Using PDSs provides an infinite-state abstraction for therobstate of the program.
Some of these tools [1, 2, 6], however, can only verify prtpsrthat have a finite-
state data abstraction. Other tools [4, 5, 3] are based omtre generalized setting
of weighted pushdown systems (WPDSs) [7] and are capablerdfing infinite-state
data abstractions as well.

At the heart of all these tools is a PDS reachability-analgdgorithm that uses
a chaotic-iteration strategy to explore all reachableest§8—10]. Even though there
has been work to address the worst-case running time of ldpisitam [11], to our
knowledge, no one has addressed the issue of giving diretttithe chaotic-iteration
scheme to improve the running time of the algorithm in practin this paper, we try
to improve the worst-case running time as well the runningetobserved in practice.
To provide a common setting to discuss most PDS model checkeruse WPDSs to
describe our improvements to PDS reachability.

An interprocedural control flow graph (ICFG) is a set of greygime per procedure,
connected via special call and return edges [12]. A WPDS witfiven initial query
can also be decomposed into a set of graphs whose structingiliar. (When the un-
derlying PDS is obtained by the standard encoding of an IC&@ BDS for use in
program analysis, these decompositions coincide.) Nextjse a fast graph algorithm,
namely the Tarjan path-expression algorithm [13] to regmésach graph as a regular
expression. WPDS reachability can then be reduced to splviset of regular equa-
tions. When the underlying PDS is obtained from a struct@reducible) control flow
graph, the regular expressions can be found and solved ffeigetly. Even when the
control flow is not structured, the regular expressions i@ fast iteration strategy
that improves over the standard chaotic-iteration styateg

Our work is inspired by previous work on dataflow analysis iofjke-procedure
programs [14]. There it was shown that a certain class offldatanalysis problems
can take advantage of the fact that a (single-procedure) €ifGe represented using



a regular expression. We generalize this observation tdi4qprdcedure programs, as
well as to WPDSs. The contributions of this paper can be sutiaethas follows:

— We present a new reachability algorithm for WPDSs that imesoon previously
known algorithms for PDS reachability. The algorithm is mgyotically faster
when the PDS isegular (decomposes into a single graph) and offers substantial
improvement in the general case as well.

— The algorithm is completely demand driven and computes thdy information
needed for answering a particular user query. The algordthmbe easily paral-
lelized (unlike the chaotic-iteration strategy) to takeautage of multiple proces-
sors, making it attractive to run on the coming generatidri\Ps.

— We show that several PDS analysis questions and techniqugsaver to the new
approach. In particular, we describe how to perform witrtezsing, differential
propagation, and incremental analysis.

The rest of the paper is organized as follo§provides background on PDSs and
WPDSs.§3 presents the previously known algorithm and our new algarifor solv-
ing reachability queries on WPDSs. §4, we describe algorithms for witness tracing,
differential propagation, and incremental analy§spresents experimental resulis.
describes related work.

2 PDS Model Checking

In this section, we review existing pushdown system modetkérs, as well as weighted
pushdown systems. We also show how the model checkers cacbaesl using WPDSs.

2.1 Pushdown Systems

Definition 1. A pushdown systemis a triple P = (P, I, A) where P is the set of
states or control locationg]" is the set of stack symbols agdC P x I' x P x I'*

is the set of pushdown rules.odnfiguration of P is a pair (p, u) wherep € P and
u € I'. Aruler € Ais written as{p,v) —p (p’,u) wherep,p’ € P,y € I" and
u € I'*. These rules define a transition relatiesr on configurations oP as follows:
If r = (p,y) —p @, u) then(p,yu') =p (p',uu’) forall v’ € I'*. The subscript
P on the transition relation is omitted when it is clear fronetbontext. The reflexive
transitive closure ofs is denoted by=*. For a set of configuration§’, we define
pre*(C) ={c | e € C: ¢ =* ¢} andpost*(C) = {¢' | Je € C : ¢ =* ¢}, which
are just backward and forward reachability under the traisi relation=-.

We restrict the pushdown rules to have at most two stack sigwmathe right-hand
side. This means that for every rutec A of the form (p,~v) —» (p’,u), we have
|u| < 2. This restriction does not decrease the power of pushdostess because
by increasing the number of stack symbols by a constantfataarbitrary pushdown
system can be converted into one that satisfies this réstrid5, 16, 10].

The standard approach for modeling program control flow fslkmwvs: Let (N, £)
be an ICFG where eadtall node is split into two nodes: one has an interprocedural
edge going to the entry node of the procedure being calleds¢bond has an incoming
edge from the exit node of the proceduké.is the set of nodes in this graph afids
the set of control-flow edges. Fig. 1(a) shows an example ¢€C&®, Fig. 1(b) shows
the pushdown system that models it. The PDS has a singlepstae stack symbol for



each node itV and one rule for each edgednWe use rules with one stack symbol on
the right-hand side to model intraprocedural edges, ruitstwo stack symbols on the
right-hand side forall edges, and rules with no stack symbols on the right-hand side
for return edges. It is easy to see that a valid path in the program qumels to a path
in the pushdown system’s transition system, and vice véiaas, PDSs can encode or-
dinary control flow graphs, but they also provide a convemaechanism for modeling
certain kinds of non-local control flow. For example, we caodel setjmp/longjmp in
C programs. At setjmp, we push a special symbol on the stackaga longjmp with
the same environment variable (identified using some pogsing) we pop the stack
until that symbol is reached. The longjmp value can be passad) the state of the
PDS.

. - (1) (pma) > (puma)
! (2) (Py n2> < (p,n3)
p = NULL i i =100 (3) <p,n3> - < p, e TL4>
n,| loc, =false " {oc, = trug (4) <p7 n4> - < 7n5>
flag = false ,,‘"’ (5) (pyns) — (p,€)
& (6)  (p,ns) — (p,n7)
n, call foo |-~ n, (1) (p,n7) <= (p,ns)
=g s
ret. foo 9 p,ng) — ni2
o)) 5 e
exit, 11 b, N9 p,n11
T“ (12) (p, n10> {p,m9)
o (13) (p,n11) = (p,m12)
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(@) (b)

Fig. 1. (a) An interprocedural control flow graph. Theandexit nodes represent entry and exit
points of procedures, respectivefyl ag is a global variable] oc; andl oc, are local vari-
ables ofirai n andf 0o, respectively. Dashed edges represent interprocedurabtéow. (b) A
pushdown system that models the control flow of the graph shioya).

Aruler = (p,v) — (p/,u) is called apoprule if |u| = 0, and apushrule if
|u| = 2.

Because the number of configurations of a pushdown systembisunded, it is
useful to use finite automata to describe certain infinite setonfigurations.

Definition 2. If P = (P, I, A) is a pushdown system therPaautomatonis a finite
automaton(@, I, —, P, F') where@ D P is a finite set of states»C Q x I' x Q is
the transition relation,P is the set of initial states and' is the set of final states of
the automaton. We say that a configuratignu) is accepted by &-automaton if the
automaton can accept when it is started in the state (written asp —-* ¢, where
q € F). A set of configurations is calladgular if someP-automaton accepts it.

An important result is that for a regular set of configurasiéh both post*(C) and
pre*(C) are also regular sets of configurations [10, 8, 11, 9].
2.2 Verifying Finite-State Properties

In this section, we describe two common approaches to vegfiinite-state properties
using pushdown systems. The first approach tries to verfigtys@roperties on pro-



grams. The property is supplied as a finite-state autombgdrperforms transitions on
ICFG nodes. The automaton has a designated error stateuasdi.e., ICFG paths)
that drive it to the error state are reported as potentiatigreeous program executions.
The automaton shown in Fig. 2 can be used to verify the abs#rmodl-pointer deref-
erences (for pointgy in the program) by matching automaton edge labels agaifsIC
nodes. For example, we would associate= NULL with nodens, * p with nodenq
etc.

Fig. 2. A finite-state machine for checking null-pointer derefexenin a program. The initial
state of the machine is,. The label b = &v” stands for the assignment of a non-null address
to the pointep. We assume that the machine stays in the same state whertdt fnassition on

an undefined label.

Actual program executions are modeled using a PDS as cotetrin the previous
section from an ICFG. The safety property is verified usingdioss-producbof the
automaton with the PDS, which is constructed as followsgeah rulgp, v) < (p’, u)
in the PDS and transition; - s, in the automaton, add the rulgp, s1),y) —
((p', s2),u) to a new PDS. If we can reach a configuration in the new PDS wthere
automaton error state appears in the second component sfatiethen the program
can have invalid executions.

The second PDS model-checking approach is used for agseh@zking in Boolean
programs. In this approach, the PDS state and stack alphedekpanded to encode
valuations of Boolean variables. The state space is expatodénclude valuations
of global variables, and the stack alphabet is expandedctade valuations of local
variables. We illustrate this approach using the prograowshin Fig. 1. It has three
Boolean variabled,| ag, whichis a global variable, addbc;, : = 1, 2, which are local
variables. A valuation for these variables can be deschiyetpair of bitya, b), stand-
ing forf | ag = a andl oc; = b, wherei indicates the procedure from which the val-
uation was chosen. Each ICFG edge is associated with adramsf. A transformer is
simply a relation between valuations that encodes (an approximation of) the effect
of following that ICFG edge. For example, the edge, n3), which changes the value
of f I ag to 0, can be associated with the relatiff{a, b), (0,b)) | (a,b) € {0,1}?}.

A PDS for the program is constructed from the one descriktmgantrol flow as fol-
lows: For an intraprocedural rule, v) — (p,~’) that describes control flow, R is the
transformer associated with edge +'), then add rulesa, (v,b)) — (¢, (v/,d)) for

each((a,b), (¢,d)) € Rto the new PDS. For a push rulg,v) — (p,+'y"), add rules
(a, (7,b)) <= (¢, (v, e)(v",d)) for each((a, b), (¢,d)) € R ande € {0,1} (assuming



that local variables are not initialized on procedure enffgr pop rulesp, v) — (p,¢),
add ruleda, (v, b)) — (a,¢) for each(a, b) € {0,1}2.2

The PDS obtained from such a construction serves as a faitiofiel of the Boolean
program. Reachability analysis in this PDS can be used fofyiregy assertions in the
program. For example, to see if nodecan ever be reached in a program execution,
we can ask if a configuratiofu, (n,b) u) is reachable in the PDS for some values of
a,b e {0,1} andu € I'*.

Note that the two approaches described above are complamemd can be used
together to verify safety properties on Boolean programs.

2.3 Weighted Pushdown Systems

A weighted pushdown system is obtained by supplementingsadown system with
a weight domain that is a bounded idempotent semiring [17,&ch semirings are
powerful enough to encode infinite-state data abstractireh as copy-constant prop-
agation and affine-relation analysis [3].

Definition 3. A bounded idempotent semiringis a quintuple(D, ®, ®,0,1), where
D is a set whose elements are call@dights 0 and1 are elements oD, and® (the
combine operation) an@ (the extend operation) are binary operators brsuch that

1. (D,®) is a commutative monoid with as its neutral element, and wheg is
idempotent (i.e., foralk € D, a ® a = a).

2. (D, ®) is a monoid with the neutral elemeht

3. ® distributes over, i.e., for alla, b, c € D we have

a®@bdc)=(axb)®(axc)and(adb)@c=(a®c) B (b®c).

4. 0 is an annihilator with respect t®, i.e., foralla € D,a®0=0=0® a.

5. In the partial orderC defined bya,b € D, a C b iff a & b = a, there are no
infinite descending chains.

Definition 4. A weighted pushdown systenis a triple W = (P, S, f) whereP =
(P, T, A) is a pushdown systerfi,= (D, ®, ®,0, 1) is a bounded idempotent semiring
andf : A — D is a map that assigns a weight to each pushdown rule.

Leto € A* be a sequence of rules. Usifigwe can associate a valuedoi.e., if
def

o = [r,...,r%), then we define(o) = f(r1) ® ... ® f(rk). Moreover, for any two
configurations: andc’ of P, we usepath(c, ¢’) to denote the set of all rule sequences
[r1,...,r] that transforme into ¢’. Reachability problems on pushdown systems are

generalized to weighted pushdown systems as follows.

Definition 5. LetW = (P, S, f) be aweighted pushdown system, wifere (P, I, A),
and letC' C P x I'* be a regular set of configurations. Tlgeneralized pushdown
predecessor GPB problem is to find for eache € P x I'™*:
5(c) E@{v(o) | o € path(c,d),c € C}
Thegeneralized pushdown successof3P 9 problem is to find for eacle € P x I'*:
5(c) £ D{v(0) | o € path(c',c),¢ € C'}

1 In this construction, we ignore the single statef the original PDS because a single state does
not provide any useful information.



Weighted pushdown systems can perform finite-state veigitdy designing an
appropriate weight domain. For verification of safety prigs, letS be the set of states
of a property automator. Then define a weight domai2®**, U, o, ), id), where a
weight is a binary relation 0, combine is union, extend is composition of relations,
0 is the empty relation, antlis the identity relation. A WPDS can now be constructed
as followg: If (p,~) — (p,u) is a PDS rule that describes control flow, then associate
it with the weight{(s1, s2) | s1 —— s in A}. If we solve GPS on this WPDS using
the singleton set that consistings of the program’s s@utonfiguration as the initial
WPDS configuration, then safety can be guaranteed by chgikisii, error) € é(c)
for some configuration wheres; is the starting state od.>

Boolean programs can also be encoded as WP2Ssume that a program has only
global variables. We defer discussion about local varmtig3.3. Then a transformer
for an ICFG node is simply a relation on valuations of glokaiables. IfG is the set of
all valuations of global variables, then use the weight dani@**“ U, o, 0, id). For a
PDS rule(p,v) — (p,u), associate it with the transformer of the corresponding3CF
edge. Assertion checking can be performed by seeing if agumationc (or a set of
configurations) can be reached with non-zero weight,d(e), # 0.

3 Solving Reachability Problems

In this section, we review the existing algorithm for solyigeneralized reachability
problems on WPDSs [7], which is based on chaotic iteratind,@esent our new algo-
rithm, which uses Tarjan’s path-expression algorithm [18 limit our discussion to
GPP; GPS is similar but slightly more tedious.

3.1 Solving GPP using Chaaotic Iteration

Let W = (P,S, f) be a WPDS wher® = (P, T, A) is a pushdown system and
S = (D,®,®,0,1) is the weight domain. Le€’ be a regular set of configurations
that is recognized bf-automatond = (Q, I', —¢, P, F'). We assume, without loss of
generality, thatd has no transitions that lead into an initial state, and doebave any
e-transitions as well. GPP is solved by saturating this aatomwith new weighted
transitions (each transition has a weight label), to creatematonA,,.-, such that
d(c) can be read-off efficiently fromd,.-: d({p,u)) is the combine of weights of
all accepting paths for starting fromp, where the weight of a path is the extend of
the weight-labels of the transitions in the path, in ordee. p¥esent the algorithm for
building A,..- based on its abstract grammar problem.

Definition 6. [7] Let (S,1) be a meet semilattice. Aabstract grammar over (.S, M)
is a collection of context-free grammar productions, wheseh productiorf has the
form

Xo — gg(Xl,...,Xk).

2 This construction is due to David Melski, and was used in gregmental version of the Path
Inspector [4].

% If we add a self loop on the error state that matches with (¢tieraof) every ICFG node, then
we just need to check(c) for the exit node of the program.

4 A similar encoding is given in [1].



Parentheses, commas, apd(wheref is a production) are terminal symbols. Every pro-
ductiond is associated with a functiog : S* — S. Thus, every stringr of terminal
symbols derived in this grammar denotes a composition aftifums, and corresponds
to a unique value inS, which we callvalg(«) (or simply val(«) whenG is under-
stood). LetLq(X) denote the strings of terminals derivable from a nontermikia
Theabstract grammar problem is to compute, for each nonterminal, the value

MODg(X) := eLl_l(X) valg(a).
a€lg

The valueMOD¢ (X)) is called themeet-over-all-derivationsvalue for nonterminal
X.

We define abstract grammars over the meet semilatficed), whereD is the set
of weights as given above. An example is shown in Fig. 3. Theteominalts can
derive the stringv = ¢4(gs(g1)) andwval () = w4 ® w3 & wy.

t1 = gi(e) g1 = w1

t1 — 92(t2) g2 = Ar.w2 ® x
ta — g3(t1) gs = Ar.w3 @ x
ts3 — g4(t2) ga = AT Wy R T

Fig. 3. A simple abstract grammar with four productions.

Production for each
(1) PopSegq, ., o) — gi(e) (¢,7.4") € —o
g1=1
(2) PopSeq, ., .1y — 9g2(€) r=(p,y) = (p,e) €A
g2 = f(r)

(3) PopSeq, ., ., — gs(PopSeq, .. ) 7= {(p,7) = ¥,V) €A qeQ
g=Xx.f(r)®x
(4) PopSegq, . ., — ga(PopSeq, ., ..\, PopSeq, . )
r=(p,7) = @ V7)€ qqd €q

gr =z y.f(r)®z®y
Fig. 4. An abstract grammar problem for solving GPP.

The abstract grammar for solving GPP is shown in Fig. 4. Tlaengnar has one
non-terminalPopSeg for each possible transitione @ x I' x @ of Ap..-. The pro-
ductions describe how the weights on those transitions @mpated. Let(¢) be the
weight label on transition. Then we want(t) = MOD(PopSeg). The meet-over-
all-derivation value is obtained as follows [7]: InitiaiZ(¢) = 0 for all transitions
t. If PopSeq — g(PopSeg ,PopSeq,) is a production of the grammar (with possi-
bly fewer non-terminals on the right-hand side) then upda¢eweight label ort to
1(t) ® g(I(t1),1(t2)). The existing algorithm for solving GPP is a worklist-baséghb-
rithm that uses chaotic iteration to chodgé a transition in the worklist andii) all
productions that have this transition on the right side, apdates the weight on the
transitions on the left side of the productions as descrizatler. If the weight on a
transition changes then it is added to the worklist. DefB) §(arantees convergence.

Such a chaotic iteration scheme is not very efficient. Canrdlte abstract grammar
in Fig. 3. The most efficient way of saturating weights on $iions would be to start




with the first production and then keep alternating betwdenntext two productions
until I(¢1) andl(t2) converge before choosing the last production. Any otheitetry
would have to choose the last production multiple times.sT s important to identify
such “loops” between transitions and to stay within a loofol®eexiting it.

3.2 Solving GPP using Path Expressions
To find a better iteration scheme for GPP, we convert GPP ihigpargraph problem.

Definition 7. A (directed)hypergraph is a generalization of a directed graph in which
generalized edges, callddyperedges, can have multiple sources, i.e., the source of
an edge is an ordered set of verticestransition dependence graph (TDG)for a
grammarG is a hypergraph whose vertices are the non-terminal§;ofThere is a
hyperedge fron{t1,--- ,t,} to ¢ if G has a production witht appearing on the left-
hand side and; - - - ¢,, are the non-terminals that appear (in order) on the rightada
side.

If we construct the TDG of the grammar shown in Fig. 4 when thdeulying
PDS is obtained from an ICFG, and the initial set of configoratis{(p,s) | p €
P} (or —o= ), then the TDG is identical to the ICFG (with edges reversEw). 5
shows an example. This can be observed from the fact thapefare¢he PDS states in
Fig. 4, the transition dependences are almost identicdle¢aépendences encoded in
the pushdown rules, which in turn come from ICFG edges, thgICFG edgéni, ns)
corresponds to the transition dependeffge},¢1) in Fig. 5, and the call-return pair
(n3, ng) and(ni2,n4) in the ICFG corresponds to the hypered@e,, ts}, t3).

For such pushdown systems, constructing TDGs might seeracessary, but it
allows us to choose an initial set of configurations, whicfirds a region of interest
in the program. Moreover, PDSs can encode much strongeegrepthan an ICFG,
such as setjmp/longjmp in C programs. However, it is stithvamnient to think of a
TDG as an ICFG. In the rest of this paper, we illustrate thedssising the TDG of the
grammar in Fig. 4. We reduce the meet-over-all-derivatiabfem on the grammar to
a meet-over-all-paths problem on its TDG.

Intraprocedural Iteration. We first consider TDGs of a special form: consider the
intraprocedural case, i.e., there are no hyperedges india&(&nd correspondingly no
push rules in the PDS). As an example, assume that the TD@irb lhias only the part
corresponding to proceduf@o( ) without any hyperedges. In such a TDG, if an edge
({t1},t) was inserted because of the producticr g(¢1) for g = Az.x ® w for some
weightw, then label this edge withv. Next, insert a special nodg into the TDG and
for each production of the fortn— g(e) with ¢ = w, insert the edgé&{¢, }, t) and label
it with weightw. t, is called a source node. This gives us a graph with weightaoh e
edge. Define the weight of a path in this graph in the standardréversed) way: the
weight of a path is the extend of weights on its constituegesdn the reverse order. It
is easy to see that

MOD(t) = D{v(n) | n € path(ts,t)}
wherepath(ts,t) is the set of all paths frony, to ¢ in the TDG andv(n) is the weight
of the pathn. To solve for MOD, we could still use chaotic iteration, baostead we
will make use of Tarjan’s path-expression algorithm [13].
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Fig.5. TDG for the PDS shown in Fig. 1. A WPDS is obtained from the PP Sipplementing

rule numberi with weightw;. Lett; stand for the nodép, n;, p). The thick bold arrows form a
hyperedge. Nodes; andts» are source nodes, and the dashed arrow is a summary edge, Thes
along with the edge labels, are explained latef3rp.

Problem 1. Given a directed grap&' and a fixed vertex, thesingle-source path ex-

pression(SSPE) problem is to compute a regular expression thatsept®ath(s, v)

for all verticesv in the graph. The syntax of the regular expressions is a@Wsl|
rao=0lele|rUry|rir|r

wheree stands for an edge in the graph. We say that a regular expnaggresents a

set of paths when the language described by it is exactletbetsof paths.

We can use the SSPE algorithm to compute regular expresiionsith(ts,t),
which gives us a compact description of the set of paths we teeonsider. Also,
the Kleene-star operator identifies loops in the graphs.a%ebe the reverse of,
i.e., w; ®° wy = we ® wy. To compute MOMt), we take the regular expression for
path(ts,t) and replace each edgavith its weight,) with 0,  with T, U with &, . with
®¢ and solve the expression. The weiglitis computed as®w®d (w@w)®- - - . Again,
because of the bounded-height property of the semiring itdiation converges. Two
main advantages of using regular expressions to compute (MCie: First, loops are
identified in the expression, and the evaluation strategyages a loop before exiting
it. Second, we can comput€" faster than normal iteration could. For this, observe that

Aow)"=Towdw? - - ouw"
where exponentiation is defined usiggi.e.,w’ = T andw’ = w @ w1, Thenw*
can be computed by repeatedly squariihg w) until it converges. lfw* = 1@ w @
.-+ @ w™ then it can be computed ifl(log n) operations. A chaotic-iteration strategy
would takeO(n) steps to compute the same value. In other words, having adlos
representation of loops provides an exponential spegdup.

® This assumes that each semiring operation takes the samabaidime.



Given a graph withn edges (orn grammar productions in our case) amthodes
(or non-terminals), regular expressions fatth(t, t) can be computed for all nodes
t in time O(mlogn) when the graph iseducible Evaluating these expressions will
further takeO(m lognlog h) semiring operations whetre is the height of the semir-
ing. Because most high-level languages are well-strudtuheir CFGs are mostly re-
ducible. Even for programs in x86 assembly code, we fountditigaCFGs were mostly
reducible. When the graph is not reducible, the running tgredually degrades to
O((mlogn + k)logh) semiring operations, where is the sum of the cubes of the
sizes ofdominator-strong component$ the graph. In the worst casecan beO(n?).

In our experiments, we seldom found irreducibility to be alpgem:%/n was a small

constant. A pure chaotic-iteration strategy would tdken h) semiring operations in
the worst case. Comparing these complexities, we can expdx much faster than
chaotic iteration, and the benefit will be greater as thehtafthe semiring increases.

Interprocedural Iteration. We now generalize our algorithm to any TDG. For each
hyperedgée{t,,t-},t) delete it from the graph and replace it with the edga },¢).
This new edge is calledsummary edgend node; is called arout-node For example,
in Fig. 5 we would delete the hyperedde., ts }, t3) and replace it witt{{¢4 }, t3). The
new edge is called a summary edge because it crosses atedfirsin a return node
to a call node) and will be used to summarize the effect of @qutare call. Nodeg
is an out-node and will supply the procedure summary weitjne. resultant TDG is a
collection of connected graphs, with each graph roughlyesponding to a procedure.
In Fig. 5, the transitions that correspond to procedumeisn andf oo get split. Each
connected graph is called amragraph For each intragraph, we introduce a source
node as before and add edges from the source node to all madésve-productions.
The weight labels are also added as before. For a summary fdget) obtained from
a hyperedgé{ti,t2},t) with associated production functign= \z.\y.w ® = ® v,
label it withw ® ts.

This gives us a collection of intragraphs with edges labelitd either a weight or
a simple expression with an out-node. To solve for the MODi@alve construct a set
of regular equationsFor an intragrapld-, let ¢¢ be its unique source node. Then for
each out-node, in G construct the regular expression for all pathgGrfrom ¢4 to
to, 1.e., forpath(ta,t,). In this expression, replace each edge with its correspgndi
label. If the resulting expressionisand it contains out-nodés to ¢,,, add the equation
to = r(t1,-- - ,t,) to the set of equations. Repeating this for all intragraplesget a
set of equations whose variables correspond to the outsndtiese resulting equations
describe all hyperpaths in the TDG to an out-node from théectibn of all source
nodes. The MOD value of the out-nodes is the gre&fegtoint of these equations. For
example, for the TDG shown in Fig. 5, assuming thais also an out-node, we would
obtain the following set of equatioris.

tg = ’LU14.(U)9 D w13.’LU11.(wlg.’wlo)*.’wS).w7.w6
t = w5.w4.(w3 X ts).wg.wl

6 With respect to the partial order; < ws iff w1 ® ws = wy
" The equations might be different depending on how the SS@rEi#im was implemented but
all such equations would have the same solution.
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Here we have usedas a shorthand fop©. One way to solve these equations is by
using chaotic iteration: start by initializing each outdleawith 0 (the greatest element
in the semiring) and update the values of out-nodes by reglatolving the equations
until they converge. Another way is to give direction to thaatic iteration by using
regular expressions again. Each equatips- r(¢1,- - - ,t,) gives rise to dependences
t; — t,,1 < i < n.Construct a dependence graph for the equations, buthésisibel
each edge with the equation that it came from. Assume anyode-to be the source
node and construct a regular expression to all other nodag &SPE again. These
expressions give the order in which equations have to beiatead. For example, if we
have the following set of equations on three out-nodes:

tl = Tl(tl,tg) t2 = Tg(tl) tg = Tg(tQ)
then a possible regular expression for paths froto itself would be(r; U ro.rg.m1)*.
This suggests that to solve forwe should use the following evaluation strategy: eval-
uatery, updatet;, then evaluate,, r3, andr;, and update; again — repeating this
until the solution converges. In our implementation, we asanpler strategy. We take
a strongly connected componef8CC) decomposition of the dependence graph and
solve all equations in one component before moving to eqoatin next component
(in a topological order). We chose this strategy becauses3@ai to be quite small in
practice.

Each regular expression in these equations summarizeath ;1 an intragraph
and can be quite large. Therefore, we want to avoid evalgidtiem repeatedly while
solving the equations. To this end, we incrementally eveltize regular expressions:
only that part of an expression is reevaluated that contamsdified out-node. A reg-
ular expression is represented using its abstract-syneax(AST), where leaves are
weights or out-nodes and internal nodes correspong t®, or *. A possible AST for
the regular expression for out-notieof Fig. 5 is shown in Fig. 6. Whenever the value
of out-nodets is updated, we only need to reevaluate the weight of sub&ees as,
anda;, and update the value of out-notleto the weight ati; .

Fig. 6. An AST for ws.w4.(w3 ® te).w2.w1. Internal nodes for* are converted inte@ nodes
by reversing the order of its children. Internal nodes is th6T have been given namesto as.
As a further optimization, all regular expressions shamamon subtrees, and are
represented as DAGs instead of trees. The incrementalithigowe use takes care of
this sharing and also identifies modified out-nodes in anesgion automatically. At
each DAG node we maintain two integeksst _change andl ast _seen; and the
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weightwei ght of the subdag rooted at the node. We assume that all reguaeex
sions share the same leaves for out-nodes. We keep a glabdgkcopdat e_count

that is incremented each time the weight of some out-nodpdated. For a node, the
counterl ast _change records the last update count at which the weight of its sgbda
changed, and the counteast _seen records the update count at which the subdag
was reevaluated. Leb stand ford or ®. The evaluation algorithm is shown in Fig. 7.
When the weight of an out-node is changed, its correspondaigode is updated with
that weight,updat e_count is incremented, and the out-node’s counters are set to
updat e_count .

1 procedureevaluatér)

2 begin

3 if r. | ast _seen == updat e_count then

4 return

5 caser = w, r = t,return

6 caser = rj

7 evaluateq()

8 if ri.1ast _change £ r.| ast _seenthen
9 w = (ri.weight)”

10 if r. wei ght # wthen

11 r.last _change = r;. | ast change
12 r.weight = w

13 r.l ast _seen = updat e_count

14 caser = r;Ora

15 evaluate(;)

16 evaluater(2)

17 m = max{r:. | ast _change, r.|ast_change}
18 if m £ r.last_seenthen

19 w = ri.weight © ra. weight

20 if r. wei ght # wthen

21 r.last_change = m

22 r.weight = w

23 r. |l ast _seen = updat e_count

24 end

Fig. 7. Incremental evaluation algorithm for regular expressions

Once we solve for the values of the out-nodes, we can charegeutinode labels
on summary edges in the intragraphs and replace them wittctireesponding weight.
Then the MOD values for other nodes in the TDG can be obtaiaéuthe intraproce-
dural version by considering each intragraph in isolation.

The time required for solving this system of equations ddpeam reducibility of
the intragraphs. Lef be the time required to solve SSPE on intragraphe., S =
O(mlogn + k) wherek is O(n?) in the worst-case, but is ignorable in practice. If the
equations do not have any mutual dependences (correspptadito recursion) then
the running time i), S log h, where the sum ranges over all intragraphs, because
each equation has to be solved exactly once. In the presémeeursion, we use the
observation that the weight of each subdag in a regular egjme can change at mdst
times while the equations are being solved because it cgrdectease monotonically.
Because the size of a regular expression obtained from sagnaphG is bounded
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by Sc, the worst-case time for solving the equationd is, S¢ h. This bound is very
pessimistic and is actually worse than that of chaotic fikena Here we did not make
use of the fact that incrementally computing regular exgiogs is much faster than
reevaluating them. For a regular expression with one mablifig-node, we only need
to perform semiring operations for each node from the outerleaf to the root of the
expression. For a nearly balanced regular expressiontlrisepath to the root can be
as small asog Si. Empirically, we found that incrementally computing thgeassion
required many fewer operations than recomputing the ezjmes

Unlike the chaotic-iteration scheme, where the weightdlof2G nodes are com-
puted, we only need to compute the weights on out-nodes. H®ights for the rest
of the nodes can be computed lazily. For applications thsttrequire the weight for
a few TDG nodes, this gives us additional savings. Moreawer,algorithm can be
executed on multi-processor machines by assigning eactygnaiph to a different pro-
cessor. The only communication required between the psocgsvould be the weights
on out-nodes while they are being saturated.

3.3 Handling Local Variables

WPDSs were recently extended to Extended-WPDSs (EWPDSsjotade a more
convenient mechanism for handling local variables [3]. E¥¥B are similar to WPDSs,
but allow for a speciainerge functiono be associated with each push rule, in addition to
a weight. These merge functions are binary functions onhisjgnd are used to merge
the weight returned by a procedure with the weight at a ctdl @i the procedure to
compute the required weight at the return site. Insteadvirfigithe formal definition of
EWPDSs and merge functions, we describe how to encode Boptegrams with local
variables as an EWPDS. Note tH&.3 only gave an encoding for Boolean programs
without local variables. Le6 be the set of all global variable valuations ahdbe the
set of all local-variable valuations (assume that all pdares have the same number
of local variables). Then each ICFG edge is associated withresformer, which is
a binary relation orG' x L. The weight domain is(2(¢*E)x(GxL) o (), id). Each
PDS rule is still associated with the transformer of the esponding ICFG edge, but
in addition each push rule is associated with the followiregge function:
h(wlv w2) = {(glv l, 92, li) | (glv l, giv li) € wy, (giv l2, g2, 1/2) € w2}

The first argument is the weight accumulated at a call-sitethe second argument is
a summary of the called function. The merge function forgfeédocal variables of the
second argument and composes the global information betthegwo arguments.

Reachability problems in EWPDS can also be solved using atraadh grammar.
The abstract grammar for GPP on EWPDSs is shown in Fig. 8lytdifiers from that
of a WPDS in the last case.

To solve GPP we just require one change. For hyperedgesimt@ecorresponding
to caseb in Fig. 8, if ¢, is the out-node, then label the corresponding summary eibe w
h.(1,t,). Application of merge functions amounts to passing onlybgldnformation
between intragraphs.
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Production for each

(1) PopSeq, . o — g1(€) (¢,7.4') € =0
g1 =1

(2) PopSeg, ., 1) — g2(€) r={p,7) = (pe) e
92 = [f(r)

(3) PopSeq, ., ., — gs(PopSeq, ./ ) 7= (p,7) — P,7) €A qeq
g3 =z.f(r)®x
(4) PopSegq, ., .y — ga(PopSeq,, ., ..y, PopSeq, .. )

gr=X My f(r)®z®y r= () = @) €A qeQ,qd €(Q—P)
(5) PopSeg, ., ., — gE(PopSeg!j,ﬁ,,q,), PopSeq,: . )
g5 = Az yhe(T,2) ®y r={p) =P, 7)) edqeQ,d P

Fig. 8. An abstract grammar problem for GPP in an EWPBSis the merge function associated
with ruler.

4 Solving other PDS Problems

4.1 Witness Tracing

For program-analysis tools, if a program does not satisfyopgrty, it is often useful
to provide a justification of why the property was not satakfie terms of WPDSs, it
amounts to reporting a set of paths, or rule sequencesgipetiter justify the reported
weight for a configuration. Formally, using the notation @fb. 5, the witness tracing
problem for GPP is to find, for each configuratiora setv(c) C |J path(c, ') such
ceC

that ©

59( )v(cr) =4(c)
This definition of witness tracing does not impose any restms on the size of the
reported witness set because any compact representatibe skt suffices for most
applications.

Because of Defn. 3(5), it is always possible to create a fimiteess set. In [7], it
was shown that a witness set can be found by recording howefghton a transition
changes during the GPP saturation procedure. If the weight@nsition is updated
fromi(t) tow = I(t) ® g(I(t1),1(t2)) and the latter differs from the former, then it is
recorded that transitionwith weightw can be created frorfi) transitiont with weight
1(t), (i) transitions; andt, with weightsi(¢;) andl(¢2), and(ii¢) production function
g (which corresponds to some WPDS rule). The witness set fonfiguration can be
obtained from those of individual transitions. The runniimge is covered by the GPP
saturation procedure but it requir@$|Q|? |I"| h) memory, which can be quite large.

In our new GPP algorithm, we already have a head start beeeei$mve regular
expressions that describe all paths in an intragraph. Inntin@graphs, we label each
edge with not just a weight, but also the rule that justifiese¢tdge. Push rules will be
associated with summary edges and pop rules with edgesrigatate from a source
node. Edges from the source node that were inserted becguselaction(1) in Fig. 4
are not associated with any rule (or with an empty rule secgierfter solving SSPE
on the intragraphs, we can replace each edge with the comdsm rule label. This
gives us, for each out-node, a regular expression in termshef out-nodes that cap-
tures the set of all rule sequences that can create thatoolgt-Next, while solving the
regular equations, we record the weights on out-nodeswileen we solve the equa-
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tiont, = r(t1,--- ,t,), we record the weights oy, - - - , ¢, — sayws, -+ ,w, —
whenever the weight of), changes to, say,,. Then the set of rule sequences to create
transitiont,, with weightw, is given by the expressian(where we replace TDG edges
with their rule labels) by replacing each out-nagevith the regular expression for all
rule sequences used to cregtevith weightw; (obtained recursively). This gives a reg-
ular expression for the witness set of each out-node. Witeets for other transitions
can be obtained by solving SSPE on the intragraphs by regjacit-node labels with
their witness-set expression.

Thus, we only requird(|ON| h) space for recording witnesses whefeN| is
the number of out-nodes. For PDSs obtained from ICFGs andyanipal automaton,
|ON| is the number of procedures in the ICFG, which is very smattgared tq’|.

4.2 Differential Propagation

The general framework of WPDSs can sometimes be inefficantdrtain analysis.
While executing GPP, when the weight of a transition chafig@sw, tows = w; Hw,
the new weightvs is propagated to other transitions. However, because tightve;
had already been propagated, this will do extra work by pgapagw; again when
only w (or a part ofw) needs to be propagated. This simple observation can bgpimco
rated into WPDSs when the semiring weight domain has a dseditraction operation
(calleddiff, denoted by—) [7]. Thediff operator must satisfy the following properties:
For eachu,b,c € D,

ad(b—a) = a®bd
(a—0b —c = a—(bdc)
adb=a <~ b-~a=0

For the weight domains presentedsia 3 for finite-state property verification, set dif-
ference (where relations are considered to be sets of jugaésfies all of the required
properties.

We make use of thdiff operation while solving the set of regular equations. In-add
tion to incrementally computing the regular expressioresaiso incrementally compute
the weights. When the weight of an out-node changes figrto w», we associate its
corresponding leaf node with the change — w;. This change is then propagated to
other nodes. If the weight of expressionsandr; is w; andws, and they change by
d; andds, then the weights of the following kinds of expressions geas follows:

T1 U ) . d1 (&%) d2
1.2 : (dl ®° dg) D (dl ®° wg) (&) (w1 ®° dg)
3 D (@ dh)t — wy

There is no better way of computing the change for Kleenetstaotic iteration suffers
from the same problem), but we can use difé operator to compute the Kleene-star
closure of a weight as follows.
1 begin

wstar = del =1
while del# 0

temp = delp w

del =temp— wstar

wstar = wstarp temp

~NOo o~ WN

end
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4.3 Incremental Analysis

The first incremental algorithm for verifying finite-stateperties on ICFGs was given
by Conway et al. [6]. We can use the methods presented indipisrgo generalize their
algorithm to WPDSs. An incremental approach to model cherhias the advantage of
amortizing the verification time across program developroedebugging time.

We consider two cases: addition of new rules and deletiowisfiag ones. In each
case we work at the granularity of intragraphs. When a newisuhdded, the fixpoint
solution of the regular equations monotonically decreaseswe can reuse all of the
existing computation. We first identify the intragraphsttlaanged (have more edges)
because of the new rule. Next, we recompute the regular ssiorefor out-nodes in
those intragraph%Then we solve the regular expressions as before but setitfa in
weights of out-nodes to be their existing value. If new ootles got added, then set
their initial value to0.

Deletion of a rule requires more work. Again, we identify ttteanged intragraphs
and recompute the regular expression for out-nodes in timbssgraphs. These out-
nodes are callechodifiedout-nodes. Next, we look at the dependence graph of out-
nodes as constructed§.2. We perform a SCC decomposition of this graph and topo-
logically sort the SCCs. Then the weights for all out-nodes ippear before the first
SCC that has a modified out-node need not be changed. We ratethp solution for
other out-nodes in topological order, and stop as soon asthevalues agree with pre-
vious values. We start with out-nodes in the first SCC thathaedified out-node and
solve for their weights. If the new weight of an out-node atent from its previously
computed weight, all out-nodes in later SCCs that are degpgrwh it are marked as
modified. We repeat this procedure until there are no morefiaddut-nodes.

The advantage of doing incremental analysis in our framkusthat very little
information has to be stored between analysis runs. Inqéati, we only need to
store weights on out-nodes. Moreover, because the algoighdemand-driven, we
only compute what is required by the user.

5 Experiments

We have implemented our algorithm as a back-end for WPDS$} §1C++ implemen-
tation of WPDSs. The interface presented to WPDS++ clientsixchanged. We refer
to our implementation as FWPSANe compare FWPDS against an optimized version
of WPDS++. This version, called BFS-WPDS++, can be supplittd a user priority-
ordering on stack symbols that gets used by chaotic iteraticchoose the transition
with least priority first. In our application, we use a brdsfltst ordering on the ICFG
obtained by treating it as a graph. BFS-WPDS++ performetéb#tan WPDS++ in
the experiments. We do not compute witnesses in the expetime

5.1 Basic Saturation Algorithm

We tested our algorithm on two applications. The first agion, BTRACE, is for
debugging [5]. It performs path optimization on C progragigen a set of ICFG nodes,

8 There are incremental algorithms for SSPE as well, but we havused them because solving
SSPE for a single intragraph is usually very fast.
® F stands for “fast”.
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called critical nodes, it tries to find a shortest ICFG patht touches the maximum
number of these nodes. The path starts at the entry poinegirtbhgram and stops at a
given failure point in the program. We perform GPS with th&ngpoint of the program
as the initial configuration, and compute the weight at tilarasite. We measure end-
to-end performance to take advantage of the lazy nature oélgorithm, and, thus,
only compute the weight at the failure site. As shown in Tabl&WPDS performs
much better than BFS-WPDS++ for this application.

Prog |ICFG nodesProcsBFS-WPDS+HWPDSImprovement
gawk 86617 401 170 53 3.21]
indent 28155 104 49 44 1.11
less 33006 359 46 12 3.83
make 40667 204 31 10 3.10
mc 78641 676 12 8 1.44
patch 27389 133 170 32 5.31]
uucp 16973 139 10 5 2.11
wget 44575 399 800 64 12.5Q

Table 1. Comparison of BRACE results. Running times are reported in seconds and improve-
ment is given as a ratio of the running time of FWPDS versus-BFDS++. The critical nodes
were chosen at random from ICFG nodes and the failure sitesefas the exit point of the
program. The programs are common Unix utilities, and theergents were run on P2l4 GHz
machine witrdGB RAM.

The second application is nMoped [20], which is a model cbefdr Boolean pro-
grams. It uses a WPDS library for performing reachabilitgiges. Weights are binary
relations on variable valuations, and are represented B®&Ds. We measure the per-
formance of FWPDS against this library. The results, as shiovfable 2, are incon-
clusive. We attribute the big differences in running timesBDD-variable ordering.
FWPDS performs a different sequence of weight operatiohiwin turn use different
BDD operations. Variable ordering is crucial for these agiens.

Prog ICFG nodegProcsnMoped FWPDSImprovement
blast.rem 30 4 10.52 0.85 12.38
gsort3.rem 13 2| 14.36 336 0.04
simplinv.rem 7 1| 39.68 4.3 9.23
gsortlrrel.rem 31 5 2 12 0.17
intint.rem 13 2 6.79 204 0.03
files.rem 45 5 26 6.86 38.9

Table 2. Comparison of nMoped results. Experiments were run of 84z machine witl2GB
RAM. (The programs were provided by S. Schwoon.)

5.2 Incremental Analysis

We also measure the advantage of incremental analysis f&aBH Similar to the
experiments performed in [6], we delete a procedure fronognam, solve GPS, then
reinsert the procedure and look at the time that it takeslt@$8PS incrementally. We
compare this time with the time that it takes to compute thetgm from scratch. We
repeated this for all procedures in a given program, anchdied those runs that did
not affect at least one other procedure. The results arershiowable 3, which shows
an average speed up by a factor 6f
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ProgProcs#tRecomputedime (sec)improvement
less| 359 91 1.664 7.25
mc | 676 70 0.41 20.2
uucpg 139 36 2.00 2.34

Table 3.Results for incremental analysis for BACE. The third column gives the average num-
ber of procedures for which the solution had to be recompukeé last column compares the
time required to compute the solution incrementally verhgstime required to compute the
solution from scratch, the latter of which is reported in[€&ah

6 Related Work

The basic strategy of using a regular expression to desasie¢ of paths has been used
previously for dataflow analysis [14]. However, it has ondeh used for dataflow analy-
sis of single-procedure programs. We have generalizedivach to multi-procedure
programs, as well as pushdown systems.

Most other related work has already been discussed in thg bbthe paper. A
lengthy discussion on the use of PDS model checking for fstiite property verifica-
tion can be found in [10].

There has been a host of previous work on incremental moéekatg [21, 22], as
well as on interprocedural automaton-based analysis f&.ificremental algorithm we
have presented is similar to the algorithm in [6], but geliwza it to WPDSs and is thus
applicable in domains other than finite-state propertyfioation. A key difference with
their algorithm is that they explore the property automato+the-fly as the program is
explored. Our encoding into a WPDS requires the whole autmmtzefore the program
is explored. This difference can be significant when thermaton is large but only a
small part of the automaton needs to be generated.
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