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Abstrac t. This paper describesthe design and implementation of a tool
for C programs that provides run-ti me chedks basedon type informatio n.
Thetool instruments a program to monitor the type stored in each mem-
ory location. Whenever a value is written into a location, the location's
run-time type tag is updated to match the type of the value. Also, the
location's static type is compared wit h the value's type; if there is a mis-
match, a warning messageis issued. Whenever the value in a location is
used, its run-time type tag is chedked, and if the typeisinappropriate in
the context in which the value is being used, an error messaye is issued
The tool has been used to pinpoint the cause of bugs in several Solaris
uti lities and Olden benchmarks, usually providing informati on that is
succinct and precise.

1 Intro duction

Java programmers have the security of knowing that errors like out-of-bounds
array indexes or attempts to dereferencea null pointer will be detected and
reported at runtime. Java also provides seaurity via its strong type system. For
example:

{ There areno uniontypesin Java, so it is not possble for a program to write
into a eld of onetype and then access that value via a eld of a dierent
type.

{ Only very restricted kinds of caging are allowed; for example, it is not pos
sible to treat a pointer asif it were an integer or vice versa.

{ When an object is down-castto a subtype, a run-time ched is performedto
endaire that the actual type of the object is consigent with the cast.

C and C++ programmersare not so lucky. Theselanguagesare more lib eral
than Java in what they allow programmersto express the static type systemis
weaker; and the run-time system provides little in the way of protection from
errors caused by misuse of casts bad pointer dereferencespr array out-of-bounds
errors. Programmers can use Purify[1], Safe-C[2],and shadow processing[3] to
help detect bad memory accesss, but those tools provide no help with the many
additional kinds of errors that can be introducedinto C and C++ programsdue
to their weak type systems



This paper dexribes the desgn and implementation of a tool for C programs
that performs run-time checks based on type information. The tool instruments
a program to monitor the type stored in each memory location (which may
dier from the static type of that location due to the use of unions, pointers,
and caging). Whenewr a value is writt en into a location, the location's run-
time type tag is updated to match the type of the value. Also, the location's
static type is compared wit h the value'stype; if there is a mismatch, a warning
messageis issued. Whenewer the value in a location is used, its run-time type
tag is chedked, and if the type is inappropriate in the context in which the value
is being used,an error messa@eis issued.

The tool isableto nd all of the run-time storageviolations found by Purify
(e.g., a use of an uninitialized variable or an out-of-bounds array acces). In
these cases the tool's error messagesare roughly equivalert to those reported
by Purify on a given run of a faulty program. The warning messages howeer,
provide more information about what occurred prior to the error, which canbe of
great help whentrying to identify the statements that actually causedthe error.
In addition, the tool has the potential to nd errors that Purify cannot detect
(e.g., a write into one member of a union followed by a read from a member of
a die rent type).

In preliminary tests, the tool has been used to nd bugs in sewral Solaris
utilities and Olden bendhmarks. The information provided by the tool is usually
sucanct and precise in shawing the location of the error.

The remainder of the paper is organized asfollows: Secion 2 provides seeral
examplesthat illustrate how thetool works and what kinds of errorsit can detect;
Secion 3 desribesa preliminary implemenrtation of the tool; Sedion 4 discusses
the resuts of some experimerts; and Secfion 5 concernsrelated work.

2 Motiv ating Examples

In this secion, we provide three motivating examplesto illustrate the potential
bene ts of providing run-time type cheding. In each case, we describe the kind
of error that might be made, how our tool would detect the error at run-time,
and the interesting issuesraised by the example.

2.1 Bad Unio n Access

A very simple example of a logical error that manifests itself as a bad run-time
typeis writing into one eld of a union and then reading from another eld with
a di e rent type. This is illustrated by the following code fragmert:

l.union Uf int ul; int *u2; g u;

2.int *p;

3.u.ul = 10; /* write into u.ul */

4.p = u.u2; /* readfrom u.u2 { warning! */
5.* =0; [* bad pointer deref { error! */



In this example, an integer value is written into variable u (on line 3), and
is subsequenly read as a pointer (on line 4). The value that is read from u is
stored in variable p, which is then dereferenced(on line 5). The symptom of the
error is the attempt to usethe value 10 as an addresson line 5; however, the
actual point of the error can be said to be on line 4, when a value of onetypeis
read asif it were another type (i.e., the run-time type of u.u2 is not the same
asits static type).

A tool like Purify would report an error when line 5 was exeated; however,
it would not be able to point to line 4 asthe source of the error.

Recall that our tool instruments the program to track the run-time typesof
memory locations. In the example, the single location that corresponds to both
u.ul and u.u2 would have an asciated run-time type. That type would be set
to int after the assgnment u.ul = 10on line 3. On line 4, the location is read,
and its value is assgned to a pointer; this is a type mismatch, and thereforeour
tool would produce a warning messge when line 4 is executed (as well as an
error messagereporting the run-time type violation at line 5).

2.2 Heter ogeneous Arra ys

C programmers sometimes try to avoid the overhead of the malloc and fr ee
functions by writing their own dynamic memory-managemen functions. For
example, a programmer might allocate a large chunk of memoty using a single
call to nalloc via an assgnmert like the following:

char *myMeory = (char *)mal loc(BL OCKSIE);

(where BLOCKSIEis somelarge integer value). Subsquertly, when new memory
is needed,a call to a user-de ned function, e.g.,nyMallo c, is made, rather than
a call to malloc . The myMlloc function returns a pointer to an appropriate
part of the myMenmnp \chunk". Similarly, calls to fre e are replacedby calls to
myFee, which updatesappropriate data structures to keeptrack of which parts
of myMmory are currently in use.

The myMemonrichunk” could be used as a heterogeneousarray; i.e., die r-
ent parts of the array could contain valuesof di erent types. For example, the
programmer's code might include the following declarations and calls:

1. str uct node { int data; struct node *next; } *n, *tmp;
2.int *p = (int *) myMlloc( 100 * sizeo f(int) );
3.n = (str uct node *) myMalloc(siz eof(s truct node));

The call on line 2 allocates an array of 100 integers, and the call on line 3
allocatesone node for a linked list.

Now supposethat there is abugin the programmer's memory-allocation code
that causesit to return overlapping chunks of memory. In particular, assumethat
the value assgned to variable n on line 3 is the same asthe addressof p[98]. In
addition, assume that pointers and integers both take 4 bytes,and that there is
no padding betweenthetwo elds of struct node. In this case,after the call to



myMlloc online 3, the addressof n->data is the same asthe addressof p[98],
and the address of n->next is the same as the addressof p[99] . Now consder
what happens when the following statemerts are executed:

4.n->next = (stru ct node *) nyMallo c(siz eof(st ruct node));
5.p[99] = 0;
6. tmp = n->next;

Since p[99] and n->next refer to the same location, the assgnment on line 5
overwrites the value assigned to n->next on line 4 with the value 0, esertially
replacing the link to the next node in the list with a (list-terminating) NUL.
Therefore, future accesss to the list will nd only one node. If the assgnments
on lines4 and 5 werein di ere nt parts of the code (e.g., in unrelated functions)
the source of this error might be very dicu It to track down (and a tool like
Purify would not be able to help, since there are no bad pointer dereferences
or array-accesserrors. Of course, if the assgnmert on line 5 set p[99] to some
value other than zero, then future accesss to the list would probably cause a
bad pointer dereferance, which would be detected by a tool like Purify. However,
asin the \bad union acces" example above, Purify would not be able to locate
the source of the error.)

Our tool would tag the elemers of myMmory with their run-time types
For example, after the assgnment on line 4, the location that corresponds to
n->next would be tagged with type pointe r. The assignment on line 5 would
changethat tag toint. Finally, the useof the value in n->next on line 6 would
cause a warning messge to be reported, becau® the location is tagged with
run-time typeint while its value is being assignedto a pointer (tmp).

2.3 Using Structuresto Simulate Inher itance

C is not an object-oriented language, and therefore has no classes. Howeer,
programmers often try to simulate some of the features of clasesusing struc-
tures[4]. For example, the following dedarations might be used to simulate the
declaration of a superclass Supand a subclass Suh

struct Sup{ int al; int a2; }
struct Sub{ int bl; int b2; char b3; };

A function might be writt ento perform some operation on objects of the super-
class:

void f ( struct Sup *s ) {
s->al = ...
s->a2 = ...

}

and the function might be called with actual arguments either of type stru ct
Sup * or struc t Sub *:



struct Sup sup;
struct Sub sub;
f( &sup);
f( &sub);

The ANSI C standard guaranteesthat the rst eld of every structure is stored
at o set 0, and that if two structures have a common initial sequence { an initial
sequenceof oneor more elds with compatible types{ then correponding elds
in that initial sequenceare stored at the same o sets. Thus, in this example,
elds al and bl are both guaranteed to be at oset 0, and elds a2 and b2
are both guaranteed to be at the same o set. Therefore, while the second call,
f(& sub), would cause a compiletime warning (which could be averted with an
appropriate type cast), it would cause neither a compile-time error nor a run-
time error, and the assignmerts in function f would correctly set the values of
sub.bl and sub.b2.

Howewer, the programmer might forget the corvertion that struct Subis
supposedto be a subtype of struct Sup and might change the type of one of
the common eld s, might add a new eld to stru ct Sup without adding the
same eld to str uct Sub, or might add a new eld to struct Sub before ed
b2. For example, suppose the declaration of st ruct Subis changedto:

stru ct Sub{ int bl; float f1; int b2; char b3; };

Now, when the second call to f is executed, the assgnment s->a2 = .. . would
write into thefl eld of sub rather than into its b2 eld. The fact that the b2
eld is not correctly setby the call to f, or the fact that thefl eld is overwritten
with a garbage value will probably either lead to a run-time error later in the
execution, or will causethe program to produce incorrect output.

Once again, the use of run-timetypescanhelp. Theassignment s->a2 = ...
causes sub.f1 to be tagged with typeint . A later useof sub.f1 in a context
that requires a float would result in an error messagedue to the mismatch
betweenthe required type (float ) and the current run-time type (int ).

Note that in this example, a tool like Purify would not report any errors,
becausethere are no bad pointer or array accesses function f is not writing
outside the bounds of its structure parameter, it just happensto be the wrong
part of that structure from the programmer's point of view.

3 Implementati on

Our debuggingtool has beenimplemerted for all of ANSI C. It hastwo major
componerts: a compiler front-end that instruments the program, and a run-time
system that tracks the dynamic type associated with eacy memory location.

3.1 Tracking Type Inf ormatio n

The run-time types that are tracked are: unallocated, uninitialize d, integral, real,
and pointer. For aggregae objects(struct uresand arrays), eady eld/elemert has



its own tag. For pragmatic reasors, typedefsare ignored, and di e rent pointer
types are not distinguished. While it might be useful to distinguish di erent
user-de ned typesand di erent kinds of pointers, doing so would mean having
no a priori upper bound on the number of typesin a program, and therefore no
upper bound on the number of bits required to represernt a type, which would
greatly complicate run-time type cheding.

The run-time component of our tool is implemented by storing type infor-
mation in a\m irror" of the memory usedby the program. Each byte of memory
mapsto a four-bit nibble in the mirror. Of these four bits, one\c ontinuation” bit
encalesthe extent of the object (0O denotes the start of a new object, 1 denotes
a\continuation" nibble), and three \data bits" encade other information. In the
rs t nibble of an object's tag, the \d ata bits" encale the object's current type;
in the secondnibble (if the object is larger than one byte in size)the \data bits'
encale (log, of) the size of the object. This scheme allows for quick compar-
isons betweentwo objects by merdy comparing the rst eight bits (two nibbles)
of their tags. For objects larger than two bytes, the remaining \data bits" are
currently unused (they may potertially be usedto encode information for future
enhancements or optimizations).

The tags for some common scalar types (with their sizes) are illustrated
below:

char (1 byte) uninitialized char (1 byte)
o m ] [olwm
int (4 bytes)

ol m_|1] o0 ] il osed

uninitialized short (2 bytes)
[o] urinit [1] tog 2]

pointer (4 bytes)

ol o] 03 | oo i

double (8 bytes)
[o] reat [2] tou 8 ][] upused 1] upused[a] ..

The mirror is allocated in segmens corresponding to 1MB of user memory,
as the amount of memory in use by the program increases Pointers to these
\mi rror page$ are stored in a table indexed by the most signi cant 12 bits
of the user-space address so acessesto an object's tag are fast. The inter-
faceto the run-time system condsts primarily of procedures (implemented using
macros whenewer possible to cut down on the overhead of function calls) that
set atag (setUni nitTag and setScal arTag), copy a tag (copyTag), and verify
that a tag agreeswith an expected type (verify Tag). There is also a proce-
dure (verifyP tr ) to verify that a pointer points to allocated memory before
it is derefeenced, and a set of procedues to handle the passing of function
parameters and return values (proc essArgTagand process Return).



3.2 Source-Level Instrumen tation

To instrument a program, the tool performs a souce-to-sourcetransformation
on the C source les using Ckit[5], a C front end written in ML. Working at the
sourcelevel givesthe tool accesdo all the source-bvel type information it needs
Also, the exibility of the comma operator in C makesit possible to presene
the ANSI C semantics of the original program while retaining portability: an
instrumented C le can, in principl e, be compiled on multiple platforms.*
Handling the C language was non-trivial becaug a number of C's features
make corred instrumentation dicult. The following summary of the instru-
mentation actions that the tool performs highlights someof the issues:

main : Every occurrence of main is renamed to prog _main. Our run-time
system de nes its own main function, which performs some initialization be-
fore calling prog _main. This way, we can lte r out command-line argumerts for
the run-time system, and initialize the tags for the argv arrays. Also, this way
recursive calls to main do not causeany problems.

statements and expre ssions: Each program statemert and its component
express$ons are instrumented via a set of syntax-directed transformations. Code
for setting, copying, or verifying tagsis added to expressions the instrumented
code makesextensive useof the comma operator (seeSection3.3for an example).

locals: Local variablesare initially taggeduninitialized. A local variable that
is initialized is processedasif the initialization expresson were assigned to that
variable. Becau® the instrumertation code needsto be able to take the address
of all variables,regis ter variablesare demotedto auto variables.Also, tagsfor
bit elds are not initialized because C doesnot allow the addressof a bit eld
to be taken; instead, bit elds remain tagged as uninitialized. This still triggers
type-violation warningsand errorsif a bit eld is usedin atype-unsafemanner.

globals : Tagsfor global variables are initialized in a special init ~ function;
onesuch function is created per souce le. Our main function calls ead of these
ini t functions before calling prog-main. The list of init functions from the
dierent source | esis collected at link time.

externs: extern variablesthat are not de ned in any of the instrumented
source les are treated specially. To allow instrumented source | esto be linked
with uninstrumented object code (most commonly library modules), we assume
that extern variablesare \w ell-behaved", and so initialize their tags to cortain
their declared types. However, the tool is limited by what is visible to it. In
particular, it cannot initialize the tagsfor incomplete array types (e.g., exte rn
int a[]; ) becau® the sizeof the array is not visible.

calls: To handle function calls, the tagsof the function's parameters must be
communicated between the caller and the callee At the callsite, code is added
to store the tags for the actual parametersin an array, whose address is kept in
a global pointer, glo balArg Tags. At the head of the function de nition, codeis

! Note: the Ckit front end doesnot currently support C-preprocesso directives, so at
present we can only instrument preprocessed C code. This limits portability to some
extent, but is not a fundamental limit ation of our approach.



added to extract the tags of the parameters passedto the function. The same
medanism is used to pass the tag of the return value bad to the callsite. To
allow a mix of instrumented and uninstrumented functions to work properly,
including where instrumented functions are invoked via callbadks from uninstru-
mented functions, the instrumerted caller stores the addressof the calleein a
globa pointer, gl obalCallTarg et, while the instrumented callee comparesits
own address with glo balCallTarg et. If the addresgsmatch, it meansthat the
caller is instrumented, so the tagsfor function argumerts and return value are
proces®d as described above. If the addresgsdo not match, howewer, it means
that the caller is uninstrumented, so tags for function parameters cannot be
extracted from globalA rgTags.

return: At a return statemert and at the end of a function f, the mirror
for the entire stack frame of f must be cleared to unallocated. This is done by
processReurn , aprocedure in our run-time system.The start of the stack frame
for f is assumed to be the greatest? of the addressesof f's formal parameters (if
any) and the rst local variable declaredin f (a variable spedally added by our
instrumentation proces$. Since the call to process Return it self has advanced
the stadk-frame pointer beyond the end of f's stack frame, a lower bound on
the end of f's stack frame is obtained by taking the addressof a local variable
declaredwithin processReturn it self.

3.3 Instrume ntat ion Example

A C program is instrumented by transforming the statements contained in the
bodies of the program's functions. Expresdons in ead statemert are replaced
by the resut of a call to the instrumentation function instr-expr, which takesas
arguments (1) exp, the expression to be instrumented, (2) a boolean ag enforce,
and (3) an optional pointer argumert tagptr.

The enforce ag sped es whether the expression's run-time type must match
its static type, i.e., if the expresson is used in a context that is sensitive to its
type. For example, in the expresson e; + e, the data in both e; and e, needto
re ect their respective static types,soenforce must be true wheninstrumenting
both e; and e,. On the other hand, for the expresson &g, the type of the data
in e is not relevant to the type-safety of &, so e would be instrumented with
enforce=false

The presenceof the optional pointer argument tagptr indicates, when instru-
merting an expres$on e, that an enclosng expresson needsaccessto €'s type.
In such a case, tagptr is usedto corvey this information.

The output of applying instr- expr to three common expressions(e; = ey, id,
and ¢), is shown in Table 1.3

2 Assuming that the stack grows downwards in memory (from high to low addresses.
For stacks that grow upwards, we use the lowest of the addresses of f's formal
parameters and its r st local variable.

3 We omit some details that would only complicate the example. For instance, we
actually perform slightly di ere nt actions for instrumenting lvaluesand rvalues. Also,



Tabl e 1. Examples of instrume ntation rules

exp instr-e xpr (exp,enfor ce) instr- expr (exp,enfor ce,tagptr )
N . - i *(tagptr = &id,
id (verit yTag(&id; typeof(id)); verif yTag(&id: typeof(id)) ;.
&id) :
&id)
*(tmp,, = instr-expr(e; true); *(tagptr = instr-expr(e; true);
e verif yTag(t mp,, ; typeof( €));? verif yTag(tagptr; typeof( e));2
tmpy,, ) tagptr)
(tmpassig n = (tmpassig n =
instr-expr(es; false; tmp, ;) = instr-expr(er; false; tagptr) =
e = e| instr-expr(e;; enforce; tmp,,,); instr-expr(e; enforce; tmp,,,);
copyTag(tmp,, 1; tMp,,,; typeof(ei));| copyTagtagptr; tmp, ,; typeof(er));
tmpas sig n) tmpas sig n)
T omit if enforce = false
2 call verif yPtr instead if enforce = false

The t mpvariables that appear in the rules in Table 1 are temporaries (of
appropriate type) introduced by the instrumentation code. The instrumented
expresson is shown in the second and third columns: column two shows how
instrumentation is carried out when the optional third argumert is absent; col-
umn three shows the instrumentation strat egy when the third argumernt, tagptr,
is present. At run-time, the tagptr variable will be set to point to an object
whose mirror is taggedwith the expression's dynamic type, to be usedin thein-
strumentation code of an enclosng expression (see the rulesfor e; = ). When
enforce is true, theverifyT ag procedure is usedto verify that the tag asciated
with a given object agreeswith its declaredtype.

For the id case, the only ched done (when enforce = true) is to verify that
id's dynamic type agreeswith its dedared type.

For the derefaencecase,the subexpression eis rst instrumented by passing
enforce = true to instr-expr (since e will be dereferenced,i.e., usedasa pointer).
After that, if enforce = true, we verify that the dynamic type of e agrees
with its dedared type. If enforce = false we do not require that e's dynamic
type match its declared type; however, we still want to make sure that e is
not unallocated (i.e., that e points to valid memory). This is performed by the
verifyPtr  procedure, which allows the tool to output an error messagebefore
an invalid pointer dereference occurs

In the assignment case, expresson e; is instrumented with enforce = false,
since we do not care about the type of the data that is about to be overwritten;
&, isinstrumented with enforce = true only if the assgnment expresson is being
instrumented with enforce = true. The copyTagprocedure copiesthe tag of the
right-hand-side expression to the mirror of the left-hand-side expresson, and

if an expresdon's Ivalue or rvalueis not usedin a larger context, we avoid preserving
that value in the instrumented expresgon.



also issuesa warning messaeif the type of the right-hand-side expresson is not
compatible with the static type of the left-hand-side expresson.

For the id and e cases, the instrumented code hasthe form *(... , ptr); this
is so that theinstrumented expressionis a valid lvalue. An assgnmert expression
is not an Ivalue, and sodoesnot need to be instrumented in this way. However,
if an assgnmernt is used as an rvalue in a larger cortext, we must still make
sure that the instrumented expression preserves the corred rvalue, which is the
purpose of thmp,ggig n -

Now congder instrumerting the statemert x = *p; . Since this assignment
does not occur in a context that usesits value, its type need not be veri ed,
and the assignmernt is instrumented with enforce = false Also, since there is
no enclosing expression that needsacces to the assignment's type, the optional
tagptr argument is not needed.Assuming x is of typei nt and pisoftypeint *,
the result of instr-expr(x = *p, false) is shown in Figure 1. Notice that thet mp
variable at the outermog level (for the assgnment expresson) hasbeenomitted
becausein this case,the assgnmert's rvalue doesnot needto be preserved.

*(tmpl = &%, &X) =
*(t mp2= *(veri fyTag( &p, pointer _type) ,
&p),
verifyP tr(tmp 2, siz eof(i nt)),
tmp2),
copyTag(tmpl, tmp2, int_ type)

Fig. 1. Output of instr-expr(x = *p, false)

3.4 Other Features

In order to perform proper type cheding, the tool neals to handle memory-
managemern functions spedally. We replace ead call to mdloc (and its rela-
tives)with our own versionthat, upon succes$ully allocating a block of memory,
initializesthe mirror for that memory block with the uninitialized tag. Similarly,
our free function resetsthe mirror to be of unallocated type. Our versons of
thesefunctions do their own bookkeeping so we know how many bytes are being
freed by a call on fr ee at run-time. Our version of malloc also adds padding
between allocated blocks to decreasethe likelihood of a stray pointer jumping
from one block to another (this is the approac usedby Purify) . For the stadk
allocation function allo ca, we instrument the callsitesto additionally invoke
proceduresto initialize the newly allocated stadk space

Another routine that is handled specially is the variable argument routine
va_arg (usually implemented as a macro). Our portable solution assumes that
the argument obtained is properly typed, so we instrument ead invocation of
va_arg to return a tag of the expression's static type.

As mentioned in Secion 3.2, the approach we have taken allows us to link
instrumented modules with uninstrumented ones with the only requiremert



being that the program's main function must be renamed to prog_man . This
exibilit y is useful if, for example, a programmer only wants to debugone small
componert of a large program: they caninstrumert just the les of interest, and
link them in with the other uninstrumented object modules.A caveat whendoing
this, however, is that it may lead to the reporting of spurious warning and error
messagesbecau® the uninstrumented parts of the code do not maintain type
information. For example, if a referenceto a valid object in the uninstrumented
portion of the program is passedto an instrumented function, the tool will think
that the object is unallocated, and may output spurious errors and warnings.

This problem extends, in general, to library modules. For example,the ow
of valuesin a function like remcpy the initialization of valuesfrom input in a
function like fgets, and the types of the data in a static bu er returned by a
function like ctime would not be captured. To handle these, we have created a
collection of instrumented versions of common library functions that a ect type
o w. These are wrappers of the original functions, hand-writt en to perform the
necesary tag-update operations to capture their type behavior.

Finally, our tool lendsitself naturally to interactive debuggng. When a warn-
ing or error messageis issued, a signal (SIGLER] is sent, and can be intercepted
by an interactive debugger like GDB[6]. The useris then able to examine mem-
ory locations, including the mirror, and make use of GDB's features to better
track down the caus of an error.

4 Experiments

To ted the eectiv enessof our debugging tool, we used Fuzz[7]to nd Solaris
utilities that crash on some inputs, and instrumented v e such programs for
testing (nroff , plot , ul, unit s, col ). We alsotracked down bugsthat appearin
two programs from the Olden bendmark suite (health , voronoi ). A summary
of what our tool revealedabout theseruns is given below.

nro : An array of pointers is accessed with a negative index, and the re-
trieved word, when derefegenced, causesa segmetation fault. The instrumented
program, before crashing, warns that the retrieved word that is about to be
derefeenced actually contains an array of characters.

plot: A rogue pointer, after passng beyond the bounds of a local array,
walks up the stadk, writing bytesasit goes It eventually attempts to write to
invalid memory, at which point the program crashes.The instrumented program
outputs a long list of warning messagessignaling these writes to unallocated
memory, accurately identify ing the line of code where this occurs.

ul: The original program crashesduring a call to f getwc, while the instru-
mented program crashesduring a call to fprintf  asour instrumentation code
is attempting to write a warning messge The causeof the crash in the origi-
nal programwasdi cult to diagnose,but \accessing unallocated memory" error
messagegererated by our instrumented program led usto the causeof the crash
a pointer, after passing beyond the bounds of an array, walks through the bss
section and evertually overwrites part of the global _iob array (which contains



information about st din, stdout, and st derr ). This causesthe subsequert call
to fge twc in the original code, and fprin tf in the instrumented code, to crash

unit s: In the original program, an errant pointer manages to corrupt the
\save" area of the call stack, resulting in bizarre behavior that wasdi cult to
track down without our tool. The instrumented program issues a type-violation
error messge after the character pointer cp is set to point to itself, and is
subsequertly used to write a character value onto itself. The next dereference of
cp generakesanother error messge and then the program crashes.

col: The original program crasheson a dereferenceof a bad pointer, but our
instrumented program does not crash; instead, it fails to terminate (at least,
after two hours we stopped waiting for it to terminate). The rst of many error
messagesgeneratedby our instrumented program signals a dereferenceinto un-
allocated memory, and points to theline in the program where the crash occurs
(in the uninstrumented code). The point wherethe error messagewas generated
is close to where the pointer r st stepped out of bounds of the global array to
which it pointed.

health: In the semartics of C, memory allocated by nalloc , unlike callo c,
is not required to be zeo-initialized, although many programmers assime that
it is. In this program, the pointer elds in two recursive data structures are
not initialized after allocation via mall oc. While traversing these structures, the
original program counts on the pointer elds being NULLto indicate the absence
of a substructure. The instrumented program warns of an access to uninitialized
memory each time the program chedsto seeif oneof thesepointer elds is NUL.
On our testing platform, all the memory allocated with mallo ¢ in this program
happen to be zero-initialized and so the program does not crash. However, the
erroneousassumption about mallo c is a program aw that may causea crash
on a di erent executon (or when the program is run on a di ere nt platform).

vorono i: Somebit-level manipulationsare performedon a pointer to a struct,
yielding a pointer to a\ eld" that does not belong to the struct, since some
assumptions made by voronoi about the size of the struct do not hold on our
test machine. A subsequert assignmert of this pointer (as a function argumert)
generates a warning messge stating that an unallocated object is being passd.
Later, whenthe pointer (which happensto be NJLL) is actually derefeenced, the
instrumented program gives an \accessing unallocated memory" error message
before crashing.

In mog cases,crashesin theted programswere found to have beencausedby
a pointer (or array index) that had goneastray. In every case,our tool was able
to detect the out-of-bounds memory acces®s becausethe type of the pointed-
to memory was di e rent from the expected type. While thesereaults are very
encouragirg, thesekinds of errors would also be detected by Purify.

We can easily create examples (such asthe onesgiven in Section2) for which
our tool is able to detect errorsthat are not detected by Purify; howewver, we have
not yet found examples of those kinds of bugsin real programs. We suspect that
such bugs are more likely to occur in larger, more complicated programs, but
dueto limitations of the current version of the Ckit front end, we have not been



Table 2. Performance on the benchmarks (\Li nes of C code" reports the number of
unpreprocessed lines of source code, with comments and blank lines removed.)

running time (secs

lines of|uninstru-|  instru- | slow-

source |program | C code| mented| mented|down
Olden |bh 1,049 8.97| 910.02/1014
bendh- |bisort 570 7.60 70.86] 9.3
marks |em3d 414 1.79 31.35) 175
health 559 6.45 56.97| 8.8

mst 493 3.25 83.10 25.6
perimeter 389 2.22 49.13 221

power 679 6.41 241.83 37.7
treeadd 291 3.90 62.17| 159

tsp 567 12.78 83.64 6.5

SPEC |compress| 1,491 1987 695.83| 35.0
bendh- [gcc 151531 11.08] 1283.64{116.3
marks |go 26,917 12.04] 654.86| 54.4
li 6,272 547 320.99 58.7
m88ksim | 14,502 1.80] 239.91|1330

vortex 52,624 12.37] 159%.02{129.1

Solaris |col 502 1.47 29.39 200
util iti es{nro 11,018 0.82 53.01| 64.6
plot 326 1.02 590, 58

ul 468 0.33 1.87] 5.6

units 457 0.39 3.19] 8.2

able to succeshully compile many large programs Furthermore, the code that
we have used to date for testing our technique is in most casesrobust code that
hasbeenin use for quite sometime. As a reault, the likelihood of nd ing errors
is lower than if the tool were applied to code during the software-dewelopmert
cycle.

Not surprisingly, the extensive checking performed by our tool comesat a
performance cost. This cod is due to the execution of our type-tracking pro-
cedures,as well asto the transformation of the original program's expressons
into more complicated onesin order to allow type tracking while preservingthe
original expressons values, types and side-e ects. To measire the execution-
time overhead that is introduced by our tool, we instrumented the ve Solaris
utilities described above, as well as seeral programs from the SPEC and Olden
bendimarks. The benchmarks were optimi zed with gcc's-O2 option,* and exe-
cuted with legitimate (non-crashing) inputs on a 300 MHz Sun Ultra 10 work-
station with 256 MB of RAM and 1.1 GB of virtual memory. The sizes of the

4 Except for gcc, for which the optimi zed instrumented version behaved di eren tly
from the original version, for unknown reasons.



benthmarks, aswell asthe execution tim es (user+ system time, in seconds) and
slowdowns are reported in Table 2.

The slowdowns we obsene on these benchmarks range from about 6 times
to 130times, with a median of 23.8. As a point of comparison, the slowdown
factor for Purify tendsto bein the range of 10 to 20. The exorbitant slowdown
for bh is due mainly to the program making many assgnmernts of struct ures,
for which our tag-copying procedure copyTag performs an ine cient nibble-by-
nibble copy. For the SPEC bencdhmarks, as well as for nroff , the performance
degradation is largely due to the overhead of writing out spurious warning and
error mesages.These mainly result from the tool's inability to cleanly capture
the type behavior of call oc-initialized memory and incomplete array types(in
particular, the ctype array, which is usedby ctype. h macros), and also from
some of these programs performing masking operations which treat integersas
arrays of charaders { technically a type violation.

Future work includesusing the reaults of static analyss to reducethe amount
of instrumentation introduced by our tool (thus reducing its overhead). For ex-
ample, if the valuein alocation is used multiple times, and there is no possbilit y
that its type is modi ed between the uses, then only the rst use needsto be
checked.

5 Related Work

Run-time type-cheding is not a newidea. It hasbeenimplemertedin functional -
style languages like LI SP and Scheme, and object-oriented languageslike Java,
Smalltalk and Objective-C. However, designng dynamic type-decking for a lan-
guagelike C that includes unions, structures, arrays without bounds cheding,
casting and pointer arithmetic is a large undertaking. Additionally, there is a
subtle dierence in approach. Traditional dynamic type-cthecking attachestags
to data, while our approach separates the tag space from the data space.Both
approachesattain good spatial locality of accesss(in the case of separatedtags
and data, the locality of tag accesss mirrors the locality of data aceesses).How-
ever, if cheking of some of the tagscan be eliminated basedon static analysis
the locality of accesgsto data doesnot su er asit doesin the case of codocated
tags and data.

Another signi cant advantage is the fact that the tags can be protected
from erroneous accesgs by the user code. User code is simply less likely to
make erroneous acces®s to the separated tag space,and if better guarantees
are required, memory-protecting hardware can be usedto shield the tag space
during the exeation of user code.

The concept of soft typing [8,9] was introduced in an eort to combine the
bene ts of static and dynamic typing for functional-style languages.In this ap-
proach, static typing is employed to identify program statements that do not
statically type chedk. These statemerts are subsequertly instrumented to be
dynamically type-chedked. The earlier work [8] concerrates on presenting a
framework for soft typing on a restricted class of programming languages the



latt er work [9] extends this work to handle realistic languageslike Scheme. By
addressing a traditionally dynamically typed language the emphasis was put
on the application of soft typing as a way of lowering the run-time overhead
of type-cheding. While this body of work is similar to ours in its approac to
type-cheding, the di erences in the languageshandled by the two approaces
is signi can t.

Approachesto detedion of errorsin C programs by means of exeating a pro-
gram instrumented to perform run-time checks have been developed in the past.
Safe-C[2] provides run-time detection of array accessand pointer dereference
errors, such as array out-of-bounds errors, stale-pointer accesss, and accesss
resuting from erroneouspointer arithmetic. This is done by keeping track of
attributesof the referert of each pointer by transforming C code to C++ code,
and taking advantage of operator overloading to perform appropriate chedks
whene\er certain operators are applied. Purify [1] deteds errors similar to those
found by SafeC, and, in addition, identi es uninitialized memory reads and
memory leaks. Purify performs these checks by instrumenting object | es and
modifying the layout of heap-allocated memory in order to catch access errors.
Our approach catchesall of these errors in addition to run-time type violations
that are not covered by Purify and Safe-C.Furthermore, the warning messages
provided by our tool provide a history of suspicious type propagation that can
aid in pinpointing the true caus of an error.

In the realm of security, tools have beendeweloped to prevernt \stack smash
ing" (wherethereturn addressin the activation recordis modi ed by a malicious
agert to obtain cortrol of the program)[10,11]. Our tool also detects such at-
tacks, which fall under the general category of \t ype errors" detected by our
tool.

A technigueto enablee cien t cheing of array-accessand pointer-dereference
errors in a multipro cessor environment was presented in [3]. They achieve low-
cost cheding by creating a version of the program that corntains only compu-
tations that a ect pointer and array accesgs, instrumenting that version, and
running it in parallel with the original program. We may be able to use this
technique to improve our tool's performance.

There have alsobeen a number of e orts to addressthe problem of identify ing
errors in C programs due to out-of-bounds array indexes and misusesof type
casts based on the use of static analyss. Work on static analysis that can be
applied to cheding for out-of-bounds array accesssincludes[12{16]. Algorithms
for points-to analysisthat distinguish among elds of structures [17,18] and for
so-called\ph ysical type checking” [19] can also be used to perform static safety
checks. However, mog of the work based on static analysis cited above has
used o w-insensitive techniques, which is likely to causean enormous number of
warnings of possble misusesto be generated when applied to safety chedking of
real-life C programs. T he advantageof a dynamic type-cecking tool like the one
reported in this paper is the ability to obtain more accurate information about
type misuses and acces errors, albeit only for onesthat occur during a given
run of the program.
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