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Abstract. This paperconcernsstatic-analysisalgorithmsfor analyzingx86 executables.
Theaim of thework is to recover intermediateepresentationthataresimilar to thosethat

canbe createdfor a programwritten in a high-level languageOur goalis to performthis

taskfor programssuchasplugins,mobile code,worms,andvirus-infectedcode.For such

programs symbol-tableand delugginginformationis eitherentirely absentor cannotbe

relieduponif presenthencethetechniquedescribedn the papemakesno useof symbol-

table/delgginginformation.Insteadananalysiss carriedoutto recoserinformationabout
the contentof memorylocationsandhow they aremanipulatedy the executable.

1 Intr oduction

In recentyears,therehasbeena growing needfor toolsthatanalyzeexecutablesOne
would like to ensurehatweb-plugins Java applets etc.,do not performary malicious
operationsandit is importantto be ableto decipherthe behavior of wormsandvirus-
infectedcode. Static analysisprovidestechniqueghat can help with suchproblems.
A major stumblingblock when developing binary-analysigools is thatit is dif cult
to understandnemoryoperationdbecausanachine-languagmstructionsuseexplicit
memoryaddresseandindirectaddressingln this paperwe presenseveraltechniques
thatovercomethis obstacleo developingbinary-analysigools.

Justassource-code-analysisols provide informationaboutthe contentsof a pro-
gram'svariablesandhow variablesaremanipulateda binary-analysisool shouldpro-
vide informationaboutthecontentof memorylocationsandhow they aremanipulated.
Existingtechniquesithertreatmemoryaccesseextremelyconsenratively [4, 6,2], or
assumehe presenc®f symbol-tableor dehugginginformation[27]. Neitherapproach
is satishctory:theformerproducesery approximateesultsthelatterusesnformation
thatcannotberelieduponwhenanalyzingvirusesworms,mobilecode etc.Ouranaly-
sisalgorithmcando a betterjob thanpreviouswork becausé tracksthepointervalued
andintegervaluedquantitiesthata programs dataobjectscanhold, usinga setof ab-
stractdataobjects,calleda-locs(for “abstractlocations”).In particular the analysisis
notforcedto give up all precisionwhenaloadfrom memoryis encountered.

Theideabehindthea-locabstractioris to exploit thefactthataccesseen thevari-
ablesof aprogramwrittenin ahigh-levellanguageppearseitherstaticaddressefor
globals)or static stack-frameoffsets(for locals). Consequentlywe nd all the stati-
cally known locationsandstackoffsetsin the programandde ne ana-locto betheset
of locationsfrom onestaticallyknown location/ofsetup to, but not includingthe next
staticallyknown location/ofset. (The registersandmalloc  sitesarealsoa-locs.)As
discussedn x3.2,the dataobjectin the original source-cod@rogramthat corresponds
to agivena-loccanbeoneor morescalar struct,or arrayvariablesput canalsoconsist
of justasegmentof a scalar struct,or arrayvariable.

Anotherproblemthatarisesn analyzingexecutabless theuseof indirect-addressing
modefor memoryoperandsMachine-languagestructionsetsnormally supporttwo
addressingnodesfor memoryoperandsdirect andindirect. In directaddressingthe
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addresss in theinstructionitself; noanalysids requiredtio determinghememoryloca-

tion (andhencethe corresponding-loc) referredto by theoperandOn the otherhand,
if the instructionusesindirectaddressingthe addresss typically speci ed througha

registerexpressiorof theform base+ index scalet+ offset(wherebaseandindex are

registers).In suchcasesto determinghe memorylocationsreferredto by theoperand,
the valuesthattheregistershold at this instructionneedto be determinedWe present
a 0 w-sensitve, contet-insensitve analysisthat, for eachinstruction,determinesan

over-approximatiorto the setof valuesthateacha-loccouldhold.

Thecontributionsof ourwork canbe summarizedhsfollows:

— We describea static-analysisalgorithm, value-setanalysis for tracking the val-
ues of data objects(other than just the hardware registers). Value-setanalysis
usesan abstractdomainfor representingn over-approximationof the setof val-
uesthat eachdataobject can hold at eachprogrampoint. The algorithm tracks
address-aluedandintegervaluedquantitiessimultaneouslyit determinesnover-
approximatiorof thesetof addressethateachdataobjectcanhold ateachprogram
point; at the sametime, it determinesan over-approximationof the setof integer
valuesthateachdataobjectcanhold at eachprogrampoint.

— Value-setanalysiscanbe usedto obtainused,killed, and possibly-killedsetsfor
eachinstructionin the program.Thesesetsare similar to the setsof used killed,
andpossibly-killedvariablesobtainedoy a compilerin somesource-codanalyses.
They canbe usedto performreaching-de nitionsanalysisandto constructdata-
dependencedges.

— We have implementedhe analysistechniquesiescribedn the paper By combin-
ing this analysiswith facilities provided by the IDAPro [17] andCodeSurfefR [7]
toolkits, we have createdCodeSurfer/x86a prototypetool for browsing, inspect-
ing, andanalyzingx86 executablesThis tool recoversIRs from x86 executables
thatare similar to thosethat canbe createdfor a programwritten in a high-level
languageThepapereportspreliminaryperformancelatafor thisimplementation.

The informationobtainedfrom value-setanalysisshouldalsobe usefulin decompila-
tion tools. Althoughtheimplementationis targetedfor x86 executablesthetechniques
describedn the papershouldbe applicableto othermachindanguages.

Someof thebene ts of our approachareillustratedby the following example:

Examplel. Fig. 1 shavsasimpleC programandthe correspondinglisassemblyPro-
ceduremain declaresanintegerarraya of ten elementsThe programinitializes the
rst ve elementf a with the valueof partlValue , andtheremaining ve with
part2Value . It thenreturns*p _array0 ,i.e.,the rst elementof a.

A diagramof how variablesarelaid outin theprogramsaddresspacds shavn in
Fig. 2(a). To understandhe assemblyprogramin Fig. 1, it helpsto know that

— Theaddres®f globalvariablepartlValue is 4 andthatof part2Value is 8.

— Thelocal variablespartl , part2 , andi of the C programhave beenremoved
by the optimizerandaremappedo registerseax , ebx, andecx .

— Theinstructionthatmodi esthe rst veelement®fthearrayis“7: mov [eax],
edx ”; theonethatmodi es thelast veelementss“9: mov [ebx], edx”.

Thestatementthatareunderlinedn Fig. 1 shov thebackwardslice of theprogram
with respectto 16 mov eax, [edi] —which roughly correspondgo return
(*p -arrayO) in the sourcecode—thatwould be obtainedusing the setsof used,
killed, and possibly-killeda-locsidenti ed by value-setanalysis.The slice obtained



proc main ;
int partlValue=0 ; 1 sub esp, 44 ; Adjust  esp for locals
int part2Value=1; 2 lea eax, [esp+4] ; partl=&al0]
3 lea ebx, [esp+24] ; part2=&a[5]
int main() f 4 mov [esp+0], eax ; p-arrayO=partl
int  *partl *part2; 5 mov ecx, O ;i=0
int a[10l*p _array0 ; L1 mov edx, [4 ;
int i 7 mov [eax], edx ; *partl=partlValue
partl=&al0]; 8 mov edx, [8] :
p_arrayO=part1; 9 mov [ebx], edx ; *part2=part2Value
part2=&a[5]; 10 add eax, 4 ; partl++
for(i=0;i<5;++i) f 11 add ebx, 4 ; part2++
*partl=partlValue; 12 inc  ecx ; i+
*part2=part2Value; 13 cmp ecx, 5 ;
partl++; 14 j L ; (i<5)?loop:exit
part2++; 15 mov edi,[esp+0] ;
g 16 ;set return  value
reun  [*p array0 | 17 add esp, 44 :
g 18 retn s return  *p _arrayO

Fig. 1. A C programthatinitializesanarray

with this approachis actuallysmallerthanthe slice obtainedoy mostsource-codslic-
ing tools.For instance CodeSurfer/Qloesnot distinguishaccessew differentpartsof
anarray Hence theslice obtainedoy CodeSurfer/Grom C sourcecodewouldinclude
all of the statementin Fig. 1, notjustthe underlinedones.

---al9]
I x
- 8
array a s Global AR_main
afd] ---->| mem_8 ret_main
< 7 Global+8 AR_main-0
5 [
I Global+4 mem_4 var_20
o p_arayo | esp ~ AR_main-20
var_40
AR_main-40
part2Value(8) var 44
partlValue(4) - AR_main-44
(a) Datalayout (b) Memory-regions

Fig. 2. Datalayoutandmemory-regionsfor Examplel.
Thefollowing insightsshapedhe designof value-sefnalysis:

— To preventmostindirect-addressingperationgrom appearingo be possiblenon-
alignedaccessethatspanpartsof two variables—andhencepossiblyforging new
pointervalues—itis importantfor the analysisto discover informationaboutthe
alignmentsandstridesof memoryaccesses.

— To prevent mostloops that traversearraysfrom appearingto be possiblestack-
smashingttackstheanalysisneeddo userelationalinformationsothatthevalues
of a-locsassignedo within aloop canberelatedto the valuesof thea-locsusedin
theloop's branchcondition.

— It is desirablefor the analysisto perform pointer analysisand numericanalysis
simultaneouslyinformationaboutnumericvaluescanleadto improvedtrackingof
pointersandpointerinformationcanleadto improvedtrackingof numericvalues.
This appeardo be a crucial capability becausecompilersuseaddressarithmetic



andindirect addressindgo implementsuchfeaturesas pointer arithmetic,pointer
dereferencingarrayindexing, andaccessingtructure elds.

Value-setnalysigproducesnformationthatis moreprecisethanthatobtainedvia sev-
eral more corventionalnumericanalyseaisedin compilers,including constantprop-
agation,rangeanalysis,andintegercongruencenalysis.At the sametime, value-set
analysigprovidesananalogof pointeranalysisthatis suitablefor useon executables.

Debrayetal. [11] proposedh 0 w-sensitve, context-insensityve algorithmfor ana-
lyzing anexecutableto determinaf two addres&xpressionsnaybealiasesOur anal-
ysisyields more preciseresultsthantheirs:for the programshowvn in Fig. 1, their al-
gorithm would be unableto determinethe value of edi , and so the analysiswould
considefedi] ,[eax] ,and[ebx] to bealiasesof eachother Hence theslice ob-
tainedusingtheir aliasanalysiswould alsoconsistof the whole program.Cifuenteset
al. [5] proposed static-slicingalgorithmfor executablesThey only consideprograms
with non-aliasednemorylocations,and hencewould identify an unsafeslice of the
programin Fig. 1, consistingonly of theinstructionsl6, 15, 4, 2, and1. (Seex9 for a
moredetaileddiscussiorof relatedwork.)

Theremaindeof the paperis organizedasfollows: x2 describesiow value-setinal-
ysis ts in with theothercomponentsf CodeSurfer/x86nddiscussetheassumptions
thatunderlieour work. x3 describeghe abstractdlomainusedfor value-sefnalysis x4
describeghe value-setanalysisalgorithm. x5 summarizesan auxiliary static analy-
siswhoseresultsare usedduring value-setanalysiswheninterpretingconditionsand
whenperformingwidening.x6 discusseindirectjumpsandindirectfunction calls.x7
presentpreliminary performanceesults x8 discussesoundnessssuesx9 discusses
relatedwork. (Value-setanalysiswill henceforttbereferredto asVSA.)

2 The Context of the Problem
CodeSurfer/x88s the out-
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Grammagchs CodeSurfer Fig. 3. Organizationof CodeSurfer/x86.

system[7], atoolkit for building program-analysigndinspectiontools. This section
describesiow VSA ts into the CodeSurfer/x8émplementation.

Thex86 executablds rst disassembledsingIDAPro.In additionto thedisassem-
bly listing, IDAPro alsoprovidesaccesgo the following information:

Statically known memory addressesnd offsets: IDAPro identi es the statically
known memoryaddresseand stack offsetsin the program,and renamesall oc-
currence®f thesequantitieswith aconsistenhame We usethis databaséo de ne
thea-locs.

Information about procedure boundaries: X86 executableslo nothave information
aboutprocedureboundariesIDAPro identi es the boundarief mostof the pro-
ceduresn anexecutable!

! IDAPro doesnotidentify the targetsof all indirectjumpsandindirectcalls, andthereforethe
call graphandcontrol- av graphsthatit constructsarenot complete x6 discussesechniques



Callsto library functions: IDAProdiscoverscallsto library functionsusinganalgo-
rithm calledthe FastLibrary Identi cation and RecognitionTechnology(FLIRT)
[13]. Thisinformationis necessaryo identify callsto malloc .

IDAPro providesaccesgo its internaldatastructuresvia an API thatallows users
to createplug-insto be executedby IDAPro. Gramma€chprovided us with a plug-
in to IDAPro (calledthe Connector)that augmentdDAPro's datastructuresVSA is
implementedusing the datastructurescreatedby the Connector As describedn x5,
VSA makes useof the resultsof an additionalpreliminary analysis,which, for each
programpoint, identi es the afne relationsthat hold amongthe valuesof registers.
OnceVSA completesthe value-setdor the a-locsat eachprogrampoint are usedto
determinesachpoint's setsof usedkilled, andpossibly-killeda-locs;theseareemitted
in aformatthatis suitablefor inputto CodeSurfer

CodeSurfeis atool for codeunderstandingndcodeinspectiorthatsupportsoth
a GUI andan API for accessinga programs systemdependencgraph(SDG) [16],
aswell asotherinformationstoredin CodeSurfersintermediaterepresentationdRs).
CodeSurfers GUI supportsbrowsing (“sur ng”) of an SDG, alongwith a variety of
operationgor makingqueriesaboutthe SDG—suchasslicing [16] andchopping[25].
The API canbe usedto extendCodeSurfers capabilitiesby writing programsghattra-
verseCodeSurfes IRs to performadditionalprogramanalyses.

A few wordsarein orderaboutthe goals,capabilitiesandassumptionsinderlying
ourwork:

— Givenanexecutableasinput, thegoalis to checkwhetherthe executableconforms
to a“standard”compilationmodel—i.e.,a runtimestackis maintainedactivation
records(ARs) are pushedon procedureentry and poppedon proceduresxit; each
globalvariableresidesata x ed offsetin memory;eachlocal variableof a proce-
duref resideata x edoffsetin the ARsfor f ; actualparametersf f arepushed
onto the stackby the caller sothatthe correspondindormal parametersesideat
x ed offsetsin the ARs for f ; the programs instructionsoccupy a x ed areaof
memory arenot self-modifying,andareseparatérom the programs data.

If the executabledoesconformto this model,the systemwill createanIR for it.
If it doesnot conform,thenoneor moreviolationswill be discovered,andcorre-
spondingerrorreportswill beissuedseex8).

We ervision CodeSurfer/x8@sproviding (i) atool for securityanalysisand(ii) a
generalnfrastructurdor additionalanalysisof executablesThus,in practice when
the systemproducesan error report,a choiceis madeabouthow to accommodate
the error so that analysiscancontinue(i.e., the erroris optimistically treatedasa
falsepositive),andanIR is producedif theusercandeterminghattheerrorreport
is indeeda falsepositive, thenthe IR is valid.

— The analyzerdoesnot carewhetherthe programwas compiledfrom a high-level
language or hand-writtenin assemblyIn fact, somepiecesof the programmay
bethe outputfrom a compiler(or from multiple compilers for differenthigh-level
languages)andothershand-writtenassembly

— In termsof whatfeaturesa high-level-languagerogramis permittedto use,VSA
is capableof recoveringinformationfrom programghatuseglobalvariablesjocal
variables,pointers,structures arrays,heap-allocatedtorage pointer arithmetic,

for usingthe abstracstorescomputedduringVSA to augmenthecall graphandcontrol- av
graphson-the- yto accountfor indirectjumpsandindirectcalls.



indirect jumps, recursve proceduresand indirect calls throughfunction pointers
(but notruntimecodegeneratioror self-modifyingcode).

— Compileroptimizationsoftenmake VSA lessdif cult, becausenoreof thecompu-
tation's critical dataresidesn registers,ratherthanin memory;registeroperations
aremoreeasilydecipheredhanmemoryoperations.

— The majorassumptiorthatwe make is thatIDAPro is ableto disassembla pro-
gramandbuild an adequateollection of preliminary IRs for it. Eventhough(i)
the CFG createcby IDAPro may be incompletedueto indirectjumps,and(ii) the
call-graphcreatedoy IDAPro may be incompletedueto indirectcalls,incomplete
IRsdonottriggererrorreports Boththe CFGandthecall-graphwill be eshedout
accordingto informationrecoveredduringthe courseof VSA (seex6). In fact,the
relationshipbetweerVSA andthepreliminarylRs createdoy IDAProis similarto
therelationshipbetweera points-to-analysialgorithmin aC compilerandthepre-
liminary IRs createdby the C compiler's front end.In both casesthe preliminary
IRs are eshed out duringthe courseof analysis.

3 The Abstract Domain

Theabstracstoresusedduring VSA over-approximatesetsof concretestores Abstract
storesare basedon the conceptsof memory-egionsanda-locs which are discussed
rst.

3.1 Memory-Regions

Memoryaddressem anexecutabldor anx-bit machinearex-bit numbersHence pone
possibleapproachwould beto usean existing numericstatic-analysiglomain,suchas
intervals [8], congruence§l4], etc.,to overapproximatehe setof values(including
addressesbhat eachdataobject can hold. However, thereare several problemswith
suchan approach(l) addressegetreused,.e., the sameaddressanreferto differ-
ent programvariablesat runtime; (2) a variablecan have several runtime addresses;
and(3) addressesannotbe determinedstaticallyin certaincasege.g.,memoryblocks
allocatedrom theheapvia malloc ).

Eventhoughthesameaddresganbesharedy multiple ARs, it is possibleto distin-
guishamongtheseaddressebasedon whatprocedurds active atthetime theaddress
is generatedi.e., areferenceo alocal variableof f doesnotreferto alocal variable
of g). VSA usesananalysis-timeanalogof this: We assumehattheaddress-spac# a
procesgonsistof severalnon-overlappingregionscalledmemory-egions For agiven
executablethe setof memory-rgionsconsistof oneregion perprocedurepneregion
per heap-allocatiorstatementanda global region. We do not assumeanything about
therelative positionsof thesememory-rgions.Theregion associatedvith a procedure
representsll instance®f theproceduresruntime-AR.Similarly, theregionassociated
with a heap-allocatiorstatementepresentsll memoryblocksallocatedby that state-
mentatruntime.Theglobalregionrepresentshe uninitialized-dataandinitialized-data
sectionof theprogram.

Fig. 2(b) shavs the memory-rgionsfor the programfrom Fig. 1. Thereis a single
procedureandhencetwo regions:onefor globaldataandonefor the AR of main .

Theanalysidreatsall dataobjectswhetherocal, global,or in theheapjn afashion
similar to the way compilersarrangeto accessvariablesin local ARs, namely via an
offset. We adoptthis notion as part of our concretesemanticsa “concrete” memory
addresss representedby a pair: (memory-rgion, offset). (Thus,the concreteseman-



tics alreadyhasa degreeof abstractiorbuilt into it.) As explainedbelow, an abstract
memoryaddreswill track possibleoffsetsusinga numericabstraction.

For the programfrom Fig. 1, the addressof local variablep_array0 is the pair
(AR _main,-44) , andthatof globalvariablepart2Value is (Global,8)

At the enternodeof a procedureP, registeresp pointsto the startof the AR of P.
Thereforetheentemodeof aprocedurd® is consideredo bea statementhatinitializes
esp with theaddresgARP, 0). A callonmalloc atprogrampointL is consideredo
beastatementhatassigngheaddresgmalloc L, 0).

3.2 A-Locs

Indirectaddressingn x86 instructionsinvolvesonly registers. However, it is not suf-
cientto trackvaluesonly for registers pecauseegisterscanbeloadedwith valuesfrom
memory If theanalysisdoesnotalsotrackanapproximatiorof thevaluesthatmemory
locationscanhold, thenmemoryoperationswvould have to be treatedconseratively,
whichwouldleadto veryimprecisedatadependencesnsteadwe usewhatwe call the
a-loc abstractiorto track (anover-approximatiorof) the valuesof memorylocations.

An a-locis roughlyequwalentto avariablein aC program.Thea-locabstractionis
basednthefollowing obsenation:thedatalayoutof the programis establishedefore
generatingheexecutableij.e.,thecompileror theassembly-programmelecidesvhere
to placethe global variables,local variables,etc. Globalswill be accessedia direct
operandsn theexecutableSimilarly, localswill beaccessedlia indirectoperandsvith
esp (orebp) asthebaseregister but aconstanbffset. Thus,examinationof directand
indirectoperandprovidesaroughideaof thebaseaddresseandsizesof theprograms
variablesConsequentlywe de ne ana-locto bethe setof locationsbetweertwo such
consecutie addressesr offsets.

For the programfrom Fig. 1, thedirectoperandsre[4] and[8] . Thereforewe
have two a-locs:mem4 (for addresses::7) andmem8 (for addresse8::11). Also, the
esp /ebp -basedndirectoperandsare[esp+0] , [esp+4] , and[esp+24] . These
operandsreaccessesnthelocalvariablesn the AR of main . Onentryto main , esp
= (AR_main,0) ;thedifferencebetweerthevalueof esp onentryto main andthe
valueof esp attheseoperandss -44 . Thus,thesememoryreferencesorrespondo
theoffsets-44 , -40 , and-20 in the memory-rgionfor AR.main . This givesriseto
threemorea-locs:var _44,var _40, andvar _20. In additionto thesea-locs,ana-loc
for thereturnaddresss alsode ned; its offsetin AR main is 0.

Note thatvar _44 corresponddo all of the source-codevariablep_array0 . In
contrastyvar _40 andvar _20 correspondo disjoint sgmentsof arraya[] : var 40
correspondso a[0..4] ; var _20 correspond$o a[5..9]

Similarly, we have onea-loc per heap-rgion. In additionto thesea-locs,registers
arealsoconsideredo bea-locs.

Offsetsof an a-loc: Oncethe a-locsareidenti ed, the relative positionsof these
a-locsin their respectie regionsarealsorecorded. The offsetof ana-loca in aregion
rgn will be denotedby offset (rgn; a). For example,for the programfrom Fig. 1,
offset(AR _main,var _20) is-20 .

Addresse®f an a-loc: The addressethatbelongto ana-loca canberepresented
by apair (rgn; [offset offset+ size 1]), wherergn representthe memoryregionto
whichit belonggo, offsetis the offsetof thea-locwithin theregion,andsiz e is thesize
of thea-loc. A pair of theform [a; b] representthe setof integersfxja x  bg. For




the programfrom Fig. 1, the addressesf a-locvar 20 are (ARmain ;[ 40, 21]).
Thesize of ana-locmaynotbeknown for heapa-locs.In suchcasessize= 1 .

3.3 Abstract Stores

An abstractstoremustover-approximatehe setof memoryaddressethat eacha-loc
holdsat a particularprogrampoint. As describedn x3.1, every memoryaddresss a
pair (memory-rgjion,offset). Therefore asetof memoryaddressem amemoryregion
rgn is representeds(rgn; fo;; 0z;:::;0,0). Theoffsetso;; 0p;:::; 0, arenumbers;
they canberepresented.e.,overapproximatedyisinganumericabstractiomain,such
asintervals,congruencestc.We useareducednterval congruencé€RIC) for this pur-
pose.A reducednterval congruencés the reducedcardinalproduct[9] of aninterval
domainanda congruencelomain.For example,the setof numbersf 1,3,5,9 canbe
overapproximatedasthe RIC (2Z + 1)\ [0;9]. EachRIC canbe representedsa
4-tuple: the tuple (a,b,c,d)standsfor a  [b;c] + d, and denotesthe set of integers
faz + djz 2 [b;clg.? For instancef1, 3, 5, 99 is overapproximatedoy the tuple
(2;0;4;1), whichequals 1, 3,5, 7, 9.

An abstract store is a valueof typea-loc! (memory-rgion! RIC). For con-
cisenessthe abstracistoresthatrepresentiddresses ana-locfor differentmemory-
regionswill be combinedtogetherinto anr-tuple of RICs, wherer is the numberof
memoryregions.Suchanr-tuple will be referredto asa value-set Thus,an abstract
storeis a mapfrom a-locsto value-setsa-loc! RIC'. For instancefor the program
from Fig. 1, atstatemen?, eax holdstheaddressesfthe rst veelementof main's
local array andthusthe abstracstoremapseax to thevalue-se(? ; 4[0; 4] 40).

We choseto useRICs becausein our contet, it is importantfor the analysisto
discover alignmentand stride information so that it caninterpretindirect-addressing
operationghatimplementeither(i) eld-accessoperationsn anarrayof structs,or (ii)
pointerdereferencingperations.

Whenthe contentsof an a-loc a is not alignedwith the boundariesof a-locs,a
memoryacceson *a canfetch portionsof two a-locs;similarly, a write to *a can
overwrite portionsof two a-locs.Suchoperationanbe usedto forge new addresses.
For instance supposehat the addressof a-loc x is 1000, the addressof a-locy is
1004, andthe contentsof a is 1001 . Then*a (asa 4-byte fetch) would retrieve 3
bytesof x and1 byteofy.

This issuemotivatedthe use of RICs becauseRICs are capableof representing
certainnon-coivex setsof integers,andrangegalone)arenot. Supposé¢hatthecontents
setof a is f1000, 1004 g; then*a (as a 4-byte fetch) would retrieve x ory. The
range[1000,1004]includestheaddresse$001, 1002, and1003, andhence*[1000,
1004] (as a 4-byte fetch) could resultin a forgedaddressHowever, because/SA is
basedbnRICs,f 1000, 1004 g is representedxactly, astheRIC 4[0,1]+1000.If VSA
werebasedon rangeinformationratherthanRICs, it would eitherhave to try to track
sggmentof (possiblecontentof dataobjects pr treatsuchdereferencesonseratively
by returning>, therebylosingtrackof all information.

Value-setdorm a lattice. The following operatorsare de ned for value-setsAll
operatorsaarepointwiseapplicationsof the correspondindrIC operator

— (vs1 v vsy): Returngrueif thevalue-sets; is asubsebf vs,, falseotherwise.
— (vs1 U vsp): Returngtheintersectionmeet)of value-setvs; andvss;.

2 Becausé s allowedto havethevalue 1 , we cannotalwaysadjustc andd sothatbis 0.



— (vs1t vsp): Returngheunion(join) of value-setvs; andvs;.

— (vs1r vsp): Returnsthe value-setobtainedby wideningvs; with respecto vs,,
e.g.if vs; = (10;4[0; 1]) andvs, = (10;4[0; 2]), then(vsir vs,) = (10;4[C;1 ).

— (vs ©): Returnghevalue-sebbtainedy adjustingall valuesin vs by theconstant
C, e.g.,if vs = (4;4[0; 2]+ 4) andc = 12, then(vs c) = (16;4[0; 2]+ 16).

— (vs;s): Returnsa pair of sets(F; P). F representshe setof “fully accesseda-
locs: it consistsof the a-locsthatareof sizes andwhosestartingaddressearein
vs. P representthesetof “partially accesseda-locs:it consistof (i) a-locswhose
startingaddressearein vs but arenot of sizes, and(ii) a-locswhoseaddresseare
in vs but whosestartingaddresseandsizesdo not meetthe conditionsto bein F.

— RemovelLowerBounds( vs) : Returnghevalue-sebbtainedy settingthe lower
boundof eachcomponenRICto 1 . Forexample,if vs = ([0; 100} [10G; 200]),
thenRemovelLowerBounds( vs)= ([1 ;100}[1 ;200]).

— RemoveUpperBounds( vs) : Similar to RemovelLowerBounds , but setsthe
upperboundof eachcomponento 1 .

To representhe abstracstoreat eachprogrampoint ef ciently , we useapplicatve
dictionaries,which provide a space-etient representatiorof a collection of dictio-
naryvalueswhenmary of thedictionaryvalueshave nearlythe samecontentsasother
dictionaryvaluesin the collection[26, 21].

4 Value-SetAnalysis (VSA)

Thissectiondescribeshevalue-setinalysisalgorithm.VSA is anabstracinterpretation
of theexecutableo nd asafeapproximatiorfor thesetof valuesthateachdataobject
holds at eachprogrampoint. It usesthe domainof abstractstoresde ned in x3. The
presenimplementatiorof VSA is 0 w-sensitve andcontext-insensitve

VSA hassimilaritieswith thepointeranalysigroblemthathasbeenstudiedn great
detail for programswritten in high-level languagesFor eachvariable(sayv), pointer
analysisdeterminesan over-approximationof the setof variableswhoseaddresses
can hold. Similarly, VSA determinesan over-approximationof the setof addresses
thateachdataobjectcanhold at eachprogrampoint. The resultsof VSA canalsobe
usedto nd the a-locswhoseaddresses given a-loc a contains.On the other hand,
VSA alsohassomeof the avor of numericstaticanalyseswherethe goalis to over-
approximatethe integer valuesthat eachvariablecanhold. In additionto information
aboutaddressesySA determinesan over-approximationof the setof integer values
thateachdataobjectcanhold at eachprogrampoint.

4.1 Intrapr ocedural Analysis

This subsectiordescribesan intraproceduralersionof VSA. For thetime being,we
will considerprogramsthat have a single procedureand no indirect jumps.To aid in
explaining the algorithm,we adopta C-like notationfor programstatementswe will

discussthe following kinds of instructionswhereR1 andR2 aretwo registersof the
samesize,andc, ¢;, andc, areexplicit integerconstants:

R1 = R2+ ¢ Rl ¢
*(R1+ ¢) = R2+ ¢ R1 R2
R1 = *(R2+ C]_)+ C

% In thenearfuture,we planto extendtheimplementatiorio have adegreeof context-sensitvity,
usingthecall-stringsapproactto interproceduratlata ev analysig29].



Label on e Transfer  function for edge e
R1=R2+c let (R27! vs) 2 e.Before
e.After = e.Before [R17! ][ [R17!vs (]
*(R1+c;)=R2+c, |let [R17! vsg1];[R27! vsry] 2 e.Before ;(F;P)= (vsg1 C1;9);
tmp = e.Before fla7! lja2P][ Fg[ f[p7!' >]jp2 Pg, and
Proc be the procedure containing the statement
if (jFj=1 and jPj=0 and
(Proc is not recursive) and (F has no heap objects)) then
eAfter = (tmp[ f[v7!' vsg2 ¢]jv2Fg)// Strong update
else /I Weak update
eAfter = (tmp[ f[v7! (vsr2 )t vs]jv2F;[v7!vs,]2 e.Before @)
R1=*(R2+c;)+cy|let  (R27! vsgy) 2 e.Before and (F;P)= (vsrz C1;S)
if jPj=0 ther‘F
let  vshs = fusyjv2 F;[v 7! vs,] 2 e.Before g

e.After = e.Before [R17! ][ [R17! (vsrhs )]
else
e.After = e.Before [R17! ][ [R17!>]
Rl ¢ let [R17!vsgi]2 e.Before and vsc= ([1 ;cf;>;:::5>)
e.After = e.Before [R17! ][ [R17! vsry U vsc]
R1 R2 let [R17!vsgi];[R27! vsry] 2 e.Before and vsp = RemoveUpperBounds (vsg2)
e.After = e.Before [R17! ][ [R17! vsgr1 U VSp]

Fig. 4. Transferfunctionsfor VSA. (In case and3, s representshe sizeof thederef-
erenceperformedby theinstruction.)

Conditionsof the lasttwo forms are obtainedfrom the predecessor()f conditional
jumpinstructionghataffect conditioncodes.

The analysisis performedon a CFG for the procedureThe CFG consistsof one
node per x86 instruction;the edgesare labeledwith the instructionat the sourceof
the edge.If the sourceof an edgeis a conditional,thenthe edgeis labeledaccord-
ing to the outcomeof the conditional.For instancethe edgel4! L1 will belabeled
ecx <5, whereagsheedgel4! 15 will belabeledecx 5. OncewehavetheCFG,an
abstracstoreis obtainedfor eachprogrampoint by abstracinterpretatior{8]. Sample
transformerdgor variouskinds of edgesarelistedin Fig. 4. Eachtransformertakesan
abstracstoreandreturnsa new abstracstore.BecauseeachAR region of a procedure
that may be called recursvely—aswell as eachheapregion—potentiallyrepresents
more than one concretedataobject, assignments$o their a-locsmustbe modeledby
weakupdatesi.e., the new value-semustbe unionedwith theexisting one,ratherthan
replacingit (seecasetwo of Fig. 4). Furthermoreunalignedwrites can modify parts
of variousa-locs(which could possiblycreateforgedaddresses)n case2 of Fig. 4,
suchwritesaretreatedsafelyby settingthe valuesof all partially modi ed a-locsto > .
Similarly, case3 treatsaload of a potentiallyforgedaddresssaloadof > .

Theabstracstorefor theentrynodeconsistof theinformationabouttheinitialized
globalvariablesandtheinitial valueof the stackpointer(esp ).

The abstractdomainhasin nite ascendingchains.Hence,to ensuretermination,
wideningneedso be performed Wideningneedgo be carriedout at atleastonenode
of everycyclein the CFG;however, thenodeatwhichwideningis performedcanaffect
the accurag of the analysis.To choosewideningpoints,our implementatiorof VSA
usestechniquegrom [3].

Example2. Forthe programfrom Fig. 1, theabstracstorefor the entry nodeof main
isfesp 7! (?;0), mem4 7! (0;?), mem8 7! (1;?)g.

The xpoint solutionof VSA for instruction7 is fesp 7! (?; 44), mem4 7!
(0;?),mem8 7! (1;?),eax 7! (?;4[0;1 ] 40),ebx 7! (?;4[0;1] 20),var 44



7! (?; 40), ecx 7' ([0;4];?)g andthat of instruction16 is fesp 7! (?; 44),
mem4 7! (0;?), mem8 7! (1;?),eax 7! (?;4[1, 1] 40),ebx 7! (?;4[11 ]
20),var 44 7' (?; 40),ecx 7! ([5;5];?),edi 7! (?; 40)g.

Note that the value-setobtainedby the analysiscanbe usedto discover the data
dependencéhat exists betweeninstructions7 and16. At instruction7, eax 7! (?
;4[0;1 ] 40), andthus (eax 0;4) returnsthe possibly-killedsetasfvar _40,
var _20, ret _main g. Similarly, atinstruction16, (esp 8;4) returnstheuseset
asfvar _40g. Reaching-de nitionsanalysisbasedon this informationrevealsthatin-
structionl6 is datadependentninstruction?. Similarly, reaching-de nitionsanalysis
revealsthatinstructionl6 is notdatadependentn 9.

Notethatthea-locret _main is alsoincludedin thesetof a-locsaccessethrough
eax atinstruction7. Thisis becauséahe analysiswasnot ableto determinean upper
boundfor eax . Obsenethateax is dependenbntheloop variableecx . We discussn
x5 how theimplementedsystemactually nds upperor lower boundsfor variableshat
aredependenontheloop variable.

4.2 Inter procedural Analysis

Let usnow considerprocedurecalls, but for now ignoreindirectjumpsandcalls. Inter-

procedurahnalysispresentsien problemsbecausehe formalsof a procedureandthe
actualsof a call needto beidenti ed. This informationis not directly availablein the
disassemblypecausgarametersiretypically passedn the stackin the x86 architec-
ture.Further theinstructionghatpushtheactualparametersnthestackneednotoccur
immediatelybeforethecall. Example3 will beusedto explaintheinterproceduratase.

Example3. Fig.5 showvsaprogramwith two proceduresmain andinitArray (see
also Fig. 6). Proceduremain hasan integer array a, which is initialized by calling

initArray . After initialization, main returnstheseconcelemenbf arraya.
Actual parameters and register saves proc  initArray
llea eax, [esp+4]

In an x86 program,stack operationslike

. e . . partlvalue=1 2 mov ebx, eax
push/pogmplicitly modify somelocations pari2Value=0; 3add ebx, 20
H . ) 4 mov ecx, 0
in the AR of a procedure(say P). These void initaray(int all. | L1 movedx 4]

int size) f 6 mov [eax], _edx

7 mov edx, [8]

locationscorrespondo the actualparam- " “pant spar2:

etersof a call andto thoseusedfor regis- ™ L (01 8 mov [ebd, " edx
ter spilling and callersaved registers.The  parto-gals) 10 200 ebx—4
locations accessedby push/popinstruc- — F-fEemiii) L | e e e
tionsarenotexplicitly foundasesp/ebp - *part2=part2Value; 1311
relative addressesand so the algorithm ~ Saierr e

proc main

thatidenti es a-locswill not introducea- 9

. return 15 sub_esp,44
locsfor the memorylocationsaccessetty ¢

16 lea eax,[esp+4]
17 mov [esp+0], eax

these stack operations;consequentlywe iy maing 1 18 push 5
H e H i i * - 19 push eax
introduceadditionala-locs,which we call ',?,tarr;{féigé[%]; -array0; 20 call inftArtay
extendeda-locs for memorylocationsthat  intaray@5); 2 mizﬁesgw]
areimplicitly accessetly suchstackoper return »s _
ations.To do this, the smallestsp _delta 9 24 add esp 44

. : . 25 retn
for P is determined.This representghe () C program (b) Disassembly

maximum limit to which the stack can
grow in asingleinvocationof P. (Thestack

Fig.5. Interproceduraéxample

cangrow deepedueto callsmadeby P; however, theseoperationsarenot relevantbe-
causewe are concernedmerelywith identifying the size of the AR for P.) If we are



unableto nd a nite minimum, the analysisissuesa report.If thereis a nite mini-
mum, thenextendeda-locsareaddedto the AR on 4-byteboundariedo Il the space
betweerthelowestlocal a-locandthe minimumsp _delta

Global AR main Formal parameters On entry to a pro-

mem. 8 reUmain cedure,esp points to the return address,
Sy —— ~—Armano andthe parameterso the procedurearethe
Globat+4 - var_20 bytesbeyondthereturnaddresgin the posi-

|<— AR_main 20

tive direction).Hencethe offsetsfor thefor-

var_40

AR-niAtay amanso  Mal parametersvill be positive. Hence,a-
Ar_iianays | arg 4 var_ 44 mmanas  lOCSWith positive offsetsare consideredo
AR iarayss | 9190 ext 48 . betheformal parameters.

AR_initArray+0 ret_initArray AR_main 48
ext 52 At a call on a procedurethat has k

AR_main 52
_ _ formals, the last k extendeda-locs repre-
Fig.6. Memory-regions sent the actual parametersFig. 6 shavs

the extendeda-locs for proceduremain and the formal parameterdor procedure
initArray for the programin Example3.

Handling of callsand returns Theinterprocedurahlgorithmis similarto theintrapro-
ceduralalgorithm, but analyzesthe supegraphof the executable.n the supegraph,
eachcall sitehastwo nodesa call nodeandanend-callnode.Theonly successoof the
call nodeis the entry nodeof the calledprocedureandthe only predecessaof theend-
call nodeis the exit nodeof the procedurecalledby the correspondingall node. The
calll entryandthe exit! end-calledgeswill be refereedto aslinkage edges Nodes,
edgesandedge-transformetfor all otherinstructionsaresimilar to theintraprocedural
CFG.

Thetransformefor thecall! entryedgeassignsctualgo formalsandalsochanges
esp tore ect the changein the currentAR. First the join of the abstractstoresat the
call-sitesof P is computedthenthe value-seof esp in the newly computedvalueis

parameteFormal ; is initialized asfollows:

(F&PS) = 8(asc[esp] (offset (ARP;Formal ;) 4);S)
3> #if P 6

as Formal ] = G 02calls.ites(P)
e 1 . 3 asc[v] # otherwise

c2 callsites(P) V2F¢

whereas:; is the abstractstoreat call-sitec of P andS; is the sizeof Formal ;. That
is, thevalue-sefor aformal on entryis thejoin of the value-setof the corresponding
actualsatthecallers.Theoffsetof theactualin the AR of thecalleris determinedrom
the offset of the formal parameterin the xpoint solutionfor Example3, the abstract
storefor theenternodeof initArray is:fmem4 7! (0;?;?),mem8 7! (1;?;7?),
arg 07! (?; 40;?),arg 47! (5;?;?),eax 7! (?; 40;?),esp 7! (?;7?;0),
ext 48 7! (5;?7;?),ext 52 7! (?; 40;?) g. Theregionsin the value-setsare
listedin thefollowing order:(Global , ARmain, ARinitArray ).
Thetransformeffor theexit! end-calledgeordinarily restoreghevalue-setf esp
to thevaluebeforethecall. This correspondto thenormalcasewvhenthecalleerestores
thevalueof esp to the valuebeforethe call. However, in someprocedureshe callee



doesnot restoreesp . For instancealloca allocatesmemoryon the stackby sub-
tractingsomenumberof bytesfrom esp . VSA takescareof thosechangesn esp that
arejustadditions/subtraction® theinitial valuewhenit candeterminghatthechange
is alwayssomeconstanamount.In suchcasesesp is restoredo thevaluebeforethe
call plus/minughe changelf VSA cannotdeterminghatthechangds aconstantthen
it issuesanerrorreport.

5 Afne Relations

Recallthatin Example2, VSA wasunableto nd nite upperboundgor eax atinstruc-
tion 7 andebx atinstruction9. This causeget _main to be addedto the possibly-
killed setsfor instructions7 and9. This sectiondescribesiow our implementatiorof
VSA obtainsimproved results,by identifying and then exploiting integer af ne rela-
tions that hold amongthe programs registers,using an interprocedurablgorithmfor
af ne-relation analysisdueto Muller-Olm and Seidl[19]. The algorithmis usedto de-
termine for eachprogrampoint,all af ne relationshatholdamonganx86's 8 registers.
More detailsaboutthe algorithmcanbefoundin [19].

An integerafne relationamongvariablesr; (i = 1:::n) is arelationshipof the
form ag + i”:l airi = 0, wherethea; (i = 1:::n) areintegerconstantsAn af ne

portunitiesfor incorporatingnformationaboutaf ne relations:(i) in theinterpretation
of conditionalinstructionsand(ii) in animprovedwideningoperationOurimplemen-
tationof VSA incorporatedothof theseusesof af ne relations.

At instruction14 in theprogramin Fig. 1, eax, esp, andecx areall relatedby the
afne relationeax = (esp + 4 ecx) + 4. Whenthetrue branchof the conditional
jl L1 isinterpretedecx is boundedon the upperendby 4, andthusthe value-set
ecx atLl is ([0;4];?). (A value-setin which all RICsare? exceptthe onefor the
Global regionrepresents setof purenumbersaswell asa setof globaladdresses.)
In addition,thevalue-sefor esp atL1 is(?; 44). Usingthesevalue-set@ndsolving
for eax in theaboverelationyields

eax = (?; 44)+4 ([0;4];?)+ 4= (?; 44)+ 4 [0;4]+ 4= (?;4[0;4] 40):

In thisway, asharpewnaluefor eax atL1 is obtainedhanwould otherwisebepossible;
Suchboundscannotbe obtainedfor loopsthatarecontrolledby a condtionthatis not
basednindices;however, theanalysiss still safein suchcases.

Halbwachsetal. [15] introducedthe “widening-up-to” operator(alsocalledlimited
widening, which attemptgo preventwideningoperationgrom “over-widening”anab-
stractstoreto+1 (or 1 ). To performlimited widening,it is necessaryo associata
setof inequalitiesM with eachwideninglocation.For polyhedrakanalysisthey de ned
Pr v Q to bethestandardvideningoperationPr Q, togetherwith all of theinequal-
ities of M that satisfyboth P and Q. They proposedhat the setM be determined
by the linearrelationsthat force controlto remainin the loop. Our implementatiorof
VSA incorporates limited-wideningalgorithm,adaptedor reducednterval congru-
encesFor instancesupposdghatP = (x 7! 3[0;2]+ 5), Q = (x 7! 3[0;3] + 5),
andM = fx  28g. Ordinarywideningwould produce(x 7! 3[0;+1 ]+ 5), whereas
limited wideningwould produce(x 7! 3[0; 7]+ 5). In somecaseshowever, the a-loc
for which VSA needgo performlimited wideningis aregisterr ;, but not the register
that controlsthe executionof the loop (sayr2). In suchcasesthe implementatiorof



limited wideningusegtheresultsof af ne-relation analysis—togethewith known con-
straintsonr, andotherregistervalues—todetermineconstraintghatmusthold onr .

For instancejf the loop back-edgehasthelabelr, 20, andaf ne-relation analysis
hasdeterminedhatr; = 4 r, alwaysholdsatthis point,thentheconstraintr; 80
canbeusedfor limited wideningof r;'s abstracttore.

The performanceevaluationin x7 usesa versionof af ne-relation analysisthat
modelsthe restorationof callee-sae registersacrosscalls. (At presentcertaintech-
nical dif culties precludea similar treatmenbf callersare registers.We have alsonot
yetimplementeda checkto determinethatthe codeobeys the calling corventionsfor
callersare andcallee-sse registers.)

6 Indir ectJumpsand Indir ectCalls

The supegraphof the programwill not be completein the presencef indirectjumps
andindirectcalls.Consequentlymissingjumpandcall edgeseedto beinsertedduring
VSA. For instancesupposéhatVSA is interpretinganindirectjump instructionJ1:
jmp 1000[eax*4] ,andletthecurrentabstracstoreatthisinstructionbefeax 7!

couldbein memorylocationsf 1000,1004,:::, 1036. If the addresse§1000,1004,
11, 1036 refer to the read-onlysectionof the program,then the addressesf the
successorsf J1 canbereadfrom the headerof the executablelf not, the addresses
of the successorsf J1 in locationsf 1000,1004,: : :, 1036y aredeterminedrom the
currentabstractstoreat J1 . Dueto possibleimprecisionin VSA, it could be the case
thatVSA reportsthatthelocationsf 1000,1004,: : :, 10363 have all possibleaddresses.
In suchcasesyYSA proceedsvithoutaddingnew edgesHowever, this couldleadto an
underapproximatiorof thevalue-setsat programpoints. Thereforethe analysigssues
areportto theuserwheneersuchdecisionsaremade We will referto suchinstructions
asunsafeinstructions Anotherissuewith usingthe resultsof VSA is thatanaddress
identi ed asasuccessoof J1 mightnot bethe startof aninstruction.Suchaddresses
areignored,andthesituationis reportedo theuser
Indirectcallsarehandledsimilarly, with afew additionalcomplications.

— A successoainstructionidenti ed by themethodoutlinedabose maybein themid-
dle of a procedureln suchcasestheanalysisreportsthisto theuser

— The successomstructionmay not be part of a procedurethat wasidenti ed by
IDAPro. This is dueto the limitations of IDAPro's procedure- ndingalgorithm:
IDAPro doesnot identify procedureshat are called exclusively via indirect calls.
In suchcasesVSA caninvoke IDAPro's procedure- ndingalgorithm explicitly,
to force a sequenc®f bytesfrom the executableto be decodednto a sequencef
instructionsandsplicedinto theIR for the program.(At presentthistechniquehas
notyetbeenincorporatedn ourimplementation.)

7 PerformanceEvaluation

Tablel shawvs therunningtimesandstoragerequirement®f our prototypeimplemen-
tation for analyzinga setof Win32 and Linux/x86 programsihe programversionis

shavn in parenthese®s a temporaryexpedient,calls to library functionsaretreated
during analysisasidentity transformersThe analysesvereperformedon a Pentium-4
with a clock speedf 3.06GHz equippedwith a physicalmemoryof 4GB andrunning
Windows 2000.(The perprocessaddresspacevaslimited to 2GB.)



Value- ] Af ne-

. . Memor )
Program Procedure$nstructionsMf“_IIIOC Indlrect Calls Indirect usage set . 'e'a“or_‘
sites | Jumps calls analysisanalysig
(MB)

(sec.) | (sec.)

javac 36 3555 1 0 133 79 51 76 29
cat(2.0.14) 123 3892 1 3 138 4 42 9 26
cut(2.0.14) 129 4329 2 3 182 4 48 7 42
grep(2.4.2) 245 16808 18 4 654 6 102 117 75
gcc(2.96) 252 22984 8 3 1048 4 232 108| 295
tar(1.13.19) 581 47739 11 21 2553 29 258 220 156
awk (3.1.0) 595 69927 84 33 3669 | 152 623 1017 1011
winhlp32(5.0.2195.2014) 1018 108380 0 10 6002 | 1005 | 737 1712 1290

Table 1. Runningtimesandstoragerequirement$or VSA andaf ne-relation analysis.

To contrastthe capabilitiesof VSA with analysisalgorithmsthattreatmemoryac-
cesses/ery conseratively—i.e., if a registeris assigneda value from memory it is
assumedo take on ary value—wecomparedt with a versionof VSA, calledcrude
VSA thatalwayssetsthe value-setgor all non-registera-locsto > . Table2 shovsthe
numberof o w-dependencedgesobtainedwith threemethods{i) withoutusingVSA
at all (which causeslependence® be missed);(ii) with VSA; and (iii) with crude
VSA.

8 Soundnesdssues
Soundnessvould meanthat value-set

. : ; . Program | NoVSA VSA [CrudeVSA
analysiswould identify used, killed,  [javac 51597 5788 54904
and possibly-killed sets that would [cat(2.0.14) 17932 32824 33632
never miss ary data dependenceal- |cut(2.0.14) 23114 37834 39114
thoughthey might causespuriousde- gfeiézé‘é-)z) égggg;‘ 5&232132? Sg%ggi

e gcc(2. g 9
pendenceso be reported. This is a tar(1.13.19 644518 4088659 4305446

lofty goal;however, it is notclearthata
tool thatachievesthis goalwouldhave  Table 2. Comparisorof 3 variantsof VSA.
practical value. There are less lofty
goalsthat do not meetthis standard—hbt may resultin a more practicalsystem.In
particular we may not careif the systemis sound,aslong asit canprovide warnings
aboutthe situationsthat ariseduring the analysisthat threatenthe soundnes®f the
results.Thisis the paththatwe arefollowing in our work.

Here are someof the casesn which the analysiscanbe unsound but wherethe
systemgenerates reportaboutthe natureof theunsoundness:

— Theprogramis vulnerableto a buffer-overrunattack.This canbe detectedy iden-
tifying a pointatwhich therecanbe awrite pastthe endof amemory-reion.

— The control- ow graphand call-graphmay not identify all successorsf indirect
jumpsandindirectcalls. Reportgeneratiorfor suchcasess discussedn x6.

— A relatedsituationis ajumpto a codesequenceoncealedn theregularinstruction
streamthealternatve codesequencavould decodeasalegal codesequencevhen
readout-of-registrationwith theinstructionsin whichit is concealedTheanalysis
could detectthis situationasananomalougump to an addresghatis in the code
segment,but is notthe startof aninstruction.

— With self-modifying code, the control- ow graphand call-graphare not avail-
ablefor analysis.The analysiscandetectthe possibility that the programis self-
modifying by identifying ananomalougump or call to a modi able location.



9 RelatedWork

Thereis an extensve body of work on analyzingexecutablesThe work thatis most
closelyrelatedto VSA is the alias-analysislgorithmfor executableproposedyy De-
brayet al. [11]. The basicgoal of their algorithmis similar to thatof VSA: for them,
it is to nd an overapproximationof the setof valuesthat eachregistercanhold at
eachprogrampoint; for us,it isto nd anover-approximatiorof the setof valuesthat
each(abstractdataobjectcanhold at eachprogrampoint, wheredataobjectsinclude
memorylocationsin additionto registers.In their analysis,a setof addressess ap-
proximatedby a setof congruenceralues:ithey keeptrackof only the low-orderbits of
addresseddowever, unlike our algorithm,their algorithmdoesnot make ary effort to
track valuesthatarenot in registers.Consequentlythey losea greatdeal of precision
wheneerthereis aloadfrom memory

CifuentesandFraboule{5] give analgorithmto identify anintraproceduraslice of
anexecutabldéy following the programsuse-detchains However, their algorithmalso
makesno attemptto track valuesthatarenotin registers,andhencecutsshorttheslice
whenaloadfrom memoryis encountered.

Pastwork on decompilingassemblycodeto a high-level languagés alsorelatedto
ourgoals[6, 4,20]. However, thatwork hasalsonotdonemuchto addresshe problem
of recoveringinformationaboutmemoryaccesses.

Theideaof inferring the layout of a programs datastructuresasedon the access
patternsn the programis similar to theideabehindthe AggregateStructureldenti ca-
tion (ASI) algorithmof Ramalingarnetal. [24]. However, ASI cannotbe appliedto x86
codewithout having theresultsof VSA alreadyin hand:ASI requirespoints-to,range,
andstrideinformation;however, this informationis not availablefor anx86 executable
until afterVSA. Thegoodnewsis that ASI canbe appliedafter VSA to re ne thepro-
gram'sa-locs,which canallow someclientsof value-setinalysis—suclasdependence
analysis—tacomputemorepreciseresults.We planto useASl in conjunctionwith the
resultsof value-setanalysisin futurework.

Xu et al. [31] also createda systemthat analyzedexecutablesn the absenceof
symbol-tableand/ordehugginginformation. The goal of their systemwasto establish
whetheror not certainmemory-safetyropertiesheldin SFARC executableslnitial in-
putsto theuntrustedorogramwereannotatedvith typestaténformationandlinearcon-
straints.The analysesievelopedby Xu et al. werebasedon classicatheorem-preing
techniquesthe typestate-checkinglgorithmusedthe induction-iterationrmethod[30]
to synthesizdoop invariantsand Omega [23] to decidePreshirger formulas.In con-
trast, the goal of the systemdescribedn the presentpaperis to recover information
from anx86 executableghatpermitsthecreationof intermediataepresentationsimilar
to thosethat canbe createdfor a programwritten in a high-level languageVSA uses
abstract-interpretatiotechniquego determineused killed, andpossibly-killedsetsfor
eachinstructionin the program.

Severalpeoplehave developedtechniquedo analyzeexecutablesn the presencef
additionalinformation, suchasthe sourcecode,symbol-tableinformation, or detug-
ging information[18,2,1,27]. Analysistechniqueghat assumeaccesgo suchinfor-
mationarelimited by thefactthatit mustnotberelied on whendealingwith programs
suchasvirusesworms,andmobile code(evenif suchinformationis present).

Dor etal. [12] present static-analysisechnique—implementefdr programswrit-
tenin C—whoseaim is to identify string-manipulatiorerrors,suchaspotentialbuffer
overruns.In theirwork, a o w-insensitve pointeranalysisis rst usedto detectpoint-



ersto the samebaseaddressinteger analysisis thenusedto detectrelative-offsetre-

lationshipsbetweenvaluesof pointervariables.The original programis translatedo

aninteger programthattracksthe stringandinteger manipulationsof the original pro-

gram;the integer programis thenanalyzedo determinerelationshipsamongtheinte-

gervariableswhichre ect therelative-offsetrelationshipsamongthe valuesof pointer
variablesin the original program.Becausehey areprimarily interestedn establishing
that a pointeris merelywithin the boundsof a buffer, it is sufcient for themto use
linearrelationanalysis[10], inpwhich abstractstoresare corvex polyhedrade ned by

linearinequalitiesof theform i”:l aiX; b, wherebandthea; areintegers,andthe

X; areintegervariables.

In our work, we areinterestedn discovering ne-grained information aboutthe
structureof memory-rgions. As alreadydiscussedn x3.3, it is importantfor the
analysisto discover alignmentandstrideinformationso thatit caninterpretindirect-
addressingperationghat implement eld-accessoperationsn an array of structsor
pointerdereferencingoperations Becausewe needto represennon-comwvex setsof
numbers|inearrelationanalysiss notappropriatexFor this reasonthe numericcom-
ponentof VSA is basedon reducednterval congruencesyhich are capableof repre-
sentingcertainnon-comvex setsof integers.

RuginaandRinard[28] have alsouseda combinationof pointerandnumericanal-
ysis to determineinformationabouta programs memoryaccesseslhereare several
reasonsvhy their algorithmis not suitablefor the problemthatwe face:(i) Theiranal-
ysis assumeshat the programs local and global variablesare known beforeanalysis
begins:the setof “allocation blocks” for which informationis acquiredconsistsof the
programslocal andglobalvariables plusthe dynamic-allocatiorsites.(ii) Theiranal-
ysis determinesangeinformation, but doesnot determinealignmentandstrideinfor-
mation.(iii) Pointerandnumericanalysisare performedseparatelypointeranalysisis
performedrst, followedby numericanalysis;moreover, it is not obviousthat pointer
analysiscould beintertwinedwith the numericanalysisthatis usedin [28].

Our analysiscombinespointer analysiswith numericanalysis,whereashe anal-
ysesof Ruginaand Rinardand Dor et al. usetwo separatgphasespointer analysis
followed by numericanalysis.An advantageof combiningthe two analysess thatin-
formationaboutnumericvaluescanleadto improvedtrackingof pointers,andpointer
informationcanleadto improvedtrackingof numericvalues.In our context, this kind
of positive interactionis importantfor discoveringalignmentandstrideinformation(cf.
x3.3). Moreover, additionalbene ts canaccrueto clientsof VSA; for instancejt can
happerthatextra precisionwill allow VSA to identify thatastrongupdateratherthana
weakupdatejs possiblg(i.e.,anupdatecanbetreatedasakill ratherthanasa possible
kill; cf. casewo of Fig. 4). Theadwantage®f combiningpointeranalysisvith numeric
analysishave beenstudiedin [22]. In the context of [22], combiningthe two analysis
only improvesprecision.However, in our contet, a combinedanalysisis neededo
ensuresafety
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