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Abstract. This paperconcernsstatic-analysisalgorithmsfor analyzingx86 executables.
Theaim of thework is to recover intermediaterepresentationsthataresimilar to thosethat
canbecreatedfor a programwritten in a high-level language.Our goal is to performthis
taskfor programssuchasplugins,mobilecode,worms,andvirus-infectedcode.For such
programs,symbol-tableanddebugginginformationis eitherentirely absent,or cannotbe
relieduponif present;hence,thetechniquedescribedin thepapermakesnouseof symbol-
table/debugginginformation.Instead,ananalysisis carriedoutto recover informationabout
thecontentsof memorylocationsandhow they aremanipulatedby theexecutable.

1 Intr oduction

In recentyears,therehasbeena growing needfor tools thatanalyzeexecutables.One
would like to ensurethatweb-plugins,Java applets,etc.,do notperformany malicious
operations,andit is importantto beableto decipherthebehavior of wormsandvirus-
infectedcode.Staticanalysisprovidestechniquesthat canhelp with suchproblems.
A major stumblingblock whendevelopingbinary-analysistools is that it is dif�cult
to understandmemoryoperationsbecausemachine-languageinstructionsuseexplicit
memoryaddressesandindirectaddressing.In thispaper, wepresentseveraltechniques
thatovercomethis obstacleto developingbinary-analysistools.

Justassource-code-analysistoolsprovide informationaboutthecontentsof a pro-
gram'svariablesandhow variablesaremanipulated,a binary-analysistool shouldpro-
videinformationaboutthecontentsof memorylocationsandhow they aremanipulated.
Existingtechniqueseithertreatmemoryaccessesextremelyconservatively [4, 6,2], or
assumethepresenceof symbol-tableor debugginginformation[27]. Neitherapproach
is satisfactory:theformerproducesveryapproximateresults;thelatterusesinformation
thatcannotberelieduponwhenanalyzingviruses,worms,mobilecode,etc.Ouranaly-
sisalgorithmcandoabetterjob thanpreviouswork becauseit tracksthepointer-valued
andinteger-valuedquantitiesthata program'sdataobjectscanhold, usinga setof ab-
stractdataobjects,calleda-locs(for “abstractlocations”).In particular, theanalysisis
not forcedto giveupall precisionwhena loadfrom memoryis encountered.

Theideabehindthea-locabstractionis to exploit thefactthataccesseson thevari-
ablesof aprogramwritten in ahigh-level languageappearaseitherstaticaddresses(for
globals)or staticstack-frameoffsets(for locals).Consequently, we �nd all the stati-
cally known locationsandstackoffsetsin theprogram,andde�ne ana-locto betheset
of locationsfrom onestaticallyknown location/offsetup to, but not includingthenext
staticallyknown location/offset.(The registersandmalloc sitesarealsoa-locs.)As
discussedin x3.2,thedataobjectin theoriginal source-codeprogramthatcorresponds
to agivena-loccanbeoneor morescalar, struct,or arrayvariables,but canalsoconsist
of just asegmentof a scalar, struct,or arrayvariable.

Anotherproblemthatarisesin analyzingexecutablesis theuseof indirect-addressing
modefor memoryoperands.Machine-languageinstructionsetsnormallysupporttwo
addressingmodesfor memoryoperands:direct andindirect. In direct addressing,the
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addressis in theinstructionitself; noanalysisis requiredto determinethememoryloca-
tion (andhencethecorrespondinga-loc)referredto by theoperand.On theotherhand,
if the instructionusesindirect addressing,theaddressis typically speci�ed througha
registerexpressionof theform base+ index � scale+ offset(wherebaseandindex are
registers).In suchcases,to determinethememorylocationsreferredto by theoperand,
thevaluesthat theregistershold at this instructionneedto bedetermined.We present
a �o w-sensitive, context-insensitive analysisthat, for eachinstruction,determinesan
over-approximationto thesetof valuesthateacha-loccouldhold.

Thecontributionsof ourwork canbesummarizedasfollows:
– We describea static-analysisalgorithm,value-setanalysis, for tracking the val-

ues of data objects(other than just the hardware registers).Value-setanalysis
usesan abstractdomainfor representingan over-approximationof thesetof val-
uesthat eachdataobject can hold at eachprogrampoint. The algorithm tracks
address-valuedandinteger-valuedquantitiessimultaneously:it determinesanover-
approximationof thesetof addressesthateachdataobjectcanholdateachprogram
point; at the sametime, it determinesan over-approximationof the setof integer
valuesthateachdataobjectcanholdat eachprogrampoint.

– Value-setanalysiscanbe usedto obtainused,killed, andpossibly-killedsetsfor
eachinstructionin the program.Thesesetsaresimilar to the setsof used,killed,
andpossibly-killedvariablesobtainedby acompilerin somesource-codeanalyses.
They canbe usedto performreaching-de�nitionsanalysisandto constructdata-
dependenceedges.

– We have implementedtheanalysistechniquesdescribedin thepaper. By combin-
ing this analysiswith facilitiesprovidedby theIDAPro [17] andCodeSurferR
 [7]
toolkits, we have createdCodeSurfer/x86,a prototypetool for browsing,inspect-
ing, andanalyzingx86 executables.This tool recoversIRs from x86 executables
that aresimilar to thosethat canbe createdfor a programwritten in a high-level
language.Thepaperreportspreliminaryperformancedatafor this implementation.

The informationobtainedfrom value-setanalysisshouldalsobeusefulin decompila-
tion tools.Althoughtheimplementationis targetedfor x86executables,thetechniques
describedin thepapershouldbeapplicableto othermachinelanguages.

Someof thebene�tsof ourapproachareillustratedby thefollowing example:

Example1. Fig. 1 showsa simpleC programandthecorrespondingdisassembly. Pro-
ceduremain declaresan integerarraya of ten elements.The programinitializes the
�rst � ve elementsof a with the valueof part1Value , andthe remaining� ve with
part2Value . It thenreturns*p array0 , i.e., the�rst elementof a.

A diagramof how variablesarelaid out in theprogram'saddressspaceis shown in
Fig. 2(a).To understandtheassemblyprogramin Fig. 1, it helpsto know that

– Theaddressof globalvariablepart1Value is 4 andthatof part2Value is 8.
– The local variablespart1 , part2 , andi of the C programhave beenremoved

by theoptimizerandaremappedto registerseax , ebx , andecx .
– Theinstructionthatmodi�es the�rst � veelementsof thearrayis “7: mov [eax],

edx ”; theonethatmodi�es thelast� veelementsis “9: mov [ebx], edx ”.
Thestatementsthatareunderlinedin Fig.1 show thebackwardsliceof theprogram

with respectto 16 mov eax, [edi] —which roughly correspondsto return
(*p array0) in the sourcecode—thatwould be obtainedusing the setsof used,
killed, and possibly-killeda-locsidenti�ed by value-setanalysis.The slice obtained



int part1Value=0 ;
int part2Value=1;

int main() f
int *part1 ,*part2;
int a[10],*p array0 ;
int i ;
part1=&a[0];
p array0=part1;
part2=&a[5];
for(i=0;i<5;++i) f

*part1=part1Value;
*part2=part2Value;
part1++;
part2++;

g
return *p array0 ;

g

proc main ;
1 sub esp, 44 ; Adjust esp for locals
2 lea eax, [esp+4] ; part1=&a[0]
3 lea ebx, [esp+24] ; part2=&a[5]
4 mov [esp+0], eax ; p array0=part1
5 mov ecx, 0 ; i=0
L1: mov edx, [4] ;
7 mov [eax], edx ; *part1=part1Value
8 mov edx, [8] ;
9 mov [ebx], edx ; *part2=part2Value
10 add eax, 4 ; part1++
11 add ebx, 4 ; part2++
12 inc ecx ; i++
13 cmp ecx, 5 ;
14 jl L1 ; (i<5)?loop:exit
15 mov edi,[esp+0] ;

16 mov eax, [edi] ; set return value
17 add esp, 44 ;
18 retn ; return *p array0

Fig.1. A C programthatinitializesanarray.

with this approachis actuallysmallerthanthesliceobtainedby mostsource-codeslic-
ing tools.For instance,CodeSurfer/Cdoesnotdistinguishaccessesto differentpartsof
anarray. Hence,thesliceobtainedby CodeSurfer/Cfrom C sourcecodewould include
all of thestatementsin Fig. 1, not just theunderlinedones. �
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(a)Datalayout (b) Memory-regions

Fig.2. Datalayoutandmemory-regionsfor Example1.
Thefollowing insightsshapedthedesignof value-setanalysis:

– To preventmostindirect-addressingoperationsfrom appearingto bepossiblenon-
alignedaccessesthatspanpartsof two variables—andhencepossiblyforgingnew
pointervalues—itis importantfor the analysisto discover informationaboutthe
alignmentsandstridesof memoryaccesses.

– To prevent most loops that traversearraysfrom appearingto be possiblestack-
smashingattacks,theanalysisneedsto userelationalinformationsothatthevalues
of a-locsassignedto within a loopcanberelatedto thevaluesof thea-locsusedin
theloop'sbranchcondition.

– It is desirablefor the analysisto perform pointer analysisand numericanalysis
simultaneously:informationaboutnumericvaluescanleadto improvedtrackingof
pointers,andpointerinformationcanleadto improvedtrackingof numericvalues.
This appearsto be a crucial capability, becausecompilersuseaddressarithmetic



andindirect addressingto implementsuchfeaturesaspointerarithmetic,pointer
dereferencing,arrayindexing, andaccessingstructure�elds.

Value-setanalysisproducesinformationthatis moreprecisethanthatobtainedvia sev-
eral moreconventionalnumericanalysesusedin compilers,including constantprop-
agation,rangeanalysis,andinteger-congruenceanalysis.At the sametime, value-set
analysisprovidesananalogof pointeranalysisthatis suitablefor useonexecutables.

Debrayet al. [11] proposeda �o w-sensitive,context-insensitivealgorithmfor ana-
lyzing anexecutableto determineif two addressexpressionsmaybealiases.Our anal-
ysis yields morepreciseresultsthantheirs:for theprogramshown in Fig. 1, their al-
gorithm would be unableto determinethe value of edi , and so the analysiswould
consider[edi] , [eax] , and[ebx] to bealiasesof eachother. Hence,thesliceob-
tainedusingtheir aliasanalysiswould alsoconsistof thewholeprogram.Cifuenteset
al. [5] proposedastatic-slicingalgorithmfor executables.They only considerprograms
with non-aliasedmemorylocations,andhencewould identify an unsafeslice of the
programin Fig. 1, consistingonly of theinstructions16, 15, 4, 2, and1. (Seex9 for a
moredetaileddiscussionof relatedwork.)

Theremainderof thepaperis organizedasfollows:x2 describeshow value-setanal-
ysis�ts in with theothercomponentsof CodeSurfer/x86,anddiscussestheassumptions
thatunderlieour work. x3 describestheabstractdomainusedfor value-setanalysis.x4
describesthe value-setanalysisalgorithm. x5 summarizesan auxiliary static analy-
sis whoseresultsareusedduring value-setanalysiswheninterpretingconditionsand
whenperformingwidening.x6 discussesindirect jumpsandindirect functioncalls.x7
presentspreliminaryperformanceresults.x8 discussessoundnessissues.x9 discusses
relatedwork. (Value-setanalysiswill henceforthbereferredto asVSA.)

2 The Context of the Problem

Binary
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Fig.3. Organizationof CodeSurfer/x86.

CodeSurfer/x86is the out-
comeof a joint projectbe-
tween the Univ. of Wis-
consin and GrammaTech,
Inc. CodeSurfer/x86makes
use of both IDAPro [17],
a disassemblytoolkit, and
GrammaTech'sCodeSurfer
system[7], a toolkit for building program-analysisandinspectiontools.This section
describeshow VSA �ts into theCodeSurfer/x86implementation.

Thex86executableis �rst disassembledusingIDAPro.In additionto thedisassem-
bly listing, IDAProalsoprovidesaccessto thefollowing information:

Statically known memory addressesand offsets: IDAPro identi�es the statically
known memoryaddressesandstackoffsetsin the program,andrenamesall oc-
currencesof thesequantitieswith aconsistentname.Weusethisdatabaseto de�ne
thea-locs.

Inf ormation about procedureboundaries: X86 executablesdonothaveinformation
aboutprocedureboundaries.IDAPro identi�es theboundariesof mostof thepro-
ceduresin anexecutable.1

1 IDAPro doesnot identify thetargetsof all indirect jumpsandindirectcalls,andthereforethe
call graphandcontrol-¯ow graphsthatit constructsarenot complete.x6 discussestechniques



Calls to library functions: IDAPro discoverscalls to library functionsusinganalgo-
rithm calledtheFastLibrary Identi�cation andRecognitionTechnology(FLIRT)
[13]. This informationis necessaryto identify callsto malloc .

IDAPro providesaccessto its internaldatastructuresvia anAPI thatallows users
to createplug-insto be executedby IDAPro. GrammaTechprovided us with a plug-
in to IDAPro (calledthe Connector)that augmentsIDAPro's datastructures.VSA is
implementedusing the datastructurescreatedby the Connector. As describedin x5,
VSA makesuseof the resultsof an additionalpreliminaryanalysis,which, for each
programpoint, identi�es the af�ne relationsthat hold amongthe valuesof registers.
OnceVSA completes,the value-setsfor the a-locsat eachprogrampoint areusedto
determineeachpoint'ssetsof used,killed, andpossibly-killeda-locs;theseareemitted
in a formatthatis suitablefor input to CodeSurfer.

CodeSurferis a tool for codeunderstandingandcodeinspectionthatsupportsboth
a GUI andan API for accessinga program's systemdependencegraph(SDG) [16],
aswell asotherinformationstoredin CodeSurfer's intermediaterepresentations(IRs).
CodeSurfer's GUI supportsbrowsing (“sur�ng”) of an SDG, alongwith a variety of
operationsfor makingqueriesabouttheSDG—suchasslicing [16] andchopping[25].
TheAPI canbeusedto extendCodeSurfer's capabilitiesby writing programsthat tra-
verseCodeSurfer's IRs to performadditionalprogramanalyses.

A few wordsarein orderaboutthegoals,capabilities,andassumptionsunderlying
ourwork:

– Givenanexecutableasinput,thegoalis to checkwhethertheexecutableconforms
to a “standard”compilationmodel—i.e.,a runtimestackis maintained;activation
records(ARs) arepushedon procedureentryandpoppedon procedureexit; each
globalvariableresidesat a �x edoffset in memory;eachlocal variableof a proce-
duref resideat a �x edoffset in theARs for f ; actualparametersof f arepushed
onto the stackby thecaller so that the correspondingformal parametersresideat
�x ed offsetsin the ARs for f ; the program's instructionsoccupy a �x ed areaof
memory, arenot self-modifying,andareseparatefrom theprogram'sdata.

If theexecutabledoesconformto this model,thesystemwill createanIR for it.
If it doesnot conform,thenoneor moreviolationswill bediscovered,andcorre-
spondingerrorreportswill beissued(seex8).

WeenvisionCodeSurfer/x86asproviding (i) atool for securityanalysis,and(ii) a
generalinfrastructurefor additionalanalysisof executables.Thus,in practice,when
thesystemproducesanerror report,a choiceis madeabouthow to accommodate
theerror so thatanalysiscancontinue(i.e., theerror is optimistically treatedasa
falsepositive),andanIR is produced;if theusercandeterminethattheerrorreport
is indeeda falsepositive,thentheIR is valid.

– The analyzerdoesnot carewhetherthe programwascompiledfrom a high-level
language,or hand-writtenin assembly. In fact, somepiecesof the programmay
betheoutputfrom a compiler(or from multiple compilers,for differenthigh-level
languages),andothershand-writtenassembly.

– In termsof whatfeaturesa high-level-languageprogramis permittedto use,VSA
is capableof recoveringinformationfrom programsthatuseglobalvariables,local
variables,pointers,structures,arrays,heap-allocatedstorage,pointer arithmetic,

for usingtheabstractstorescomputedduringVSA to augmentthecall graphandcontrol-¯ow
graphson-the-¯yto accountfor indirectjumpsandindirectcalls.



indirect jumps,recursive procedures,andindirect calls throughfunction pointers
(but not runtimecodegenerationor self-modifyingcode).

– CompileroptimizationsoftenmakeVSA lessdif�cult, becausemoreof thecompu-
tation'scritical dataresidesin registers,ratherthanin memory;registeroperations
aremoreeasilydecipheredthanmemoryoperations.

– The major assumptionthat we make is that IDAPro is ableto disassemblea pro-
gramandbuild an adequatecollectionof preliminary IRs for it. Even though(i)
theCFGcreatedby IDAPro maybeincompletedueto indirect jumps,and(ii) the
call-graphcreatedby IDAPro maybeincompletedueto indirectcalls,incomplete
IRsdonot triggererrorreports.BoththeCFGandthecall-graphwill be�eshedout
accordingto informationrecoveredduringthecourseof VSA (seex6). In fact,the
relationshipbetweenVSA andthepreliminaryIRscreatedby IDAPro is similar to
therelationshipbetweenapoints-to-analysisalgorithmin aC compilerandthepre-
liminary IRs createdby theC compiler's front end.In bothcases,thepreliminary
IRsare�eshedoutduringthecourseof analysis.

3 The Abstract Domain

TheabstractstoresusedduringVSA over-approximatesetsof concretestores.Abstract
storesarebasedon the conceptsof memory-regionsanda-locs, which arediscussed
�rst.

3.1 Memory-Regions

Memoryaddressesin anexecutablefor anx-bit machinearex-bit numbers.Hence,one
possibleapproachwould beto useanexisting numericstatic-analysisdomain,suchas
intervals [8], congruences[14], etc., to over-approximatethe setof values(including
addresses)that eachdataobject canhold. However, thereare several problemswith
suchan approach:(1) addressesget reused,i.e., the sameaddresscanrefer to differ-
ent programvariablesat runtime; (2) a variablecan have several runtime addresses;
and(3) addressescannotbedeterminedstaticallyin certaincases(e.g.,memoryblocks
allocatedfrom theheapvia malloc ).

EventhoughthesameaddresscanbesharedbymultipleARs,it is possibleto distin-
guishamongtheseaddressesbasedon whatprocedureis active at thetime theaddress
is generated(i.e., a referenceto a local variableof f doesnot refer to a local variable
of g). VSA usesananalysis-timeanalogof this:We assumethattheaddress-spaceof a
processconsistsof severalnon-overlappingregionscalledmemory-regions. For agiven
executable,thesetof memory-regionsconsistsof oneregionperprocedure,oneregion
per heap-allocationstatement,anda global region. We do not assumeanything about
therelativepositionsof thesememory-regions.Theregionassociatedwith a procedure
representsall instancesof theprocedure'sruntime-AR.Similarly, theregionassociated
with a heap-allocationstatementrepresentsall memoryblocksallocatedby thatstate-
mentat runtime.Theglobalregionrepresentstheuninitialized-dataandinitialized-data
sectionsof theprogram.

Fig. 2(b) shows thememory-regionsfor theprogramfrom Fig. 1. Thereis a single
procedure,andhencetwo regions:onefor globaldataandonefor theAR of main .

Theanalysistreatsall dataobjects,whetherlocal,global,or in theheap,in afashion
similar to the way compilersarrangeto accessvariablesin local ARs, namely, via an
offset.We adoptthis notion aspart of our concretesemantics:a “concrete”memory
addressis representedby a pair: (memory-region,offset). (Thus,the concreteseman-



tics alreadyhasa degreeof abstractionbuilt into it.) As explainedbelow, an abstract
memoryaddresswill trackpossibleoffsetsusinga numericabstraction.

For the programfrom Fig. 1, the addressof local variablep array0 is the pair
(AR main,-44) , andthatof globalvariablepart2Value is (Global,8) .

At theenternodeof a procedureP, registeresp pointsto thestartof theAR of P.
Therefore,theenternodeof aprocedureP is consideredto beastatementthatinitializes
esp with theaddress(AR P, 0). A call onmalloc atprogrampointL is consideredto
bea statementthatassignstheaddress(malloc L, 0).

3.2 A-Locs

Indirectaddressingin x86 instructionsinvolvesonly registers.However, it is not suf�-
cientto trackvaluesonly for registers,becauseregisterscanbeloadedwith valuesfrom
memory. If theanalysisdoesnotalsotrackanapproximationof thevaluesthatmemory
locationscanhold, thenmemoryoperationswould have to be treatedconservatively,
whichwould leadto veryimprecisedatadependences.Instead,weusewhatwecall the
a-locabstractionto track(anover-approximationof) thevaluesof memorylocations.

An a-locis roughlyequivalentto avariablein aC program.Thea-locabstractionis
basedonthefollowing observation:thedatalayoutof theprogramis establishedbefore
generatingtheexecutable,i.e.,thecompileror theassembly-programmerdecideswhere
to placethe global variables,local variables,etc. Globalswill be accessedvia direct
operandsin theexecutable.Similarly, localswill beaccessedvia indirectoperandswith
esp (or ebp ) asthebaseregister, but aconstantoffset.Thus,examinationof directand
indirectoperandsprovidesaroughideaof thebaseaddressesandsizesof theprogram's
variables.Consequently, wede�ne ana-locto bethesetof locationsbetweentwo such
consecutiveaddressesor offsets.

For theprogramfrom Fig. 1, thedirectoperandsare[4] and[8] . Therefore,we
havetwo a-locs:mem4 (for addresses4::7) andmem8 (for addresses8::11). Also, the
esp /ebp -basedindirect operandsare[esp+0] , [esp+4] , and[esp+24] . These
operandsareaccessesonthelocalvariablesin theAR of main . Onentryto main , esp
= (AR main,0) ; thedifferencebetweenthevalueof esp on entryto main andthe
valueof esp at theseoperandsis -44 . Thus,thesememoryreferencescorrespondto
theoffsets-44 , -40 , and-20 in thememory-region for AR main . This givesriseto
threemorea-locs:var 44, var 40, andvar 20. In additionto thesea-locs,ana-loc
for thereturnaddressis alsode�ned; its offsetin AR main is 0.

Note that var 44 correspondsto all of the source-codevariablep array0 . In
contrast,var 40 andvar 20 correspondto disjoint segmentsof arraya[] : var 40
correspondsto a[0..4] ; var 20 correspondsto a[5..9] .

Similarly, we have onea-locperheap-region. In additionto thesea-locs,registers
arealsoconsideredto bea-locs.

Offsetsof an a-loc: Oncethe a-locsare identi�ed, the relative positionsof these
a-locsin their respective regionsarealsorecorded.Theoffsetof ana-loca in a region
rgn will be denotedby offset (r gn; a). For example,for the programfrom Fig. 1,
offset(AR main,var 20) is -20 .

Addr essesof an a-loc: Theaddressesthatbelongto ana-loca canberepresented
by a pair (r gn; [offset; offset+ size � 1]), wherergn representsthememoryregion to
whichit belongsto,offsetis theoffsetof thea-locwithin theregion,andsize is thesize
of thea-loc.A pair of theform [a; b] representsthesetof integersf xja � x � bg. For



theprogramfrom Fig. 1, theaddressesof a-locvar 20 are (AR main ; [� 40; � 21]).
Thesize of ana-locmaynotbeknown for heapa-locs.In suchcases,size = 1 .

3.3 Abstract Stores

An abstractstoremustover-approximatethe setof memoryaddressesthat eacha-loc
holdsat a particularprogrampoint. As describedin x3.1, every memoryaddressis a
pair (memory-region,offset).Therefore,asetof memoryaddressesin amemoryregion
rgn is representedas(rgn; f o1; o2; : : : ; on g). Theoffsetso1; o2; : : : ; on arenumbers;
they canberepresented(i.e.,over-approximated)usinganumericabstractdomain,such
asintervals,congruences,etc.We useareducedinterval congruence(RIC) for thispur-
pose.A reducedinterval congruenceis the reducedcardinalproduct[9] of an interval
domainanda congruencedomain.For example,the setof numbersf 1,3,5,9g canbe
over-approximatedas the RIC (2Z + 1) \ [0; 9]. EachRIC can be representedas a
4-tuple: the tuple (a,b,c,d)standsfor a � [b;c] + d, and denotesthe set of integers
f aZ + djZ 2 [b;c]g.2 For instance,f 1, 3, 5, 9g is over-approximatedby the tuple
(2; 0; 4; 1), whichequalsf 1, 3, 5, 7, 9g.

An abstract store is a valueof type a-loc ! (memory-region ! RIC). For con-
ciseness,theabstractstoresthat representaddressesin ana-loc for differentmemory-
regionswill be combinedtogetherinto an r -tuple of RICs,wherer is the numberof
memoryregions.Suchan r -tuple will be referredto asa value-set. Thus,an abstract
storeis a mapfrom a-locsto value-sets:a-loc ! RICr . For instance,for theprogram
from Fig.1,atstatement7, eax holdstheaddressesof the�rst � veelementsof main 's
localarray, andthustheabstractstoremapseax to thevalue-set(? ; 4[0; 4] � 40).

We choseto useRICs because,in our context, it is importantfor the analysisto
discover alignmentandstride informationso that it can interpretindirect-addressing
operationsthatimplementeither(i) �eld-accessoperationsin anarrayof structs,or (ii)
pointer-dereferencingoperations.

When the contentsof an a-loc a is not alignedwith the boundariesof a-locs,a
memoryaccesson *a can fetch portionsof two a-locs;similarly, a write to *a can
overwriteportionsof two a-locs.Suchoperationscanbeusedto forgenew addresses.
For instance,supposethat the addressof a-loc x is 1000 , the addressof a-loc y is
1004 , and the contentsof a is 1001 . Then*a (asa 4-byte fetch) would retrieve 3
bytesof x and1 byteof y.

This issuemotivatedthe useof RICs becauseRICs are capableof representing
certainnon-convexsetsof integers,andranges(alone)arenot.Supposethatthecontents
set of a is f 1000 , 1004 g; then *a (as a 4-byte fetch) would retrieve x or y. The
range[1000,1004]includestheaddresses1001 , 1002 , and1003 , andhence*[1000,
1004] (asa 4-bytefetch) could result in a forgedaddress.However, becauseVSA is
basedonRICs,f 1000 , 1004 g is representedexactly, astheRIC 4[0,1]+1000.If VSA
werebasedon rangeinformationratherthanRICs,it would eitherhave to try to track
segmentsof (possible)contentsof dataobjects,or treatsuchdereferencesconservatively
by returning> , therebylosingtrackof all information.

Value-setsform a lattice. The following operatorsare de�ned for value-sets.All
operatorsarepointwiseapplicationsof thecorrespondingRIC operator.

– (vs1 v vs2): Returnstrueif thevalue-setvs1 is a subsetof vs2, falseotherwise.
– (vs1 u vs2): Returnstheintersection(meet)of value-setsvs1 andvs2.

2 Becauseb is allowedto have thevalue�1 , wecannotalwaysadjustc andd sothatb is 0.



– (vs1 t vs2): Returnstheunion(join) of value-setsvs1 andvs2.
– (vs1r vs2): Returnsthe value-setobtainedby wideningvs1 with respectto vs2,

e.g.,if vs1 = (10; 4[0; 1]) andvs2 = (10; 4[0; 2]), then(vs1r vs2) = (10; 4[0; 1 ]).
– (vs� c): Returnsthevalue-setobtainedby adjustingall valuesin vs by theconstant

c, e.g.,if vs = (4; 4[0; 2] + 4) andc = 12, then(vs � c) = (16; 4[0; 2] + 16).
– � (vs; s): Returnsa pair of sets(F; P). F representsthesetof “fully accessed”a-

locs: it consistsof thea-locsthatareof sizes andwhosestartingaddressesarein
vs. P representsthesetof “partially accessed”a-locs:it consistsof (i) a-locswhose
startingaddressesarein vs but arenotof sizes, and(ii) a-locswhoseaddressesare
in vs but whosestartingaddressesandsizesdonotmeettheconditionsto bein F .

– RemoveLowerBounds( vs) : Returnsthevalue-setobtainedby settingthelower
boundof eachcomponentRIC to �1 . For example,if vs = ([0; 100]; [100; 200]),
thenRemoveLowerBounds( vs) = ([�1 ; 100]; [�1 ; 200]).

– RemoveUpperBounds( vs) : Similar to RemoveLowerBounds , but setsthe
upperboundof eachcomponentto 1 .

To representtheabstractstoreat eachprogrampoint ef�ciently , we useapplicative
dictionaries,which provide a space-ef�cient representationof a collection of dictio-
naryvalueswhenmany of thedictionaryvalueshavenearlythesamecontentsasother
dictionaryvaluesin thecollection[26,21].

4 Value-SetAnalysis (VSA)
Thissectiondescribesthevalue-setanalysisalgorithm.VSA isanabstractinterpretation
of theexecutableto �nd asafeapproximationfor thesetof valuesthateachdataobject
holdsat eachprogrampoint. It usesthe domainof abstractstoresde�ned in x3. The
presentimplementationof VSA is �o w-sensitiveandcontext-insensitive.3

VSA hassimilaritieswith thepointer-analysisproblemthathasbeenstudiedin great
detail for programswritten in high-level languages.For eachvariable(sayv), pointer
analysisdeterminesan over-approximationof the setof variableswhoseaddressesv
can hold. Similarly, VSA determinesan over-approximationof the set of addresses
thateachdataobjectcanhold at eachprogrampoint. Theresultsof VSA canalsobe
usedto �nd the a-locswhoseaddressesa given a-loc a contains.On the otherhand,
VSA alsohassomeof the �a vor of numericstaticanalyses,wherethegoal is to over-
approximatethe integervaluesthateachvariablecanhold. In additionto information
aboutaddresses,VSA determinesan over-approximationof the setof integer values
thateachdataobjectcanholdat eachprogrampoint.

4.1 Intrapr oceduralAnalysis
This subsectiondescribesan intraproceduralversionof VSA. For the time being,we
will considerprogramsthat have a singleprocedureandno indirect jumps.To aid in
explaining thealgorithm,we adopta C-like notationfor programstatements.We will
discussthe following kinds of instructions,whereR1 andR2 aretwo registersof the
samesize,andc, c1, andc2 areexplicit integerconstants:

R1 = R2 + c R1 � c
* (R1 + c1) = R2 + c2 R1 � R2

R1 = * (R2 + c1) + c2

3 In thenearfuture,weplanto extendtheimplementationto haveadegreeof context-sensitivity,
usingthecall-stringsapproachto interproceduraldata¯ow analysis[29].



Label on e Transfer function for edge e
R1=R2+c let (R2 7! vs) 2 e.Before

e.After := e.Before � [R1 7! � ] [ [R1 7! vs � c]
* (R1+c1)=R2+c2 let [R1 7! vsR1]; [R2 7! vsR2] 2 e.Before ; (F; P) = � (vsR1 � c1; s);

tmp = e.Before � f [a 7! � ] j a 2 P [ F g [ f [p 7! > ] j p 2 Pg, and
Proc be the procedure containing the statement

if ( jF j = 1 and jP j = 0 and
( Proc is not recursive) and ( F has no heap objects)) then

e.After := (tmp [ f [v 7! vsR2 � c2] j v 2 F g) // Strong update
else // Weak update

e.After := (tmp [ f [v 7! (vsR2 � c2) t vsv ] j v 2 F; [v 7! vsv ] 2 e.Before g)
R1=* (R2+c1)+c2 let (R2 7! vsR2) 2 e.Before and (F; P) = � (vsR2 � c1; s)

if jP j = 0 then
let vsr hs =

F
f vsv jv 2 F; [v 7! vsv ] 2 e.Before g

e.After := e.Before � [R1 7! � ] [ [R1 7! (vsr hs � c2)]
else

e.After := e.Before � [R1 7! � ] [ [R1 7! > ]
R1 � c let [R1 7! vsR1] 2 e.Before and vsc = ([�1 ; c]; > ; : : : ; > )

e.After := e.Before � [R1 7! � ] [ [R1 7! vsR1 u vsc]
R1 � R2 let [R1 7! vsR1]; [R2 7! vsR2] 2 e.Before and vslb = RemoveUpperBounds (vsR2)

e.After := e.Before � [R1 7! � ] [ [R1 7! vsR1 u vslb ]

Fig.4. Transferfunctionsfor VSA. (In cases2 and3, s representsthesizeof thederef-
erenceperformedby theinstruction.)

Conditionsof the last two forms areobtainedfrom the predecessor(s)of conditional
jump instructionsthataffect conditioncodes.

The analysisis performedon a CFG for the procedure.The CFG consistsof one
nodeper x86 instruction;the edgesare labeledwith the instructionat the sourceof
the edge.If the sourceof an edgeis a conditional,then the edgeis labeledaccord-
ing to theoutcomeof the conditional.For instance,the edge14! L1 will be labeled
ecx < 5, whereastheedge14! 15 will belabeledecx � 5. OncewehavetheCFG,an
abstractstoreis obtainedfor eachprogrampoint by abstractinterpretation[8]. Sample
transformersfor variouskindsof edgesarelisted in Fig. 4. Eachtransformertakesan
abstractstoreandreturnsa new abstractstore.BecauseeachAR regionof a procedure
that may be called recursively—aswell as eachheapregion—potentiallyrepresents
more thanoneconcretedataobject,assignmentsto their a-locsmustbe modeledby
weakupdates,i.e., thenew value-setmustbeunionedwith theexistingone,ratherthan
replacingit (seecasetwo of Fig. 4). Furthermore,unalignedwrites canmodify parts
of variousa-locs(which could possiblycreateforgedaddresses).In case2 of Fig. 4,
suchwritesaretreatedsafelyby settingthevaluesof all partially modi�ed a-locsto > .
Similarly, case3 treatsa loadof a potentiallyforgedaddressasa loadof > .

Theabstractstorefor theentrynodeconsistsof theinformationabouttheinitialized
globalvariablesandtheinitial valueof thestackpointer(esp ).

The abstractdomainhasin�nite ascendingchains.Hence,to ensuretermination,
wideningneedsto beperformed.Wideningneedsto becarriedout at at leastonenode
of everycyclein theCFG;however, thenodeatwhichwideningis performedcanaffect
theaccuracy of the analysis.To choosewideningpoints,our implementationof VSA
usestechniquesfrom [3].

Example2. For theprogramfrom Fig. 1, theabstractstorefor theentrynodeof main
is f esp 7! (? ; 0), mem4 7! (0; ? ), mem8 7! (1; ? )g.

The �xpoint solutionof VSA for instruction7 is f esp 7! (? ; � 44), mem4 7!
(0; ? ), mem8 7! (1; ? ), eax 7! (? ; 4[0; 1 ]� 40), ebx 7! (? ; 4[0; 1 ]� 20), var 44



7! (? ; � 40), ecx 7! ([0; 4]; ? )g and that of instruction16 is f esp 7! (? ; � 44),
mem4 7! (0; ? ), mem8 7! (1; ? ), eax 7! (? ; 4[1; 1 ] � 40), ebx 7! (? ; 4[1; 1 ] �
20), var 44 7! (? ; � 40), ecx 7! ([5; 5]; ? ), edi 7! (? ; � 40)g.

Note that the value-setsobtainedby the analysiscanbe usedto discover the data
dependencethat exists betweeninstructions7 and16. At instruction7, eax 7! (?
; 4[0; 1 ] � 40), andthus� (eax � 0; 4) returnsthe possibly-killedsetasf var 40,
var 20, ret main g. Similarly, at instruction16, � (esp � 8; 4) returnstheuseset
asf var 40g. Reaching-de�nitionsanalysisbasedon this informationrevealsthat in-
struction16 is datadependenton instruction7. Similarly, reaching-de�nitionsanalysis
revealsthatinstruction16 is notdatadependenton9.

Notethatthea-locret main is alsoincludedin thesetof a-locsaccessedthrough
eax at instruction7. This is becausetheanalysiswasnot ableto determinean upper
boundfor eax . Observethateax is dependentontheloopvariableecx . Wediscussin
x5 how theimplementedsystemactually�nds upperor lowerboundsfor variablesthat
aredependenton theloopvariable. �

4.2 Inter proceduralAnalysis
Let usnow considerprocedurecalls,but for now ignoreindirectjumpsandcalls.Inter-
proceduralanalysispresentsnew problemsbecausetheformalsof a procedureandthe
actualsof a call needto be identi�ed. This informationis not directly availablein the
disassemblybecauseparametersaretypically passedon thestackin thex86 architec-
ture.Further, theinstructionsthatpushtheactualparametersonthestackneednotoccur
immediatelybeforethecall.Example3 will beusedto explaintheinterproceduralcase.

Example3. Fig. 5 showsaprogramwith two procedures,main andinitArray (see
also Fig. 6). Proceduremain hasan integer array a, which is initialized by calling
initArray . After initialization,main returnsthesecondelementof arraya. �

int part1Value=1 ,
part2Value=0;

void initArray(int a[],
int size) f

int *part1 ,*part2;
int i ;
part1=&a[0];
part2=&a[5];
for(i=0;i<size;++i) f
*part1=part1Value;
*part2=part2Value;
part1++;
part2++;

g
return ;

g

int main() f
int i,a[10],*p array0;
p array0=&a[0];
initArray(a,5);

return *p array0;
g

proc initArray
1 lea eax, [esp+4]
2 mov ebx, eax
3 add ebx, 20
4 mov ecx, 0

L1: mov edx, [4]
6 mov [eax], edx
7 mov edx, [8]
8 mov [ebx], edx
9 add eax, 4

10 add ebx, 4
11 inc ecx
12 cmp ecx, [esp+8]
13 jl L1
14 retn

proc main
15 sub esp,44
16 lea eax,[esp+4]
17 mov [esp+0], eax
18 push 5
19 push eax
20 call initArray
21 add esp, 8
22 mov edi,[esp+0]

23 mov eax,[edi]
24 add esp,44
25 retn

(a)C program (b) Disassembly
Fig.5. Interproceduralexample

Actual parameters and register saves
In an x86 program,stackoperationslike
push/popimplicitly modify somelocations
in the AR of a procedure(say P). These
locationscorrespondto the actualparam-
etersof a call andto thoseusedfor regis-
ter spilling andcaller-saved registers.The
locations accessedby push/popinstruc-
tionsarenotexplicitly foundasesp/ebp -
relative addresses,and so the algorithm
that identi�es a-locswill not introducea-
locsfor thememorylocationsaccessedby
thesestack operations;consequently, we
introduceadditionala-locs,which we call
extendeda-locs, for memorylocationsthat
areimplicitly accessedby suchstackoper-
ations.To do this, thesmallestsp delta
for P is determined.This representsthe
maximum limit to which the stack can
grow in asingleinvocationof P. (Thestack
cangrow deeperdueto callsmadeby P; however, theseoperationsarenot relevantbe-
causewe areconcernedmerelywith identifying the sizeof the AR for P.) If we are



unableto �nd a �nite minimum, the analysisissuesa report.If thereis a �nite mini-
mum,thenextendeda-locsareaddedto theAR on 4-byteboundariesto �ll thespace
betweenthelowestlocala-locandtheminimumsp delta .
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Fig.6. Memory-regions

Formal parameters On entry to a pro-
cedure,esp points to the return address,
andtheparametersto theprocedurearethe
bytesbeyondthereturnaddress(in theposi-
tivedirection).Hencetheoffsetsfor thefor-
mal parameterswill be positive. Hence,a-
locs with positive offsetsareconsideredto
betheformalparameters.

At a call on a procedurethat has k
formals, the last k extendeda-locs repre-
sent the actual parameters.Fig. 6 shows

the extendeda-locs for proceduremain and the formal parametersfor procedure
initArray for theprogramin Example3.

Handling of callsand returns Theinterproceduralalgorithmis similarto theintrapro-
ceduralalgorithm,but analyzesthe supergraphof the executable.In the supergraph,
eachcall sitehastwo nodes:acall nodeandanend-callnode.Theonly successorof the
call nodeis theentrynodeof thecalledprocedureandtheonly predecessorof theend-
call nodeis theexit nodeof theprocedurecalledby thecorrespondingcall node.The
call! entry andthe exit! end-calledgeswill be refereedto aslinkage edges. Nodes,
edgesandedge-transformersfor all otherinstructionsaresimilar to theintraprocedural
CFG.

Thetransformerfor thecall! entryedgeassignsactualsto formalsandalsochanges
esp to re�ect thechangein thecurrentAR. First the join of theabstractstoresat the
call-sitesof P is computed;thenthevalue-setof esp in thenewly computedvalueis
setto (? ; : : : ; 0; : : : ; ? ), wherethe0 occursin theslot for P. In addition,eachformal
parameterFormal i is initializedasfollows:

(F c
i ; P c

i ) = � (asc[esp ] � (offset (AR P; Formal i ) � 4); Si )

asenter P[Formal i ] =

8
>><

>>:

> # if
[

c2 callsites(P)

P c
i 6= �

G

c2 callsites(P) ;v 2 F c
i

asc[v] # otherwise

whereasc is theabstractstoreat call-sitec of P andSi is thesizeof Formal i . That
is, thevalue-setfor a formal on entry is thejoin of thevalue-setsof thecorresponding
actualsat thecallers.Theoffsetof theactualin theAR of thecalleris determinedfrom
theoffsetof the formal parameter. In the �xpoint solutionfor Example3, theabstract
storefor theenternodeof initArray is: f mem4 7! (0; ? ; ? ), mem8 7! (1; ? ; ? ),
arg 0 7! (? ; � 40; ? ), arg 4 7! (5; ? ; ? ), eax 7! (? ; � 40; ? ), esp 7! (? ; ? ; 0),
ext 48 7! (5; ? ; ? ), ext 52 7! (? ; � 40; ? ) g. The regions in the value-setsare
listedin thefollowing order:(Global , AR main , AR initArray ).

Thetransformerfor theexit! end-calledgeordinarilyrestoresthevalue-setof esp
to thevaluebeforethecall.Thiscorrespondsto thenormalcasewhenthecalleerestores
thevalueof esp to thevaluebeforethecall. However, in someproceduresthecallee



doesnot restoreesp . For instance,alloca allocatesmemoryon the stackby sub-
tractingsomenumberof bytesfrom esp . VSA takescareof thosechangesin esp that
arejustadditions/subtractionsto theinitial valuewhenit candeterminethatthechange
is alwayssomeconstantamount.In suchcases,esp is restoredto thevaluebeforethe
call plus/minusthechange.If VSA cannotdeterminethatthechangeis aconstant,then
it issuesanerrorreport.

5 Af�ne Relations

Recallthatin Example2,VSA wasunableto �nd �nite upperboundsfor eax atinstruc-
tion 7 andebx at instruction9. This causesret main to be addedto thepossibly-
killed setsfor instructions7 and9. This sectiondescribeshow our implementationof
VSA obtainsimproved results,by identifying andthenexploiting integer af�ne rela-
tions that hold amongthe program's registers,usingan interproceduralalgorithmfor
af�ne-relation analysisdueto Müller-Olm andSeidl[19]. Thealgorithmis usedto de-
termine,for eachprogrampoint,all af�ne relationsthatholdamonganx86's8 registers.
More detailsaboutthealgorithmcanbefoundin [19].

An integeraf�ne relationamongvariablesr i (i = 1 : : : n) is a relationshipof the
form a0 +

P n
i =1 ai r i = 0, wheretheai (i = 1 : : : n) areintegerconstants.An af�ne

relationcanalsoberepresentedasan(n + 1)-tuple,(a0; a1; : : : ; an ). Therearetwo op-
portunitiesfor incorporatinginformationaboutaf�ne relations:(i) in theinterpretation
of conditionalinstructions,and(ii) in animprovedwideningoperation.Our implemen-
tationof VSA incorporatesbothof theseusesof af�ne relations.

At instruction14 in theprogramin Fig.1, eax , esp , andecx areall relatedby the
af�ne relationeax = (esp + 4 � ecx ) + 4. Whenthetruebranchof theconditional
jl L1 is interpreted,ecx is boundedon the upperendby 4, andthusthe value-set
ecx at L1 is ([0; 4]; ? ). (A value-setin which all RICs are? exceptthe onefor the
Global region representsa setof purenumbers,aswell asa setof globaladdresses.)
In addition,thevalue-setfor esp atL1 is (? ; � 44). Usingthesevalue-setsandsolving
for eax in theaboverelationyields

eax = (? ; � 44)+ 4� ([0; 4]; ? ) + 4 = (? ; � 44)+ 4� [0; 4]+ 4 = (? ; 4[0; 4] � 40):

In thisway, asharpervaluefor eax atL1 is obtainedthanwouldotherwisebepossible;
Suchboundscannotbeobtainedfor loopsthatarecontrolledby a condtionthat is not
basedon indices;however, theanalysisis still safein suchcases.

Halbwachsetal. [15] introducedthe“widening-up-to”operator(alsocalledlimited
widening), whichattemptsto preventwideningoperationsfrom “over-widening”anab-
stractstoreto + 1 (or �1 ). To performlimited widening,it is necessaryto associatea
setof inequalitiesM with eachwideninglocation.For polyhedralanalysis,they de�ned
Pr M Q to bethestandardwideningoperationPr Q, togetherwith all of theinequal-
ities of M that satisfyboth P andQ. They proposedthat the set M be determined
by the linear relationsthat forcecontrol to remainin the loop. Our implementationof
VSA incorporatesa limited-wideningalgorithm,adaptedfor reducedinterval congru-
ences.For instance,supposethat P = (x 7! 3[0; 2] + 5), Q = (x 7! 3[0; 3] + 5),
andM = f x � 28g. Ordinarywideningwould produce(x 7! 3[0; + 1 ] + 5), whereas
limited wideningwould produce(x 7! 3[0; 7] + 5). In somecases,however, thea-loc
for which VSA needsto performlimited wideningis a registerr 1, but not theregister
that controlsthe executionof the loop (sayr 2). In suchcases,the implementationof



limited wideningusestheresultsof af�ne-relation analysis—togetherwith known con-
straintson r 2 andotherregistervalues—todetermineconstraintsthatmusthold on r 1.
For instance,if the loop back-edgehasthe label r 2 � 20, andaf�ne-relation analysis
hasdeterminedthatr 1 = 4 � r2 alwaysholdsat this point, thentheconstraintr 1 � 80
canbeusedfor limited wideningof r 1 's abstractstore.

The performanceevaluationin x7 usesa versionof af�ne-relation analysisthat
modelsthe restorationof callee-save registersacrosscalls. (At present,certaintech-
nical dif�culties precludea similar treatmentof caller-save registers.We have alsonot
yet implementeda checkto determinethat thecodeobeys thecalling conventionsfor
caller-saveandcallee-save registers.)

6 Indir ect Jumpsand Indir ect Calls

Thesupergraphof theprogramwill not becompletein thepresenceof indirect jumps
andindirectcalls.Consequently, missingjumpandcall edgesneedto beinsertedduring
VSA. For instance,supposethatVSA is interpretingan indirect jump instructionJ1:
jmp 1000[eax*4] , andlet thecurrentabstractstoreat this instructionbef eax 7!
([0; 9]; ? ; : : : ; ? ). Edgesneedto beaddedfrom J1 to theinstructionswhoseaddresses
couldbe in memorylocationsf 1000,1004,: : : , 1036g. If theaddressesf 1000,1004,
: : : , 1036g refer to the read-onlysectionof the program,then the addressesof the
successorsof J1 canbe readfrom the headerof the executable.If not, the addresses
of thesuccessorsof J1 in locationsf 1000,1004,: : : , 1036g aredeterminedfrom the
currentabstractstoreat J1 . Due to possibleimprecisionin VSA, it couldbe thecase
thatVSA reportsthatthelocationsf 1000,1004,: : : , 1036ghaveall possibleaddresses.
In suchcases,VSA proceedswithoutaddingnew edges.However, thiscouldleadto an
under-approximationof thevalue-setsatprogrampoints.Therefore,theanalysisissues
areportto theuserwheneversuchdecisionsaremade.Wewill referto suchinstructions
asunsafeinstructions. Anotherissuewith usingthe resultsof VSA is thatan address
identi�ed asa successorof J1 might not bethestartof an instruction.Suchaddresses
areignored,andthesituationis reportedto theuser.

Indirectcallsarehandledsimilarly, with a few additionalcomplications.

– A successorinstructionidenti�ed by themethodoutlinedabovemaybein themid-
dleof a procedure.In suchcases,theanalysisreportsthis to theuser.

– The successorinstructionmay not be part of a procedurethat was identi�ed by
IDAPro. This is due to the limitations of IDAPro's procedure-�ndingalgorithm:
IDAPro doesnot identify proceduresthatarecalledexclusively via indirect calls.
In suchcases,VSA can invoke IDAPro's procedure-�ndingalgorithmexplicitly,
to forcea sequenceof bytesfrom theexecutableto bedecodedinto a sequenceof
instructionsandsplicedinto theIR for theprogram.(At present,this techniquehas
not yetbeenincorporatedin our implementation.)

7 PerformanceEvaluation

Table1 shows therunningtimesandstoragerequirementsof our prototypeimplemen-
tation for analyzinga setof Win32 andLinux/x86 programs;the programversionis
shown in parentheses.As a temporaryexpedient,calls to library functionsaretreated
duringanalysisasidentity transformers.Theanalyseswereperformedon a Pentium-4
with a clock speedof 3.06GHz,equippedwith a physicalmemoryof 4GB andrunning
Windows2000.(Theper-processaddressspacewaslimited to 2GB.)



Program ProceduresInstructionsMalloc
sites

Indirect
jumps Calls

Indirect
calls

Memory
usage
(MB)

Value-
set

analysis
(sec.)

Af�ne-
relation
analysis
(sec.)

javac 36 3555 1 0 133 79 51 76 29
cat(2.0.14) 123 3892 1 3 138 4 42 9 26
cut (2.0.14) 129 4329 2 3 182 4 48 7 42
grep(2.4.2) 245 16808 18 4 654 6 102 117 75
gcc(2.96) 252 22984 8 3 1048 4 232 108 295
tar (1.13.19) 581 47739 11 21 2553 29 258 220 156
awk (3.1.0) 595 69927 84 33 3669 152 623 1017 1011
winhlp32(5.0.2195.2014) 1018 108380 0 10 6002 1005 737 1712 1290

Table 1. Runningtimesandstoragerequirementsfor VSA andaf�ne-relation analysis.

To contrastthecapabilitiesof VSA with analysisalgorithmsthat treatmemoryac-
cessesvery conservatively—i.e., if a register is assigneda value from memory, it is
assumedto take on any value—wecomparedit with a versionof VSA, calledcrude
VSA, thatalwayssetsthevalue-setsfor all non-registera-locsto > . Table2 shows the
numberof �o w-dependenceedgesobtainedwith threemethods:(i) withoutusingVSA
at all (which causesdependencesto be missed);(ii) with VSA; and (iii) with crude
VSA.

8 SoundnessIssues

Program No VSA VSA CrudeVSA
javac 21597 52884 54996
cat(2.0.14) 17932 32826 33632
cut (2.0.14) 23116 37834 39116
grep(2.4.2) 123293 201584 217003
gcc(2.96) 320089 5921020 5970559
tar (1.13.19) 644518 4088659 4305446

Table 2. Comparisonof 3 variantsof VSA.

Soundnesswould meanthat value-set
analysiswould identify used, killed,
and possibly-killed sets that would
never miss any data dependence,al-
thoughthey might causespuriousde-
pendencesto be reported.This is a
lofty goal;however, it is notclearthata
tool thatachievesthis goalwould have
practical value. There are less lofty
goalsthat do not meetthis standard—but may result in a more practicalsystem.In
particular, we maynot careif thesystemis sound,aslong asit canprovide warnings
aboutthe situationsthat ariseduring the analysisthat threatenthe soundnessof the
results.This is thepaththatwe arefollowing in ourwork.

Herearesomeof the casesin which the analysiscanbe unsound,but wherethe
systemgeneratesa reportaboutthenatureof theunsoundness:

– Theprogramis vulnerableto abuffer-overrunattack.Thiscanbedetectedby iden-
tifying a pointat which therecanbeawrite pasttheendof amemory-region.

– The control-�ow graphandcall-graphmay not identify all successorsof indirect
jumpsandindirectcalls.Reportgenerationfor suchcasesis discussedin x6.

– A relatedsituationis ajumpto acodesequenceconcealedin theregularinstruction
stream;thealternativecodesequencewoulddecodeasa legalcodesequencewhen
readout-of-registrationwith theinstructionsin which it is concealed.Theanalysis
coulddetectthis situationasananomalousjump to an addressthat is in thecode
segment,but is not thestartof aninstruction.

– With self-modifying code, the control-�ow graph and call-graphare not avail-
ablefor analysis.The analysiscandetectthe possibility that the programis self-
modifyingby identifyingananomalousjump or call to amodi�able location.



9 RelatedWork
Thereis an extensive body of work on analyzingexecutables.The work that is most
closelyrelatedto VSA is thealias-analysisalgorithmfor executablesproposedby De-
brayet al. [11]. Thebasicgoalof their algorithmis similar to thatof VSA: for them,
it is to �nd an over-approximationof the setof valuesthat eachregistercanhold at
eachprogrampoint; for us,it is to �nd anover-approximationof thesetof valuesthat
each(abstract)dataobjectcanhold at eachprogrampoint, wheredataobjectsinclude
memorylocationsin addition to registers.In their analysis,a setof addressesis ap-
proximatedby asetof congruencevalues:they keeptrackof only thelow-orderbits of
addresses.However, unlike our algorithm,their algorithmdoesnot make any effort to
trackvaluesthatarenot in registers.Consequently, they losea greatdealof precision
whenever thereis a loadfrom memory.

CifuentesandFraboulet[5] giveanalgorithmto identify anintraproceduralsliceof
anexecutableby following theprogram'suse-defchains.However, theiralgorithmalso
makesnoattemptto trackvaluesthatarenot in registers,andhencecutsshorttheslice
whena loadfrom memoryis encountered.

Pastwork ondecompilingassemblycodeto ahigh-level languageis alsorelatedto
ourgoals[6, 4,20]. However, thatwork hasalsonotdonemuchto addresstheproblem
of recoveringinformationaboutmemoryaccesses.

Theideaof inferring the layoutof a program's datastructuresbasedon theaccess
patternsin theprogramis similar to theideabehindtheAggregateStructureIdenti�ca-
tion (ASI) algorithmof Ramalingametal. [24]. However, ASI cannotbeappliedto x86
codewithout having theresultsof VSA alreadyin hand:ASI requirespoints-to,range,
andstrideinformation;however, this informationis notavailablefor anx86executable
until afterVSA. Thegoodnews is thatASI canbeappliedafterVSA to re�ne thepro-
gram'sa-locs,whichcanallow someclientsof value-setanalysis—suchasdependence
analysis—tocomputemorepreciseresults.We planto useASI in conjunctionwith the
resultsof value-setanalysisin futurework.

Xu et al. [31] also createda systemthat analyzedexecutablesin the absenceof
symbol-tableand/ordebugginginformation.Thegoalof their systemwasto establish
whetheror notcertainmemory-safetypropertiesheldin SPARC executables.Initial in-
putsto theuntrustedprogramwereannotatedwith typestateinformationandlinearcon-
straints.Theanalysesdevelopedby Xu et al. werebasedon classicaltheorem-proving
techniques:the typestate-checkingalgorithmusedthe induction-iterationmethod[30]
to synthesizeloop invariantsandOmega [23] to decidePresburger formulas.In con-
trast, the goal of the systemdescribedin the presentpaperis to recover information
from anx86executablethatpermitsthecreationof intermediaterepresentationssimilar
to thosethatcanbecreatedfor a programwritten in a high-level language.VSA uses
abstract-interpretationtechniquesto determineused,killed, andpossibly-killedsetsfor
eachinstructionin theprogram.

Severalpeoplehavedevelopedtechniquesto analyzeexecutablesin thepresenceof
additionalinformation,suchasthe sourcecode,symbol-tableinformation,or debug-
ging information[18,2,1,27]. Analysis techniquesthat assumeaccessto suchinfor-
mationarelimited by thefactthatit mustnotbereliedonwhendealingwith programs
suchasviruses,worms,andmobilecode(evenif suchinformationis present).

Dor etal. [12] presentastatic-analysistechnique—implementedfor programswrit-
ten in C—whoseaim is to identify string-manipulationerrors,suchaspotentialbuffer
overruns.In their work, a �o w-insensitive pointeranalysisis �rst usedto detectpoint-



ersto thesamebaseaddress;integer analysisis thenusedto detectrelative-offset re-
lationshipsbetweenvaluesof pointervariables.The original programis translatedto
anintegerprogramthattracksthestringandintegermanipulationsof theoriginal pro-
gram;the integerprogramis thenanalyzedto determinerelationshipsamongthe inte-
gervariables,which re�ect therelative-offsetrelationshipsamongthevaluesof pointer
variablesin theoriginal program.Becausethey areprimarily interestedin establishing
that a pointer is merelywithin the boundsof a buffer, it is suf�cient for themto use
linear-relationanalysis[10], in which abstractstoresareconvex polyhedrade�ned by
linearinequalitiesof theform

P n
i =1 ai x i � b, wherebandtheai areintegers,andthe

x i areintegervariables.
In our work, we are interestedin discovering �ne-grained informationaboutthe

structureof memory-regions. As alreadydiscussedin x3.3, it is important for the
analysisto discover alignmentandstrideinformationso that it caninterpretindirect-
addressingoperationsthat implement�eld-accessoperationsin an arrayof structsor
pointer-dereferencingoperations.Becausewe needto representnon-convex setsof
numbers,linear-relationanalysisis notappropriate.xFor this reason,thenumericcom-
ponentof VSA is basedon reducedinterval congruences,which arecapableof repre-
sentingcertainnon-convex setsof integers.

RuginaandRinard[28] havealsouseda combinationof pointerandnumericanal-
ysis to determineinformationabouta program's memoryaccesses.Thereareseveral
reasonswhy their algorithmis not suitablefor theproblemthatwe face:(i) Their anal-
ysis assumesthat the program's local andglobal variablesareknown beforeanalysis
begins:thesetof “allocationblocks” for which informationis acquiredconsistsof the
program's local andglobalvariables,plusthedynamic-allocationsites.(ii) Their anal-
ysisdeterminesrangeinformation,but doesnot determinealignmentandstrideinfor-
mation.(iii) Pointerandnumericanalysisareperformedseparately:pointeranalysisis
performed�rst, followedby numericanalysis;moreover, it is not obviousthatpointer
analysiscouldbeintertwinedwith thenumericanalysisthatis usedin [28].

Our analysiscombinespointeranalysiswith numericanalysis,whereasthe anal-
ysesof Ruginaand Rinard and Dor et al. usetwo separatephases:pointer analysis
followedby numericanalysis.An advantageof combiningthe two analysesis that in-
formationaboutnumericvaluescanleadto improvedtrackingof pointers,andpointer
informationcanleadto improvedtrackingof numericvalues.In our context, this kind
of positiveinteractionis importantfor discoveringalignmentandstrideinformation(cf.
x3.3). Moreover, additionalbene�ts canaccrueto clientsof VSA; for instance,it can
happenthatextraprecisionwill allow VSA to identify thatastrongupdate,ratherthana
weakupdate,is possible(i.e.,anupdatecanbetreatedasakill ratherthanasapossible
kill; cf. casetwo of Fig.4). Theadvantagesof combiningpointeranalysiswith numeric
analysishave beenstudiedin [22]. In thecontext of [22], combiningthe two analysis
only improvesprecision.However, in our context, a combinedanalysisis neededto
ensuresafety.
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