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Abstract. This paperconcernsstatic-analysisalgorithmsfor analyzingx86 executables.
Theaim of thework is to recover intermediateepresentationthataresimilar to thosethat
canbe createdfor a programwritten in a high-level languageOur goalis to performthis
taskfor programssuchasplugins,mobile code,worms,andvirus-infectedcode.For such
programs symbol-tableand delugginginformationis eitherentirely absentor cannotbe
relieduponif presenthencethetechniquedescribedn the papemakesno useof symbol-
table/deligginginformation.Insteadananalysids carriedoutto recoserinformationabout
thecontentsof memorylocationsandhow they aremanipulatedTheanalysiscalledvalue-
setanalysis tracksaddress-aluedandintegervaluedquantitiessimultaneously

1 Intr oduction

In recentyears therehasbeena growing needfor toolsthatanalyzeexecutablesOne
would like to ensureghatweb-plugins Java applets etc.,do not performary malicious
operationsandit is importantto be ableto decipherthe behavior of wormsandvirus-
infectedcode.Staticanalysigrovidestechniqueshatcanhelpwith suchproblemd30,
29]. A major stumblingblock whendevelopingbinary-analysigoolsis that machine-
languagenstructionsuseexplicit memoryaddresseandindirectaddressingo manip-
ulatedata.In this paper we presentseveral techniqueghat overcomethis obstacleto
developingbinary-analysigools.

Justassource-code-analysisols provide informationaboutthe contentsof a pro-
gram'svariablesandhow variablesaremanipulateda binary-analysigool shouldpro-
vide informationaboutthe contentof memorylocationsandhow they aremanipulated.
Existingtechniquesithertreatmemoryaccessesxtremelyconsenratively [4, 6,2], or
assumehe presencef symbol-tableor dehugginginformation[27]. Neitherapproach
is satishctory:theformerproduceveryapproximateesultsthelatterusesnformation
thatcannotberelieduponwhenanalyzingviruses worms,mobilecode etc.Ouranaly-
sisalgorithmcando a betterjob thanpreviouswork becausét tracksthe pointervalued
andintegervaluedquantitiesthata programs dataobjectscanhold, usinga setof ab-
stractdataobjects,calleda-locs(for “abstractlocations”).In particular the analysisis
notforcedto give up all precisionwhenaloadfrom memoryis encountered.

Theideabehindthea-locabstractioris to exploit thefactthataccesseen the vari-
ablesof aprogramwrittenin ahigh-levellanguageppearseitherstaticaddressegor
globals)or static stack-frameoffsets(for locals). Consequentlywe nd all the stati-
cally known locationsandstackoffsetsin the programandde ne ana-locto betheset
of locationsfrom onestaticallyknown location/ofsetup to, but not including the next
staticallyknown location/ofset. (The registersandmalloc  sitesarealsoa-locs.)As
discussedn Sect.3.2, the dataobjectin the original source-cod@rogramthat corre-
spondgo agivena-loccanbeoneor morescalar struct,or arrayvariablesput canalso
consistof justasegmentof ascalar struct,or arrayvariable.

Anotherproblemthatarisesn analyzingexecutabless theuseof indirect-addressing
modefor memoryoperandsMachine-languagéstructionsetssupporttwo address-
ing modesfor memoryoperandsdirectandindirect. In directaddressingthe address
is in the instructionitself; no analysisis requiredto determinethe memorylocation
(and hencethe correspondinga-loc) referredto by the operand.On the other hand,



if the instructionusesindirect addressingthe addresss speci ed througha register

expressionof the form base

index

scale offset(wherebaseandindex arereg-

isters).In suchcasesto determinethe memorylocationsreferredto by the operand,
the valuesthatthe registershold at this instructionneedto be determinedWe present
a 0 w-sensitve, contet-insensitve analysisthat, for eachinstruction,determinesan

over-approximatiorto the setof valuesthateacha-loccouldhold.

Thecontributionsof our work canbe summarizeasfollows:

— We describea static-analysisalgorithm, value-setanalysis for tracking the val-
ues of data objects(other than just the hardware registers). Value-setanalysis
usesan abstractdomainfor representingn over-approximationof the setof val-
uesthat eachdataobject can hold at eachprogrampoint. The algorithm tracks
address-aluedandintegervaluedquantitiessimultaneouslyit determinegnover-
approximatiorof thesetof addressethateachdataobjectcanhold ateachprogram
point; at the sametime, it determinesan over-approximationof the setof integer
valuesthateachdataobjectcanhold at eachprogrampoint.

Value-setanalysiscan be usedto obtainused,killed, and possibly-killedsetsfor
eachinstructionin the program.Thesesetsare similar to the setsof used Kkilled,
andpossibly-killedvariablesobtainedoy a compilerin somesource-codanalyses.
They canbe usedto performreaching-de nitionsanalysisandto constructdata-
dependencedges.

We have implementedhe analysistechniquesiescribedn the paper By combin-
ing this analysiswith facilities provided by the IDAPro [17] andCodeSurfeR [7]
toolkits, we have createdCodeSurfer/x86a prototypetool for browsing, inspect-
ing, andanalyzingx86 executablesThis tool recoversIRs from x86 executables
thatare similar to thosethat canbe createdfor a programwritten in a high-level
languageThepapereportspreliminaryperformancelatafor thisimplementation.

The informationobtainedfrom value-setanalysisshouldalsobe usefulin decompila-
tion tools. Althoughtheimplementationis targetedfor x86 executablesthetechniques
describedn the papershouldbe applicableto othermachindanguages.

Someof thebene tsof our approachareillustratedby the following example:

proc main ;
int  part1Value=0 1 sub esp, 44 ; Adjust  esp for locals
int part2Value=1; 2 lea eax, [esp+4] ; partl=&al0]
3 lea ebx, [esp+24] ; part2=&a[5]
int  main() 4 mov [esp+0], eax ; p-arrayO=partl
int *partl *part2; 5 mov ecx, 0O ;=0
int  a[10],*p _array0 ; L1: mov edx, [0 ;
int i 7 mov [eax], edx ; *partl=partlValue
partl=&al0]; 8 mov edx, [4] :
p_arrayO=part1; 9 mov [ebx], edx ; *part2=part2Value
part2=&a[5]; 10 add eax, 4 ; partl++
for(i=0;i<5;++i) 11 add ebx, 4 ; part2++
*partl=partlValue; 12 inc  ecx ; i+
*part2=part2Value; 13 cmp ecx, 5 ;
partl++; 14 j L1 ; (i<5)?loop:exit
part2++; 15 mov edi,[esp+0] ;
_ 16
rewn  [*p amay0 | 17 add esp, 44 :
18 retn ;return - *p _arrayO

Fig. 1. A C programthatinitializesanarray



Examplel. Fig. 1 shavsasimpleC programandthe correspondinglisassemblyPro-
ceduremain declaresanintegerarraya of ten elementsThe programinitializes the
rst ve elementsof a with the valueof partlValue , andtheremaining ve with
part2Value . It thenreturns*p _array0 ,i.e.,the rst elementf a.
A diagramof how variablesarelaid outin theprogramsaddresspacds shavn in
Fig. 2(a). To understandhe assemblyprogramin Fig. 1, it helpsto know that
— Theaddressesf globalvariablespartlValue andpart2Value are0 and4,
respectiely.
— Thelocal variablespartl , part2 , andi of the C programhave beenremoved
by the optimizerandaremappedo registerseax , ebx, andecx .
— Theinstructionthatmodi esthe rst veelement®fthearrayis“7: mov [eax],
edx ”; theonethatmodi es thelast veelementss“9: mov [ebx], edx”.

The statementshat are underlinedin Fig. 1 shav the backward slice of the pro-
gramwith respectto 16 mov eax, [edi] —which roughly correspondgo re-
turn (*p _array0O); in the sourcecode—thatwould be obtainedusingthe setsof
used,killed, and possibly-killeda-locsidenti ed by value-setanalysis.The slice ob-
tainedwith this approachis actually smallerthanthe slice obtainedby mostsource-
codeslicingtools.ForinstanceCodeSurfer/Gloesnot distinguishaccesset different
partsof anarray Hence theslice obtainedby CodeSurfer/Grom C sourcecodewould
includeall of thestatement# Fig. 1.

---a[9]
~ " x
= G Global i
array a i - ;3[5] AR_main
t_main
P p— mem_4 ret_
x o Global+4 |« AR main0
3 R
o7 Global+0 mem_0 var_14
alo] - - - o_array0 -----esp |« AR_main 20
var_28
AR_main 40
part2Value(4) var 2¢
part1Value(0) - AR_main 44
(a) Datalayout (b) Memory-regions

Fig. 2. Datalayoutandmemory-regionsfor Examplel.
Thefollowing insightsshapedhe designof value-sefnalysis:

— To preventmostindirect-addressingperationgrom appearingo be possiblenon-
alignedaccessethatspanpartsof two variables—andhencepossiblyforging new
pointervalues—itis importantfor the analysisto discover informationaboutthe
alignmentsandstridesof memoryaccesses.

— To prevent mostloops that traversearraysfrom appearingto be possiblestack-
smashingttackstheanalysineeddo userelationalinformationsothatthevalues
of a-locsassignedo within aloop canberelatedto the valuesof thea-locsusedin
theloop's branchcondition.

— It is desirablefor the analysisto perform pointer analysisand numericanalysis
simultaneouslyinformationaboutnumericvaluescanleadto improvedtrackingof
pointersandpointerinformationcanleadto improvedtrackingof numericvalues.
This appeardo be a crucial capability becauseompilersuseaddressarithmetic
andindirect addressindo implementsuchfeaturesas pointerarithmetic,pointer
dereferencingarrayindexing, andaccessingtructure elds.



Value-setnalysigproducesnformationthatis moreprecisethanthatobtainedvia sev-
eral more corventionalnumericanalysesusedin compilers,including constantprop-
agation,rangeanalysis,andintegercongruencenalysis.At the sametime, value-set
analysigprovidesananalogof pointeranalysisthatis suitablefor useon executables.

Debrayetal. [11] proposedh 0 w-sensitve, context-insensitve algorithmfor ana-
lyzing anexecutableto determinaf two addres&xpressionsnaybe aliasesOur anal-
ysisyields more preciseresultsthantheirs:for the programshowvn in Fig. 1, their al-
gorithm would be unableto determinethe value of edi , and so the analysiswould
considefedi] ,[eax] ,and[ebx] to bealiasesof eachother Hence theslice ob-
tainedusingtheir aliasanalysiswould alsoconsistof the whole program.Cifuenteset
al. [5] proposed static-slicingalgorithmfor executablesThey only consideprograms
with non-aliasednemorylocations,and hencewould identify an unsafeslice of the
programin Fig. 1, consistingonly of theinstructionsl6, 15, 4, 2, and1. (SeeSect.9
for amoredetaileddiscussiorof relatedwork.)

Theremaindeiof the paperis organizedasfollows: Sect.2 describedow value-set
analysists in with theothercomponentsf CodeSurfer/x86anddiscussetheassump-
tions that underlieour work. Sect.3 describeghe abstractdomainusedfor value-set
analysis Sect.4 describeshevalue-setinalysisalgorithm.Sect.5 summarizeganaux-
iliary staticanalysisvhoseresultsareusedduringvalue-setinalysiswheninterpreting
conditionsandwhenperformingwidening.Sect.6 discussesndirectjumpsandindi-
rectfunction calls. Sect.7 presentgpreliminary performanceaesults.Sect.8 discusses
soundnesgssuesSect.9 discusseselatedwork.

2 The Context of the Problem
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Grammatchs CodeSurfer Fig. 3. Organizationof CodeSurfer/x86.

system[7], atoolkit for building program-analysisindinspectiontools. This section
describesiow value-setinalysists into the CodeSurfer/x86mplementation.

Thex86 executablds rst disassembledsingIDAPro.In additionto thedisassem-
bly listing, IDAProalsoprovidesaccesgo the following information:

Statically known memory addressesnd offsets: IDAProidenti es thestaticallyknown
memoryaddresseandstackoffsetsin theprogramandrenamesll occurrencesf
theseguantitieswith a consistenhame We usethis databaséo de ne the a-locs.

Information about procedure boundaries: X86 executableslo nothave information
aboutprocedureboundariesIDAPro identi es the boundarief mostof the pro-
ceduresn anexecutable!

1 IDAPro doesnot identify the tamgetsof all indirect jumps and indirect calls, and therefore
the call graphand control- av graphsthatit constructsare not complete.Sect.6 discusses
techniguedor usingthe abstractvaluescomputedduring value-setanalysisto augmenthe
call graphandcontrol- av graphson-the-"yto accounfor indirectjumpsandindirectcalls.



Callsto library functions: IDAProdiscoverscallsto library functionsusinganalgo-
rithm calledthe FastLibrary Identi cation and RecognitionTechnology(FLIRT)
[13]. Thisinformationis necessaryo identify callsto malloc

IDAPro providesaccesdo its internaldatastructuresvia an API that allows usersto
createplug-insto be executedby IDAPro. Gramma€chprovideduswith a plug-into
IDAPro (calledthe Connectorthat constructsa variety of in-memorydatastructures,
including CFGs,ASTsfor theprogramsinstructionsetc.

Value-sefnalysiss implementedusingthe datastructurecreatedy the Connec-
tor. As describedn Sect.5, value-seinalysisnakesuseof theresultsof anadditional
preliminaryanalysiswhich, for eachprogrampoint, identi es the af ne relationsthat
hold amongthe valuesof registers.Oncevalue-setanalysiscompletesthe value-sets
for the a-locsat eachprogrampoint are usedto determineeachpoint's setsof used,
killed, andpossibly-killeda-locs;theseareemittedin aformatthatis suitablefor input
to CodeSurfer

CodeSurfers atool for codeunderstandingndcodeinspectiorthatsupport$otha
GUI andaprogrammablénterfacefor accessing programs systenmdependencgraph
(SDG)[16], aswell asotherinformationstoredin CodeSurfesintermediataepresen-
tations(IRs). CodeSurfes GUI supportsbrowsing (“sur ng”) of an SDG, alongwith
a variety of operationdor makingqueriesaboutthe SDG—suchasslicing and chop-
ping [24]. CodeSurfers API providesa programmatidnterfaceto theseoperationsas
well asto lower-level information,suchasthe individual nodesand edgesof the pro-
gram's SDG, call graph,andcontrol- ow graph,anda nodes setsof used killed, and
possibly-killeda-locs.This API canbeusedto extendCodeSurfes capabilitiedy writ-
ing programghattraverseCodeSurfers IRs to performadditionalprogramanalyses.

A few wordsarein orderaboutthe goals,capabilitiesandassumptionsinderlying
ourwork:

— Givenanexecutableasinput,thegoalis to checkwhetherthe executableconforms
to a“standard”compilationmodel—i.e.,a runtimestackis maintainedactivation
recordsare pushedon procedureentry and poppedon proceduresxit; eachglobal
variableresidesata x edoffsetin memory;the occurrencesf eachlocal variable
of aprocedure resideata x edoffsetin theactivationrecordsor ;theprograms
instructionsoccupy a x edareaof memoryarenotself-modifying,andareseparate
from the programs data.

If the executabledoesconformto this model,the systemwill createanIR for it.
If it doesnot conform,thenoneor moreviolationswill be discosered,andcorre-
spondingerrorreportswill beissuedseeSect.8).

We ervision CodeSurfer/x8@sproviding (i) atool for securityanalysisand(ii) a
generalnfrastructurdor additionalanalysisof executablesThus,in practice when
the systemproducesan error report,a choiceis madeabouthow to accommodate
the error so that analysiscancontinue(i.e., the erroris optimistically treatedasa
falsepositive),andanIR is producedif theusercandeterminghattheerrorreport
is indeeda falsepositive, thenthelR is valid.

— The analyzerdoesnot carewhetherthe programwas compiledfrom a high-level
language or hand-writtenin assemblyIn fact, somepiecesof the programmay
be the outputfrom a compiler(or from multiple compilers for differenthigh-level
languages)andothershand-writtenassembly

— In termsof whatfeaturesa high-level-languaggrogramis permittedto use value-
setanalysisis capableof recosering informationfrom programsthat useglobal




variables|ocalvariablespointers structuresarrays heap-allocatedtoragepointer
arithmetic,indirectjumps,recursve proceduresandindirectcallsthroughfunction
pointers(but not runtimecodegeneratioror self-modifyingcode).

— As will becomeapparentcompiler optimizationsoften make value-setanalysis
lessdif cult, becausemore of the computations critical dataresidesin registers,
ratherthanin memory;registeroperationaremoreeasilydecipheredhanmemory
operations.

— Themajorassumptiothatwe makeis thatIDAProis ableto disassemblaprogram
andbuild anadequateollectionof preliminaryIRsfor it.

We wish to stressthat eventhough(i) the CFG createdby IDAPro may be in-
completedueto indirectjumps,and(ii) the call-graphcreatedoy IDAPro may be
incompletedueto indirect calls,incompletelRs do not trigger error reports.Both
the CFG andthe call-graphwill be eshedoutaccordingto informationrecovered
duringthe courseof value-setanalysis(seeSect.6).

In fact, the relationshipbetweernvalue-setanalysisandthe preliminary IRs cre-
atedby IDAProis similarto therelationshipbetweera points-to-analysialgorithm
in a C compilerandthe preliminaryIRs createdby the C compiler's front end.In
bothcasesthe preliminarylRs are eshed out duringthe courseof analysis.

3 The Abstract Domain

The abstractstoresusedduring value-setanalysisover-approximatesetsof concrete
stores Abstractstoresarebasedon the conceptf memory-egionsanda-locs which
arediscussedrst.

3.1 Memory-Regions

Memoryaddressem anexecutabldor an -bit machineare -bit numbersHencepone
possibleapproachwould beto usean existing numericstatic-analysiglomain,suchas
intervals [8], congruence§l4], etc.,to overapproximatehe setof values(including
addressesbhat eachdataobject can hold. However, thereare several problemswith
suchan approach(l) addressegetreused,.e., the sameaddressanreferto differ-
ent programvariablesat runtime; (2) a variablecan have several runtime addresses;
and(3) addressesannotbe determinedstaticallyin certaincasege.g.,memoryblocks
allocatedrom theheapvia malloc ).

Even thoughthe sameaddresscan be sharedby multiple activation records,it is
possibleto distinguishamongtheseaddressebasedon whatprocedurds active atthe
time the addresss generatedi.e., a referenceto a local variableof f doesnot refer
to a local variableof g). Value-setanalysisusesan analysis-timeanalogof this: We
assumehatthe address-spaaef a processconsistf severalnon-overlappingregions
calledmemory-egions For a given executablethe setof memory-rgionsconsistsof
oneregionperprocedurepneregion perheap-allocatiostatementandaglobalregion.
We do not assumeanything aboutthe relative positionsof thesememory-regions.The
region associateavith a proceduraepresentsll instance®f the procedures runtime-
activationrecord.Similarly, theregion associateavith a heap-allocatiostatementep-
resentsall memoryblocks allocatedby that statementt runtime. The global region
representshe uninitialized-datandinitialized-datasectionsof the program.

Fig. 2(b) shovs the memory-regjionsfor the programfrom Fig. 1. The programhas
a single procedureand hencehastwo regions:one correspondingo global dataand
theothercorrespondindo theactivationrecordof main .



The analysistreatsall dataobjects whetherlocal, global,or in the heap,in afash-
ion similar to theway compilersarrangeto acceswvariablesn local activationrecords,
namely via an offset. We adoptthis notion as part of our concretesemanticsa “con-
crete” memoryaddresds representedby a pair: (memory-reion, offset). (Thus,the
concretesemanticsaalreadyhasa degreeof abstractiorbuilt into it.) As explainedbe-
low, anabstractmemoryaddressvill trackpossibleoffsetsusinganumericabstraction.

For the programfrom Fig. 1, the addressf local variablep_array0 is the pair
(AR _main,-44) , andthatof globalvariablepart2Value is (Global,4)

At the enternodeof a procedureP, registeresp pointsto the startof theactivation
recordof P. Thereforethe enternodeof a procedureP is consideredo be a statement
thatinitializesesp with theaddresg¢ARP, 0).

A callonmalloc atprogrampointL is consideredo be a statementhatassigns
theaddresgmalloc _L, 0).

3.2 A-Locs

Indirectaddressingn x86 instructionsinvolvesonly registers However, it is not suf-
cientjustto trackvaluesonly for registers becauseegisterscanbeloadedwith values
from memory If the analysisdoesnot alsotrack an approximationof the valuesthat
memorylocationscanhold, thenthe approximatiornproducedfor the registerswill be
very imprecise Datadependencesbtainedrom thesesetswill oftenbeno betterthan
thoseobtainedby treatingmemoryoperationsonsenratively (i.e., every memoryoper
ationaffectsevery othermemoryoperation).

Insteadwe usewhatwe call thea-loc abstractionAn a-locis roughlyequivalentto
avariablein a C program.The a-locabstractioris basedn the following obsenation:
the datalayout of the programis establishedat compile-time? beforegeneratinghe
executable the compilerdecideswhereto placethe global variables Jocal variables,
etc.Globalswill beaccessedlia directoperandsn theexecutableSimilarly, localswill
beaccessetlia indirectoperandsvith esp (or ebp) asthebaseregister but aconstant
offset. Thus,examinationof directandindirectoperandgrovidesa roughideaof how
the compiler (or the assemblyprogrammer)aid out the data;i.e., it providesa rough
ideaof thebaseaddresseandsizesof theprogramsSvariablesConsequentlyve de ne
ana-locto bethe setof locationsbetweertwo suchconsecutie addresseer offsets.

For the programfrom Fig. 1, thedirectoperandsire[0] and[4] . Thereforewe
have two a-locs:mem0 (for addresses ) andmem4 (for addresses ). Also,
theesp /ebp -basedndirectoperandsre[esp+0] ,[esp+4] ,and[esp+24] .These
operandsareaccessesnthelocal variablesin the activationrecordof main . Onentry
tomain,esp (AR_main,0) ;thedifferencebetweerthevalueof esp onentryto
main andthevalueof esp whenthelocal variablesareaccessedk -44 . Thus,these
memoryreferencesorrespondo theoffsets-44 , -40 ,and-20 in thememory-rgion
for AR main . Theseoffsetswill bereferredto asar _offsets . Thisgivesrisetothree
morea-locs:var _2c, var _28, andvar _14.3 In additionto thesea-locs,an a-locfor
thereturnaddresss alsode ned,; its offsetin AR main is 0.

Note thatvar _2c correspondgo all of the source-codevariablep_array0 . In
contrastyvar 28 andvar _14 correspondo disjoint sgmentsof arraya[] :var 28
correspondso a[0..4] ;var _14 correspondso a[5..9]

2Evenif it is hand-writtenassemblythe programmershouldhave chosensomedata-layout

strateyy.
8 Thenumberdollowing &var ° aretheoffsetin hexadecimalo the beginning of thea-loc.



Similarly, we have onea-loc perheap-rgion. In additionto thesea-locs,registers
arealsoconsideredo bea-locs.Notethatanexecutablealsohasa sectionfor read-only
data. The valuesof theselocationscannotchangeduring programexecution; hence,
a-locsarenotaddedfor read-onlydata.

Offsetsof an a-loc: Oncethe a-locsareidenti ed, the relative positionsof these
a-locsin their respectie regionsarealsorecordedThis informationwill helpusdeal
with pointerarithmeticoperationsasdescribedn Sect.4.1. The offset of an a-loc
in aregion will berepresentedsoffset . For example for the program
from Fig. 1, offset(AR  _main,var _14) is-20 .

Addresse®f an a-loc: The addressethatbelongto ana-loc canberepresented
by a pair offset offset , Where representshe memoryregion to
whichit belonggo, offsetis the offsetof thea-locwithin theregion,and isthesize
of thea-loc. A pair of theform representshe setof integers . For
the programfrom Fig. 1, the addressesf a-locvar .14 are ARmain

AR.main .The of ana-locmay not be known for heap
a-locs.In suchcases,

3.3 Abstract Stores

An abstracstoreshouldover-approximatehe setof memoryaddressethateacha-loc
holdsataparticularprogrampoint. As describedn Sect.3.1,everymemoryaddresss a
pair (memory-rejion,offset). Therefore asetof memoryaddressem amemoryregion

is representeds . The offsets arenumbers;
they canberepresented.e.,overapproximatedyisinganumericabstractiomain,such
asintervals,congruencestc.We useareducednterval congruencéRIC) for this pur-
pose.A reducednterval congruencés the reducedcardinalproduct[9] of aninterval
domainandacongruencelomain.For example thesetof numbers 1,3,5,7 canberep-
resentecstheRIC .EachRIC canberepresentedsa4-tuple: thetuple
(a,b,c,d)standgor , anddenoteghe setof integers .
Forinstance, 1,3,5,7 is representedsthetuple

An abstractstoreis avalueof typea-loc  memory-rgion  RIC . Forinstance,
for the programfrom Fig. 1, at statemen®, eax holdsthe addressesf the rst ve
elementsof main 's local array and thus the abstractstoremapseax to [(Global

), (ARmain )

For concisenessheabstracvaluesthatrepresenaddressei ana-locfor different
memory-rgionswill be combinedtogetherinto an -tuple of RICs, where is the
numberof memoryregions.Suchan -tuplewill bereferredto asavalue-setThus,an
abstractstoreis a mapfrom a-locsto value-setsa-loc  RIC . At statemen®, the
abstracstoremapseax to thevalue-set

We choseto useRICs becausén our contet, it is |mportantfor the analysisto
discover alignmentand stride information so that it caninterpretindirect-addressing
operationghatimplementeither(i) eld-accessoperationsn anarrayof structs,or (ii)
pointerdereferencingperationsThatis, it isimportantto discoverthata setof offsets
in memory-rgionf consistsof, say , ratherthan merelythe range

. If suchoffsetsareusedin anindirect-addressingperationtheformerset
permitsusto determineghatthe memoryaccessed 4-bytealigned.

Whenthe contentsof a pointerp is not alignedwith the boundarie®of variablesa
memoryacces®n *p canfetch portionsof two variables;similarly, awrite to *p can

4 Because is allowedto have thevalue , we cannotalwaysadjust and sothat isO.



overwriteportionsof two variablesSuchoperationganbeusedo forgenew addresses.
For instance supposéhatthe addresf variablea is 1000, the addres®f variableb
is 1004 , andthevalueof p is 1001 . Then*p (asa4-bytefetch)wouldretrieve bytes
ofaand byteof b. Thus,if value-seinalysisverebasedn rangeinformationrather
thanRICs, it would eitherhave to try to track sgmentsof (possible)contentsof data
objects,or treatsuchdereferencesonseratively by returning , therebylosingtrack
of all information.(Evenif the analysistracked segmentsof possiblecontentsof data
objects,it would have to throw up its handson any subsequendereferencea static-
analysisalgorithmwould have dif culties trackingtheconsequencef adereferencef
amixed-sgmentaddresssuchasa dereferencef thevaluefetchedfrom *p .)

Theseissuesnotivatedthe useof RICs becausdrICs are capableof representing
certainnon-corvex setsof integers.(In theexamplediscusse@bove,
correspondso theRIC .

Value-setdorm a lattice. The following operatorsare de ned for value-setsAll
operatorsarepointwiseapplicationsof the correspondindrIC operator

- : Returnstrueif thevalue-set  is asubsetf |, falseotherwise.
(Thisde nesthepartialorderonthevalue-setattice).

- : Returngtheintersectionmeet)of value-sets  and

- : Returngheunion(join) of value-sets  and

- : Returnsthe value-setobtainedby widening with respecto

Supposethat and , then
5
- . Returnsthe value-setobtainedby adjustingall the valuesin by the
constant . Supposehat and , then returns
- . Returnsa pair of sets . representshe setof “fully accesseda-

locs: it consistof the a-locsthatareof size andwhosestartingaddressearein
representthesetof “partially accesseda-locs:it consistof (i) a-locswhose

startingaddressearein  butarenotof size , and(ii) a-locswhoseaddresseare
in  butwhosestartingaddresseandsizesdo not meetthe conditionsto bein

— RemovelLowerBounds( ) : Returnghevalue-sebbtainedy settingthe lower
boundof eachcomponenRIC to . For example,if ,
thenRemovelLowerBounds( ) .

— RemoveUpperBounds( ) : Similar to RemovelLowerBounds , but setsthe
upperboundof eachcomponento

To representhe abstracstoreat eachprogrampoint ef ciently , we useapplicatve
dictionaries,which provide a space-etient representatiorf a collection of dictio-
naryvalueswhenmary of thedictionaryvalueshave nearlythe samecontentsaasother
dictionaryvaluesin the collection.Applicative dictionariescanbe implementedusing
applicatve balancedrees[26,21], which arestandardalancedreeson which all op-
erationsarecarriedoutin theusualfashion gxceptthatwheneeroneof the elds of an
interiornode  would normallybechangedanew node s createdhatduplicates

, andchangesaremadeto the elds of . To beabletotreat  asthe child of
parent( ), it is necessaryo changeheappropriatechild- eld in parent( ), soanewn
nodeis createdhatduplicategparent( ), andsoon, all theway to therootof thetree.

5 Widening of two RICs is equivalentto the widening of the correspondingntenals [8] and
congruencegl4].



Thus,new nodesareintroducedfor eachof the original nodesalongthe pathfrom
to therootof thetree.

4 Value-SetAnalysis

This sectiondescribeshevalue-setinalysisalgorithm.Value-seanalysiss anabstract
interpretationof the executableto nd a safeapproximationfor the setof valuesthat
eachdataobject holds at eachprogrampoint. It usesthe domainof abstractstores
de ned in Sect.3. The presentmplementatiorof value-setanalysisis o w-sensitve
andcontet-insensitie °

Value-setanalysishassimilaritieswith the pointeranalysisproblemthathasbeen
studiedin greatdetail for programswritten in high-level languageskFor eachvariable
(sayv), pointeranalysigdeterminesnover-approximatiorof thesetof variablesvhose
addresses canhold. Similarly, value-setanalysisdeterminesan over-approximation
of thesetof addressethateachdataobjectcanhold ateachprogrampoint. Theresults
of value-setanalysiscanalsobe usedto nd the a-locswhoseaddresses given a-
loc contains.On the other hand,value-setanalysisalso hassomeof the avor of
numericstaticanalyseswherethe goal is to over-approximatehe integer valuesthat
eachvariablecanhold. In additionto informationaboutaddresses/alue-setanalysis
determinesan over-approximatiorof the setof integervaluesthateachdataobjectcan
hold ateachprogrampoint.

4.1 Intrapr ocedural Analysis

Label on e Transfer  function for edge e
let R2 e.Before
R1=R2+ e.After e.Before R1 R1
let R1 R2 e.Before
tmp e.Before , and
be the procedure containing the statement
*(R1+ )=R2+ |if ( and and ( is not recursive) and (  has no heap objects)) then
e.After tmp /I Strong update
else
e.After tmp e.Before /I Weak update
let R2 e.Before and
if then
x let e.Before
Ri=*(R2+ )+ e.After e.Before R1 R1
else
e.After e.Before R1 R1
R1 let RI1 e.Before and
e.After e.Before R1 R1
R1 R2 let RI R2 e.Before and RemoveUpperBounds
e.After e.Before R1 R1

Fig. 4. Transferfunctionsfor value-setinalysis(In the secondandthird cases, repre-
sentsthe sizeof thedereferenc@erformedby theinstruction.)

This subsectiordescribesan intraproceduralrersionof value-setanalysis.For the
time being, we will considerprogramsthat have a single procedureand no indirect
jumps.To aidin explainingthealgorithm,we adopta C-like notationfor programstate-
ments.We will discussthe following kinds of instructionswhereR1 andR2 aretwo

8 In thenearfuture,we planto extendtheimplementatiorio have adegreeof contet-sensitvity,
usingthecall-stringsapproactto interproceduratlata v analysig31].
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registersof thesamesize,and , ,and areexplicit integerconstants:

R1 R2 R1
* R1 R2 R1 R2
R1 * R2

The analysisis performedon a CFG for the procedureThe CFG consistof onenode
perx86instructiontheedgesrelabeledwith theinstructionatthesourceof theedge If
thesourceof anedgeis a conditional thentheedgeis labeledaccordingo theoutcome
of the conditional.For instancethe edgel4 L1 will belabeledecx 5, whereas
theedgeld4 15 will belabeledecx 5. Oncewe havethe CFG,anabstracstoreis
obtainedfor eachprogrampoint by abstracinterpretatior{8]. Thetransformerdor the
variousedgesarelistedin Fig. 4. Becausahetransformergor all conditionalsarevery
similar, only somesampletransformersare given for conditionals.Eachtransformer
takesanabstracstoreandreturnsa new abstracstore.Becausesachactivation-record
region of a procedurethat may be calledrecursvely—aswell aseachheapregion—
potentially representsnore than one concretedataobject,assignments$o their a-locs
mustbe modeledby weak updatesj.e., the new value-setmustbe unionedwith the
existing one,ratherthanreplacingit (seecasetwo of Fig. 4).

Theabstracstorefor theentrynodeconsistof theinformationabouttheinitialized
globalvariablesandtheinitial valueof the stackpointer(esp ).

The abstractdomainhasin nite ascendingchains.Hence,to ensuretermination,
wideningneedso be performedWideningneedso becarriedout atleastonenodeof
every cycle in the CFG; however, the nodeat which wideningis performedcanaffect
theaccurag of theanalysis.To choosewideningpoints,our implementatiorof value-
setanalysisusestechniquegrom [3].

Example2. Forthe programfrom Fig. 1, theabstracstorefor the entry nodeof main

is esp , memO , mem4 .
The xpoint solutionof value-setanalysisfor instruction7 is esp ,
memO , mem4 , eax , ebx
,var _2c , €CX andthat of instruction16 is esp
, memO , mem4 , eax , ebx
,var 2c , €CX , edi

The xpoint solutionfor otherinstructionscanbefoundin App. A.
Note that the value-setbtainedby the analysiscanbe usedto discover the data
dependencéhat exists betweeninstructions7 and 16. At instruction7, eax
, andthus returnsthesetof a-locs var 28, var _14,
ret _main . Similarly, atinstruction16 returngthesetof a-locs var 28 .
Because¢hea-locsetsoverlap,instruction16 is datadependenbninstruction?.
Theresultsof value-setanalysisalsoshaw thatinstructionl6 is notdatadependent

on9. At instruction9,ebx ,andthus atinstruction
9 returns var _14,ret _main .Because¢hea-locsetsdonotoverlap,16 is notdata
dependentn9.

Note that the a-loc ret _main is alsoincludedin the set of variablesaccessed
througheax atinstruction?7. This is becausehe analysiswas not ableto determine
theupperboundfor eax . Obserethateax is dependenbntheloop variableecx . We
discussdn Sect.5 how theimplementedsystemactually nds upperor lowerboundsfor
variableshataredependenbntheloop variable.
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4.2 Inter procedural Analysis

Let usnow considerprocedurecalls, but for now ignoreindirectjumpsandcalls. Inter-

procedurabnalysispresentsien problemsbecausehe formalsof a procedureandthe
actualsof a call needto beidenti ed. This informationis not directly availablein the
disassemblypecausgarametersiretypically passedn the stackin the x86 architec-
ture. Moreover, the instructionsthat pushthe actualparameter®n the stackneednot
occurimmediatelybeforethe call. The following examplewill be usedto explain the
interproceduratase:

Example3. Fig. 5 shavs a programwith two proceduresmain and initArray
Proceduremain hasanintegerarraya, which is initialized by calling initArray
After initialization, main returnsthe secondelementof arraya. The disassemblys
alsoshown.

proc initArray Global

AR_main
. llea eax, [esp+4]
int  partlValue=1l 2 mov ebx, eax mem 4 ret_main
part2Value=0; 3 add ebx: 20 Global+4 - |« AR_main0
4 mov ecx, 0O mem_0
void initArray(int af], L1: W[O] Global+0 var_14 AR main 20
. . _Mov edx, U] - main
int 5|z*e) . 6 mov [eax],  edx -
!nt .partl J*part2; 7 mov edx, [4] AR_initArray var_28
int L, 8 mov [ebx], edx AR_main 40
part1=&a[0]; 9add eax, 4 AR initarrays8 arg 4 var_2c
part2=&al[5]; 10 add ebx, 4 cbx, 4 _initArray g_¢ - AR_main 44
for(i=0;i<size;++i) 11inc_ ecx AR_initArray 4 arg 0 ext_30
*partl=partlValue; 12 cmp ecx, [esp+8]  |ug imtamagro et initAmay AR_main 48
*part2=part2Value; 13§ L1 - ext_34 .
partl++; 14 retn AR_main 52
part2++;
proc main
return 15 sub esp,44
16 lea eax,[esp+4]
17 mov [esp+0], eax
int  main() 18 push 5
int i,a[10]*p  _arrayO; 19 push eax
p.array0=&a[0]; 20 call _initArray
initArray(a,5); 2l add esp, 8
e — 22 mov_edi,[esp+4]
return :
23
24 add esp,44
25 retn
(a) C program (b) Disassembly (c) Memory-regions

Fig. 5. Interproceduraéxample

Formal parameters On entryto a proceduregsp pointsto the returnaddressand
the parameters$o the procedurearethe bytesbeyondthereturnaddresgin the positive
direction).Hencethe ar_offsetsfor the formal parametersvill be positive. Using this
obsenation,the numberof formal parameterfor the procedurecanbe determinedy

(max(aroffsets)+stackwidth-sizeof(returraddress))

Numberof formals stackwidih

where stackwidth is 4 for 32-bit executablesand 2 for 16-bit executablesFor our
example,the maximumar_offsetin initArray is 8 (correspondingdo the operand
[esp+8] ), andthesizeof thereturnaddresss 4; hencetherearetwo formals.

Actual parametersandregistersaves In anx86 program stackoperationdik e push/pop
implicitly modify somelocationsin the activationrecordof a procedurgsayP). These
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locationscorrespondo the actualparameter®f a call andto thoseusedfor register
spilling andcallersavedregisters.The locationsaccessethy push/popnstructionsare
notexplicitly foundasesp/ebp -relative addressesndsothealgorithmthatidenti es
a-locswill not introducevariablesfor the memorylocationsaccessedy thesestack
operations,consequentlywe introduceadditional variables,which we call extended
variables for memorylocationsthatareimplicitly accessethy suchstackoperations.
To do this, thesmallestsp _delta for P is determinedThis representshe maximum
limit to whichthestackcangrow in asingleinvocationof P.” If we areunableto nd a
nite minimum,the analysisstopsandreportsa problem.If thereis a nite minimum,
thenextendedvariablesareaddedto the activationrecordto Il the spacebetweerthe
lowestlocal variableandthe minimumsp _delta

At acall onaprocedurghathas formals,thelast extendedvariablesrepresent
the actualparameterdrig. 5(c) shows the extendedvariablesfor proceduranain and
theformal parameter$or procedurenitArray for theprogramin Example3.

Handling of callsandreturns Theinterproceduraalgorithmis similarto theintrapro-
ceduralalgorithm, but analyzesthe supegraphof the executable.n the supegraph,
eachcall site hastwo nodes:a call nodeandan end-callnode.The only successoof
the call nodeis the entry nodeof the calledprocedureandthe only predecessoof the
end-callnodeis the exit nodeof the procedurecalled by the correspondingall node.
Nodesandedgedor all otherinstructionsaresimilar to the intraproceduraCFG. The
call entryandtheexit end-calledgeswill berefereedo aslinkage edges

Thetransformerdgor all the intraprocedurakdgesarethe sameasfor theintrapro-
ceduralalgorithm.

Thetransformefor thecall entryedgeassignsctualso formalsandalsochanges
esp tore ect thechangean thecurrentactivationrecord.Theabstracvaluefor theen-
try nodeof aprocedureP is determinedasfollows: Thejoin of thevalue-set@ssociated
with the rst extendedvariableat callsto P is assignedo the rst formal, andsoon

for eachformal of P. The value-seffor esp is setto , wherethe 0
occursin the slot for P. In the xpoint solutionfor Example3, the abstractvaluefor
the enternodeof initArray is: memO , mem4 ,arg 0
,arg 4 , eax ,esp ,ext 2c

,ext _30

Herethe rst componenbf eachvalue-setorresponds$o the Global region, the
secondo theARmain region,andthelastto the AR.initArray region.

Thetransformeffor theexit end-calledgeordinarily restoreghevalue-sebf esp
to thevaluebeforethecall. This correspondto thenormalcasewvhenthecalleerestores
thevalueof esp to the valuebeforethe call. However, in someprocedureshe callee
doesnotrestoreesp . Forinstancealloca allocatesnemoryonthestackby subtract-
ing somenumberof bytesfrom esp . Value-setinalysistakescareof thosechangesn
esp thatarejust additions/subtraction® theinitial valuewhenit candeterminethat
thechangés alwayssomeconstanamount.n suchcasesesp is restoredo thevalue
beforethe call plus/minusthe changelf value-setanalysiscannotdeterminethatthe
changss a constantthenit issuesanerrorreport.

" The stackcangrow deeperdueto callsmadeby P; however, theseoperationsarenot relevant
becauseve areconcernednerelywith identifying the sizeof the activationrecordfor P.
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5 Afne Relations

Recallthatin Example2, value-setanalysisvasunableto nd nite upperboundsfor

eax atinstruction7 andebx at instruction9. This causeset _main to be added
to the possibly-killed setsfor instructions7 and 9. This sectiondescribeshow our
implementatiorof value-setinalysisobtainsimprovedresults by identifying andthen
exploiting integer af ne relationsthat hold amongthe programs registers,using an
interproceduraalgorithmfor af ne-relation analysisdueto Muller-Olm andSeidI[19].

Thealgorithmis usedto determinefor eachprogrampoint, all af ne relationsthathold

amonganx86's 8 registers.More detailsaboutthe algorithmcanbefoundin App. B.

An integeraf ne relationamongvariables ( ) is arelationshipof the
form , Wherethe  ( ) areinteger constantsAn af ne
relationcanalsoberepresentedsan -tuple, . Therearetwo op-

portunitiesfor incorporatingnformationaboutaf ne relations:(i) in theinterpretation
of conditionalinstructionsand(ii) in animprovedwideningoperationOurimplemen-
tation of value-sefanalysisncorporatedothof theseusesof af ne relations.

At instructionl4 in theprogramin Fig. 1, eax, esp, andecx areall relatedby the
afne relationeax esp ecx . Whenthetrue branchof the conditional
jl L1 isinterpretedecx is boundedon the upperendby 4, andthusthe value-set
ecx atlLl is . (A value-setin which all RICsare exceptthe onefor the
Global regionrepresenta setof purenumbersaswell asa setof globaladdresses.)
In addition,thevalue-sefor esp atL1 is . Usingthesevalue-sets&ndsolving
for eax in theaboverelationyields

eax

In thisway, asharpewaluefor eax atL1 is obtainedhanwould otherwisebepossible.
Halbwachsetal. [15] introducedthe “widening-up-to” operator(alsocalledlimited
widening, which attemptgo preventwideningoperationgrom “over-widening”anab-
stractvalueto (or ). To performlimited widening,it is necessaryo associata
setof inequalities  with eachwideninglocation.For polyhedrakanalysisthey de ned
to bethe standardvideningoperation , togethemwith all of theinequali-
tiesof thatsatisfyboth and .They proposedhattheset bedeterminedy the
linearrelationsthatforcecontrolto remainin theloop. Ourimplementatiorof value-set
analysisincorporates limited-wideningalgorithm,adaptedor reducednterval con-
gruenceskor instance supposehat , ,
and . Ordinarywideningwould produce( ), whereas
limited wideningwould produce( ). In somecaseshowever, the a-loc
for which value-setanalysisneedgo performlimited wideningis aregister , but not
the registerthat controlsthe executionof theloop (say ). In suchcasestheimple-
mentatiorof limited wideningusegheresultsof af ne-relation analysis—togethewith
known constraintson  andotherregistervalues—todetermineconstraintshat must
holdon . Forinstanceif theloopback-edgéasthelabel , andaf ne-relation
analysishasdeterminedhat alwaysholdsat this point, thenthe constraint
canbeusedfor limited wideningof 'sabstractwvalue.

6 Indir ectJumpsand Indir ectCalls

The supegraphof the programwill not be completein the presencef indirectjumps
andindirectcalls.Consequentlymissingjumpandcall edgeseedto beinsertedduring
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value-setanalysis For instance supposehatvalue-setanalysisis interpretinganindi-
rectjumpinstructionJ1: jmp 1000[eax*4] , andletthe currentabstracttoreat
thisinstructionbe eax . Edgesneedto beaddedrom J1 tothe
instructionswhoseaddressesould bein memorylocations 1000,1004, , 1036 .
If theaddresses1000,1004, , 1036 refertotheread-onlysectionof theprogram,
thentheaddressesf thesuccessorsf J1 canbereadfrom theheadeof theexecutable.
If not, the addressesf the successorsf J1 in locations 1000,1004, ,1036 are
determinedrom the currentabstractwvalueatJ1 . Dueto possiblemprecisionin value-
setanalysisjt couldbethecasethatvalue-setinalysiseportsthatthelocations 1000,
1004, ,1036 haveall possibleaddressedn suchcasesyalue-setanalysigproceeds
without addingnew edgesHowever, this couldleadto anunderapproximatiorof the
value-setsat programpoints. Therefore the analysisissuesa reportto the userwhen-
ever suchdecisionsaaremade We will referto suchinstructionsasunsafeinstructions
Anotherissuewith usingtheresultsof value-setinalysids thatanaddressdenti ed as
a successoof J1 might not bethe startof aninstruction.Suchaddresseareignored,
andthesituationis reportedo theuser

Indirect calls can be handledsimilarly, with a few additionalcomplications.(At
presentthe techniquego handleindirect calls have not yet beenincorporatedn our
implementation.)

— A successoainstructionidenti ed by themethodoutlinedabose maybein themid-
dle of a procedureln suchcasestheanalysiscanreportthisto theuser

— The successomstructionmay not be part of a procedurethat wasidenti ed by
IDAPro. This is dueto the limitations of IDAPro's procedure- ndingalgorithm:
IDAPro doesnot identify procedureshat are called exclusively via indirect calls.
In suchcasesyalue-setinalysiscaninvoke IDAPro's procedure- ndingalgorithm
explicitly, to force a sequencef bytesfrom the executableto be decodednto a
sequencef instructionsandsplicedinto the IR for the program.

7 PerformanceEvaluation

Value- | Af ne-

: . Memory .

Program Proceduresl;nstructionsMe.llloc I_ndlrect Calls Indirect usage set ; relatlop
sites | Jumps calls (MB) analysisanalysig

(sec.) | (sec.)

javac 36 3555 1 0 133 79 150 42 36
cat(2.0.14) 123 3892 1 3 138 4 175 51 32
cut(2.0.14) 129 4329 2 3 182 4 150 28 50
grep(2.4.2) 245 16808 18 4 654 6 450 85 78
ex(2.54)] 239 23435 0 7 1200 3 850 200 376

Table 1. Runningtimes and storagerequirementdor value-setanalysisand af ne-
relationanalysis.

Tablel shaws the runningtimesandstoragerequirement®f our prototypeimple-
mentationfor analyzinga setof Win32 andLinux/x86 programsthe programversion
is shavn in parenthese#\s atemporaryexpedientcallsto library functionsaretreated
duringanalysisasidentity transformers.

The analyseswere performedon a Pentium-4with a clock speedof 3.06GHz,
equippedvith aphysicalmemoryof 4GB andrunningWindows 2000.(Theperprocess
addresspacewaslimited to 2GB.)
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To contrast the capabilities of [Program | NoVSA VSA | CrudeVSA
value-setanalysiswith analysisalgo- |javac 14973 40843 421864
rithmsthattreatmemoryaccessegery |cat(2.0.14) 14044 30922 31403
conseratively—i.e.,if aregisteris as- |Cut(2.0.14 16591 29410 31779
signeda value from memory it is as- grep(2.4.2 80115 170645 191173

sumedto take on ary value—wecom- Table 2. Comparisonof three variants of
paredit with a version of value-set value-seanalysis.

analysiscalledcrudevalue-setanaly-
sis that always setsthe value-setdor all non-rayistera-locsto . Table2 shaws the
numberof o w-dependencedgesbtainedvith threemethods(i) withoutusingvalue-
setanalysisatall (which causeslependence® bemissed){ii) with value-setinalysis;
and(iii) with crudevalue-setanalysis.

8 Soundnesdssues

Soundneswould mearthatvalue-seainalysisvouldidentify usedkilled, andpossibly-
killed setsthatwould never missary datadependencelthoughthey might causespu-
riousdependence® bereportedThisis alofty goal;however, it is not clearthatatool
thatachievesthis goalwould have practicalvalue. (It is achievabletrivially, merelyby
settingall value-setdo .)

Therearelesslofty goalsthatdo not meetthe standardarticulatedabore—hut may
resultin amorepracticalsystemln particulay we may not careif the systemis sound,
aslongasit canprovide warningsaboutthe situationghatariseduringtheanalysighat
threaterthesoundnessf theresults Thisis the paththatwe arefollowing in ourwork,
andarein the proces®of addingsuchreportsto ourimplementation.

Here are someof the casesn which the analysiscanbe unsound but wherethe
systemcangeneratea reportaboutthe natureof theunsoundness:

— Theprogramis vulnerableto a buffer-overrunattack.This canbe detectedy iden-
tifying a pointat which therecanbe awrite pastthe endof amemory-reion.

— The control- ow graphand call-graphmay not identify all successorsf indirect
jumpsandindirectcalls. Reportgeneratiorfor suchcasess discussedh Sect.6.

— A relatedsituationis ajumpto a codesequenceoncealedn theregularinstruction
streamthealternatve codesequencavould decodeasa legal codesequencevhen
readout-of-registrationwith theinstructionsin whichit is concealedTheanalysis
could detectthis situationasananomalougump to an addresghatis in the code
segment,but is notthe startof aninstruction.

— With self-modifying code, the control- ow graphand call-graphare not avail-
ablefor analysis.The analysiscandetectthe possibility that the programis self-
modifying by identifyingananomalougump or call to alocationthatcanbe mod-
i ed.

9 RelatedWork

Thereis an extensive body of work on analyzingexecutablesThe work thatis most
closelyrelatedto value-setanalysisis the alias-analysialgorithmfor executablegpro-
posedby Debrayetal. [11]. Thebasicgoalof their algorithmis similarto thatof value-
setanalysisfor them,it isto nd anoverapproximatiorof the setof valuesthateach
registercanhold at eachprogrampoint; for us, it is to nd anoverapproximationof
the setof valuesthateach(abstractdataobjectcanhold at eachprogrampoint, where
dataobjectsincludememorylocationsin additionto registers.n their analysisa setof
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addressess approximatedy a setof congruencesalues:they keeptrack of only the
low-order bits of addresses-However, unlike our algorithm, their algorithm doesnot
malke ary effort to trackvaluesthatarenotin registers.Consequentlythey losea great
dealof precisionwheneerthereis aloadfrom memory

CifuentesandFraboule{5] give analgorithmto identify anintraproceduraslice of
anexecutabley following the programs use-detchains However, their algorithmalso
makesno attemptto track valuesthatarenotin registers,andhencecutsshorttheslice
whenaloadfrom memoryis encountered.

Pastwork on decompilingassemblycodeto a high-level languages alsorelatedto
ourgoals[6, 4,20]. Pastwork ondecompilatiorhasnotdonemuchto addressheprob-
lem of recoveringinformationaboutmemoryaccessedn our work, this is addressed
via the notion of a-locs, plus additionalinformation thatis inferred as analysispro-
gressesConsequentlyvalue-setanalysisshouldbe a useful algorithmto incorporate
in a decompilationtool. By identifying points-to,range,and stride information prior
to decompilatiorproper value-setainalysigorovidesarich sourceof informationabout
a programs datalayout; this shouldallow a decompilationtool to do a betterjob of
reversetranslationfor instructionsequence which loadsfrom andstoreso memory
areperformed.

Theideaof inferring the layout of a programs datastructuresasedon the access
patternsin the programis similar to the ideabehindthe AggregateStructureldenti -
cation(ASI) algorithmof Ramalingarret al. [23]. However, ASI cannotbe appliedto
x86 codewithout having the resultsof value-setanalysisalreadyin hand:ASI requires
points-to range andstrideinformation;however, thisinformationis notavailablefor an
x86 executableuntil aftervalue-setanalysisThegoodnewsis thatASI canbe applied
aftervalue-setanalysisto re ne the programs a-locs,which canallow someclientsof
value-setinalysis—suclasdependencanalysis—tacomputemorepreciseresults We
planto useASl in conjunctionwith theresultsof value-setanalysisin futurework.

Xu et al. [33] also createda systemthat analyzedexecutablesn the absenceof
symbol-tableand/ordehugginginformation. The goal of their systemwasto establish
whetheror not certainmemory-safetyropertiesheldin SFARC executableslnitial in-
putsto theuntrustedgrogramwereannotatedvith typestaténformationandlinearcon-
straints.The analysesievelopedby Xu et al. werebasedbn classicatheorem-proing
techniquesthe typestate-checkinglgorithmusedthe induction-iterationrmethod[32]
to synthesizdoopinvariantsandOmega[22] to decidePreslirgerformulas.In contrast,
the goalof the systemdescribedn the presenpaperis to recoverinformationfrom an
x86 executablahatpermitsthecreationof intermediateepresentationsimilarto those
that can be createdfor a programwritten in a high-level language Value-setanaly-
sisusesabstract-interpretatiotechniqueso determineusedkilled, andpossibly-killed
setsfor eachinstructionin the program.

Severalpeoplehave developedtechniqueso analyzeexecutablesn the presencef
additionalinformation, suchasthe sourcecode,symbol-tableinformation, or detug-
ging information[18,2,1,27]. Analysistechniqueghat assumeaccesgo suchinfor-
mationarelimited by thefactthatit mustnotberelied on whendealingwith programs
suchasvirusesworms,andmobile code(evenif suchinformationis present).

Dor etal. [12] present static-analysisechnique—implementefdr programsarit-
tenin C—whoseaim is to identify string-manipulatiorerrors,suchaspotentialbuffer
overruns.In theirwork, a o w-insensitve pointeranalysisis rst usedto detectpoint-
ersto the samebaseaddressinteger analysisis thenusedto detectrelative-offsetre-
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lationshipsbetweenvaluesof pointervariables.The original programis translatedo
aninteger programthattracksthe stringandinteger manipulationsof the original pro-
gram;the integer programis thenanalyzedo determinerelationshipsamongtheinte-
gervariableswhichre ect therelative-offsetrelationshipsamongthe valuesof pointer
variablesin the original program.Becausehey areprimarily interestedn establishing
that a pointeris merelywithin the boundsof a buffer, it is sufcient for themto use
linearrelationanalysig[10], in which abstractvaluesarecorvex polyhedrade ned by
linearinequalitiesof the form , where andthe areintegers,andthe
areintegervariables.

In our work, we areinterestedn discovering ne-grained information aboutthe
structureof memory-rgjions.As alreadydiscussedn Sect.3.3,it is importantfor the
analysisto discover alignmentandstrideinformationso thatit caninterpretindirect-
addressingperationghat implement eld-accessoperationsn an array of structsor
pointerdereferencingpperations.Becausewe needto represennon-comvex setsof
numberslinearrelationanalysigs notappropriateFor thisreasonthenumericcompo-
nentof value-sefanalysisis basedn reducednterval congruencesyhich arecapable
of representingertainnon-corvex setsof integers.

RuginaandRinard[28] have alsouseda combinationof pointerandnumericanal-
ysis to determineinformationabouta programs memoryaccesseslhereare several
reasonsvhy their algorithmis not suitablefor the problemthatwe face:(i) Theiranal-
ysis assumeshat the programs local and global variablesare known beforeanalysis
begins:the setof “allocationblocks” for which informationis acquiredconsistsof the
programslocal andglobalvariables plusthe dynamic-allocatiorsites.(ii) Theiranal-
ysis determinesangeinformation, but doesnot determinealignmentandstrideinfor-
mation.(iii) Pointerandnumericanalysisare performedseparatelypointeranalysisis
performedrst, followedby numericanalysis;moreover, it is not obviousthat pointer
analysiscould beintertwinedwith the numericanalysisthatis usedin [28].

Ouranalysiscombinegointeranalysisvith numericanalysiswhereagheanalyses
of RuginaandRinardandDor et al. usetwo separat@hasespointeranalysisfollowed
by numericanalysis.An advantageof combiningthe two analysess thatinformation
aboutnumericvaluescanleadto improvedtrackingof pointers andpointerinformation
canleadto improvedtrackingof numericvalues.In our context, this kind of positive
interactionis importantfor discoveringalignmentandstrideinformation(cf. Sect.3.3).
Moreover, additionalbene ts canaccrueto clientsof value-setanalysis;for instance,
it canhapperthatextra precisionwill allow value-sefnalysisto identify thata strong
update ratherthana weak update,is possible(i.e., an updatecan be treatedas a kill
ratherthanasa possiblekill; cf. casetwo of Fig. 4).

References

1. J. Bemgeron,M. Debbabi,J. DesharnaisM.M. Erhioui, Y. Lavoie, and N. Tawbi. Static
detectionof maliciouscodein executableprograms.int. J. of Req.Eng, 2001.

2. J. Bergeron,M. Debbabi,M.M. Erhioui, and B. Ktari. Static analysisof binary codeto
isolatemaliciousbehaiors. In WETICE pagesl84-189,1999.

3. Franois Bourdoncle.Ef®cient chaoticiterationstratgieswith widenings. In Int. Conf on
Formal Methodsin Prog. andtheir Appl., Lec.Notesin Comp.Sci. SpringefVerlag,1993.

4. C. Cifuentesand A. Fraboulet. Interprocedurablata ow recovery of high-level language
codefrom assemblyTechnicalReport421,Univ. Queenslandl 997.

18



10.

11.

12.

13.

14.

16.

17.

18.

19.

20.

22.

23.

24,

26.

27.

28.

29.

30.

31.

32.

33.

. C. CifuentesandA. Fraboulet. Intraprocedurastaticslicing of binary executables.In Int.
Conf on Softw Maint., pagesl88-195,1997.

. C. CifuentesD. Simon,andA. Fraboulet. Assemblyto high-level languagdranslation.in
Int. Conf on Softw Maint., pages228—237,1998.

. CodeSurferGrammaEch,Inc., http://www.grammatech.com/products/codesurfer/.

. P. CousotandR. Cousot. Staticdeterminatiorof dynamicpropertiesof programs.In Proc.
2ndInt. Sympon Programming pagesl06—130Dunod,Paris,France, 1976.

. P. CousotandR. Cousot. AbstractinterpretationA uni®ed lattice modelfor staticanalysis

of programsby constructioror approximatiorof ®xpoints. In Princ. of Prog. Lang, 1977.

P. Cousotand R. Cousot. Automatic discovery of linear restraintsamongvariablesof a

program.In Princ. of Prog. Lang, pages84-97,1978.

S.K. Debray R. Muth, and M. Weippert. Alias analysisof executablecode. In Princ. of

Prog. Lang, pagesl2—24,1998.

N. Dor, M. Rodeh,andM. Sagiv. CSSV:Towardsa realistictool for staticallydetectingall

buffer over avsin C. In Prog. Lang DesignandImpl., pagesl55-1672003.

Fastlibrary identi®cationand recognitiontechnology DataRescuesa/v, Liege,Belgium,

http://www.datarescue.com/idabase/ irt.htm.

P. Granger Staticanalysisof arithmeticcongruencesint. J. of Comp.Math,, 1989.

. N. Halbwachs,Y.-E. Proy, andP. Roumandt Veri®cationof real-timesystemausinglinear

relationanalysis.Formal Methodsin SystenDesign 11(2):157-1851997.

S.Horwitz, T. RepsandD. Binkley. InterproceduraslicingusingdependencgraphsTrans.

onProg. Lang and Syst, 12(1):26—60,January1990.

IDAPro disassembler DataRescue sallv, Liege, Belgium,

http://www.datarescue.com/idabase/.

J.R.LarusandE. Schnarr EEL: Machine-independeraxecutableediting. In Prog. Lang

DesignandImpl., pages291-300,1995.

M. Miiller-Olm andH. Seidl. Computingnterprocedurallyalid relationsin af®neprograms.

In Princ. of Prog. Lang, 2004.

A. Mycroft. Type-basedlecompilation.n EuropeanSymp.on Programming 1999.

. E.W. Myers. Ef®cientapplicative datatypes.In Princ. of Prog. Lang, page$6—75,1984.

W. Pugh. The Omegatest: A fastandpracticalinteger programmingalgorithmfor depen-

denceanalysis.In Supecomputing pages4—13,1991.

G. RamalingamJohnField, andFrankTip. Aggregatestructureidenti®cationandits appli-

cationto programanalysis.In Princ. of Prog. Lang, pagesl19-132,1999.

T. RepsandG. Rosay Precisanterprocedurathopping.ln Found.of Softw Eng, 1995.

. T. Reps,S. Schwoon, and S. Jha. Weightedpushdavn systemsand their applicationto

interproceduratiata ev analysis.In StaticAnalysisSymp, 2003.

T. Reps, T. Teitelbaum,and A. Demers. Incrementalcontext-dependentanalysis for

language-baseelitors. Trans.on Prog. Lang and Syst, 5(3):449-477July 1983.

X. Rival. Abstractinterpretatiorbasecterti®cationof assemblycode.In Int. Conf on \erif.,

ModelCheking, and Abs.Int., 2003.

R. RuginaandM.C. Rinard. Symbolicboundsanalysisof pointers,arrayindices,andac-

cessednemoryregions. New York, NY. ACM Press.

A. SabelfeldandA.C. Myers. Language-basddformation- av security IEEE J. Sel.Areas

in Commun.21(1):5-19Januan2003.

F.B. SchneiderG. Morrisett, and R. Harper A language-basedpproachto security In

Informatics:10 Years Bad, 10 Years Ahead pages86—101,2000.

M. SharirandA. Pnueli.Two approacheto interproceduratiata ow analysisin S.S.Much-

nick andN.D. Jonesgditors,Program Flow Analysis: Theoryand Applications chapter7,

pagesl89-234Prentice-HallEnglavood Cliffs, NJ, 1981.

N. SuzukiandK. Ishihata. Implementatiorof an arrayboundchecler. In Princ. of Prog.

Lang, pagesl32-1431977.

Z. Xu, B. Miller, andT. Reps.Safetycheckingof machinecode.In Prog. Lang Designand

Impl., pages70-82,2000.

19



A Resultsof Value-SetAnalysisfor Fig. 1

1 esp , memo0 s 9 esp ,  mem0
mem4 mem4 , eax

2 esp ,  memO , ebx , var _2c
mem4 ecx

3 esp , memO0 s 14 esp , mem0
mem4 , eax mem4 , eax

4 esp , memO , ebx , var _.2c
mem4 , eax , ecx
ebx 16 esp , memO

5 esp , memO0 s mem4 , eax
mem4 , eax , ebx , var _2c
ebx , var _2c ecx , edi

7 esp , memO0
mem4 , eax
ebx , var 2c

ecx

B The Miuller-Olm/Seidl Algorithm for Af ne-Relation Analysis

M{ller-Olm and Seidl[19] recentlyproposedan interproceduratiata ow-analysisal-
gorithmto determinefor eachprogrampoint, all af ne relationsthatholdamonga set
of globalvariables® Thealgorithmis both o w-sensitve andcontext-sensitve.

Letthe globalvariablesof theprogrambe . An af ne transformation
is a pair , Where and fr is theinitial
valueof theglobalvariablesand istheaf ne transformatiorcorrespondingo the
instructionsalonga path,thenthe valuesof the global variablesafter executingall the
instructionsalongthat patharegivenby r . The basicideaof the algorithmis to
determindor eachprogrampointa summaryof theaf ne transformationshatinvolve
globalvariablesalongall pathsfrom programentryto thatpoint. Let the setof af ne
transformationdor a programpoint be . The possiblevaluesof globalvariablesat

is givenby thesetR rr r .

AlthoughR is anin nite set,Muller-Olm andSeidlobsene thatit formsa nite-
dimensionalectorspaceandthuscanberepresenteih a nite way usingary of its
basesSimilarly, theset of afne transformationghathold at is in nite, but can
also be representedy a basisof a vector space.Theseindirect representationare
sufcient for our needsAs shavn in [19], usingsuchtechniquest is possibleto solve
theproblemof o w-sensitve, context-sensitie af ne-relation analysisn time linearin
the size of the program.The constantof proportionalityis ratherhigh, , Where

is the numberof variablesfor which af ne relationsarebeingtracked. However, for
af ne relationsonx86registers, is . Asshovnin Sect.7,thecostof computingaf ne
relationsfor the case is not prohibitive. Moreover, it is importantto remember
that doesnotgrow with programsize;overall,the costof thealgorithmgrowslinearly
in the sizeof the program.

Repset al. [25] describehow interprocedurabata ow-analysisproblemscan be
reducedto path queriesin weightedpushdevn systems.Our implementationof the
Miller-Olm/Seidlalgorithmusesa packagehatimplementghetechniquegrom [25].

8 Extensiongrequiredto handlelocal variablesare also describedn [19]. The algorithmthat
dealswith globalvariablesis suf®cientfor our purposesbecausave useit only to ®nd af®ne
relationsinvolving registers.
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