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Abstract. This paperconcernsstatic-analysisalgorithmsfor analyzingx86 executables.
Theaim of thework is to recover intermediaterepresentationsthataresimilar to thosethat
canbecreatedfor a programwritten in a high-level language.Our goal is to performthis
taskfor programssuchasplugins,mobilecode,worms,andvirus-infectedcode.For such
programs,symbol-tableanddebugginginformationis eitherentirely absent,or cannotbe
relieduponif present;hence,thetechniquedescribedin thepapermakesnouseof symbol-
table/debugginginformation.Instead,ananalysisis carriedoutto recover informationabout
thecontentsof memorylocationsandhow they aremanipulated.Theanalysis,calledvalue-
setanalysis, tracksaddress-valuedandinteger-valuedquantitiessimultaneously.

1 Intr oduction
In recentyears,therehasbeena growing needfor tools thatanalyzeexecutables.One
would like to ensurethatweb-plugins,Java applets,etc.,do notperformany malicious
operations,andit is importantto beableto decipherthebehavior of wormsandvirus-
infectedcode.Staticanalysisprovidestechniquesthatcanhelpwith suchproblems[30,
29]. A majorstumblingblock whendevelopingbinary-analysistools is thatmachine-
languageinstructionsuseexplicit memoryaddressesandindirectaddressingto manip-
ulatedata.In this paper, we presentseveral techniquesthat overcomethis obstacleto
developingbinary-analysistools.

Justassource-code-analysistoolsprovide informationaboutthecontentsof a pro-
gram'svariablesandhow variablesaremanipulated,a binary-analysistool shouldpro-
videinformationaboutthecontentsof memorylocationsandhow they aremanipulated.
Existingtechniqueseithertreatmemoryaccessesextremelyconservatively [4, 6,2], or
assumethepresenceof symbol-tableor debugginginformation[27]. Neitherapproach
is satisfactory:theformerproducesveryapproximateresults;thelatterusesinformation
thatcannotberelieduponwhenanalyzingviruses,worms,mobilecode,etc.Ouranaly-
sisalgorithmcandoabetterjob thanpreviouswork becauseit tracksthepointer-valued
andinteger-valuedquantitiesthata program'sdataobjectscanhold, usinga setof ab-
stractdataobjects,calleda-locs(for “abstractlocations”).In particular, theanalysisis
not forcedto giveupall precisionwhena loadfrom memoryis encountered.

Theideabehindthea-locabstractionis to exploit thefactthataccesseson thevari-
ablesof aprogramwritten in ahigh-level languageappearaseitherstaticaddresses(for
globals)or staticstack-frameoffsets(for locals).Consequently, we �nd all the stati-
cally known locationsandstackoffsetsin theprogram,andde�ne ana-locto betheset
of locationsfrom onestaticallyknown location/offsetup to, but not includingthenext
staticallyknown location/offset.(The registersandmalloc sitesarealsoa-locs.)As
discussedin Sect.3.2, the dataobjectin theoriginal source-codeprogramthat corre-
spondsto agivena-loccanbeoneor morescalar, struct,or arrayvariables,but canalso
consistof just a segmentof ascalar, struct,or arrayvariable.

Anotherproblemthatarisesin analyzingexecutablesis theuseof indirect-addressing
modefor memoryoperands.Machine-languageinstructionsetssupporttwo address-
ing modesfor memoryoperands:directandindirect. In directaddressing,theaddress
is in the instructionitself; no analysisis requiredto determinethe memorylocation
(and hencethe correspondinga-loc) referredto by the operand.On the other hand,



if the instructionusesindirect addressing,the addressis speci�ed througha register
expressionof the form base� index � scale � offset(wherebaseandindex arereg-
isters).In suchcases,to determinethe memorylocationsreferredto by the operand,
thevaluesthat theregistershold at this instructionneedto bedetermined.We present
a �o w-sensitive, context-insensitive analysisthat, for eachinstruction,determinesan
over-approximationto thesetof valuesthateacha-loccouldhold.

Thecontributionsof ourwork canbesummarizedasfollows:
– We describea static-analysisalgorithm,value-setanalysis, for tracking the val-

ues of data objects(other than just the hardware registers).Value-setanalysis
usesan abstractdomainfor representingan over-approximationof thesetof val-
uesthat eachdataobject can hold at eachprogrampoint. The algorithm tracks
address-valuedandinteger-valuedquantitiessimultaneously:it determinesanover-
approximationof thesetof addressesthateachdataobjectcanholdateachprogram
point; at the sametime, it determinesan over-approximationof the setof integer
valuesthateachdataobjectcanholdat eachprogrampoint.

– Value-setanalysiscanbe usedto obtainused,killed, andpossibly-killedsetsfor
eachinstructionin the program.Thesesetsaresimilar to the setsof used,killed,
andpossibly-killedvariablesobtainedby acompilerin somesource-codeanalyses.
They canbe usedto performreaching-de�nitionsanalysisandto constructdata-
dependenceedges.

– We have implementedtheanalysistechniquesdescribedin thepaper. By combin-
ing this analysiswith facilitiesprovidedby theIDAPro [17] andCodeSurferR

�

[7]
toolkits, we have createdCodeSurfer/x86,a prototypetool for browsing,inspect-
ing, andanalyzingx86 executables.This tool recoversIRs from x86 executables
that aresimilar to thosethat canbe createdfor a programwritten in a high-level
language.Thepaperreportspreliminaryperformancedatafor this implementation.

The informationobtainedfrom value-setanalysisshouldalsobeusefulin decompila-
tion tools.Althoughtheimplementationis targetedfor x86executables,thetechniques
describedin thepapershouldbeapplicableto othermachinelanguages.

Someof thebene�tsof ourapproachareillustratedby thefollowing example:

int part1Value=0 ;
int part2Value=1;

int main() �

int *part1 ,*part2;
int a[10],*p array0 ;
int i ;
part1=&a[0];
p array0=part1;
part2=&a[5];
for(i=0;i<5;++i) �

*part1=part1Value;
*part2=part2Value;
part1++;
part2++;

�

return *p array0 ;
�

proc main ;
1 sub esp, 44 ; Adjust esp for locals
2 lea eax, [esp+4] ; part1=&a[0]
3 lea ebx, [esp+24] ; part2=&a[5]
4 mov [esp+0], eax ; p array0=part1
5 mov ecx, 0 ; i=0
L1: mov edx, [0] ;
7 mov [eax], edx ; *part1=part1Value
8 mov edx, [4] ;
9 mov [ebx], edx ; *part2=part2Value
10 add eax, 4 ; part1++
11 add ebx, 4 ; part2++
12 inc ecx ; i++
13 cmp ecx, 5 ;
14 jl L1 ; (i<5)?loop:exit
15 mov edi,[esp+0] ;

16 mov eax, [edi] ;
17 add esp, 44 ;
18 retn ; return *p array0

Fig.1. A C programthatinitializesanarray.
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Example1. Fig. 1 showsa simpleC programandthecorrespondingdisassembly. Pro-
ceduremain declaresan integerarraya of ten elements.The programinitializes the
�rst � ve elementsof a with the valueof part1Value , andthe remaining� ve with
part2Value . It thenreturns*p array0 , i.e., the�rst elementof a.

A diagramof how variablesarelaid out in theprogram'saddressspaceis shown in
Fig. 2(a).To understandtheassemblyprogramin Fig. 1, it helpsto know that

– The addressesof global variablespart1Value andpart2Value are0 and4,
respectively.

– The local variablespart1 , part2 , andi of the C programhave beenremoved
by theoptimizerandaremappedto registerseax , ebx , andecx .

– Theinstructionthatmodi�es the�rst � veelementsof thearrayis “7: mov [eax],
edx ”; theonethatmodi�es thelast� veelementsis “9: mov [ebx], edx ”.
The statementsthat areunderlinedin Fig. 1 show the backward slice of the pro-

gram with respectto 16 mov eax, [edi] —which roughly correspondsto re-
turn (*p array0); in thesourcecode—thatwould be obtainedusingthesetsof
used,killed, andpossibly-killeda-locsidenti�ed by value-setanalysis.The slice ob-
tainedwith this approachis actuallysmallerthan the slice obtainedby mostsource-
codeslicingtools.For instance,CodeSurfer/Cdoesnotdistinguishaccessesto different
partsof anarray. Hence,thesliceobtainedby CodeSurfer/Cfrom C sourcecodewould
includeall of thestatementsin Fig. 1. �
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Fig.2. Datalayoutandmemory-regionsfor Example1.

Thefollowing insightsshapedthedesignof value-setanalysis:
– To preventmostindirect-addressingoperationsfrom appearingto bepossiblenon-

alignedaccessesthatspanpartsof two variables—andhencepossiblyforgingnew
pointervalues—itis importantfor the analysisto discover informationaboutthe
alignmentsandstridesof memoryaccesses.

– To prevent most loops that traversearraysfrom appearingto be possiblestack-
smashingattacks,theanalysisneedsto userelationalinformationsothatthevalues
of a-locsassignedto within a loopcanberelatedto thevaluesof thea-locsusedin
theloop'sbranchcondition.

– It is desirablefor the analysisto perform pointer analysisand numericanalysis
simultaneously:informationaboutnumericvaluescanleadto improvedtrackingof
pointers,andpointerinformationcanleadto improvedtrackingof numericvalues.
This appearsto be a crucial capability, becausecompilersuseaddressarithmetic
andindirect addressingto implementsuchfeaturesaspointerarithmetic,pointer
dereferencing,arrayindexing, andaccessingstructure�elds.
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Value-setanalysisproducesinformationthatis moreprecisethanthatobtainedvia sev-
eral moreconventionalnumericanalysesusedin compilers,including constantprop-
agation,rangeanalysis,andinteger-congruenceanalysis.At the sametime, value-set
analysisprovidesananalogof pointeranalysisthatis suitablefor useonexecutables.

Debrayet al. [11] proposeda �o w-sensitive,context-insensitivealgorithmfor ana-
lyzing anexecutableto determineif two addressexpressionsmaybealiases.Our anal-
ysis yields morepreciseresultsthantheirs:for theprogramshown in Fig. 1, their al-
gorithm would be unableto determinethe value of edi , and so the analysiswould
consider[edi] , [eax] , and[ebx] to bealiasesof eachother. Hence,thesliceob-
tainedusingtheir aliasanalysiswould alsoconsistof thewholeprogram.Cifuenteset
al. [5] proposedastatic-slicingalgorithmfor executables.They only considerprograms
with non-aliasedmemorylocations,andhencewould identify an unsafeslice of the
programin Fig. 1, consistingonly of theinstructions16, 15, 4, 2, and1. (SeeSect.9
for amoredetaileddiscussionof relatedwork.)

Theremainderof thepaperis organizedasfollows:Sect.2 describeshow value-set
analysis�ts in with theothercomponentsof CodeSurfer/x86,anddiscussestheassump-
tions that underlieour work. Sect.3 describesthe abstractdomainusedfor value-set
analysis.Sect.4 describesthevalue-setanalysisalgorithm.Sect.5 summarizesanaux-
iliary staticanalysiswhoseresultsareusedduringvalue-setanalysiswheninterpreting
conditionsandwhenperformingwidening.Sect.6 discussesindirect jumpsandindi-
rect functioncalls.Sect.7 presentspreliminaryperformanceresults.Sect.8 discusses
soundnessissues.Sect.9 discussesrelatedwork.

2 The Context of the Problem

Binary
Executable

x86
CFGs 

Affine
Relations

CFGs

IDAPro

Analysis

Analysis
Affine Relations

+

CFGs

Ckill sets,...

Codesurfer

Use, Kill, &

Connector Plug-in

Value-set

Fig.3. Organizationof CodeSurfer/x86.

CodeSurfer/x86is the out-
comeof a joint projectbe-
tween the Univ. of Wis-
consin and GrammaTech,
Inc. CodeSurfer/x86makes
use of both IDAPro [17],
a disassemblytoolkit, and
GrammaTech'sCodeSurfer
system[7], a toolkit for building program-analysisandinspectiontools.This section
describeshow value-setanalysis�ts into theCodeSurfer/x86implementation.

Thex86executableis �rst disassembledusingIDAPro.In additionto thedisassem-
bly listing, IDAProalsoprovidesaccessto thefollowing information:

Statically known memory addressesand offsets: IDAProidenti�es thestaticallyknown
memoryaddressesandstackoffsetsin theprogram,andrenamesall occurrencesof
thesequantitieswith aconsistentname.We usethis databaseto de�ne thea-locs.

Inf ormation about procedureboundaries: X86 executablesdonothaveinformation
aboutprocedureboundaries.IDAPro identi�es theboundariesof mostof thepro-
ceduresin anexecutable.1

1 IDAPro doesnot identify the targetsof all indirect jumps and indirect calls, and therefore
the call graphandcontrol-¯ow graphsthat it constructsarenot complete.Sect.6 discusses
techniquesfor using the abstractvaluescomputedduring value-setanalysisto augmentthe
call graphandcontrol-¯ow graphson-the-¯yto accountfor indirectjumpsandindirectcalls.
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Calls to library functions: IDAPro discoverscalls to library functionsusinganalgo-
rithm calledtheFastLibrary Identi�cation andRecognitionTechnology(FLIRT)
[13]. This informationis necessaryto identify callsto malloc .

IDAPro providesaccessto its internaldatastructuresvia an API that allows usersto
createplug-insto beexecutedby IDAPro.GrammaTechprovideduswith a plug-in to
IDAPro (calledtheConnector)that constructsa varietyof in-memorydatastructures,
includingCFGs,ASTsfor theprogram's instructions,etc.

Value-setanalysisis implementedusingthedatastructurescreatedby theConnec-
tor. As describedin Sect.5, value-setanalysismakesuseof theresultsof anadditional
preliminaryanalysis,which, for eachprogrampoint, identi�es theaf�ne relationsthat
hold amongthe valuesof registers.Oncevalue-setanalysiscompletes,the value-sets
for the a-locsat eachprogrampoint areusedto determineeachpoint's setsof used,
killed, andpossibly-killeda-locs;theseareemittedin a formatthatis suitablefor input
to CodeSurfer.

CodeSurferis atool for codeunderstandingandcodeinspectionthatsupportsbotha
GUI andaprogrammableinterfacefor accessingaprogram'ssystemdependencegraph
(SDG)[16], aswell asotherinformationstoredin CodeSurfer's intermediaterepresen-
tations(IRs). CodeSurfer's GUI supportsbrowsing(“sur�ng”) of anSDG,alongwith
a varietyof operationsfor makingqueriesabouttheSDG—suchasslicing andchop-
ping [24]. CodeSurfer's API providesa programmaticinterfaceto theseoperations,as
well asto lower-level information,suchasthe individual nodesandedgesof thepro-
gram's SDG,call graph,andcontrol-�ow graph,anda node's setsof used,killed, and
possibly-killeda-locs.ThisAPI canbeusedto extendCodeSurfer'scapabilitiesby writ-
ing programsthattraverseCodeSurfer's IRs to performadditionalprogramanalyses.

A few wordsarein orderaboutthegoals,capabilities,andassumptionsunderlying
ourwork:

– Givenanexecutableasinput,thegoalis to checkwhethertheexecutableconforms
to a “standard”compilationmodel—i.e.,a runtimestackis maintained;activation
recordsarepushedon procedureentryandpoppedon procedureexit; eachglobal
variableresidesat a �x edoffsetin memory;theoccurrencesof eachlocal variable
of aprocedure� resideata�x edoffsetin theactivationrecordsfor � ; theprogram's
instructionsoccupy a�x edareaof memory,arenotself-modifying,andareseparate
from theprogram'sdata.

If theexecutabledoesconformto this model,thesystemwill createanIR for it.
If it doesnot conform,thenoneor moreviolationswill bediscovered,andcorre-
spondingerrorreportswill beissued(seeSect.8).

WeenvisionCodeSurfer/x86asproviding (i) atool for securityanalysis,and(ii) a
generalinfrastructurefor additionalanalysisof executables.Thus,in practice,when
thesystemproducesanerror report,a choiceis madeabouthow to accommodate
theerror so thatanalysiscancontinue(i.e., theerror is optimistically treatedasa
falsepositive),andanIR is produced;if theusercandeterminethattheerrorreport
is indeeda falsepositive,thentheIR is valid.

– The analyzerdoesnot carewhetherthe programwascompiledfrom a high-level
language,or hand-writtenin assembly. In fact, somepiecesof the programmay
betheoutputfrom a compiler(or from multiple compilers,for differenthigh-level
languages),andothershand-writtenassembly.

– In termsof whatfeaturesahigh-level-languageprogramis permittedto use,value-
set analysisis capableof recovering information from programsthat useglobal
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variables,localvariables,pointers,structures,arrays,heap-allocatedstorage,pointer
arithmetic,indirectjumps,recursiveprocedures,andindirectcallsthroughfunction
pointers(but not runtimecodegenerationor self-modifyingcode).

– As will becomeapparent,compiler optimizationsoften make value-setanalysis
lessdif�cult, becausemoreof the computation's critical dataresidesin registers,
ratherthanin memory;registeroperationsaremoreeasilydecipheredthanmemory
operations.

– Themajorassumptionthatwemakeis thatIDAProisableto disassembleaprogram
andbuild anadequatecollectionof preliminaryIRs for it.

We wish to stressthat even though(i) the CFG createdby IDAPro may be in-
completedueto indirect jumps,and(ii) thecall-graphcreatedby IDAPro maybe
incompletedueto indirectcalls, incompleteIRs do not triggererror reports.Both
theCFGandthecall-graphwill be�eshedout accordingto informationrecovered
duringthecourseof value-setanalysis(seeSect.6).

In fact, the relationshipbetweenvalue-setanalysisandthepreliminaryIRs cre-
atedby IDAProis similarto therelationshipbetweenapoints-to-analysisalgorithm
in a C compilerandthepreliminaryIRs createdby theC compiler's front end.In
bothcases,thepreliminaryIRsare�eshedoutduringthecourseof analysis.

3 The Abstract Domain
The abstractstoresusedduring value-setanalysisover-approximatesetsof concrete
stores.Abstractstoresarebasedon theconceptsof memory-regionsanda-locs, which
arediscussed�rst.

3.1 Memory-Regions

Memoryaddressesin anexecutablefor an � -bit machineare � -bit numbers.Hence,one
possibleapproachwould beto useanexisting numericstatic-analysisdomain,suchas
intervals [8], congruences[14], etc., to over-approximatethe setof values(including
addresses)that eachdataobject canhold. However, thereare several problemswith
suchan approach:(1) addressesget reused,i.e., the sameaddresscanrefer to differ-
ent programvariablesat runtime; (2) a variablecan have several runtime addresses;
and(3) addressescannotbedeterminedstaticallyin certaincases(e.g.,memoryblocks
allocatedfrom theheapvia malloc ).

Even thoughthe sameaddresscanbe sharedby multiple activation records,it is
possibleto distinguishamongtheseaddressesbasedon whatprocedureis active at the
time the addressis generated(i.e., a referenceto a local variableof f doesnot refer
to a local variableof g). Value-setanalysisusesan analysis-timeanalogof this: We
assumethattheaddress-spaceof a processconsistsof severalnon-overlappingregions
calledmemory-regions. For a givenexecutable,thesetof memory-regionsconsistsof
oneregionperprocedure,oneregionperheap-allocationstatement,andaglobalregion.
We do not assumeanything abouttherelative positionsof thesememory-regions.The
region associatedwith a procedurerepresentsall instancesof theprocedure's runtime-
activationrecord.Similarly, theregionassociatedwith aheap-allocationstatementrep-
resentsall memoryblocksallocatedby that statementat runtime.The global region
representstheuninitialized-dataandinitialized-datasectionsof theprogram.

Fig. 2(b) shows thememory-regionsfor theprogramfrom Fig. 1. Theprogramhas
a singleprocedure,andhencehastwo regions:onecorrespondingto global dataand
theothercorrespondingto theactivationrecordof main .
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Theanalysistreatsall dataobjects,whetherlocal, global,or in theheap,in a fash-
ion similar to theway compilersarrangeto accessvariablesin localactivationrecords,
namely, via anoffset.We adoptthis notionaspartof our concretesemantics:a “con-
crete” memoryaddressis representedby a pair: (memory-region, offset). (Thus,the
concretesemanticsalreadyhasa degreeof abstractionbuilt into it.) As explainedbe-
low, anabstractmemoryaddresswill trackpossibleoffsetsusinganumericabstraction.

For the programfrom Fig. 1, the addressof local variablep array0 is the pair
(AR main,-44) , andthatof globalvariablepart2Value is (Global,4) .

At theenternodeof a procedureP, registeresp pointsto thestartof theactivation
recordof P. Therefore,theenternodeof a procedureP is consideredto bea statement
thatinitializesesp with theaddress(AR P, 0).

A call on malloc at programpoint L is consideredto bea statementthatassigns
theaddress(malloc L, 0).

3.2 A-Locs

Indirectaddressingin x86 instructionsinvolvesonly registers.However, it is not suf�-
cientjust to trackvaluesonly for registers,becauseregisterscanbeloadedwith values
from memory. If the analysisdoesnot alsotrack an approximationof the valuesthat
memorylocationscanhold, thentheapproximationproducedfor the registerswill be
very imprecise.Datadependencesobtainedfrom thesesetswill oftenbenobetterthan
thoseobtainedby treatingmemoryoperationsconservatively (i.e.,everymemoryoper-
ationaffectseveryothermemoryoperation).

Instead,weusewhatwecall thea-locabstraction:An a-locis roughlyequivalentto
a variablein a C program.Thea-locabstractionis basedon thefollowing observation:
the datalayout of the programis establishedat compile-time;2 beforegeneratingthe
executable,the compilerdecideswhereto placethe global variables,local variables,
etc.Globalswill beaccessedvia directoperandsin theexecutable.Similarly, localswill
beaccessedvia indirectoperandswith esp (or ebp ) asthebaseregister, but aconstant
offset.Thus,examinationof directandindirectoperandsprovidesa roughideaof how
thecompiler(or the assemblyprogrammer)laid out thedata;i.e., it providesa rough
ideaof thebaseaddressesandsizesof theprogram'svariables.Consequently, wede�ne
ana-locto bethesetof locationsbetweentwo suchconsecutiveaddressesor offsets.

For theprogramfrom Fig. 1, thedirectoperandsare[0] and[4] . Therefore,we
have two a-locs:mem0 (for addresses

���������

) andmem4 (for addresses�
�����	�

). Also,
theesp /ebp -basedindirectoperandsare[esp+0] , [esp+4] , and[esp+24] . These
operandsareaccesseson thelocal variablesin theactivationrecordof main . Onentry
to main , esp 
 (AR main,0) ; thedifferencebetweenthevalueof esp on entryto
main andthevalueof esp whenthe local variablesareaccessedis -44 . Thus,these
memoryreferencescorrespondto theoffsets-44 , -40 , and-20 in thememory-region
for AR main . Theseoffsetswill bereferredto asar offsets . Thisgivesriseto three
morea-locs:var 2c , var 28, andvar 14.3 In additionto thesea-locs,ana-locfor
thereturnaddressis alsode�ned; its offsetin AR main is 0.

Note that var 2c correspondsto all of the source-codevariablep array0 . In
contrast,var 28 andvar 14 correspondto disjoint segmentsof arraya[] : var 28
correspondsto a[0..4] ; var 14 correspondsto a[5..9] .

2 Even if it is hand-writtenassembly, the programmershouldhave chosensomedata-layout
strategy.

3 Thenumbersfollowing ªvar º aretheoffsetin hexadecimalto thebeginningof thea-loc.
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Similarly, we have onea-locperheap-region. In additionto thesea-locs,registers
arealsoconsideredto bea-locs.Notethatanexecutablealsohasasectionfor read-only
data.The valuesof theselocationscannotchangeduring programexecution;hence,
a-locsarenotaddedfor read-onlydata.

Offsetsof an a-loc: Oncethe a-locsare identi�ed, the relative positionsof these
a-locsin their respective regionsarealsorecorded.This informationwill helpusdeal
with pointer-arithmeticoperations,asdescribedin Sect.4.1. The offset of an a-loc �

in a region ����� will berepresentedasoffset �������
	��
� . For example,for theprogram
from Fig. 1, offset(AR main,var 14) is -20 .

Addr essesof an a-loc: Theaddressesthatbelongto ana-loc � canberepresented
by a pair �������
	�� offset	 offset ����������������� , where ����� representsthememoryregion to
whichit belongsto,offsetis theoffsetof thea-locwithin theregion,and ������� is thesize
of thea-loc.A pair of theform � ��	���� representsthesetof integers  �"! �$# �%#&��' . For
theprogramfrom Fig. 1, theaddressesof a-locvar 14 are � AR main 	��(���

�

	����

�

�

) �

�*������
+� AR main 	��,���

�

	��

)

�-��� . The ������� of ana-locmaynot beknown for heap
a-locs.In suchcases,���.�/� 
&0 .

3.3 Abstract Stores

An abstractstoreshouldover-approximatethesetof memoryaddressesthateacha-loc
holdsataparticularprogrampoint.As describedin Sect.3.1,everymemoryaddressis a
pair (memory-region,offset).Therefore,asetof memoryaddressesin amemoryregion

����� is representedas �1�����
	� �2/34	�2456	

�����

	�247�'4� . Theoffsets 2/34	�2456	

�����

	�247 arenumbers;
they canberepresented(i.e.,over-approximated)usinganumericabstractdomain,such
asintervals,congruences,etc.We useareducedinterval congruence(RIC) for thispur-
pose.A reducedinterval congruenceis the reducedcardinalproduct[9] of an interval
domainandacongruencedomain.Forexample,thesetof numbers 1,3,5,7' canberep-
resentedastheRIC �

)98

�:���<;=�

�

	

�

� .EachRIC canberepresentedasa4-tuple:thetuple
(a,b,c,d)standsfor � �%� �4	�>?� �A@ , anddenotesthesetof integers  <�
B �C@D! BFE%� �<	�>?�G' .4

For instance, 1, 3, 5, 7 ' is representedasthetuple �

)

	

�

	

�

	��<� .
An abstractstoreis avalueof typea-loc HI� memory-region H RIC� . For instance,

for the programfrom Fig. 1, at statement7, eax holdsthe addressesof the �rst � ve
elementsof main 's local array, and thus the abstractstoremapseax to [(Global

J

H�K ), (AR main J

H �L�

�

	 �6�M� �

�

)].
For conciseness,theabstractvaluesthatrepresentaddressesin ana-locfor different

memory-regionswill be combinedtogetherinto an � -tuple of RICs, where � is the
numberof memoryregions.Suchan � -tuplewill bereferredto asavalue-set. Thus,an
abstractstoreis a mapfrom a-locsto value-sets:a-loc H RICN . At statement7, the
abstractstoremapseax to thevalue-set�OKP	����

�

	��9�M� �

�

� .
We choseto useRICs becausein our context, it is importantfor the analysisto

discover alignmentandstride informationso that it can interpretindirect-addressing
operationsthatimplementeither(i) �eld-accessoperationsin anarrayof structs,or (ii)
pointer-dereferencingoperations.Thatis, it is importantto discover thatasetof offsets
in memory-region f consistsof, say,  ��

�9Q

	��

)6R

	��

) �

' , ratherthanmerelythe range
�,�

�/Q

	��

) �

� . If suchoffsetsareusedin anindirect-addressingoperation,theformerset
permitsusto determinethatthememoryaccessedis 4-bytealigned.

Whenthecontentsof a pointerp is not alignedwith theboundariesof variables,a
memoryaccesson *p canfetchportionsof two variables;similarly, a write to *p can

4 BecauseS is allowedto have thevalue TVU , wecannotalwaysadjustW and X sothat S is 0.
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overwriteportionsof two variables.Suchoperationscanbeusedto forgenew addresses.
For instance,supposethattheaddressof variablea is 1000 , theaddressof variableb
is 1004 , andthevalueof p is 1001 . Then*p (asa4-bytefetch)wouldretrieve

�

bytes
of a and � byteof b. Thus,if value-setanalysiswerebasedonrangeinformationrather
thanRICs, it would eitherhave to try to track segmentsof (possible)contentsof data
objects,or treatsuchdereferencesconservatively by returning � , therebylosing track
of all information.(Even if theanalysistrackedsegmentsof possiblecontentsof data
objects,it would have to throw up its handson any subsequentdereference:a static-
analysisalgorithmwouldhavedif�culties trackingtheconsequenceof adereferenceof
a mixed-segmentaddress,suchasa dereferenceof thevaluefetchedfrom *p .)

Theseissuesmotivatedthe useof RICs becauseRICs arecapableof representing
certainnon-convex setsof integers.(In theexamplediscussedabove,  ��

�9Q

	��

)6R

	��

) �

'

correspondsto theRIC �

R

�

�

	

)

���

) �

.)
Value-setsform a lattice. The following operatorsare de�ned for value-sets.All

operatorsarepointwiseapplicationsof thecorrespondingRIC operator.

– ���
�
3��

�
�
5

� : Returnstrue if thevalue-set�
�
3 is a subsetof ���

5 , falseotherwise.
(Thisde�nesthepartialorderon thevalue-setlattice).

– ���
�43�������5�� : Returnstheintersection(meet)of value-sets�
�93 and �
��5 .
– ���
�43�������5�� : Returnstheunion(join) of value-sets�
�93 and �
��5 .
– ���
�43
	��
��5�� : Returnsthe value-setobtainedby widening �
�93 with respectto �
��5 .

Supposethat ���63 
 � �

�

	 �L�

�

	������ and �
��5 
 � �

�

	 �L�

�

	

)

��� , then �����43
	�����5<� 


� �

�

	����

�

	?0 ��� .5

– ���
��
 >�� : Returnsthe value-setobtainedby adjustingall the valuesin ��� by the
constant> . Supposethat �
� 
 � � 	 �L�

�

	

)

� � ��� and > 
 �

)

, then ���
��
*>�� returns
� �

Q

	����

�

	

)

� � �

Q

� .
– �
�����/	��<� : Returnsa pair of sets ��� 	��=� . � representsthesetof “fully accessed”a-

locs: it consistsof thea-locsthatareof size � andwhosestartingaddressesarein
��� . � representsthesetof “partially accessed”a-locs:it consistsof (i) a-locswhose
startingaddressesarein �
� but arenotof size � , and(ii) a-locswhoseaddressesare
in �
� but whosestartingaddressesandsizesdonotmeettheconditionsto bein � .

– RemoveLowerBounds( �
� ) : Returnsthevalue-setobtainedby settingthelower
boundof eachcomponentRIC to � 0 . For example,if �
� 
 � �

�

	��

� �

�O	��,�

� �

	

) � �

��� ,
thenRemoveLowerBounds( �
� ) 
 � �(� 0 	��

� �

��	��(� 0*	

) � �

��� .
– RemoveUpperBounds( �
� ) : Similar to RemoveLowerBounds , but setsthe

upperboundof eachcomponentto 0 .

To representtheabstractstoreat eachprogrampoint ef�ciently , we useapplicative
dictionaries,which provide a space-ef�cient representationof a collection of dictio-
naryvalueswhenmany of thedictionaryvalueshavenearlythesamecontentsasother
dictionaryvaluesin thecollection.Applicative dictionariescanbeimplementedusing
applicative balancedtrees[26,21], which arestandardbalancedtreeson which all op-
erationsarecarriedout in theusualfashion,exceptthatwheneveroneof the�elds of an
interior node � would normallybechanged,a new node ��� is createdthatduplicates

� , andchangesaremadeto the �elds of ��� . To be ableto treat ��� asthe child of
parent(� ), it is necessaryto changetheappropriatechild-�eld in parent(� ), soa new
nodeis createdthatduplicatesparent(� ), andsoon,all theway to therootof thetree.

5 Wideningof two RICs is equivalent to the wideningof the correspondingintervals [8] and
congruences[14].
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Thus,new nodesareintroducedfor eachof theoriginal nodesalongthepathfrom �

to therootof thetree.

4 Value-SetAnalysis

Thissectiondescribesthevalue-setanalysisalgorithm.Value-setanalysisis anabstract
interpretationof the executableto �nd a safeapproximationfor the setof valuesthat
eachdataobject holds at eachprogrampoint. It usesthe domainof abstractstores
de�ned in Sect.3. The presentimplementationof value-setanalysisis �o w-sensitive
andcontext-insensitive.6

Value-setanalysishassimilaritieswith thepointer-analysisproblemthathasbeen
studiedin greatdetail for programswritten in high-level languages.For eachvariable
(sayv), pointeranalysisdeterminesanover-approximationof thesetof variableswhose
addressesv canhold. Similarly, value-setanalysisdeterminesan over-approximation
of thesetof addressesthateachdataobjectcanholdateachprogrampoint.Theresults
of value-setanalysiscan also be usedto �nd the a-locswhoseaddressesa given a-
loc � contains.On the other hand,value-setanalysisalso hassomeof the �a vor of
numericstaticanalyses,wherethegoal is to over-approximatethe integervaluesthat
eachvariablecanhold. In additionto informationaboutaddresses,value-setanalysis
determinesanover-approximationof thesetof integervaluesthateachdataobjectcan
holdat eachprogrampoint.

4.1 Intrapr oceduralAnalysis

Label on e Transfer function for edge e

R1=R2+�

let
�

R2 ������	��
 e.Before
e.After � 
 e.Before ��� R1 ���������� R1 ������������

* (R1+��� )=R2+���

let � R1 ������ �!�#"�� R2 ������$���%
 e.Before "

� &

"!'(��
)�

�

��� �*������"�����"

tmp 
 e.Before ��+�� ,-� �.�$�0/!,-
1'32��-+�� ,-� �.45�6/�,7
7'32 , and
'98	: � be the procedure containing the statement

if ( /

&

/;
=< and / '>/;
�? and ( '@8 : � is not recursive) and (
&

has no heap objects)) then
e.After � 


�

tmp ��+�� �A� �.�$�6/	�>


&

2��1+�� �A� ���������������0/��B


&

2;� // Strong update
else

e.After � 


�

tmp �-+�� �C� �.�$�0/��>


&

2D�(+�� �A� �

�

�����D�B�����FE5����G��0/	�>


&

"	� �>� ���H�$G��%
 e.Before 2 � // Weak update

R1=* (R2+��� )+ ���

let
�

R2 �������IJ����
 e.Before and
� &

"!'(��
)�

�

����IJ���K�	��"��	�

if / '>/F
�? then
let ����L!M	N5
)OA+�����G�/ �>


&

"�� �A� ������G$�%
 e.Before 2

e.After � 
 e.Before ��� R1 ��P�$���Q� R1 ��

�

����L�M	N0�K�$��� �

else
e.After � 
 e.Before ��� R1 ��P�$���Q� R1 ��.45�

R1 RS�

let � R1 �������I%�!�T
 e.Before and ���	U�


�

� �@VS"!���#"�4("$W$W$W$"�4@�

e.After � 
 e.Before ��� R1 ���������� R1 �������I%�*XA���	UY�

R1 Z R2
let � R1 �������I%�!� "	� R2 �������IJ���%
 e.Before and �H�$[ \*
 RemoveUpperBounds

�

����IJ�	�

e.After � 
 e.Before ��� R1 ���������� R1 �������I%�*XA���$[ \Y�

Fig.4. Transferfunctionsfor value-setanalysis.(In thesecondandthird cases,� repre-
sentsthesizeof thedereferenceperformedby theinstruction.)

This subsectiondescribesan intraproceduralversionof value-setanalysis.For the
time being,we will considerprogramsthat have a single procedureand no indirect
jumps.To aid in explainingthealgorithm,weadoptaC-likenotationfor programstate-
ments.We will discussthe following kindsof instructions,whereR1 andR2 aretwo

6 In thenearfuture,weplanto extendtheimplementationto haveadegreeof context-sensitivity,
usingthecall-stringsapproachto interproceduraldata¯ow analysis[31].
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registersof thesamesize,and > , > 3 , and > 5 areexplicit integerconstants:

R1 
 R2 �A> R1 # >

* � R1 �A>�3-� 
 R2 �A>-5 R1 � R2
R1 
 * � R2 �C>�3-� �A>-5

Theanalysisis performedon a CFGfor theprocedure.TheCFGconsistsof onenode
perx86instruction;theedgesarelabeledwith theinstructionatthesourceof theedge.If
thesourceof anedgeis aconditional,thentheedgeis labeledaccordingto theoutcome
of the conditional.For instance,the edge14 H L1 will be labeledecx � 5, whereas
theedge14 H 15 will be labeledecx � 5. Oncewe have theCFG,anabstractstoreis
obtainedfor eachprogrampointby abstractinterpretation[8]. Thetransformersfor the
variousedgesarelistedin Fig. 4. Becausethetransformersfor all conditionalsarevery
similar, only somesampletransformersaregiven for conditionals.Eachtransformer
takesanabstractstoreandreturnsa new abstractstore.Becauseeachactivation-record
region of a procedurethat may be calledrecursively—aswell aseachheapregion—
potentiallyrepresentsmorethanoneconcretedataobject,assignmentsto their a-locs
mustbe modeledby weakupdates,i.e., the new value-setmustbe unionedwith the
existingone,ratherthanreplacingit (seecasetwo of Fig. 4).

Theabstractstorefor theentrynodeconsistsof theinformationabouttheinitialized
globalvariablesandtheinitial valueof thestackpointer(esp ).

The abstractdomainhasin�nite ascendingchains.Hence,to ensuretermination,
wideningneedsto beperformed.Wideningneedsto becarriedoutat leastonenodeof
every cycle in theCFG;however, thenodeat which wideningis performedcanaffect
theaccuracy of theanalysis.To choosewideningpoints,our implementationof value-
setanalysisusestechniquesfrom [3].

Example2. For theprogramfrom Fig. 1, theabstractstorefor theentrynodeof main
is  esp J

HI��KP	

�

� , mem0 J

HI�

�

	?K � , mem4 J

HI� �/	?K �?' .
The �xpoint solutionof value-setanalysisfor instruction7 is  esp J

H ��KP	���� ��� ,
mem0 J

H �

�

	?K � , mem4 J

H � �9	 K � , eax J

H �OKP	 �L�

�

	 0%� � �

�

� , ebx J

H ��KP	��L�

�

	 0%�M�

) �

� , var 2c J

H �OKP	����

�

� , ecx J

H ���

�

	��6��	?K � ' and that of instruction16 is  esp
J

H ��KP	���� ��� , mem0 J

H �

�

	?K � , mem4 J

H � �/	?K � , eax J

H �OKP	 �L�(�9	?0 � � �

�

� , ebx
J

H �OKP	����,�/	?0 � �

) �

� , var 2c J

H �OKP	����

�

� , ecx J

H � � �
	��<��	?K � , edi J

H ��KP	����

�

�?' .
The�xpoint solutionfor otherinstructionscanbefoundin App. A.

Note that the value-setsobtainedby the analysiscanbe usedto discover the data
dependencethat exists betweeninstructions7 and16. At instruction7, eax J

H ��K

	��L�

�

	 0%�4� �

�

� , andthus �
�G�������	� 


�

	 ��� returnsthesetof a-locs  var 28, var 14,
ret main ' . Similarly, atinstruction16 �M�1�
����
�� 


R

	 ��� returnsthesetof a-locs var 28 ' .
Becausethea-locsetsoverlap,instruction16 is datadependenton instruction7.

Theresultsof value-setanalysisalsoshow thatinstruction16 is notdatadependent
on9. At instruction9,ebx J

HI�OKP	 �L�

�

	 0%�4�

) �

� , andthus �M�1�
����
�� 


�

	���� at instruction
9 returns var 14, ret main ' . Becausethea-locsetsdonotoverlap,16 is not data
dependenton9.

Note that the a-loc ret main is also includedin the set of variablesaccessed
througheax at instruction7. This is becausethe analysiswasnot ableto determine
theupperboundfor eax . Observethateax is dependenton theloopvariableecx . We
discussin Sect.5 how theimplementedsystemactually�nds upperor lowerboundsfor
variablesthataredependenton theloopvariable. �
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4.2 Inter proceduralAnalysis
Let usnow considerprocedurecalls,but for now ignoreindirectjumpsandcalls.Inter-
proceduralanalysispresentsnew problemsbecausetheformalsof a procedureandthe
actualsof a call needto be identi�ed. This informationis not directly availablein the
disassemblybecauseparametersaretypically passedon thestackin thex86 architec-
ture.Moreover, the instructionsthatpushthe actualparameterson the stackneednot
occurimmediatelybeforethecall. The following examplewill be usedto explain the
interproceduralcase:

Example3. Fig. 5 shows a programwith two procedures,main and initArray .
Proceduremain hasan integer arraya, which is initialized by calling initArray .
After initialization, main returnsthe secondelementof arraya. The disassemblyis
alsoshown.

�

int part1Value=1 ,
part2Value=0;

void initArray(int a[],
int size) �

int *part1 ,*part2;
int i ;
part1=&a[0];
part2=&a[5];
for(i=0;i<size;++i) �

*part1=part1Value;
*part2=part2Value;
part1++;
part2++;

�

return ;
�

int main() �

int i,a[10],*p array0;
p array0=&a[0];
initArray(a,5);

return *p array0;
�

proc initArray
1 lea eax, [esp+4]
2 mov ebx, eax
3 add ebx, 20
4 mov ecx, 0

L1: mov edx, [0]
6 mov [eax], edx
7 mov edx, [4]
8 mov [ebx], edx
9 add eax, 4

10 add ebx, 4
11 inc ecx
12 cmp ecx, [esp+8]
13 jl L1
14 retn

proc main
15 sub esp,44
16 lea eax,[esp+4]
17 mov [esp+0], eax
18 push 5
19 push eax
20 call initArray
21 add esp, 8
22 mov edi,[esp+4]

23 mov eax,[edi]
24 add esp,44
25 retn
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var_2c

ext_30

ret_main

var_28

var_14

ext_34

Global AR_main

(a)C program (b) Disassembly (c) Memory-regions

Fig.5. Interproceduralexample

Formal parameters On entry to a procedure,esp points to the returnaddress,and
theparametersto theprocedurearethebytesbeyondthereturnaddress(in thepositive
direction).Hencethe ar offsetsfor the formal parameterswill be positive. Using this
observation,thenumberof formalparametersfor theprocedurecanbedeterminedby

Numberof formals 


�

(max(aroffsets)+stackwidth-sizeof(returnaddress))
stackwidth �

wherestackwidth is 4 for 32-bit executablesand 2 for 16-bit executables.For our
example,the maximumar offset in initArray is 8 (correspondingto the operand
[esp+8] ), andthesizeof thereturnaddressis 4; hence,therearetwo formals.

Actual parametersandregistersaves In anx86program,stackoperationslikepush/pop
implicitly modify somelocationsin theactivationrecordof a procedure(sayP). These
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locationscorrespondto the actualparametersof a call andto thoseusedfor register
spilling andcaller-savedregisters.Thelocationsaccessedby push/popinstructionsare
notexplicitly foundasesp/ebp -relativeaddresses,andsothealgorithmthatidenti�es
a-locswill not introducevariablesfor the memorylocationsaccessedby thesestack
operations;consequently, we introduceadditionalvariables,which we call extended
variables, for memorylocationsthatareimplicitly accessedby suchstackoperations.
To do this, thesmallestsp delta for P is determined.This representsthemaximum
limit to which thestackcangrow in asingleinvocationof P.7 If weareunableto �nd a
�nite minimum,theanalysisstopsandreportsa problem.If thereis a �nite minimum,
thenextendedvariablesareaddedto theactivationrecordto �ll thespacebetweenthe
lowestlocal variableandtheminimumsp delta .

At a call on a procedurethathas � formals,the last � extendedvariablesrepresent
theactualparameters.Fig. 5(c) shows theextendedvariablesfor proceduremain and
theformalparametersfor procedureinitArray for theprogramin Example3.

Handling of callsand returns Theinterproceduralalgorithmis similarto theintrapro-
ceduralalgorithm,but analyzesthe supergraphof the executable.In the supergraph,
eachcall site hastwo nodes:a call nodeandan end-callnode.The only successorof
thecall nodeis theentrynodeof thecalledprocedureandtheonly predecessorof the
end-callnodeis theexit nodeof theprocedurecalledby thecorrespondingcall node.
Nodesandedgesfor all otherinstructionsaresimilar to the intraproceduralCFG.The
callH entryandtheexit H end-calledgeswill berefereedto aslinkageedges.

Thetransformersfor all the intraproceduraledgesarethesameasfor theintrapro-
ceduralalgorithm.

Thetransformerfor thecallH entryedgeassignsactualsto formalsandalsochanges
esp to re�ect thechangein thecurrentactivationrecord.Theabstractvaluefor theen-
try nodeof aprocedureP is determinedasfollows:Thejoin of thevalue-setsassociated
with the �rst extendedvariableat calls to P is assignedto the �rst formal, andso on
for eachformal of P. The value-setfor esp is set to ��KP	

�����

	

�

	

�����

	 K � , wherethe 0
occursin the slot for P. In the �xpoint solutionfor Example3, the abstractvaluefor
theenternodeof initArray is:  mem0 J

H �

�

	?KP	 K � , mem4 J

H � �/	?KP	 K � , arg 0
J

HI�OKP	����

�

	 K � , arg 4 J

H ���
	 KP	?K � , eax J

HI��KP	����

�

	?K � , esp J

HI��KP	?KP	

�

� , ext 2c
J

HI���M	?KP	?K � , ext 30 J

HI�OKP	����

�

	 K �"' .
Herethe�rst componentof eachvalue-setcorrespondsto theGlobal region, the

secondto theAR main region,andthelastto theAR initArray region.
Thetransformerfor theexit H end-calledgeordinarilyrestoresthevalue-setof esp

to thevaluebeforethecall.Thiscorrespondsto thenormalcasewhenthecalleerestores
thevalueof esp to thevaluebeforethecall. However, in someproceduresthecallee
doesnotrestoreesp . For instance,alloca allocatesmemoryonthestackby subtract-
ing somenumberof bytesfrom esp . Value-setanalysistakescareof thosechangesin
esp thatarejust additions/subtractionsto the initial valuewhenit candeterminethat
thechangeis alwayssomeconstantamount.In suchcases,esp is restoredto thevalue
beforethe call plus/minusthe change.If value-setanalysiscannotdeterminethat the
changeis a constant,thenit issuesanerrorreport.

7 Thestackcangrow deeperdueto callsmadeby P; however, theseoperationsarenot relevant
becausewe areconcernedmerelywith identifying thesizeof theactivationrecordfor P.
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5 Af�ne Relations
Recallthat in Example2, value-setanalysiswasunableto �nd �nite upperboundsfor
eax at instruction7 andebx at instruction9. This causesret main to be added
to the possibly-killedsetsfor instructions7 and 9. This sectiondescribeshow our
implementationof value-setanalysisobtainsimprovedresults,by identifying andthen
exploiting integer af�ne relationsthat hold amongthe program's registers,using an
interproceduralalgorithmfor af�ne-relationanalysisdueto Müller-Olm andSeidl[19].
Thealgorithmis usedto determine,for eachprogrampoint,all af�ne relationsthathold
amonganx86's8 registers.More detailsaboutthealgorithmcanbefoundin App. B.

An integeraf�ne relationamongvariables��� ( � 
 �

�����

� ) is a relationshipof the
form ��� �

�

7

��� 3

���1��� 


�

, wherethe ��� ( � 
 �

�����

� ) areintegerconstants.An af�ne
relationcanalsoberepresentedasan �1� � �<� -tuple, �G� � 	��
34	

�����

	���7M� . Therearetwo op-
portunitiesfor incorporatinginformationaboutaf�ne relations:(i) in theinterpretation
of conditionalinstructions,and(ii) in animprovedwideningoperation.Our implemen-
tationof value-setanalysisincorporatesbothof theseusesof af�ne relations.

At instruction14 in theprogramin Fig.1, eax , esp , andecx areall relatedby the
af�ne relationeax 
 � esp � � � ecx � � � . Whenthetruebranchof theconditional
jl L1 is interpreted,ecx is boundedon the upperendby 4, andthusthe value-set
ecx at L1 is � �

�

	 �6��	?K � . (A value-setin which all RICs are K exceptthe onefor the
Global region representsa setof purenumbers,aswell asa setof globaladdresses.)
In addition,thevalue-setfor esp atL1 is ��KP	���� ��� . Usingthesevalue-setsandsolving
for eax in theaboverelationyields

eax 
 �OKP	���� ��� � � � ���

�

	��9�O	 K � � � 
 ��KP	���� ��� � � � �

�

	 �6� � � 
 �OKP	 �L�

�

	 �6�9� �

�

�

�

In thisway, asharpervaluefor eax atL1 is obtainedthanwouldotherwisebepossible.
Halbwachsetal. [15] introducedthe“widening-up-to”operator(alsocalledlimited

widening), whichattemptsto preventwideningoperationsfrom “over-widening”anab-
stractvalueto � 0 (or � 0 ). To performlimited widening,it is necessaryto associatea
setof inequalities� with eachwideninglocation.For polyhedralanalysis,they de�ned

� 	
	�� to bethestandardwideningoperation� 	
� , togetherwith all of theinequali-
tiesof � thatsatisfyboth � and � . They proposedthattheset � bedeterminedby the
linearrelationsthatforcecontrolto remainin theloop.Our implementationof value-set
analysisincorporatesa limited-wideningalgorithm,adaptedfor reducedinterval con-
gruences.For instance,supposethat � 
 � �

J

H

�

�

�

	

)

� � �9� , � 
 � �

J

H

�

�

�

	

�

� � �9� ,
and � 
  �:#

)9R

' . Ordinarywideningwould produce( �

J

H

�

�

�

	 � 0%� � � ), whereas
limited wideningwould produce( �

J

H

�

�

�

	

�

� � � ). In somecases,however, thea-loc
for whichvalue-setanalysisneedsto performlimited wideningis a register �93 , but not
the registerthat controlsthe executionof the loop (say �45 ). In suchcases,the imple-
mentationof limited wideningusestheresultsof af�ne-relationanalysis—togetherwith
known constraintson �<5 andotherregistervalues—todetermineconstraintsthatmust
holdon �<3 . For instance,if theloopback-edgehasthelabel �45 #

) �

, andaf�ne-relation
analysishasdeterminedthat �63 
 � � ��5 alwaysholdsat this point, thentheconstraint

�
3

#

R �

canbeusedfor limited wideningof �
3 's abstractvalue.

6 Indir ect Jumpsand Indir ect Calls
Thesupergraphof theprogramwill not becompletein thepresenceof indirect jumps
andindirectcalls.Consequently, missingjumpandcall edgesneedto beinsertedduring

14



value-setanalysis.For instance,supposethatvalue-setanalysisis interpretinganindi-
rect jump instructionJ1: jmp 1000[eax*4] , andlet thecurrentabstractstoreat
this instructionbe  eax J

H � �

�

	��6�O	 KP	

�����

	?K � . Edgesneedto beaddedfrom J1 to the
instructionswhoseaddressescouldbe in memorylocations  1000,1004,

�����

, 1036' .
If theaddresses 1000,1004,

�����

, 1036' referto theread-onlysectionof theprogram,
thentheaddressesof thesuccessorsof J1 canbereadfrom theheaderof theexecutable.
If not, theaddressesof thesuccessorsof J1 in locations  1000,1004,

�����

, 1036' are
determinedfrom thecurrentabstractvalueatJ1 . Dueto possibleimprecisionin value-
setanalysis,it couldbethecasethatvalue-setanalysisreportsthatthelocations 1000,
1004,

�����

, 1036' haveall possibleaddresses.In suchcases,value-setanalysisproceeds
without addingnew edges.However, this could leadto anunder-approximationof the
value-setsat programpoints.Therefore,theanalysisissuesa reportto theuserwhen-
eversuchdecisionsaremade.We will referto suchinstructionsasunsafeinstructions.
Anotherissuewith usingtheresultsof value-setanalysisis thatanaddressidenti�ed as
a successorof J1 might not bethestartof an instruction.Suchaddressesareignored,
andthesituationis reportedto theuser.

Indirect calls can be handledsimilarly, with a few additionalcomplications.(At
present,the techniquesto handleindirect calls have not yet beenincorporatedin our
implementation.)

– A successorinstructionidenti�ed by themethodoutlinedabovemaybein themid-
dleof a procedure.In suchcases,theanalysiscanreportthis to theuser.

– The successorinstructionmay not be part of a procedurethat was identi�ed by
IDAPro. This is due to the limitations of IDAPro's procedure-�ndingalgorithm:
IDAPro doesnot identify proceduresthatarecalledexclusively via indirect calls.
In suchcases,value-setanalysiscaninvokeIDAPro'sprocedure-�ndingalgorithm
explicitly, to force a sequenceof bytesfrom the executableto be decodedinto a
sequenceof instructionsandsplicedinto theIR for theprogram.

7 PerformanceEvaluation

Program ProceduresInstructionsMalloc
sites

Indirect
jumps Calls

Indirect
calls

Memory
usage
(MB)

Value-
set

analysis
(sec.)

Af�ne-
relation
analysis
(sec.)

javac 36 3555 1 0 133 79 150 42 36
cat(2.0.14) 123 3892 1 3 138 4 175 51 32
cut (2.0.14) 129 4329 2 3 182 4 150 28 50
grep(2.4.2) 245 16808 18 4 654 6 450 85 78
�e x (2.5.4) 239 23435 0 7 1200 3 850 200 376

Table 1. Runningtimes and storagerequirementsfor value-setanalysisand af�ne-
relationanalysis.

Table1 shows therunningtimesandstoragerequirementsof our prototypeimple-
mentationfor analyzinga setof Win32 andLinux/x86 programs;theprogramversion
is shown in parentheses.As atemporaryexpedient,callsto library functionsaretreated
duringanalysisasidentity transformers.

The analyseswere performedon a Pentium-4with a clock speedof 3.06GHz,
equippedwith aphysicalmemoryof 4GBandrunningWindows2000.(Theper-process
addressspacewaslimited to 2GB.)
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Program No VSA VSA CrudeVSA
javac 14973 40843 42186
cat(2.0.14) 14048 30922 31403
cut (2.0.14) 16591 29410 31770
grep(2.4.2) 80115 170648 191172

Table 2. Comparisonof three variants of
value-setanalysis.

To contrast the capabilities of
value-setanalysiswith analysisalgo-
rithmsthattreatmemoryaccessesvery
conservatively—i.e.,if a registeris as-
signeda value from memory, it is as-
sumedto take on any value—wecom-
pared it with a version of value-set
analysis,calledcrudevalue-setanaly-
sis, that alwayssetsthe value-setsfor all non-registera-locsto � . Table2 shows the
numberof �o w-dependenceedgesobtainedwith threemethods:(i) withoutusingvalue-
setanalysisatall (whichcausesdependencesto bemissed);(ii) with value-setanalysis;
and(iii) with crudevalue-setanalysis.

8 SoundnessIssues
Soundnesswouldmeanthatvalue-setanalysiswouldidentifyused,killed, andpossibly-
killed setsthatwould nevermissany datadependence,althoughthey might causespu-
riousdependencesto bereported.This is a lofty goal;however, it is notclearthata tool
thatachievesthis goalwould have practicalvalue.(It is achievabletrivially, merelyby
settingall value-setsto � .)

Therearelesslofty goalsthatdonotmeetthestandardarticulatedabove—but may
resultin a morepracticalsystem.In particular, we maynot careif thesystemis sound,
aslongasit canprovidewarningsaboutthesituationsthatariseduringtheanalysisthat
threatenthesoundnessof theresults.This is thepaththatwearefollowing in ourwork,
andarein theprocessof addingsuchreportsto our implementation.

Herearesomeof the casesin which the analysiscanbe unsound,but wherethe
systemcangeneratea reportaboutthenatureof theunsoundness:

– Theprogramis vulnerableto abuffer-overrunattack.Thiscanbedetectedby iden-
tifying a pointat which therecanbeawrite pasttheendof amemory-region.

– The control-�ow graphandcall-graphmay not identify all successorsof indirect
jumpsandindirectcalls.Reportgenerationfor suchcasesis discussedin Sect.6.

– A relatedsituationis ajumpto acodesequenceconcealedin theregularinstruction
stream;thealternativecodesequencewoulddecodeasa legalcodesequencewhen
readout-of-registrationwith theinstructionsin which it is concealed.Theanalysis
coulddetectthis situationasananomalousjump to an addressthat is in thecode
segment,but is not thestartof aninstruction.

– With self-modifying code, the control-�ow graph and call-graphare not avail-
ablefor analysis.The analysiscandetectthe possibility that the programis self-
modifyingby identifyingananomalousjumpor call to a locationthatcanbemod-
i�ed.

9 RelatedWork
Thereis an extensive body of work on analyzingexecutables.The work that is most
closelyrelatedto value-setanalysisis thealias-analysisalgorithmfor executablespro-
posedby Debrayetal. [11]. Thebasicgoalof theiralgorithmis similar to thatof value-
setanalysis:for them,it is to �nd anover-approximationof thesetof valuesthateach
registercanhold at eachprogrampoint; for us, it is to �nd an over-approximationof
thesetof valuesthateach(abstract)dataobjectcanhold at eachprogrampoint,where
dataobjectsincludememorylocationsin additionto registers.In theiranalysis,asetof
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addressesis approximatedby a setof congruencevalues:they keeptrack of only the
low-orderbits of addresses.However, unlike our algorithm,their algorithmdoesnot
makeany effort to trackvaluesthatarenot in registers.Consequently, they losea great
dealof precisionwhenever thereis a loadfrom memory.

CifuentesandFraboulet[5] giveanalgorithmto identify anintraproceduralsliceof
anexecutableby following theprogram'suse-defchains.However, theiralgorithmalso
makesnoattemptto trackvaluesthatarenot in registers,andhencecutsshorttheslice
whena loadfrom memoryis encountered.

Pastwork ondecompilingassemblycodeto ahigh-level languageis alsorelatedto
ourgoals[6, 4,20]. Pastwork ondecompilationhasnotdonemuchto addresstheprob-
lem of recovering informationaboutmemoryaccesses.In our work, this is addressed
via the notion of a-locs,plus additionalinformation that is inferred asanalysispro-
gresses.Consequently, value-setanalysisshouldbe a usefulalgorithmto incorporate
in a decompilationtool. By identifying points-to,range,andstride informationprior
to decompilationproper, value-setanalysisprovidesa rich sourceof informationabout
a program's datalayout; this shouldallow a decompilationtool to do a betterjob of
reversetranslationfor instructionsequencesin which loadsfrom andstoresto memory
areperformed.

Theideaof inferring the layoutof a program's datastructuresbasedon theaccess
patternsin the programis similar to the ideabehindtheAggregateStructureIdenti�-
cation(ASI) algorithmof Ramalingamet al. [23]. However, ASI cannotbeappliedto
x86 codewithout having theresultsof value-setanalysisalreadyin hand:ASI requires
points-to,range,andstrideinformation;however, thisinformationis notavailablefor an
x86 executableuntil aftervalue-setanalysis.Thegoodnews is thatASI canbeapplied
aftervalue-setanalysisto re�ne theprogram'sa-locs,which canallow someclientsof
value-setanalysis—suchasdependenceanalysis—tocomputemorepreciseresults.We
planto useASI in conjunctionwith theresultsof value-setanalysisin futurework.

Xu et al. [33] also createda systemthat analyzedexecutablesin the absenceof
symbol-tableand/ordebugginginformation.Thegoalof their systemwasto establish
whetheror notcertainmemory-safetypropertiesheldin SPARC executables.Initial in-
putsto theuntrustedprogramwereannotatedwith typestateinformationandlinearcon-
straints.Theanalysesdevelopedby Xu et al. werebasedon classicaltheorem-proving
techniques:the typestate-checkingalgorithmusedthe induction-iterationmethod[32]
to synthesizeloopinvariantsandOmega[22] to decidePresburgerformulas.In contrast,
thegoalof thesystemdescribedin thepresentpaperis to recover informationfrom an
x86executablethatpermitsthecreationof intermediaterepresentationssimilar to those
that can be createdfor a programwritten in a high-level language.Value-setanaly-
sisusesabstract-interpretationtechniquesto determineused,killed, andpossibly-killed
setsfor eachinstructionin theprogram.

Severalpeoplehavedevelopedtechniquesto analyzeexecutablesin thepresenceof
additionalinformation,suchasthe sourcecode,symbol-tableinformation,or debug-
ging information[18,2,1,27]. Analysis techniquesthat assumeaccessto suchinfor-
mationarelimited by thefactthatit mustnotbereliedonwhendealingwith programs
suchasviruses,worms,andmobilecode(evenif suchinformationis present).

Dor etal. [12] presentastatic-analysistechnique—implementedfor programswrit-
ten in C—whoseaim is to identify string-manipulationerrors,suchaspotentialbuffer
overruns.In their work, a �o w-insensitive pointeranalysisis �rst usedto detectpoint-
ersto thesamebaseaddress;integer analysisis thenusedto detectrelative-offset re-
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lationshipsbetweenvaluesof pointervariables.The original programis translatedto
anintegerprogramthattracksthestringandintegermanipulationsof theoriginal pro-
gram;the integerprogramis thenanalyzedto determinerelationshipsamongthe inte-
gervariables,which re�ect therelative-offsetrelationshipsamongthevaluesof pointer
variablesin theoriginal program.Becausethey areprimarily interestedin establishing
that a pointer is merelywithin the boundsof a buffer, it is suf�cient for themto use
linear-relationanalysis[10], in which abstractvaluesareconvex polyhedrade�ned by
linearinequalitiesof theform

�

7

��� 3

� � � � #&� , where � andthe � � areintegers,andthe
� � areintegervariables.

In our work, we are interestedin discovering �ne-grained informationaboutthe
structureof memory-regions.As alreadydiscussedin Sect.3.3, it is importantfor the
analysisto discover alignmentandstrideinformationso that it caninterpretindirect-
addressingoperationsthat implement�eld-accessoperationsin an arrayof structsor
pointer-dereferencingoperations.Becausewe needto representnon-convex setsof
numbers,linear-relationanalysisis notappropriate.For thisreason,thenumericcompo-
nentof value-setanalysisis basedon reducedinterval congruences,which arecapable
of representingcertainnon-convex setsof integers.

RuginaandRinard[28] havealsouseda combinationof pointerandnumericanal-
ysis to determineinformationabouta program's memoryaccesses.Thereareseveral
reasonswhy their algorithmis not suitablefor theproblemthatwe face:(i) Their anal-
ysis assumesthat the program's local andglobal variablesareknown beforeanalysis
begins:thesetof “allocationblocks” for which informationis acquiredconsistsof the
program's local andglobalvariables,plusthedynamic-allocationsites.(ii) Their anal-
ysisdeterminesrangeinformation,but doesnot determinealignmentandstrideinfor-
mation.(iii) Pointerandnumericanalysisareperformedseparately:pointeranalysisis
performed�rst, followedby numericanalysis;moreover, it is not obviousthatpointer
analysiscouldbeintertwinedwith thenumericanalysisthatis usedin [28].

Ouranalysiscombinespointeranalysiswith numericanalysis,whereastheanalyses
of RuginaandRinardandDor et al. usetwo separatephases:pointeranalysisfollowed
by numericanalysis.An advantageof combiningthe two analysesis that information
aboutnumericvaluescanleadto improvedtrackingof pointers,andpointerinformation
canleadto improvedtrackingof numericvalues.In our context, this kind of positive
interactionis importantfor discoveringalignmentandstrideinformation(cf. Sect.3.3).
Moreover, additionalbene�ts canaccrueto clientsof value-setanalysis;for instance,
it canhappenthatextra precisionwill allow value-setanalysisto identify thata strong
update,ratherthana weakupdate,is possible(i.e., an updatecanbe treatedasa kill
ratherthanasa possiblekill; cf. casetwo of Fig. 4).

References

1. J. Bergeron,M. Debbabi,J. Desharnais,M.M. Erhioui, Y. Lavoie, and N. Tawbi. Static
detectionof maliciouscodein executableprograms.Int. J. of Req.Eng., 2001.

2. J. Bergeron,M. Debbabi,M.M. Erhioui, and B. Ktari. Static analysisof binary codeto
isolatemaliciousbehaviors. In WETICE, pages184–189,1999.

3. François Bourdoncle.Ef®cientchaoticiterationstrategieswith widenings. In Int. Conf. on
FormalMethodsin Prog. andtheir Appl., Lec.Notesin Comp.Sci.Springer-Verlag,1993.

4. C. CifuentesandA. Fraboulet. Interproceduraldata¯ow recovery of high-level language
codefrom assembly. TechnicalReport421,Univ. Queensland,1997.

18



5. C. CifuentesandA. Fraboulet. Intraproceduralstaticslicing of binaryexecutables.In Int.
Conf. onSoftw. Maint., pages188–195,1997.

6. C. Cifuentes,D. Simon,andA. Fraboulet.Assemblyto high-level languagetranslation.In
Int. Conf. onSoftw. Maint., pages228–237,1998.

7. CodeSurfer, GrammaTech,Inc.,http://www.grammatech.com/products/codesurfer/.
8. P. CousotandR. Cousot.Staticdeterminationof dynamicpropertiesof programs.In Proc.

2ndInt. Symp.on Programming, pages106–130.Dunod,Paris,France,1976.
9. P. CousotandR. Cousot.Abstractinterpretation:A uni®edlatticemodelfor staticanalysis

of programsby constructionor approximationof ®xpoints. In Princ. of Prog. Lang., 1977.
10. P. Cousotand R. Cousot. Automatic discovery of linear restraintsamongvariablesof a

program.In Princ. of Prog. Lang., pages84–97,1978.
11. S.K. Debray, R. Muth, andM. Weippert. Alias analysisof executablecode. In Princ. of

Prog. Lang., pages12–24,1998.
12. N. Dor, M. Rodeh,andM. Sagiv. CSSV:Towardsa realistictool for staticallydetectingall

buffer over¯ows in C. In Prog. Lang. DesignandImpl., pages155–167,2003.
13. Fast library identi®cationand recognitiontechnology, DataRescuesa/nv, Li �ege,Belgium,

http://www.datarescue.com/idabase/¯irt.htm.
14. P. Granger. Staticanalysisof arithmeticcongruences.Int. J. of Comp.Math., 1989.
15. N. Halbwachs,Y.-E. Proy, andP. Roumanoff. Veri®cationof real-timesystemsusinglinear

relationanalysis.FormalMethodsin SystemDesign, 11(2):157–185,1997.
16. S.Horwitz,T. Reps,andD. Binkley. Interproceduralslicingusingdependencegraphs.Trans.

onProg. Lang. andSyst., 12(1):26–60,January1990.
17. IDAPro disassembler, DataRescue sa/nv, Li �ege, Belgium,

http://www.datarescue.com/idabase/.
18. J.R.LarusandE. Schnarr. EEL: Machine-independentexecutableediting. In Prog. Lang.

DesignandImpl., pages291–300,1995.
19. M. Müller-OlmandH. Seidl.Computinginterprocedurallyvalid relationsin af®neprograms.

In Princ. of Prog. Lang., 2004.
20. A. Mycroft. Type-baseddecompilation.In EuropeanSymp.on Programming, 1999.
21. E.W. Myers. Ef®cientapplicative datatypes.In Princ. of Prog. Lang., pages66–75,1984.
22. W. Pugh. The Omega test:A fastandpracticalintegerprogrammingalgorithmfor depen-

denceanalysis.In Supercomputing, pages4–13,1991.
23. G. Ramalingam,JohnField,andFrankTip. Aggregatestructureidenti®cationandits appli-

cationto programanalysis.In Princ. of Prog. Lang., pages119–132,1999.
24. T. RepsandG. Rosay. Preciseinterproceduralchopping.In Found.of Softw. Eng., 1995.
25. T. Reps,S. Schwoon, and S. Jha. Weightedpushdown systemsand their applicationto

interproceduraldata¯ow analysis.In StaticAnalysisSymp., 2003.
26. T. Reps, T. Teitelbaum,and A. Demers. Incrementalcontext-dependentanalysis for

language-basededitors.Trans.onProg. Lang. andSyst., 5(3):449–477,July1983.
27. X. Rival. Abstractinterpretationbasedcerti®cationof assemblycode.In Int. Conf. onVerif.,

ModelChecking, andAbs.Int., 2003.
28. R. RuginaandM.C. Rinard. Symbolicboundsanalysisof pointers,arrayindices,andac-

cessedmemoryregions.New York, NY. ACM Press.
29. A. SabelfeldandA.C. Myers.Language-basedinformation-¯ow security. IEEEJ. Sel.Areas

in Commun., 21(1):5–19,January2003.
30. F.B. Schneider, G. Morrisett, andR. Harper. A language-basedapproachto security. In

Informatics:10Years Back, 10Years Ahead, pages86–101,2000.
31. M. SharirandA. Pnueli.Two approachesto interproceduraldatā ow analysis.In S.S.Much-
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A Resultsof Value-SetAnalysis for Fig. 1
1 esp �

�������	��
 , mem0 �

�����
����
 ,
mem4 �

����������


2 esp �

��������������
 , mem0 �

��� ������
 ,
mem4 �

����������


3 esp �

��������������
 , mem0 �

��� ������
 ,
mem4 �

����������
 , eax �

��� �
��������


4 esp �
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 , mem0 �

��� ������
 ,
mem4 �

����������
 , eax �

��������������
 ,
ebx �
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5 esp �

��������������
 , mem0 �

��� ������
 ,
mem4 �

����������
 , eax �

��������������
 ,
ebx �

��������������
 , var 2c �

��������������


7 esp �
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 , mem0 �
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 ,
mem4 �
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 , eax �
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 ,
ebx �
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9 esp �
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14 esp �
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ebx �

���������! ����"$#��&����
 , var 2c �

��������������
 ,
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16 esp �
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B The Müller-Olm/Seidl Algorithm for Af�ne-Relation Analysis
Müller-Olm andSeidl [19] recentlyproposedan interproceduraldata�ow-analysisal-
gorithmto determine,for eachprogrampoint,all af�ne relationsthatholdamonga set
of globalvariables.8 Thealgorithmis both�o w-sensitiveandcontext-sensitive.

Let the + globalvariablesof theprogrambe ,.-./�,10./324232�,45 . An af�ne transformation
is a pair 6879/;:!< , where 7>=@?

5BAC5 and :D=E?

5�A�- . If r FG68,H-./�,10./423232�,45�< is the initial
valueof theglobalvariablesand 6�7I/
:!< is theaf�ne transformationcorrespondingto the
instructionsalonga path,thenthevaluesof theglobalvariablesafterexecutingall the
instructionsalongthatpatharegivenby 7 r JK: . Thebasicideaof thealgorithmis to
determinefor eachprogrampoint a summaryof theaf�ne transformationsthatinvolve
global variablesalongall pathsfrom programentry to thatpoint. Let thesetof af�ne
transformationsfor a programpoint L be M . Thepossiblevaluesof globalvariablesat

L is givenby thesetR N�FPO r
NRQ

r
N

FE7 r JS:H/46�7I/
:!<$=TM&U .
AlthoughR N is an in�nite set,Müller-Olm andSeidlobserve that it formsa �nite-

dimensionalvectorspace,andthuscanberepresentedin a �nite way usingany of its
bases.Similarly, the set M of af�ne transformationsthat hold at L is in�nite, but can
also be representedby a basisof a vector space.Theseindirect representationsare
suf�cient for our needs.As shown in [19], usingsuchtechniquesit is possibleto solve
theproblemof �o w-sensitive,context-sensitiveaf�ne-relation analysisin time linearin
the sizeof the program.The constantof proportionalityis ratherhigh, VW6�XBY1< , where

X is thenumberof variablesfor which af�ne relationsarebeingtracked.However, for
af�ne relationsonx86registers,X is Z . As shown in Sect.7, thecostof computingaf�ne
relationsfor thecaseX[F\Z is not prohibitive. Moreover, it is importantto remember
that X doesnotgrow with programsize;overall,thecostof thealgorithmgrowslinearly
in thesizeof theprogram.

Repset al. [25] describehow interproceduraldata�ow-analysisproblemscan be
reducedto path queriesin weightedpushdown systems.Our implementationof the
Müller-Olm/Seidlalgorithmusesapackagethatimplementsthetechniquesfrom [25].

8 Extensionsrequiredto handlelocal variablesarealsodescribedin [19]. The algorithmthat
dealswith globalvariablesis suf®cient for our purposes,becausewe useit only to ®nd af®ne
relationsinvolving registers.
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