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Abstract

In this paperwe explore the problemof creatingvulner
ability signaturesA vulnembility signatue matdesall ex-
ploits of a givenvulnembility, even polymorphicor meta-
morphic variants. Our work departsfrom previous ap-
proachesby focusingon the semanticof the program and
vulnembility exercisedby a sampleexploit insteadof the
semanticor syntaxof the exploit itself. We showthe se-
manticsof a vulnemability de ne a languaye which contains
all and only thoseinputsthat exploit the vulnembility. A
vulnembility signatue is a representation(e.g., a regular
expression)of the vulnembility language. Unlike exploit-
basedsignatueswhoseerror rate canonly be empirically
measuedfor knowntestcasesthequality of a vulnemability
signatue canbeformally quanti ed for all possiblanputs.

We provide a formal de nition of a vulnembility signa-
ture andinvestigatethe computationatompleity of creat-
ing and matding vulnembility signatues. We alsosystem-
atically explorethedesignspaceof vulnembility signatues.
We identify three central issuesin vulnembility-signatue
creation: how a vulnembility signatue representshe set
of inputsthat mayexercisea vulnembility, thevulnembility
coverage(i.e., numberof vulnerable program paths)thatis
subjectto our analysisduring signatue creation,and how
a vulnembility signatue is thencreatedfor a givenrepre-
sentatiorand coverage.

We proposenew data- ow analysisand novel adoption
of existing techniquessud as constaint solving for au-
tomatically geneating vulnembility signatues. \We have
built a prototypesystento testour techniques.Our experi-
mentsshowthat we can automaticallygeneate a vulner
ability signatue using a single exploit which is of mud
higher quality than previous exploit-basedsignatues. In
addition, our techniqueshaveseveral other securityappli-
cations,andthusmaybe of independeninterest.
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1 Intr oduction

A vulnembility is a type of bug that canbe usedby an
attacler to alterthe intendedoperationof the softwarein a
maliciousway. An exploit is anactualinput thattriggersa
software vulnerability, typically with maliciousintentand
devastatingconsequence®neof the mostpopularandef-
fective exploit defensenechanismss signature-baseidput

Itering (alsocalledcontent-basedtering) [7, 40] . Thus,
ary improvementsin signaturegeneratiorwill likely have
widespreadmpact.

We need automatic signature generationtechniques
becausemanual signature generationis slov and error
prone. Fastgenerationis importantbecausepreviously
unknavn (“zero-day”) or unpatchedsulnerabilitiescan be
exploited ordersof magnitudefasterthana humancanre-
spond,suchasduringaworm outbreal{7, 51]. Automatic
technique$ave the potentialto be moreaccurateghanman-
ual efforts becausevulnerabilitiestendto be complex and
requireintricateknowledgeof detailssuchasrealizablepro-
grampathsandcornerconditions.Understandinghe com-
plexities of avulnerability hasconsistentlyprovenvery dif-
cult forhumansateventhesourcecodelevel [11], letalone
COT S softwareattheassemblyevel.

Challengesfor automatically creating signatures. The
taskof automaticallyconstructingsignaturess complicated
by the factthatthereareusuallyseveral differentpolymor

phic exploit variantsthat cantrigger a softwarevulnerabil-
ity [21, 33, 43]. For example,abuffer-overrunvulnerability
in a network servicemay be triggeredby mary different
protocolmessages.Anotherexample,sometimegeferred
to asmetamorphismis thatexploit variantsmaydiffer syn-
tactically but be semanticallyequialent[28, 52], e.g.,an
exploit could usedifferentassemblyinstructionsthat have

the sameeffect. Our approachdoesnot needto distinguish
betweenpolymorphismand metamorphism:both are re-

ferred to as polymorphismthroughoutthis paper Many

morphingtoolsarepublicly availableto automaticallygen-
eratepolymorphicexploit variants[2, 3, 21]. Thus,to be



effective the signatue shouldbe constructedbasedon the
propertyof the vulneability, insteadof an exploit (this ob-
senationhasbeenmadeby othersaswell [56]).

Limitations of previous approaches. Theimportanceof

the signaturegenerationproblem has recently prompted
researcherdo investicate automaticsignaturegeneration
techniques. Previous approachedgall into at leastone of

the following cateyories: (a) requiremanualsteps,(b) em-

ploy heuristicswhich may fail in mary settings,(c) tech-
niguesrely on speci ¢ propertiesof anexploit, e.g.,return

addressesandarethusnot vulnembility signatures(d) are
limited by the underlyingsignaturerepresentatiothey can

generateqr (e) only work for speci ¢ vulnerabilitiesin spe-
ci ¢ circumstances.

For example, one approachis pattern-gtraction based
methodswhich syntacticallyidentify bit patternsthat ap-
pearin attacksamplesbut not in innocuoussampleg30,
32,43, 50]. However, thesetechniquesreeitherincapable
of handlingpolymorphicworms[30, 32, 50], or vulnera-
ble in anadwersarialervironmentin which anattacler can
inject falseor super uoustokens,suchasan over-learning
or “red-herring” attack[43]. Anotherapproachs basedon
applicationand exploit semanticinformation[35, 44, 5§].
However, thesetechniquesreheuristics-basedndrely on
speci c propertiesof the exploits suchas the value used
to overwrite the returnaddresgo be invariant. It hasbeen
shavn previously theseheuristicsmay not work in mary
real-world vulnerabilities[19, 43]. In addition, previous
work alongeitherline hasnot systematicallyexploredthe
designspaceof signaturecreation,insteadfocusingon a
single design point such as creatingregular expressions
for control-hijackingattacks.Regularexpressionganonly
recognizesimplesyntacticpropertiesthusmay not be pre-
ciseenoughin mary settingsge.g.,regularexpressiongan-
notrecognizeavulnerabilitywherevalid andinvalid check-
sumsneedto bedistinguished.

Our approach, roadmap, and the central issues. Our
approactdepartdrom previouswork by analyzingthevul-
nerability uncoreredby a new exploit attackinsteadof an-
alyzingthe exploit. At a high level, our main contritution
is a new classof signature which we call a vulnembility
signatue, thatis not speci ¢ to detailssuchaswhetheran
exploit successfullyhijackscontrol of the program,but in-
steadwhetherexecutinganinputwill (potentially)resultin
anunsafeexecutionstate.

In this papemwe presentformal approactor reasoning
aboutvulnerability signatures. Intuitively, a vulnerability
sighaturematchesa setof inputs (strings)which satisfya
vulnembility conditionin theprogram.A vulnerabilitycon-
dition is aspeci cationof a particulartype of programbug,
e.g., memorywrites shouldbe within the allocatedbuffer

space.We thensystematicallyexplore the designspaceof
vulnerability signaturesandidentify two importantdimen-
sions: how the signatureis representedin which thereis
anexpressienesgrade-of betweemmatchingaccurag and
efciency, and how much of the vulnerability is covered
by the signaturejn which thereis a trade-of betweenthe
amountof analysisperformedandthe signaturefalseneg-
ative rate. We then develop new techniquedor creating
vulnerability signaturedor different representations.We
focuson threerepresentationwhich highlight theinherent
accurag, ef ciency, andcreationtime trade-ofs in the de-
signspace:Turing madine signaturessymbolicconstaint
signaturesandregular expressiorsignatures.

Contributions. This paper presentsa systematic ap-
proachusing a formal model and methodsto createvul-
nerability signaturesising staticprogramanalysis.We re-
guireonly a singlesampleexploit whichis usedto initially
identify the vulnerability Our automaticsignaturegener
ation approachis applicableto all vulnerabilitiesin which
the vulnerability conditioncanbe formally speci ed. Our
approachuncorersarich nev domainfor representingig-
naturesandnew techniquedor creatingthem.In particular:

We provide aformal de nition for vulnerabilitysigna-
tures.Ourapproacheadsto anew perspectie wherea
vulnerability signaturecanberepresentedy different
languageclassewith differentexpressve powers.
We explore the designspaceof vulnerability signa-
ture and shav that thereis an inherenttrade-of be-
tween signaturematchingand accurag for different
representationsln particular a perfectsignaturecan
be created Turing machinesignaturesn Section2.3),
but matchingmaytake an unboundedamountof time.
On the other hand, signatureghat allow fast match-
ing arelessaccuratgregularexpressiornsignaturesn
Section2.3).

Weintroducethenotionof vulnerabilitysignaturecov-
erage.As we will see,onechallengds thatavulnera-
bility maybereachabldy anin nite numberof paths
in the program(in the presencef looping). We shav
how to iteratively considereachpathseparatelgothat
signaturegeneratiorcanscale.

Our methodsallow usto identify wherea createdvul-
nerability signatureapproximates perfectvulnerabil-
ity signature Speci cally, in our setting,onecaniden-
tify and control when and how imprecisionis intro-
duced. This property makesit easyto quantify the
quality of thegeneratedrulnerability signature.

We develop new static analysistechniques(such as
the regular expressiondata- ow framework in Sec-
tion 3.4.2),andmale novel adoptionof existing tech-
niquessuchasprogramchoppingandconstraintsatis-
factionto our problemdomain.



We provide a prototypeimplementationof our tech- 1
niguesandautomaticallycreatesignaturedor several 2
real-world vulnerabilities.Ourprototypeaddressesau- 3
tomatic signaturescreationin one of the hardestsce- 4
narios: only the programbinary is used. We do not 5
requiresourcecodeor typeinformation,andtherefore 6
our prototypeis applicableto COTS software. 7
Our resultsshav that our techniguesautomatically 8
generatesignatureghat are of a muchhigherquality 9

thanprevioustechniques. 10

11

2 Vulnerability Signature 12
13

In this sectionwe rst give aformal de nition of avul- 14

nerability signature.Intuitively, a vulnerability signatures 15
arepresentatioffor the setof inputsthatsatisfya speci ed
vulnerability condition (vulnerability conditions are for-
mally de ned in Section2.2). We thenexploretwo dimen-
sionsof thedesignspacdor vulnerabilitysignaturessigna-
turerepresentatioandcoverage Roughlyspeakingdesign
pointsin the signaturerepresentatiomlimensiontrade-of
matchingaccurag andmatchingef ciency. Designpoints
in the vulnerability signaturecreationdimensiontrade-of
creationtime for signaturecoverage,i.e., how mary pro-
grampathsareanalyzed.

Problem setting. We motivateour work andapproacho
vulnerability signaturesn the following setting: a new ex-
ploit is just releasedor an unknavn vulnerability A site
hasdetectedthe exploit throughsomemeanssuchas dy-
namictaint analysisor stackprotection,andwishesto cre-
ateasignaturehatrecognizesry furtherexploits. Thesite
canfurnish our analysiswith the tuple fP ; T; x; cg where
P istheprogramx is theexploit string, ¢ is avulnerability
condition,and T is the executiontraceof P on x. Since
our experimentsareat the assemblylevel, we assumeP is
abinaryprogramandT is aninstructiontrace,thoughour
techniquesalsowork at the source-codéevel. Our goalis
to createa vulnerability signaturewhich will matd future
maliciousinputsx® by examiningthemwithout runningP .
In addition, we wantto createsignaturegjuickly since
in mary scenariosignaturesnustbe deployed almostim-
mediatelyafterdetectionto be of ary value. Thereforewe
take an iterative approachthat generatesuccessiely bet-
ter signatures.Eachsuccessie signaturewill matchmore
exploit variantswithoutrequiringfurther exploit samples

Running example. Throughout this paper we use
the running example given in Figure 1. Our example
is in a C-like languagefor clarity; our implementation
operateson programbinaries. The example returnsthe
URL when the requestbegins with the 'G' or 'g" key-
word, else NULL is returned. In our example, we will

char get_url (char inp[10])f
char url = malloc(4);
int ¢ = O;
if(inp[c] '= 'g" &% inp[c] !'= 'G")
return NULL;
inp[c] = 'G";
C++;
while(inp[c] == "' ")
C++;
while(inp[c] '= " ")f
url = inp[c]; c++; url++;
g
printf (" "%s'"', url);
return url;
g

Figure 1. Our running example, which re-
turns the URL of a request of the form [g jG]
<url >, else NULL.

assumex = g /AAAA. The correspondingraceis T =
f1,2;3;4,6;7;8,9;8;,10;11;10; 11; 10; 11; 10; 11; 10; 119
where eachnumberis the correspondindine numberin
Figure 1.  The vulnerability condition is a heap over-
ow, which the input x satis es (i.e., the programis
exploited) on the 5" iterationof line 11 sincethe URL is 5
charactersong while only 4 charactersvereallocated.

2.1 Vulnerability Signature De nition

A vulnembility is 2-tuple (P; c), whereP is a program
(which is a sequencef instructionshi;;  ;iki), andcis
avulnerabilitycondition(de ned formally below). Theex-
ecutiontraceobtainedby executinga programP on input
x is denotedby T(P;x). An executiontraceis simply a
sequencef actualinstructionsthat are executed. A vul-
nerability conditionc is evaluatedon an executiontraceT .
If T satis esthevulnerability conditionc, we denoteit by
T F ¢ Thelanguage of a vulnerability Lp . consistsof
thesetof all inputsx to aprogramP suchthattheresulting
executiontracesatis esc. Let  bethedomainof inputs
to P. Formally, Lp . is thelanguagele ned by:

Lee=fx2 | T(P;x)F cg

An exploit for a vulnerability (P; ¢) is simply aninput
X 2 Lp, i.e., executingP on input x resultsin a trace
that satis esthe vulnerability conditionc. A vulnembility
signatue is amatchingfunctionMATCH whichfor aninput
x returnseither EXPLOIT or BENIGN without running
P. A perfectvulnerability signaturesatis esthe following




property:

MATCH(X) = EXPLOITwhenx 2 Lp
BENIGNwhenx 2 Lp
As we shov in Section2.3, the languagel p .. canbe
representedn mary different ways ranging from Turing
machineswhich are precise,i.e., acceptexactly Lp ., to
regular expressionsvhich may not be precisej.e., have an
errorrate.

Soundnessand completenesdor signatures. We de ne
completenesdor a vulnerability signatureMATCH to be
8X :X 2 Lp.) MATCH(X) = EXPLOIT, i.e., MATCH ac-
ceptseverythinglL p .. does.Incompletesolutionswill have
falsenegatives. We de ne soundnesas8x : x 2 Lp.¢ )
MATCH(X) = BENIGN, i.e., MATCH doesnot acceptary-
thing extranotin Lp ... * Unsoundsolutionswill have false
positives. A consequencef Rice's theorem[26] is thatno
signatureepresentationtherthana Turing machinecanbe
bothsoundandcomplete andthereforefor otherrepresen-
tationswe mustpick one or the other In our setting,we
focuson soundnessg,e., we toleratefalsenegativesbut not
falsepositives. In Section5 we shav how to reformulate
ouralgorithmto generateompletebut unsoundsignatures.

2.2 Vulnerability Conditions

The vulnerability condition ¢ is a function which takes
aninstructionl 2 T andthe currentprogramstateandre-
turnseitherEXPLOIT, indicatingT | ¢, or BENIGN and
anew programstatere ecting the executionof I . The rst
instructionl suchthatc(l) = EXPLOIT is calledthe vul-
nerability point Intuitively, the vulnerability point is the
rst instructionwhich maycauseunsafesxecution,e.g.,the
rst out-of-boundswvrite online 11 of ourrunningexample.

Formally, a vulnerability conditionc is afunction

c: D M K |! fBENIGN;EXPLOITg

where is memory(including the statevariables)for the
vulnerabilitycondition,D is the setof variablesde ned,M
is the programés mapfrom memorylocationsto values,K
is the continuationstack,andl is thenext instructionto ex-
ecute? Formally, we executec on eachinstructionin order
of thetraceT becauseachinstructioncouldaffectvulner
ability condition statevariablesin In our scenario,

is alocal memoryfor the vulnerability detectionalgorithm
thatmay keeptrack of importantvariablessuchasbounds
on allocatedmemory D bindsvaluesto registers,K is the

INormallysoundness8x : x 2 S) x 2 Lp .. Herewearestating
theequialentcontra-positie.

2Wenotethat is strictly notnecessanyit is only corvenientto assume
thevulnerability conditionhasmemoryseparatérom M .

evaluationstack(e.g.,CISCinstructionsmaydereferenca
calculatednemoryaddressll in thesameinstruction),and
M : ADDR! VALUE is amapfrom 32-bit memoryloca-
tionsto values(includingboth stackandheapaddresses).

We can encodec as an algorithm, and as describedn
Section3 inline the encodinginto the original programat
thevulnerabilitypointduringsignaturecreation. Also note
thatc needonly be speci ed oncefor eachtype of vulner
ability. Our contribution is not how to specifythe vulner
ability condition: we assumaeit is given. We note entire
programminglanguagesare speci ed in a similar manner
to c (e.g.,via formal operationakemantic445]), thusour
techniqueshouldapplyto ary vulnerability conditionthat
canbe statedwith analgorithm.

In our runningexamplethe vulnerability conditionis to
checkeachdereferenceéo make sureit is within the allo-
catedbounds. One way to accomplishthis is to shadav
eachpointer2 T with a “safe” pointervaluethatrecords
the baseaddressand size of the memoryallocated. Then,
eachdereferencés checledto seeif thecorrespondingafe
pointerwould still be in bounds.A formal operationake-
manticsof this vulnerability conditionmaylook like:

;D;M; K T xexp D;M;K.* " exp
[n! SafePtr (m;s)];D;M :[n! va];K.* " n

BENIGNifm n<m+s
EXPLOIT

The rst rulesaysin orderto calculateamemoryderefer
enceof theform »exp , exp must rst beevaluated.Once
exp is resohed to an addresa:, the secondrule saysto
lookupn in thecontext andgeta safepointerSafePtr
A safepointercontainsabaseaddressn andasizes. If the
dereferencedalueis within therangespeci ed, BENIGN
is returnedelseEXPLOIT.

2.3 Signature RepresentationClasses

We explore the spaceof differentlanguageclasseghat
canbe usedto represent. p.. asa vulnerability signature.
Which signaturerepresentatiome pick determineshepre-
cisionandmatchingefciency. We investigatethreecon-
crete signaturerepresentationsvhich re ect the intrinsic
trade-ofs betweenaccurag and matchingef ciency: Tur-
ing madinesignaturessymbolicconstaint signaturesand
regular expressionsignatures A Turing machinesignature
canbe precise,i.e., no falsepositives or negatives. How-
ever, matchinga Turing machinesignaturenaytake anun-
boundedamountof time becausef loopsandthusis not
applicablein all scenarios.Symbolicconstraintsignatures
guarantedhat matchingwill terminatebecausehey have
no loops, but must approximatecertain constructsin the
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=

char url = malloc(4);
int ¢c = 0;
if(inp[c] '= 'g' && inp[c] = 'G")
return BENIGN;
c++;
while(inp[c] == "' ") c++;
while(inp[c] !'= ' ")f
if(c >= 4) return EXPLOIT;
url = inp[c]; c++; url++;
g
return BENIGN;

Figure 2. The TM signature for our running
example

programsuchasloopingandmemoryaliasing,which may
leadto imprecisionin thesignature Regularexpressiorsig-
naturesarethe otherextremepointin the designspacebe-
causematchingis efcient but mary elementaryconstruc-
tions suchascountingmustbe approximatedandthusthe
leastaccurateof thethreerepresentations.

Turing machine signatures. A Turing machine (TM)

signatureis a programT consistingof thoseinstructions
which leadto the vulnerability point with the vulnerability
conditionalgorithminlined. Pathsthatdo not leadto the
vulnerability point will return BENIGN, while pathsthat
leadto the vulnerability point and satisfythe vulnerability
conditionreturn EXPLOIT. 3 TM signaturescan be pre-
cise,e.g.,atrivial TM signaturewith no errorrateis em-
ulating the full program. A TM signaturefor our running
exampleis givenin Figure2:

Symbolic constraint signatures. A symbolic constraint
signatureis a setof booleanformulaswhich approximate
a Turing machinesignature.Unlike Turing machinesigna-
tureswhich have loops, matching(evaluating)a symbolic

constrainsignatureonaninputx will alwaysterminatebe-

causethereare no loops. Symbolic constraintsignatures
only approximateconstructsuchasloopsandmemoryup-

datesstatically As aresult,symbolicconstraintsignatures
may not be aspreciseasthe Turing machinesignature.

Let x:;y representininclusive range,e.g.,inp[1:5]
meansinput bytes1 through5, inclusive. Thenthe sym-
bolic constraintsignature(after considerablesimpli cation
for readability)for ourrunningexampleis givenin Figure3.

This signaturestateghatthe ten-byteinput matcheghe
signatureif the rst input byteis 'G' or'g’, followed by
arywherefrom 0 to 4 spacecharactersfollowedby at least

3A pathin aprogramis a pathin the programs control o w graph.

(inp[0] = 'g" _ inp[0] = 'G") *
[(input[1:5] !'= ' ") _

(inp[1] =" '~ inp[2:6] !=" ") _
(inp[1:2] =" '~ inp[3:7] '=" ') _
(inp[1:3] =" '~ inp[4:8] '=" ") _
(inp[1:4] =" '~ inp[5:9] !'=" ") ]

Figure 3. The symbolic constraint signature
for our running example .

5 non-spaceharactersAt least5 non-spaceharactersare
neededn orderto over ow the4-byteallocatedurl buffer.

Notethis signaturas createdy unrollingtheloopsonlines
8-9 and 10-12 of the TM signature. Althoughin our ex-

amplewe canstaticallyinfer how mary timesto unroll the
loop, in generakuchinferencesarenot possibleandanup-

perboundto unroll loopsmustbe provided(thisis thesame
approachakenby boundednodelcheclers[15]).

Regular expressionsignatures. Regularexpressionsare
theleastpowerful signaturerepresentatioof thethree,and
mayhave aconsiderabldéalsepositive ratein somecircum-
stanceskor example awell-known limitation is regularex-
pressiongannotcount[26], andthereforecannotsuccinctly
expressconditionssuchascheckinga messagdasa proper
checksunor even simpleinequalitiessuchasx[i] < Xx[j ].
However, regular expressionsignaturesare widely usedin
practice. The regular expressionsignaturewe would pro-
ducefor our running example (using the data- ow tech-
niguesdescribedn Section3.4)is

[9jGIl 1*[ .]f5, g, which matchesary input that be-
ginswith 'g" or'G’, followed by zeroor morespacesfol-
lowedby atleast5 or more(representedsf 5, g) non-space
characters

Other signature types. One of the main contritutions
from our constructioris ary languageclassmaybe usedto
represena signature. The signatureuseris freeto pick the
appropriaterepresentatioffior their situation. We leave as
future work systematicandformal investigation into other
signhaturerepresentation®.g.,contet freelanguages.

2.4 Signature Operations and Ef ciency

We summarizeupperboundsfor varioussignatureop-
erationsin Table 1. Due to spaceconstraints,we prove
theseboundsin the extendedversionof this paper[8]. The
vulnerability languageL p . is recognizedby a vulnera-
bility signaturerepresentatiorvia the MATCH operation.
Matchingef ciency is likely a primary concernwhenpick-
ing a signaturerepresentation.Turing machinesignature



Representation Creation SignatureSize | Matching Minimization | Equivalence
Turing machineSig. poly(N) poly(N) Undecidable| Undecidable | Undecidable
SymbolicConstraintSig. | poly(N) poly(N) poly(S) exp(S) exp(S)
RegularExpressiorSig. | poly(N) - exp(N) exp(N) 0o(S) 0o(S?) 0(S?)

Table 1. Summary of approximate bounds for the three vulnerability signature representations we
consider for a program of length N and signature size S. poly(X) denotes a function polynomial in

X, and exp(X) denotes a function exponential in X.

matchingis undecidable(since matchingcan be reduced
to the halting problem),andsymbolicconstraintsignatures
matchingcanbe donein polynomialtime. Regularexpres-
sionmatchingcanbe performedn lineartime.

TM signaturesare created by encoding and inlin-
ing the vulnerability condition, which takes polynomial
time. Symbolic constraintsignaturegenerationrequires
rst creating a TM signature, then several additional
polynomial-timetransformationsuchas unrolling loops a
x ed numberof times. Regular expressionsignaturecre-
ation entailseither solving the symbolic constraintsigna-
ture,which maytake exponentialtime (in fact,is PSRACE-
completd8]), or performingdata- ow analysisontheorig-
inal programwhichtakespolynomialtime. Theformerac-
curatelyrepresentall solutionsto thesymbolicconstraints,
while thelatterapproximateshe original programvia data-
o w analysisandis lessaccuratgseeSection3.4).

Signaturemeging is anotheiimportantoperation.ln our
model, memging signaturesA and B is equialentto per
forming a single analysisof Lo, = La [ Ly, thatis, the
union of the languagedor both vulnerabilities. The union
operatiorfor TM signaturess doneby creatinga new con-
dition cap = C4 _ ¢, thatevaluatestrueif T(P;x) E ca
or T(P;X) F ¢, . Theunionoperationfor symboliccon-
straintsis the disjunctionof the individual constraintsij.e.,
eitherconstraintsystemcouldbe satis ed. Theunionoper
ationfor regularexpressioris the“or” (j) operator

2.5 Monomorphic Execution Path (MEP) and
Polymorphic Execution Path (PEP) Signature
Coverage

We introducethe notionof vulnerabilitysignaturecover-
agein whichwe createavulnerabilitysignaturewith respect
to only a subsetof programpathsan exploit may follow.
Theability to considersubsebf pathsto a vulnerability (as
opposedo all programpathsan exploit may follow) is im-
portantsincecreatinga signaturefor all programpathsthat
leadto the vulnerability may be too expensve. Our signa-
ture creationtechniquegake aniterative approachn order
to bescalablevherewe successiely improve signaturedy

rst consideringa small coverage,andthenincrementally
increasingour coverageto include more programpathsto

thevulnerability.

First, considera singlepathin the programaninput may
take thatsatis esthe vulnerability condition,which we call
MonomorphicExecutionPath (MEP) coverage.Our initial
MEP pathis usuallythe pathtaken by the sampleexploit.
An MEP coversonly thoseprograminstructionsexecuted
by anexploit on a singlepathto the vulnerability point, ex-
cluding statementsvith no effect on the computationg.g.,
line 6 in the sampleexploit is semanticallya no-opwith re-
spectto the vulnerability Within an MEP, for eachcondi-
tional branchencounteredynetargetis aninstructionlead-
ing towardsthe vulnerability point, while the othertamet
is a stateBENIGN. An MEP is thereforea straight-line
program. At the vulnerability point the vulnerability con-
dition is evaluated which returnseitherBENIGN or EX-
PLOIT. The vulnerability signatureconsistsof all inputs
thatreachthe EXPLOIT state. Notethatstraight-linepro-
gramsdo not imply that only a single input leadsto the
vulnerability point: thereusually exists mary otherinputs
x% 6 x thatboth reachthe vulnerability point andthe vul-
nerability conditionevaluatesto EXPLOIT. For example,
exploits usuallyhave a payloadwhich executesarbitraryat-
taclker code.A straightline programwill returnEXPLOIT
for exploits with differentpayloadsbecausehe execution
of differentvariantsonly differ after the vulnerability con-
dition hasbeensatis ed.

A PolymorphicExecutionPath (PEP)coverageincludes
mary differentpaths(i.e., MEPs)to the vulnerability point.
A completePEPcoverageincludesall pathsto the vulner
ability point. Therefore,a completePEP coveragesigna-
ture acceptsall inputs2 Lp ., i.e., the signatureis com-
plete. More formally, completecoverageis obtainedby
generatinga signaturefor a chop [27, 48] of the program,
which includesall instructionsthat may be executedbe-
tweenaread statementvherean exploit may be readin
andthe vulnerability point. A chophastwo distinguished
nodeswvinit andvna . Vinit corresponds$o theinputread
statement(if multiple input read statementsxist, then
Vinit IS an abstractnodethat is connectedo eachread
statemenin the control ow graph). v,y corresponds
to theinlined vulnerability conditionbranchreturningeX -
PLOIT. We outline our algorithmfor computingthe chop
in Section3.2.



In our signature-creatiomlgorithm, we initially begin
with the MEP pathconsistingof thoseinstructionsexecut-
ing in theexploit traceT . We thencomputea programchop
of thevulnerability wherevi,;; istheinitial readof thesam-
ple exploit, andv 5 is the vulnerability point. The chop
containsall possibleexecutionpathsfrom wherean exploit
wasread(in the trace)to the vulnerability point. We then
initially createa signatureS for the MEP pathgivenby the
executiontrace andtheniteratively improve S by consider
ing otherpaths.

For our runningexample,the MEP coverageconsistsof
the instructionsexecutedin the trace. The completePEP
coverageconsistf lines1-12,excludingline 6.

3 Automatic Vulnerability Signature Cre-
ation

At a high level, our algorithmfor computinga vulnera-
bility signaturefor programP, vulnerability conditionc, a
sampleexploit x, andthe correspondingnstructiontraceT
is depictedin Figure4. In this sectionwe detail how we
performeachof the steps:

1. Pre-procesthe programbeforeary exploit is receved
by:
(a) Disassemblinghe programP (Section3.1).
(b) Corverting the assemblyinto an intermediate
representatiofiR) (Section3.1).

2. Computea chopwith respecto thetraceT. Thechop
includesall pathsto the vulnerability point including
thattakenby the sampleexploit (Section3.2).

3. Computethe signature:

(a) Compute the Turing machine signature (Sec-

tion 3.3.1). Stopif thisisthe nal representation.

(b) Computethe symbolicconstraintsignaturefrom
the TM signature(Section3.3.2). Stopif thisis
the nal representation.

(c) Computethe regular expressionsignaturefrom
thesymbolicconstraintsignaturgSection3.4).

3.1 Disassemblingthe Binary Program and Con-
verting to the IR

We rst disassemblghe binary and identify function
boundariesWe do notrequirethesymboltableasfunctions
canbeidenti ed via their prologueandepilogue.Next, we
corvert the disassembledhstructionsinto an intermediate
representatiofflR). The IR disambiguatednstructionsby
making implicit hardware side-efects explicit. Although
this stepis seeminglystraight-forvard, it is actuallyfairly
involved. The maincomplicationwe addresss modernar-
chitecturesuchasx86 implicitly setandtesthardwarereg-
isters,which canaffect programexecution,i.e., thesetests

and setsdo not appearexplicitly in the assembly For ex-
ample theover ow ag maybeautomaticallysetwhenex-
ecutingarithmeticoperation,then later testedby a condi-
tional jump. Anothercomplicationis the sameregistermay
be indexedin differentmodes,e.g.,al is thelower 8 bits
of the eax register so ary instructionaffectingal must
simultaneoushaffecteax in thelR.

More concretely the x86 instruction set containsover
60 instructionsthat performvia hardwaretestor setoper
ationson the EFLAGSregister ExtralR statementsnust
beaddedo almostall operationgo re ect theupdatesione
in hardware. Worse,which statements$o addis speci c to
the particularmodeof the operands.The x86 architecture
has8-bit mode, 16-bit mode, etc., which is setdepending
upon the format of the instruction operands. For exam-
ple,add %ax, %bxis anadditionin 16-bit modesince
theregistersspeci ed are 16-bitslong. Over ow, the carry
ag, andotherimplicit hardware-assistedffectsmustthen
be setwith respectto 16-bits. A very similar instruction
add %eax, %ebxis 32-bitmode,andimplicit hardware
effectsmustbe donewith respecto 32-bits.

We performthe remainingsteps— programchopping
andvulnerabilitysignaturecreation— onthelR statements.

3.2 Computing the Chop onthe IR

We rst computethe chop[27, 48] of the vulnerability
with respectto the exploit x andtraceT (asdiscussedn
Section2.5). Note our choppingalgorithmresultsin anim-
precisechopbecausave lack pointeranalysis.Theresultof
thechopis asmallerprogramP %in which every pathbegins
attheread statemenin thetraceandendsatthevulnera-
bility point. We canthenselectin the signaturegeneration
stepary setof pathsin P°?andcomputea signature.

We performachopontheprogramscallgraph.Thechop
containgll functionsthatmaybeexecutedetweerreading
in the exploit andthe vulnerability point. The chopis per
formedby essentiallydoing a reachabilityanalysisso that
ary functionin a call sequenc¢hatmayreachthe vulnera-
bility pointisincluded.

A callgraphis a directedgraphwhereeachfunction is
a vertex, and edgesrepresenthe callercalleerelationship
of functions. We performthe following algorithmon the
callgraphto createthe chopgivenstartIR statement;; ,
which is theread statemenfor the exploit in the trace,
andthe vulnerability point v ny in thetraceT. Let Fiq
andF g be the functionsenclosingthe vj,iy andv g
nodesrespectrely. Notethatthereis atleastonepathfrom
Fint to Fna : theonethatappearsn thetrace. We then
addan extra edgefrom F 5 to Fini¢t , resultingin aloop
in the callgraph. We thencalculatethe strongly connected
componen{SCC)containingFi,; andF ny . ThisSCCis
thechop,sinceit containsall reachabldéunctionsfrom Fiy;;
toF ha -
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Figure 4. A high level view of the steps to compute a vulnerability signature .

One problemwe must deal with at the binary level is 1
the widespreaduseof indirect jumps, e.g.,jmp %eaxis 2
indirect while jmp 0x80bebefa is direct. Note some 3
indirect jumps correspondo sourcecode constructssuch 4
asfunction pointers,while somearecompilergenerateés 5
optimizations. The centralissueis a target of an indirect 6
jump could potentially be ary otherinstruction. As are- 7
sult, ary control o w graph(includingdependengcgraphs) 8
would have an edgefrom eachindirect jump to all other 9
instructions. 10

In orderto dealwith thewidespreadndirectjumpsin bi- 11
narieswithout pointeranalysiswhencreatingthe callgraph1
we male the target of eachindirect jump a specialnode
[IMP. Our algorithmfor computingthe chopthenwill es-
sentially ignore indirect jumps until a chopis computed.
After computingthe chop,we constraineachindirectjump
sothatthetametis within the chop. Onelimitation of this
approachs thattechnicallywe couldbeincorrectlyexclud-
ing a functionthatonly appearsasthetarget of anindirect
jump. Theindirectjump problemmayor maynotdisappear
oncewe have implementedunction pointeranalysis.It re-
mainsunclear(and a point of future work) how precisely
suchanalysiswill beableto pin down thetargetsof indirect
jumps.

3.3 Computing the Signature

We computethe signaturewith respecto the chop. We
computea PEPsignatureby iteratively consideringsingle
MEP paths(exceptin our data- ow analysisoptimization).
Our iteratve methodworks becausave canpick ary path
or setof pathswithin the chop, performour analysis,and
outputthe correspondingulnerability signature The com-
plete PEPcoveragesignaturgSection2.5)is thentheanal-
ysisof all pathsin thechop.We begin by describinghow we
computethe completePEPTM signaturewhichin turn be-
comesinput to symbolicconstraintandregular expression
signaturegeneration.

char url = malloc(4);

int c = 0;

if (inp[c] !'= 'g" & & inp[c] !'= 'G")
return BENIGN

c++;

if(inp[c] '= " ") return BENIGN;

c++;

if (inp[c] == "' ") return BENIGN;
url = inp[c]; c++; url++;

if(inp[c] == "' ") return BENIGN;
url = inp[c]; c++; url++;

if(inp[c] == "' ') return BENIGN;
url = inp[c]; c++; url++;

if (inp[c] == "' ") return BENIGN;

return EXPLOIT;

Figure 5. The MEP TM signature for our run-
ning example .

3.3.1 Turing Machine Signature Generation

MEP Turing machine signature generation. Ourinitial
MEP Turingmachinesignatures createdvith respecto the
pathfollowedin theinstructiontrace. Thereforetheinitial
signaturewill matchthe sampleexploit, andcertainexploit
variantssuchas changingthe exploit payload. We create
theinitial MEP TM signatureby readingin the instruction
traceandincludingthecorrespondingR statements.

Sequentiainstructiondn thetracecorrespondo sequen-
tial statementin the MEP Turing machinesignature Con-
ditional branchstatementave exactly two tamgetsin the
IR, which during signaturecreationareeitherBENIGN or
EXPLOIT. Any branchthatdoesnotleadtowardsthevul-
nerability point returnsBENIGN. EXPLOIT is only re-
turnedif thevulnerability pointis reachedandthe vulnera-
bility conditionis satis ed.

We encodethe vulnerability conditionasa function. At
the vulnerability point we inserta jump to this function,
whichdoesa nal checkto seeif the programis in thevul-
nerablestate,andreturnsEXPLOIT if satis ed elseBE-



NIGN. Figure5 shavs the MEP vulnerability signatureve
wouldreturnfor ourrunningexamplewith thevulnerability
checkinlined.

PEP Turing machinesignature generation. A PEPTur-
ing machinesignatures createdsimilar to an MEP Turing
machinesignature. The PEPsignature rst computesthe
chop,andthencomputesvhich jump targetscannotieadto
thevulnerability point via standardyraphreachabilityanal-
ysis. Pathsthat terminateor cannotleadto the vulnera-
bility point returnBENIGN. We alsoagain inserta call
to the vulnerability condition function at the vulnerability
point, which returnseither BENIGN or EXPLOIT. Fig-
ure 2 shawvs the completePEPvulnerability signaturewith
thevulnerability conditioninlined.

3.3.2 Symbolic Constraint Signature Generation

A symbolic constraintsignatureis a setof constraintsan
exploit of the vulnerability mustsatisfy We usethe TM
signatureastheinputto symbolicconstraintsignaturegen-
eration,and at a high level generateconstraintsthat rep-
resentmeetingthe correctconditionalsin the TM to reach
the vulnerability point and satisfy the vulnerability condi-
tion. Thesymbolicconstrainsignaturds anapproximation
of the TM signaturebecausave mayhave to staticallyesti-
matetheeffectsof loopsandmemoryupdatesisconstraints
ontheinput. The symbolicconstraintsystemis built up by
symbolicallyevaluatingthe TM signaturegprogramon sym-
bolic inputsinsteadof actualinputs(values).

More formally, we build up the constraintsbasedupon
symbolically executingpathsin the TM. Eachfunctionin
the TM signatureis representedy a control ow graph
(CFG), which is a directgraph(V; E; Ventry ; Vexit ) Where
eachlR instructionis a nodein V, eachtransferof control
betweeninstructionsis anedgein E, andVenyy ; Vexit are
distinguishedentryandexit nodes.Conditionalsn the con-
trol ow graphbecomeconstraintgo take the appropriate
branchto reachthe vulnerability point and satisfythe vul-
nerability condition.

Single Static Assignment(SSA)form. We mustconvert
thelR into asinglestaticassignmen{SSA)[41] form prior
to symbolicconstraintqthis stepcanbe performedduring
thepre-processinghase) Normally, memorylocationsand
registersaredestructvely updatedmary timesin the lifes-
panof a program,e.g.,x = X + 1 destructvely updates
the x on the right-handside (RHS) when assigningto x
on the left-handside (LHS). However, symbolicexecution
requireseachvariablebe treatedas a single logical entity
thatis assignedo only once. SSAform is a semantically
equivalentform of the programwhich satis esthis criteria.

The SSAform of sequentiaktatementss just a uniquere-
namingof eachLHS. For example,x = x + 1 becomes
Xo = X3 + 1. For control statementsSSA introducesa
specialassignmentalled -functionswhich meigesseveral
possiblede nitions of avariableinto one.For example the
if-then-elsestatement

if(x< 2) z = 10; else z = 20;9g

becomes
if(xo < 2) zz = 10 else z, = 20;
23 = (21, 22);

wherez; is assignedz; on the true branchand z, on the
falsebranch.

MEP symbolic execution. We perform MEP symbolic
executionby evaluatingtheMEP TM signature Recallthat
the MEP TM signatureis a straight-lineprogram. Then
thereis a single path = Venyy V1l Vexit  that goes
throughthe vulnerability point and the vulnerability con-
dition. All otherpathswill endup returningBENIGN and
neednotbeconsideredTheresultof symbolicexecutionon
is asetof constraintoninputvariableghatwhenmetre-
sultsin anexecutionfrom venyy , throughthe vulnerability
pointandtheinlined vulnerability conditionto veyj; .

We begin by creatingsymbolicinput variablesio; :::;in
wheren is the length of the symbolic input to consider
e.g,n is initially the lengthof the sampleexploit x. Each
statemenis then executedon theseinputs, resultingin a
symbolicformulaat eachstep. Therearethreefundamen-
tal operationtypesto evaluatesymbolically: memoryup-
dates,arithmeticoperationsand branchpredicateevalua-
tion. Symbolicexecutionof arithmeticoperationss simply
asubstitutiorprocedureForexamplex = a+ig;)y = X z
becomey = (a+ ig) z.

A memorystoreoperations anassignmenof avalueto
a symbolic memorylocation (stackand heapassignments
arehandledn auniformfashion).We adoptamodelsimilar
to UCLID [9] for handlingmemoryupdates. The initial
stateof M is givenby mg. Readsandwrites aremodeled
as expressionswhereawrite to memorylocationA with
valueD yieldsanenv M %

MO%= addr:ITE(addr= A; D;M [addi)
Theresultof a write is anif-then-else(ITE) expression.
A subsequenteadbehaesasfollows: the addresgo read
is appliedasthe agumentto thewrite  expression.If the
suppliedaddresamatchesA, thenD is returned,elsewe
recurseo the next memoryaddresgivenby M [addr].

Withoutlossof generalitywe assumeachbranchpredi-
cate(suchasje (jumpif equal)orjz (jumpif zero))v; 2
evaluatego truein orderto create¢hedesiredotalpath . A
branchpredicateforms anarithmeticconstraint(with some



expressionperhapsnvolving memoryreadsandwrites)re-
lating the symbolicexecutionto someconstante.g.,jz  y

wherey = (a+ ig) z asbeforeandjz is“jump if zero”
resultsin theconstrainfa+ ig) z = 0. Constraintseval-
uateto a constanbecausenachineinstructionsonly allow

comparisorof an expressionto a constant.The total sym-
bolic formulais then just the conjunctionof eachbranch
predicate.

The constraintsystemconsistingof the conditionson
eachbranchpredicatein is returnedas the desiredsig-
nature. Optionally constraintsystemscan be simpli ed,
which consistof deducinghow multiple constraintcanbe
collapsednto asingleconstraint.

PEP symbolic execution. PEP symbolic execution is
similar to the MEP case,exceptwe mustdealwith loops.
Loops are handledby computing x ed points. However,
in data- ow analysisa widening operatoris usedto guar
anteethat the iterationto computethe x ed-pointtermi-
nates[6, 18. Currently we usethe following algorithm
to handleloops:

First, we identify inductionvariableg41, Chapterl4]
in eachloop. For example,the inductionvariablefor
the rst while loopin Figurelisc. We alsocompute
the boundson the inductionvariable,e.g.,the bound
ontheinductionvariablec is ¢ 1
Assumethataninductionvariableis usedto index the
input array in the condition usedin the while loop.
The conditionusedin the while loop alongwith the
boundson the inductionvariablegivesus the desired
result. For the rst while loopin Figurel thecondition
thatis generateds

(input[c] =" ') where (c >= 1)

3.4 Regular ExpressionSignature Generation

3.4.1 Computing MEP Regular ExpressionSignatures

Onemethodfor generatinga regular expressions to solve
the constraintsystemS to asetx : x 2 S andor-ing (j) to-
getherall memberse.g.,if S = f00; 01; 21g, thentheregu-
lar expressioris 00j01j21 4. This methodis exploredhear-
ily in test-cas@eneratioriterature[10, 22, 23, 24, 25]. We
adoptthis approacho our problemsetting.

Divide-and-conquer The numberof variablesto con-
sider within a single path may be very large, e.g., mil-
lions of variablesat the assemblylevel. We addresshis

4A reademay noticethis expressioris preciseandwonderwhenthe
solutionwill not be precise. The answeris as preciseas the symbolic
representatiore.qg.,if thesymbolicrepresentationnly unrollsalooponce,
thentheregularexpressiorsignaturewill notre ect inputsthatmay cause
theloop to be executedmorethanonetime.

problemby decomposingin MEP single-pathsolutioninto
smallersub-pathsve canconsiderindependentlyLet =
Ventry V1ilVexit DE@nMEP path. A sub-paths a sequence
of instructions ; = Vv;Vj+1 :v- 2 in the CFG. A sub-
path ; canbeindependentlyevaluatedwith respecto an-
othersub-path j if nocomputatiorin ; couldever affect
acomputatiorin j, andvice-versa.Formally, we partition

= 1 2 3! j,whereeach ; is apartitionwith no data
dependenciewith anothersub-path j . A datadependenc
existsbetween ; and j if ; computesivaluethat ; uses.

Sinceno computationin onesub-path ; could affect a
computationin anothersub-path ;, eachsub-pathcanbe
independentlysolved, thenthe nal solutioncanbe com-
bined. The solutionto eachsub-path ; is computedas
above by solving the correspondingconstraintsystemfor
the sub-path.Thefull path is thenthe conjunction(®) of
all sub-paths.

MEP solution. Our approachallows us to divide a sin-
gle MEP into possiblyseveral smallersub-problems.Let
theMEP path = ; ;i , correspondo evaluatingthe
symbolicinputin orderiq;:::in. Sincesub-pathsareinde-
pendentwe canalwaysreorderthe sub-pathsothis is the
case. Thenthe signaturefor an MEP is the concatenation
of thesolutionfor eachsub-pathlf ; hassolutionS;, then
theresultingsignaturds S = S;S,:::S;,.

3.4.2 Computing PEP Regular ExpressionSignatures

We considertwo approachegor computinga PEP solu-
tion. The rst methodconsiderseachMEP path within
a PEPindependentlyand solves the symbolic constraints
exactly. The secondmethodis an optimizationbasedon
data- ow analysiswhich canbe appliedto portionsof the
PEPcontrol- ow graphwhencertainconditionsstatedbe-
low aremet. Thedata- ow analysisoptimizationworkson
basicblocksinsteadof pathsanddoesnot requireaccesso
aconstrainisolver.

Exact PEP solution. The PEP solution iteratively ex-
plorespaths,andthensolvesthemasan MEP solution. We
notethatin practiceonewould likely createaninitial MEP
signaturefor the sampleexploit, thenprocesstherpathsin
the background.This approachgeneratesninitial narrav
signaturequickly, thencontinuego re ne it aswe perform
moreanalysis.

PEP data- o w optimization. In mary casesve may be
ableto determine(a) thedatadependenciegartitionavul-
nerability into two or more componentgw.r.t. the CFG),
and (b) someof thesecomponentgio direct comparisons



with input values. For example,mary protocolshave key-
wordsor have constantvaluesfor speci ¢ elds which the
inputis simply comparedagainst.

We usedata- ow analysigo ef ciently computethelan-
guageacceptedy suchcomponents.Sinceeachcompo-
nenthasno datadependenciewith othercomponentsthe
solutionto eachcomponentanbeinlinedinto thecomplete
PEPor MEP solution.At a highlevel, data- ow analysist-
eratvely processes CFG until a x ed point of data- ow
factsis reachedData- ow analysisis widely usedin com-
pilersandis highly ef cient.

Thedata- ow analysiscombinegegularexpressionsc-
ceptedfor eachbasicblock (i.e., a block of contiguousn-
structionswith a singleentry andexit point) into a regular
expressioracceptedy the entirecomponentDueto space
constraintswe give herea very rough overview of data-
o w analysisand leave further discussiorto the extended
versionof this paper[8]. At a high level, eachCFG edge
is labeledwith a setof data- ow facts,whichin our caseis
the regular expressionacceptedy the basicblock for true
edges,andthe negatedregular expressionfor falseedges.
Onekey componenfor a data- ow analysisis specifying
a u (meet)operatoy which summarizeshow multiple in-
comingedgesto a nodeare combined,i.e., combiningthe
regular expressionfor a point of con uence of incoming
edges. Our u operatorstateshow to combineregular ex-
pressions and atacon uencepoint,e.g.,if =! ,then
the con uencepoint correspondso the regular expression

. In ourrunningexample theinstructionsonline 4 canbe
analyzedndependentlhusingdata- ow analysis resulting
in theregularexpressiongjGfor the rst byte of theinput.
Note realistic programsusually have much larger compo-
nentsthanin our examplewhich areamenabléo data- ow
analysis.

4 Evaluation and Implementation

We have implementeda prototype systemto evaluate
our techniquedor automaticallygeneratingsignatures.in
thissectionwe brie y discussmplementatiordetailsof our
prototypeandthenpresenburevaluationresults.Our eval-
uationresultsshav that even an MEP vulnerability signa-
tureis of far higherquality thansignatureggeneratedvith
previous approachesWe focuson creatingregular expres-
sion sighaturessincethey requiregeneratiorof the Turing
machineandsymbolicsignature.

4.1 Implementation

Our total prototype for implementingour techniques
is about 9000 lines of C++ code. We currently use
CBMC [16], a boundedmodelchecler, to help build and

solve symbolic constraintsto produceregular expression
signatures®

Disassemblingthe program, corverting to IR, and ob-
taining instruction traces. Our binary program disas-
sembleris baseduponKruegel et. al. [34]. We thentrans-
late eachinstructioninto the appropriateR statementia
our own translationanguage.

Instructiontracescan be ef ciently generatedor most
modernarchitecturesncludingx86 via hardware[5, 49] or
via software[1, 37, 42]. An instructiontracecontainsthe
instructionaddressandoptionallythevalueof theoperands
for eachinstructionexecuted. Although the numberof in-
structionsexecutedmay be large, the correspondingrace
can be ef ciently represented38, 53]. We currently use
Pin[37] to createour traces.

Solving the constraint system. We usemodel checking
to solve the systemof constraints. We translatethe con-
straintsinto constraint®n C variablesanduseCBMC [16]).
We thenassertio the modelchecler that the vulnerability
conditionis unsatis able. The model checler will either
verify the vulnerability conditionis unsatis able,or solve
theconstrainsystemandpresent counterexamplewhich,
by construction|s a satisfyinginput. This processcanbe
iteratedto exhaustvely enumeratall possiblesatisfyingin-
puts(i.e., exploits). Theregularexpressiorsignatureis the
“or” of all satisfyinginputs. However, this procesanay be
slow when an input byte may be ary of the 22°6 values.
Thereforewe currentlyapplyawideningoperatoisuchthat
ary bytethatappeargo be unconstraineafter 3 iterations
becomesa wild-card byte. The widening stepmay intro-
ducefalsepositives,andcanbeeliminatedwhendesired.

We show thatpreciseregularexpressiorsignaturegener
ation canbe reducedo the modelcheckingproblemin the
extendedversionof this paper[8]. Exploring lessprecise
generatiortechniquesaswell astechniqueghatwork on
practicalexamplesbut may be theoreticallylimited, is an
areaof futurework.

Implementation limitations. Our current implementa-
tion is a prototypeusedfor researchinguutomaticsignature
generation.Although our prototypeworksin our research
setting, thereare a numberof limitations. As mentioned
previously, aliasanalysids currentlynotsupported Specif-
ically, we assumehatno two memorylocationsarealiases.
In additionto the possibleimprecisionthis may introduce
duringsymbolicexecution,this limitation preventsusfrom

computinga true chop [27, 48]. Our currentcallgraph-
basedchoppingalgorithmis lessprecisethana true chop,

5We do not usesourcecodedespitethefactthis is primarily aC model
checler.



which primarily resultsin larger MEP and PEP coverages
thannecessarySecondwe currentlycreatesub-pathdased
uponcontrol- ow basedanalysiswhichmaynotaccurately
identify whentwo sub-pathsareindependen{Section3.4).
Finally, our IR transformationslo not handle oating point
operationsandwe currentlydo not supportthe entire x86
instructionset(we addoperationsasneededor our experi-
ments).All theseimitationsareorthogonato our problem
and can be resoled by implementingknown techniques.
We currentlymanuallyverify noneof theseproblemsintro-
duceerrorsinto our results.

4.2 MEP Evaluation

4.2.1 ATPhttpd

ATPhttpdis a webserer written in C [47]. ATPhttpdver
sion 0.4b is vulnerableto a commonsprintf-style buffer-
over ow whenan HTTP requests too long. Speci cally,
anexploit of the ATPhttpdvulnerability mustmeetthe fol-
lowing conditions: (a) the HTTP requestmethodis case-
insensitve, andmustbe either“get” or “head”; (b) the rst
byte of the requestedle namemustbe'/', andcannotbe
followed by '/'; (c) the requestedlename cannotcontain
the substring”/../” or endwith “/..”; and(d) the requested
lename mustbeover 677 charactersong.

We usethe exploit samplefrom [46], which consistsof
the requestGET / , followed by the shell code, followed
by the HTTP protocol string HTTP/1.1 . In this experi-
ment,thevulnerability conditiongivenfor ATPhttpdis that
no pointershouldbe ableto write to areturnaddress.

Signatureresultand quality. Wegeneratedhesymbolic
constraints,which were partitionedinto 10 distinct sub-
pathsthatwereanalyzedndependentlyWe solvedthecon-
straintsandcreatearegularexpressiorin alittle overasec-
ond,with the averagetime per partitiontaking0:1216s.

We generated the regular expression signature
[0 jGlle JEIt jTII V. f423g/l. f3gl. f386g. This
regular expressionis almost perfectw.r.t. the necessary
conditionsto reachthe vulnerability as statedpreviously.
In particular it recognizeghat the get keyword is case
insensitve, and that most bytes can be anything. The
bytes that are constraints(*/” and “//” in the signature)
are both containedin the exploit and explicitly tested
along the MEP vulnerability path that the exploit took.
We contrastour signaturewith previous exploit-speci ¢
signaturegeneratiorapproacheft4, 43, 36], which at best
only identify small partsof our signatureanddo not match
different exploit variants such as those that crashesthe
sener insteadof injecting code. Our signatureswill catch
all exploit variantsgivenonly a singleexploit sample.

4.2.2 BIND

BIND is one of the most popular DNS seners. BIND
supportsa secrekey transactiorauthenticatioomechanism
where messagesre signedwith a transactionsignature
(TSIG) [55]. BIND 8.2.xis susceptibldo a stackover ow
vulnerabilityin the TSIG processingode.

Theattaclermustsendavalid DNStransactiorsignature
requesin orderto exploit this vulnerability[12]. DNSis a
binary-basegbrotocolin which all messagearestruct-like.
DNS (andthe exploit) canbe TCP or UDP-basedthough
herewe only considerthe UDP protocolmessagesDNS
messagebeayin with a headerfollowed by a numberof re-
sourcerecords(RR). An exploit of this vulnerability must
satisfythe following conditions: (a) the requestmustbe a
qguery which is representedby byte 2 of the messagée-
ing O; (b) theremustbe questiongpresentmeaningthatthe
eld specifyingthe numberof questiongbyte offsets4 and
5) mustbegreateithanzero,andthattheremustbeproperly
encodedjuestionstartingatoffset12; (c) the eld specify-
ing the numberof additionalresourcaecords(byte offsets
10 and 11) mustbe greaterthanzero; (d) The DNS must
containa resourcerecordwith the type eld setto TSIG,
which is 0x00af. SinceDNS may have mary differentre-
sourcerecordsin a singlerequestthe speci ¢ byte offset
for this eld is a function of several other elds in there-
guest.We usethe TSIG vulnerabilityexploit fromthe LION
worm [54] asour sampleexploit.

Signatureresultand quality. Wegeneratedhesymbolic
constraintswhich again could be partitionedinto 10 dis-

tinct graphswhich we independentlyanalyzed Thegener

atedregularexpressionsignaturespeci ed that bytes6-10
mustbezero,thatbytes268and500,whichindicatetheend
of eachqueryin the exploit, mustbe 0, that byte 12 must
notbeO, whichisthe rst byteof the rst query and nally,

thatbytes505 through507 mustbe 0x0000&, which is the
0 byte at the beginning of the additionalresourcerecords
section followedby the eld typeTSIG. We verify thatthe
constructedignaturedenti ed all constraintgshatmustbe
metto exploit the vulnerability We alsoveri ed thefalse-
positive rateof our signatureby matchingt again 1,000,000
DNS requestgtracetaken from a high-trafc DNS sener

thatsenesseveraltop level domains).Therewereno false
positives.

4.3 PEP Evaluation

The chopof ATPHttpdtook 30 s andfound 88% of all
functionswere reachablebetweenacceptinga connection
andthevulnerabilitypoint(includingall libraries). As men-
tionedpreviously, onetechniquefor generatinga PEPsig-
natureis to considereachMEP pathindependently An-
othertechniqueis to estimatethe effectsof multiple paths



simultaneously Our currentprototypeimplementatiorfor
the latter techniquels limited to moderate-sizeéunctions.
Unfortunately the ATPHttpdandBIND vulnerabilitiesuse
extremely large library function which consistsof several
thousandasicblocks. Addressingscalabilityissuesis an
importantpartof our future work. We expectexisting state
reductiontechniguesrom modelcheckingwill help solve
this problem.

Here,we evaluateour PEPtechniqueson syntheticex-
amples.We compiledownn ourrunningexampleto a binary,
andthencalculatehefull PEPsolution. Theregularexpres-
siongenerateds [g jG][ ]*[" -] f5, g. Thetotaltimeto
computetheanswelis aboutl.5 secondsAlternatively, our
tool canalsoproducethe regular expressiorfor eachinde-
pendentomponenbf the PER andthenusedata- ow facts
to producethe nal signature.In this setting,our tool runs
slightly fasterasit doesnot have to performsymboliceval-
uationalongall possiblepaths.

5 Discussion

We provide more extensie analysis,including proofs
of the hardnesof signaturecreationand of our data- ow
frameawork in the extendedversionof this paper8].

Other application scenarios. At a high level, our tech-
niguesgenerateninputstringthatreaches giveninstruc-
tion in the binary Several otherapplicationsof our tech-
niguesthatwe planoninvestigatinginclude:

Improve existing pattern-@&traction signaturegenera-
tion algorithms. The quality of a signaturegenerated
by pattern-a&tractiontechniquegenerallyimprovesas
the numberof exploit samplesincrease. Our tech-
niguescanbeusedto iteratively generat@new exploit
samplex? thatis differentthanthe sampleexploit x.
In this scenarioye cangive x°to the pattern-etractor
asa labeledexploit, which it thenusesto improve an
existing signature Notethatin previousscenariopat-
tern extraction would be limited to only x. In addi-
tion, we may be ableto label tokenswithin x which
may further help the analysis. Finally, we note that
our analysiscouldalsobe usedto help defendagainst
“red-herring”and“coincidentaltoken” attacks.
Performrobustvulnerabilityidenti cation. Oftenit is
not known whethera knownbug is exploitable. Here,
the developerwould setvi,;; to theappropriataead
statemenaindv 5 to theline for the bug. Our tech-
niqueswill generatea sampleexploit when possible,
con rming whethera bug is exploitableor not.
Vendorpatchesften missall possiblepathsto a vul-
nerability Missing alternatepathsis not only a secu-
rity problem,but canalsobe anembarrassmeno the
vendorbecauseaven “patched” systemsmay still be

compromisedl11]. Ourtechniquesanbe adaptedo
seeif agivenpatchcoversall possiblevaysavulnera-
bility maybe exploited.

Completebut unsoundsignatures. Every satisfyingso-
lution to the generatedsymbolic equationsis an exploit
string,thusthe signaturas soundbut notcomplete A com-
pletebut potentiallyunsoundsignaturej.e., no falsenega-
tivesbut falsepositives,canbe createdoy settingtheinitial
signatureto  andremoving ary input thatleadsto BE-
NIGN state.

Identifying sourcesof signature imprecision. Our con-
struction allows a signaturecreatorto tune accurag and
generationtime in several ways. First, the creatorhasa
choice of signaturerepresentations.Second,the creator
can choosehow much information to retain for less ex-
pressie representations. For example, when creatinga
symbolicrepresentatiothe creatormay choosehow mary
timesloopsareunrolled. Third, the creatorcanchoosehow
much analysisto perform. For example,when creatinga
regular expressionsignaturetheoremproving can be em-
ployedto enumerate&very input stringthatmay exploit the
program,or fasterbut lessaccuratedata- ow analysis.We
believe thesechoicesallow a creatorto gain a fundamental
understandingf the overall accurag of the nal generated
signatureby comparingtheir generategignatureo theper
fect TM signature.

6 RelatedWork

Signature creation. In Sectionl we detailedmostpre-
vious work in this area. Here we mentionthat Vigilante
has independentlyproposedsignatureswhich are essen-
tially straight-lineprograms,not regular expressiong17],
muchlike our MEP symbolic constraintsignatures.How-
ever, Vigilante only createsa signaturefor the execution
pathtakenby thesampleexploit, anddoesnotexploremore
extensve coveragesor othervulnerability signaturerepre-
sentations.

Estimating languageclasses.A signi cant partof cre-
atinga vulnerability signatureboils down to conseratively
estimatingthe higherpoweredlanguagesuchas a Turing
machinewith alowerpowerlanguagesuchasaregularex-
pression.Our techniquegprovide oneway of accomplish-
ing this. For example,Mohri and Nederhofpresentan al-
gorithm for converting certaincontet-free languagesnto
regular expressiong39]. We are unavare of othersigni -
cantwork in thisarea.

Program analysis. We usemary static analysistech-
niguessuchassymbolicexecution[31], abstracinterpreta-
tion [18], modelchecking[15], theorenproving [20], data-

o w analysig[29], andprogramslicing [57]. Eachof these



areads anactiveresearctarean whichwe canbene tfrom

new or moreadwancedtechniques.t would be impossible
to noteall relatedwork in staticanalysis;the readeris re-

ferredto [4, 41] for anoverview of the subject.

Automatic test case generationresearchexplores the
problemof automaticallycreatingan input that reachesa
particularpointin the program[10, 22, 23, 24, 25]. We are
interestedn a very similar problemwherewe wantto ap-
proximateall inputsthatreacha certainlocation. Also, our
problemsettingis relaxed sincewe maytoleratesignatures
with falsepositvesand/ornegatives.

Anothercloselyrelatedareais staticanalysisof program
generatedtring expressionsThis line of work aimsat dis-
coveringpossiblestringsgeneated asopposedo accepted
by aprogram.Christenseret. al. performedstringanalysis
on Java programswheretypeinformationis available[13].
Christodoresciet. al. extendedChristensers work to x86
binaries[14]. Thesetechniquesreexciting, thoughmore
researchs neededo applytheirtechniquedo our problem
setting.In particulay thisapproactonly handlesstringsand
notothertypessuchasintegers.

7 Conclusion

We presentedh generalframevork for obtaininga new
type of signaturecalledvulnerability signatures. Given a
singlesampleaxploit, we presentedechniquegor automat-
ically generatinga signatureof higher quality than previ-
ous approaches.In addition, our formulation opensup a
wide variety of signaturerepresentationdn particulay we
discusghreedistincttypesof vulnerability signaturerepre-
sentationsTuring machine symbolicconstraintsandreg-
ular expressions.We provide theoreticaland practicalin-
sightsinto thesethreesignaturerepresentations\We con-
cludethatour approachis promisingalternatve to exploit-
centrictechniques.
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