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Abstract

In this paperweexplore theproblemof creatingvulner-
ability signatures. A vulnerability signature matchesall ex-
ploits of a givenvulnerability, evenpolymorphicor meta-
morphic variants. Our work departs from previous ap-
proachesby focusingon thesemanticsof theprogramand
vulnerability exercisedby a sampleexploit insteadof the
semanticsor syntaxof the exploit itself. We showthe se-
manticsof a vulnerability de�ne a languagewhich contains
all and only thoseinputs that exploit the vulnerability. A
vulnerability signature is a representation(e.g., a regular
expression)of the vulnerability language. Unlike exploit-
basedsignatureswhoseerror ratecanonly beempirically
measuredfor knowntestcases,thequalityof a vulnerability
signaturecanbeformallyquanti�ed for all possibleinputs.

We provide a formal de�nition of a vulnerability signa-
ture andinvestigatethecomputationalcomplexity of creat-
ing andmatching vulnerability signatures.We alsosystem-
atically explorethedesignspaceof vulnerability signatures.
We identify three central issuesin vulnerability-signature
creation: how a vulnerability signature representsthe set
of inputsthatmayexercisea vulnerability, thevulnerability
coverage(i.e., numberof vulnerableprogrampaths)that is
subjectto our analysisduring signature creation,andhow
a vulnerability signature is thencreatedfor a givenrepre-
sentationandcoverage.

We proposenew data-�ow analysisand novel adoption
of existing techniquessuch as constraint solving for au-
tomaticallygenerating vulnerability signatures. We have
built a prototypesystemto testour techniques.Our experi-
mentsshowthat we can automaticallygenerate a vulner-
ability signature using a single exploit which is of much
higher quality than previous exploit-basedsignatures. In
addition,our techniqueshaveseveral othersecurityappli-
cations,andthusmaybeof independentinterest.

1 Intr oduction

A vulnerability is a type of bug that canbe usedby an
attacker to alter the intendedoperationof thesoftwarein a
maliciousway. An exploit is anactualinput that triggersa
softwarevulnerability, typically with maliciousintent and
devastatingconsequences.Oneof themostpopularandef-
fectiveexploit defensemechanismsis signature-basedinput
�ltering (alsocalledcontent-based�ltering) [7, 40] . Thus,
any improvementsin signaturegenerationwill likely have
widespreadimpact.

We need automatic signature generation techniques
becausemanual signaturegenerationis slow and error
prone. Fast generationis important becausepreviously
unknown (“zero-day”) or unpatchedvulnerabilitiescanbe
exploited ordersof magnitudefasterthana humancanre-
spond,suchasduringa worm outbreak[7, 51]. Automatic
techniqueshavethepotentialto bemoreaccuratethanman-
ual efforts becausevulnerabilitiestendto be complex and
requireintricateknowledgeof detailssuchasrealizablepro-
grampathsandcornerconditions.Understandingthecom-
plexitiesof avulnerabilityhasconsistentlyprovenverydif-
�cult for humansateventhesourcecodelevel [11], letalone
COTSsoftwareat theassemblylevel.

Challengesfor automatically creating signatures. The
taskof automaticallyconstructingsignaturesis complicated
by thefact that thereareusuallyseveraldifferentpolymor-
phic exploit variantsthatcantriggera softwarevulnerabil-
ity [21, 33, 43]. For example,abuffer-overrunvulnerability
in a network servicemay be triggeredby many different
protocolmessages.Anotherexample,sometimesreferred
to asmetamorphism,is thatexploit variantsmaydiffer syn-
tactically but be semanticallyequivalent [28, 52], e.g.,an
exploit could usedifferentassemblyinstructionsthat have
thesameeffect. Our approachdoesnot needto distinguish
betweenpolymorphismand metamorphism:both are re-
ferred to as polymorphismthroughoutthis paper. Many
morphingtoolsarepublicly availableto automaticallygen-
eratepolymorphicexploit variants[2, 3, 21]. Thus,to be



effective, thesignature shouldbeconstructedbasedon the
propertyof thevulnerability, insteadof an exploit (this ob-
servationhasbeenmadeby othersaswell [56]).

Limitations of previous approaches. Theimportanceof
the signaturegenerationproblem has recently prompted
researchersto investigate automaticsignaturegeneration
techniques. Previous approachesfall into at leastone of
the following categories: (a) requiremanualsteps,(b) em-
ploy heuristicswhich may fail in many settings,(c) tech-
niquesrely on speci�c propertiesof anexploit, e.g.,return
addresses,andarethusnot vulnerability signatures,(d) are
limited by theunderlyingsignaturerepresentationthey can
generate,or (e)only work for speci�c vulnerabilitiesin spe-
ci�c circumstances.

For example,one approachis pattern-extraction based
methodswhich syntacticallyidentify bit patternsthat ap-
pearin attacksamplesbut not in innocuoussamples[30,
32, 43, 50]. However, thesetechniquesareeitherincapable
of handlingpolymorphicworms [30, 32, 50], or vulnera-
ble in anadversarialenvironmentin which anattacker can
inject falseor super�uoustokens,suchasanover-learning
or “red-herring”attack[43]. Anotherapproachis basedon
applicationandexploit semanticinformation[35, 44, 58].
However, thesetechniquesareheuristics-basedandrely on
speci�c propertiesof the exploits suchas the value used
to overwrite the returnaddressto be invariant. It hasbeen
shown previously theseheuristicsmay not work in many
real-world vulnerabilities[19, 43]. In addition, previous
work alongeither line hasnot systematicallyexploredthe
designspaceof signaturecreation,insteadfocusingon a
single designpoint such as creating regular expressions
for control-hijackingattacks.Regular-expressionscanonly
recognizesimplesyntacticproperties,thusmaynot bepre-
ciseenoughin many settings,e.g.,regularexpressionscan-
notrecognizeavulnerabilitywherevalid andinvalid check-
sumsneedto bedistinguished.

Our approach, roadmap, and the central issues. Our
approachdepartsfrom previouswork by analyzingthevul-
nerabilityuncoveredby a new exploit attackinsteadof an-
alyzing theexploit. At a high level, our maincontribution
is a new classof signature,which we call a vulnerability
signature, that is not speci�c to detailssuchaswhetheran
exploit successfullyhijackscontrolof theprogram,but in-
steadwhetherexecutinganinput will (potentially)resultin
anunsafeexecutionstate.

In thispaperwepresenta formalapproachfor reasoning
aboutvulnerability signatures. Intuitively, a vulnerability
signaturematchesa setof inputs (strings)which satisfya
vulnerability conditionin theprogram.A vulnerabilitycon-
dition is aspeci�cationof aparticulartypeof programbug,
e.g.,memorywrites shouldbe within the allocatedbuffer

space.We thensystematicallyexplore thedesignspaceof
vulnerabilitysignatures,andidentify two importantdimen-
sions: how the signatureis represented, in which thereis
anexpressivenesstrade-off betweenmatchingaccuracy and
ef�ciency, and how much of the vulnerability is covered
by the signature,in which thereis a trade-off betweenthe
amountof analysisperformedandthe signaturefalseneg-
ative rate. We then develop new techniquesfor creating
vulnerability signaturesfor different representations.We
focuson threerepresentationswhich highlight theinherent
accuracy, ef�ciency, andcreationtime trade-offs in thede-
signspace:Turing machinesignatures,symbolicconstraint
signatures,andregular expressionsignatures.

Contrib utions. This paper presentsa systematic ap-
proachusing a formal model and methodsto createvul-
nerabilitysignaturesusingstaticprogramanalysis.We re-
quireonly a singlesampleexploit which is usedto initially
identify the vulnerability. Our automaticsignaturegener-
ation approachis applicableto all vulnerabilitiesin which
thevulnerabilityconditioncanbeformally speci�ed. Our
approachuncoversa rich new domainfor representingsig-
naturesandnew techniquesfor creatingthem.In particular:

� Weprovidea formalde�nition for vulnerabilitysigna-
tures.Ourapproachleadsto anew perspectivewherea
vulnerabilitysignaturecanberepresentedby different
languageclasseswith differentexpressive powers.

� We explore the designspaceof vulnerability signa-
ture and show that thereis an inherenttrade-off be-
tweensignaturematchingand accuracy for different
representations.In particular, a perfectsignaturecan
becreated(Turing machinesignaturesin Section2.3),
but matchingmaytake anunboundedamountof time.
On the other hand,signaturesthat allow fast match-
ing arelessaccurate(regular-expressionsignaturesin
Section2.3).

� Weintroducethenotionof vulnerabilitysignaturecov-
erage.As we will see,onechallengeis thata vulnera-
bility maybereachableby anin�nite numberof paths
in theprogram(in thepresenceof looping). We show
how to iteratively considereachpathseparatelysothat
signaturegenerationcanscale.

� Our methodsallow usto identify wherea createdvul-
nerabilitysignatureapproximatesaperfectvulnerabil-
ity signature.Speci�cally, in oursetting,onecaniden-
tify and control when and how imprecisionis intro-
duced. This propertymakes it easyto quantify the
qualityof thegeneratedvulnerabilitysignature.

� We develop new static analysistechniques(such as
the regular expressiondata-�ow framework in Sec-
tion 3.4.2),andmakenovel adoptionsof existing tech-
niquessuchasprogramchoppingandconstraintsatis-
factionto ourproblemdomain.



� We provide a prototypeimplementationof our tech-
niquesandautomaticallycreatesignaturesfor several
real-world vulnerabilities.Ourprototypeaddressesau-
tomaticsignaturescreationin oneof the hardestsce-
narios: only the programbinary is used. We do not
requiresourcecodeor typeinformation,andtherefore
ourprototypeis applicableto COTSsoftware.

� Our results show that our techniquesautomatically
generatesignaturesthat areof a muchhigherquality
thanprevioustechniques.

2 Vulnerability Signature

In this sectionwe �rst give a formal de�nition of a vul-
nerabilitysignature.Intuitively, a vulnerabilitysignatureis
a representationfor thesetof inputsthatsatisfya speci�ed
vulnerability condition (vulnerability conditions are for-
mally de�ned in Section2.2). We thenexploretwo dimen-
sionsof thedesignspacefor vulnerabilitysignatures:signa-
turerepresentationandcoverage.Roughlyspeaking,design
points in the signaturerepresentationdimensiontrade-off
matchingaccuracy andmatchingef�ciency. Designpoints
in the vulnerability signaturecreationdimensiontrade-off
creationtime for signaturecoverage,i.e., how many pro-
grampathsareanalyzed.

Problem setting. We motivateour work andapproachto
vulnerabilitysignaturesin thefollowing setting:a new ex-
ploit is just releasedfor an unknown vulnerability. A site
hasdetectedthe exploit throughsomemeanssuchas dy-
namictaint analysisor stackprotection,andwishesto cre-
ateasignaturethatrecognizesany furtherexploits. Thesite
canfurnish our analysiswith the tuple fP ; T; x; cg where
P is theprogram,x is theexploit string,c is avulnerability
condition,andT is the executiontraceof P on x. Since
our experimentsareat theassemblylevel, we assumeP is
a binaryprogramandT is an instructiontrace,thoughour
techniquesalsowork at thesource-codelevel. Our goal is
to createa vulnerability signaturewhich will match future
maliciousinputsx0 by examiningthemwithout runningP.

In addition,we want to createsignaturesquickly since
in many scenariossignaturesmustbedeployedalmostim-
mediatelyafterdetectionto beof any value.Therefore,we
take an iterative approachthat generatessuccessively bet-
ter signatures.Eachsuccessive signaturewill matchmore
exploit variantswithoutrequiringfurtherexploit samples.

Running example. Throughout this paper, we use
the running example given in Figure 1. Our example
is in a C-like languagefor clarity; our implementation
operateson programbinaries. The example returns the
URL when the requestbegins with the 'G' or 'g' key-
word, else NULL is returned. In our example, we will

1 char � get u r l ( char i np [ 10] ) f
2 char � ur l = mal l oc ( 4 ) ;
3 i n t c = 0;
4 i f ( i np [ c ] ! = ' g ' && i np [ c ] ! = ' G' )
5 r et ur n NULL ;
6 i np [ c ] = ' G' ;
7 c++;
8 whi l e ( i np [ c ] == ' ' )
9 c++;

10 whi l e ( i np [ c ] ! = ' ' ) f
11 � ur l = i np [ c ] ; c++; ur l ++;
12 g
13 p r i n t f ( ` `%s ' ' , u r l ) ;
14 r et ur n ur l ;
15 g

Figure 1. Our running example , whic h re­
turns the URL of a request of the form [g jG]
< url > , else NULL.

assumex = g /AAAA. The correspondingtraceis T =
f 1; 2; 3; 4; 6; 7; 8; 9; 8; 10; 11; 10; 11; 10; 11; 10; 11; 10; 11g
where eachnumberis the correspondingline numberin
Figure 1. The vulnerability condition is a heap over-
�o w, which the input x satis�es (i.e., the program is
exploited)on the5th iterationof line 11 sincetheURL is 5
characterslongwhile only 4 characterswereallocated.

2.1 Vulnerability SignatureDe�nition

A vulnerability is 2-tuple (P; c), whereP is a program
(which is a sequenceof instructionshi 1; � � � ; i k i ), andc is
a vulnerabilitycondition(de�ned formally below). Theex-
ecutiontraceobtainedby executinga programP on input
x is denotedby T(P; x). An executiontraceis simply a
sequenceof actual instructionsthat are executed. A vul-
nerabilityconditionc is evaluatedon anexecutiontraceT.
If T satis�esthevulnerabilityconditionc, we denoteit by
T j= c. The language of a vulnerability L P ;c consistsof
thesetof all inputsx to aprogramP suchthattheresulting
executiontracesatis�esc. Let � � be thedomainof inputs
to P. Formally, L P ;c is thelanguagede�ned by:

L P ;c = f x 2 � � j T(P; x) j= cg

An exploit for a vulnerability (P; c) is simply an input
x 2 L P ;c , i.e., executingP on input x resultsin a trace
that satis�es the vulnerability conditionc. A vulnerability
signature is amatchingfunctionMATCH which for aninput
x returnseither EXPLOIT or BENIGN without running
P. A perfectvulnerabilitysignaturesatis�esthefollowing



property:

MATCH(x) =
�

EXPLOIT whenx 2 L P ;c

BENIGN whenx =2 L P ;c

As we show in Section2.3, the languageL P ;c can be
representedin many different ways ranging from Turing
machineswhich are precise,i.e., acceptexactly L P ;c , to
regularexpressionswhich maynot beprecise,i.e., have an
errorrate.

Soundnessand completenessfor signatures. We de�ne
completenessfor a vulnerability signatureMATCH to be
8x : x 2 L P ;c ) MATCH(x) = EXPLOIT, i.e., MATCH ac-
ceptseverythingL P ;c does.Incompletesolutionswill have
falsenegatives. We de�ne soundnessas8x : x =2 L P ;c )
MATCH(x) = BENIGN, i.e., MATCH doesnot acceptany-
thingextranot in L P ;c . 1 Unsoundsolutionswill have false
positives. A consequenceof Rice's theorem[26] is thatno
signaturerepresentationotherthanaTuringmachinecanbe
bothsoundandcomplete,andthereforefor otherrepresen-
tationswe mustpick oneor the other. In our setting,we
focuson soundness,i.e.,we toleratefalsenegativesbut not
falsepositives. In Section5 we show how to reformulate
ouralgorithmto generatecompletebut unsoundsignatures.

2.2 Vulnerability Conditions

The vulnerability conditionc is a function which takes
an instructionI 2 T andthecurrentprogramstateandre-
turnseitherEXPLOIT, indicatingT j= c, or BENIGN and
a new programstatere�ecting theexecutionof I . The�rst
instructionI suchthatc(I ) = EXPLOIT is calledthevul-
nerability point. Intuitively, the vulnerability point is the
�rst instructionwhichmaycauseunsafeexecution,e.g.,the
�rst out-of-boundswrite online 11of ourrunningexample.

Formally, avulnerabilityconditionc is a function

c : � � D � M � K � I ! f BENIGN; EXPLOITg

where� is memory(including the statevariables)for the
vulnerabilitycondition,D is thesetof variablesde�ned,M
is theprogram's mapfrom memorylocationsto values,K
is thecontinuationstack,andI is thenext instructionto ex-
ecute.2 Formally, weexecutec oneachinstructionin order
of thetraceT becauseeachinstructioncouldaffect vulner-
ability condition statevariablesin � . In our scenario,�
is a local memoryfor thevulnerabilitydetectionalgorithm
thatmaykeeptrackof importantvariablessuchasbounds
on allocatedmemory, D bindsvaluesto registers,K is the

1Normallysoundnessis 8x : x 2 S ) x 2 L P ;c . Herewearestating
theequivalentcontra-positive.

2Wenotethat� is strictly notnecessary:it is only convenientto assume
thevulnerabilityconditionhasmemoryseparatefrom M .

evaluationstack(e.g.,CISCinstructionsmaydereferencea
calculatedmemoryaddressall in thesameinstruction),and
M : ADDR ! VALUE is a mapfrom 32-bit memoryloca-
tionsto values(includingbothstackandheapaddresses).

We can encodec as an algorithm, and as describedin
Section3 inline the encodinginto the original programat
thevulnerabilitypointduringsignaturecreation. Also note
thatc needonly bespeci�ed oncefor eachtypeof vulner-
ability. Our contribution is not how to specifythe vulner-
ability condition: we assumeit is given. We note entire
programminglanguagesarespeci�ed in a similar manner
to c (e.g.,via formal operationalsemantics[45]), thusour
techniquesshouldapply to any vulnerabilityconditionthat
canbestatedwith analgorithm.

In our runningexamplethevulnerabilityconditionis to
checkeachdereferenceto make sureit is within the allo-
catedbounds. One way to accomplishthis is to shadow
eachpointer2 T with a “safe” pointervaluethat records
the baseaddressandsizeof the memoryallocated.Then,
eachdereferenceis checkedto seeif thecorrespondingsafe
pointerwould still be in bounds.A formal operationalse-
manticsof this vulnerabilityconditionmaylook like:

� ; D ; M ; K ` * exp  D ; M ; K . * � ` exp

� [n ! SafePtr (m; s)] ; D ; M : [n ! vn ] ; K . * � ` n

 
�

BENIGN if m � n < m + s
EXPLOIT

The�rst rulesaysin orderto calculateamemoryderefer-
enceof theform * exp , exp must�rst beevaluated.Once
exp is resolved to an addressn, the secondrule saysto
lookupn in thecontext � andgeta safepointerSafePtr .
A safepointercontainsabaseaddressm andasizes. If the
dereferencedvalueis within therangespeci�ed,BENIGN
is returned,elseEXPLOIT.

2.3 SignatureRepresentationClasses

We explore the spaceof different languageclassesthat
canbe usedto representL P ;c asa vulnerability signature.
Whichsignaturerepresentationwepick determinesthepre-
cision andmatchingef�ciency. We investigatethreecon-
crete signaturerepresentationswhich re�ect the intrinsic
trade-offs betweenaccuracy andmatchingef�ciency: Tur-
ing machinesignatures,symbolicconstraint signatures,and
regular expressionsignatures.A Turing machinesignature
canbe precise,i.e., no falsepositivesor negatives. How-
ever, matchinga Turingmachinesignaturemaytake anun-
boundedamountof time becauseof loopsandthus is not
applicablein all scenarios.Symbolicconstraintsignatures
guaranteethat matchingwill terminatebecausethey have
no loops, but must approximatecertainconstructsin the



1 char � ur l = mal l oc ( 4 ) ;
2 i n t c = 0;
3 i f ( i np [ c ] ! = ' g ' && i np [ c ] ! = ' G' )
4 r et ur n BENIGN;
5 c++;
6 whi l e ( i np [ c ] == ' ' ) c++;
7 whi l e ( i np [ c ] ! = ' ' ) f
8 i f ( c > = 4) r et ur n EXPLOIT ;
9 � ur l = i np [ c ] ; c++; ur l ++;

10 g
11 r et ur n BENIGN;

Figure 2. The TM signature for our running
example

programsuchasloopingandmemoryaliasing,which may
leadto imprecisionin thesignature.Regularexpressionsig-
naturesaretheotherextremepoint in thedesignspacebe-
causematchingis ef�cient but many elementaryconstruc-
tionssuchascountingmustbeapproximated,andthusthe
leastaccurateof thethreerepresentations.

Turing machine signatures. A Turing machine (TM)
signatureis a programT consistingof thoseinstructions
which leadto thevulnerabilitypoint with thevulnerability
conditionalgorithminlined. Pathsthat do not lead to the
vulnerability point will return BENIGN, while pathsthat
leadto the vulnerabilitypoint andsatisfythe vulnerability
condition return EXPLOIT. 3 TM signaturescanbe pre-
cise,e.g.,a trivial TM signaturewith no error rate is em-
ulating the full program. A TM signaturefor our running
exampleis givenin Figure2:

Symbolic constraint signatures. A symbolic constraint
signatureis a setof booleanformulaswhich approximate
a Turing machinesignature.Unlike Turing machinesigna-
tureswhich have loops,matching(evaluating)a symbolic
constraintsignatureonaninputx will alwaysterminatebe-
causethereare no loops. Symbolic constraintsignatures
only approximateconstructssuchasloopsandmemoryup-
datesstatically. As a result,symbolicconstraintsignatures
maynotbeaspreciseastheTuringmachinesignature.

Let x:y representan inclusive range,e.g.,inp[1:5]
meansinput bytes1 through5, inclusive. Then the sym-
bolic constraintsignature(afterconsiderablesimpli�cation
for readability)for ourrunningexampleis givenin Figure3.

This signaturestatesthat the ten-byteinput matchesthe
signatureif the �rst input byte is 'G' or 'g', followed by
anywherefrom 0 to 4 spacecharacters,followedby at least

3A pathin aprogramis apathin theprogram'scontrol�o w graph.

( i np [ 0] = ' g ' _ i np [ 0] = ' G' ) ^
[ ( i nput [ 1 : 5 ] ! = ' ' ) _
( i np [ 1] = ' ' ^ i np [ 2 : 6 ] ! = ' ' ) _
( i np [ 1 : 2 ] = ' ' ^ i np [ 3 : 7 ] ! = ' ' ) _
( i np [ 1 : 3 ] = ' ' ^ i np [ 4 : 8 ] ! = ' ' ) _
( i np [ 1 : 4 ] = ' ' ^ i np [ 5 : 9 ] ! = ' ' ) ]

Figure 3. The symbolic constraint signature
for our running example .

5 non-spacecharacters.At least5 non-spacecharactersare
neededin orderto over�ow the4-byteallocatedurl buffer.
Notethissignatureis createdby unrollingtheloopsonlines
8-9 and10-12of the TM signature. Although in our ex-
amplewe canstaticallyinfer how many timesto unroll the
loop, in generalsuchinferencesarenotpossibleandanup-
perboundto unroll loopsmustbeprovided(this is thesame
approachtakenby boundedmodelcheckers[15]).

Regular expressionsignatures. Regularexpressionsare
theleastpowerful signaturerepresentationof thethree,and
mayhaveaconsiderablefalsepositive ratein somecircum-
stances.For example,awell-known limitation is regularex-
pressionscannotcount[26], andthereforecannotsuccinctly
expressconditionssuchascheckingamessagehasaproper
checksumor even simpleinequalitiessuchasx[i ] < x[j ].
However, regular expressionsignaturesarewidely usedin
practice. The regular expressionsignaturewe would pro-
duce for our running example (using the data-�ow tech-
niquesdescribedin Section3.4) is
[g jG][ ] * [ˆ ] f 5, g, which matchesany input that be-
ginswith 'g' or 'G', followedby zeroor morespaces,fol-
lowedby atleast5 or more(representedasf 5, g) non-space
characters.

Other signature types. One of the main contributions
from our constructionis any languageclassmaybeusedto
representa signature.Thesignatureuseris freeto pick the
appropriaterepresentationfor their situation. We leave as
future work systematicandformal investigation into other
signaturerepresentations,e.g.,context freelanguages.

2.4 SignatureOperationsand Ef�ciency

We summarizeupperboundsfor varioussignatureop-
erationsin Table 1. Due to spaceconstraints,we prove
theseboundsin theextendedversionof thispaper[8]. The
vulnerability languageL P ;c is recognizedby a vulnera-
bility signaturerepresentationvia the MATCH operation.
Matchingef�ciency is likely a primaryconcernwhenpick-
ing a signaturerepresentation.Turing machinesignature



Representation Creation SignatureSize Matching Minimization Equivalence
TuringmachineSig. poly(N) poly(N ) Undecidable Undecidable Undecidable
SymbolicConstraintSig. poly(N ) poly(N ) poly(S) exp(S) exp(S)
RegularExpressionSig. poly(N ) - exp(N ) exp(N ) O(S) O(S2) O(S2)

Table 1. Summar y of appr oximate bounds for the three vulnerability signature representations we
consider for a program of length N and signature size S. pol y(X ) denotes a function pol ynomial in
X , and exp(X ) denotes a function exponential in X .

matchingis undecidable(sincematchingcan be reduced
to thehaltingproblem),andsymbolicconstraintsignatures
matchingcanbedonein polynomialtime. Regularexpres-
sionmatchingcanbeperformedin lineartime.

TM signaturesare created by encoding and inlin-
ing the vulnerability condition, which takes polynomial
time. Symbolic constraintsignaturegenerationrequires
�rst creating a TM signature, then several additional
polynomial-timetransformationsuchas unrolling loops a
�x ed numberof times. Regular expressionsignaturecre-
ation entailseither solving the symbolic constraintsigna-
ture,whichmaytake exponentialtime (in fact,is PSPACE-
complete[8]), or performingdata-�ow analysisontheorig-
inal program,whichtakespolynomialtime. Theformerac-
curatelyrepresentsall solutionsto thesymbolicconstraints,
while thelatterapproximatestheoriginalprogramvia data-
�o w analysisandis lessaccurate(seeSection3.4).

Signaturemergingis anotherimportantoperation.In our
model, merging signaturesA and B is equivalent to per-
forming a singleanalysisof L ab = L a [ L b, that is, the
unionof the languagesfor bothvulnerabilities.Theunion
operationfor TM signaturesis doneby creatinga new con-
dition cab = ca _ cb that evaluatestrue if T(P; x) j= ca

or T(P; x) j= cb . Theunionoperationfor symboliccon-
straintsis thedisjunctionof the individual constraints,i.e.,
eitherconstraintsystemcouldbesatis�ed. Theunionoper-
ationfor regularexpressionis the“or” (j) operator.

2.5 Monomorphic Execution Path (MEP) and
Polymorphic ExecutionPath (PEP)Signature
Coverage

Weintroducethenotionof vulnerabilitysignaturecover-
agein whichwecreateavulnerabilitysignaturewith respect
to only a subsetof programpathsan exploit may follow.
Theability to considersubsetof pathsto avulnerability(as
opposedto all programpathsanexploit mayfollow) is im-
portantsincecreatinga signaturefor all programpathsthat
leadto thevulnerabilitymaybe too expensive. Our signa-
turecreationtechniquestake aniterative approachin order
to bescalablewherewesuccessively improvesignaturesby
�rst consideringa small coverage,andthenincrementally
increasingour coverageto includemoreprogrampathsto

thevulnerability.
First,considerasinglepathin theprogramaninputmay

take thatsatis�esthevulnerabilitycondition,whichwecall
MonomorphicExecutionPath (MEP) coverage.Our initial
MEP pathis usuallythe pathtaken by the sampleexploit.
An MEP coversonly thoseprograminstructionsexecuted
by anexploit ona singlepathto thevulnerabilitypoint,ex-
cludingstatementswith no effect on thecomputation,e.g.,
line 6 in thesampleexploit is semanticallyano-opwith re-
spectto thevulnerability. Within anMEP, for eachcondi-
tionalbranchencountered,onetargetis aninstructionlead-
ing towardsthe vulnerability point, while the other target
is a stateBENIGN. An MEP is thereforea straight-line
program. At the vulnerability point the vulnerability con-
dition is evaluated,which returnseitherBENIGN or EX-
PLOIT. The vulnerability signatureconsistsof all inputs
thatreachtheEXPLOIT state. Notethatstraight-linepro-
gramsdo not imply that only a single input leadsto the
vulnerability point: thereusuallyexists many other inputs
x0 6= x thatboth reachthevulnerabilitypoint andthevul-
nerability conditionevaluatesto EXPLOIT. For example,
exploitsusuallyhaveapayloadwhichexecutesarbitraryat-
tacker code.A straightline programwill returnEXPLOIT
for exploits with differentpayloadsbecausethe execution
of differentvariantsonly differ after thevulnerabilitycon-
dition hasbeensatis�ed.

A PolymorphicExecutionPath (PEP)coverageincludes
many differentpaths(i.e.,MEPs)to thevulnerabilitypoint.
A completePEPcoverageincludesall pathsto thevulner-
ability point. Therefore,a completePEPcoveragesigna-
ture acceptsall inputs2 L P ;c , i.e., the signatureis com-
plete. More formally, completecoverageis obtainedby
generatinga signaturefor a chop [27, 48] of the program,
which includesall instructionsthat may be executedbe-
tweena read statementwherean exploit may be readin
andthevulnerabilitypoint. A chophastwo distinguished
nodes:vinit andv�nal . vinit correspondsto theinput read
statement(if multiple input read statementsexist, then
vinit is an abstractnodethat is connectedto eachread
statementin the control �o w graph). v�nal corresponds
to theinlined vulnerabilityconditionbranchreturningEX-
PLOIT. We outlineour algorithmfor computingthechop
in Section3.2.



In our signature-creationalgorithm, we initially begin
with theMEP pathconsistingof thoseinstructionsexecut-
ing in theexploit traceT. Wethencomputeaprogramchop
of thevulnerability, wherevinit is theinitial readof thesam-
ple exploit, andv�nal is the vulnerability point. The chop
containsall possibleexecutionpathsfrom whereanexploit
wasread(in the trace)to the vulnerability point. We then
initially createa signatureS for theMEP pathgivenby the
executiontrace,andtheniteratively improveS by consider-
ing otherpaths.

For our runningexample,theMEP coverageconsistsof
the instructionsexecutedin the trace. The completePEP
coverageconsistsof lines1-12,excludingline 6.

3 Automatic Vulnerability Signature Cre-
ation

At a high level, our algorithmfor computinga vulnera-
bility signaturefor programP, vulnerabilityconditionc, a
sampleexploit x, andthecorrespondinginstructiontraceT
is depictedin Figure4. In this sectionwe detail how we
performeachof thesteps:

1. Pre-processtheprogrambeforeany exploit is received
by:

(a) DisassemblingtheprogramP (Section3.1).
(b) Converting the assemblyinto an intermediate

representation(IR) (Section3.1).

2. Computea chopwith respectto thetraceT. Thechop
includesall pathsto the vulnerability point including
thattakenby thesampleexploit (Section3.2).

3. Computethesignature:
(a) Compute the Turing machine signature(Sec-

tion 3.3.1).Stopif this is the�nal representation.
(b) Computethesymbolicconstraintsignaturefrom

the TM signature(Section3.3.2). Stopif this is
the�nal representation.

(c) Computethe regular expressionsignaturefrom
thesymbolicconstraintsignature(Section3.4).

3.1 Disassemblingthe Binary Program and Con­
verting to the IR

We �rst disassemblethe binary and identify function
boundaries.Wedonotrequirethesymboltableasfunctions
canbeidenti�ed via their prologueandepilogue.Next, we
convert the disassembledinstructionsinto an intermediate
representation(IR). The IR disambiguatesinstructionsby
making implicit hardware side-effects explicit. Although
this stepis seeminglystraight-forward, it is actuallyfairly
involved. Themaincomplicationwe addressis modernar-
chitecturessuchasx86 implicitly setandtesthardwarereg-
isters,which canaffect programexecution,i.e., thesetests

andsetsdo not appearexplicitly in the assembly. For ex-
ample,theover�ow �ag maybeautomaticallysetwhenex-
ecutingarithmeticoperation,then later testedby a condi-
tional jump. Anothercomplicationis thesameregistermay
be indexed in differentmodes,e.g.,al is the lower 8 bits
of the eax register, so any instructionaffecting al must
simultaneouslyaffecteax in theIR.

More concretely, the x86 instructionset containsover
60 instructionsthat performvia hardwaretestor setoper-
ationson the EFLAGSregister. Extra IR statementsmust
beaddedto almostall operationsto re�ect theupdatesdone
in hardware. Worse,which statementsto addis speci�c to
the particularmodeof the operands.The x86 architecture
has8-bit mode,16-bit mode,etc.,which is setdepending
upon the format of the instructionoperands. For exam-
ple, add %ax, %bx is an addition in 16-bit modesince
theregistersspeci�edare16-bitslong. Over�ow, thecarry
�ag, andotherimplicit hardware-assistedeffectsmustthen
be set with respectto 16-bits. A very similar instruction
add %eax, %ebx is 32-bitmode,andimplicit hardware
effectsmustbedonewith respectto 32-bits.

We perform the remainingsteps— programchopping
andvulnerabilitysignaturecreation— ontheIR statements.

3.2 Computing the Chop on the IR

We �rst computethe chop[27, 48] of the vulnerability
with respectto the exploit x and traceT (asdiscussedin
Section2.5).Noteourchoppingalgorithmresultsin anim-
precisechopbecausewelackpointeranalysis.Theresultof
thechopis asmallerprogramP 0 in whicheverypathbegins
at theread statementin thetraceandendsat thevulnera-
bility point. We canthenselectin thesignaturegeneration
stepany setof pathsin P 0 andcomputeasignature.

Weperformachopontheprogram'scallgraph.Thechop
containsall functionsthatmaybeexecutedbetweenreading
in theexploit andthevulnerabilitypoint. Thechopis per-
formedby essentiallydoing a reachabilityanalysisso that
any functionin a call sequencethatmayreachthevulnera-
bility point is included.

A callgraphis a directedgraphwhereeachfunction is
a vertex, andedgesrepresentthe caller-calleerelationship
of functions. We perform the following algorithmon the
callgraphto createthe chopgiven startIR statementvinit ,
which is the read statementfor the exploit in the trace,
andthe vulnerability point v�nal in the traceT. Let Finit

and F�nal be the functionsenclosingthe vinit and v�nal

nodesrespectively. Notethatthereis at leastonepathfrom
Finit to F�nal : the onethat appearsin the trace. We then
addan extra edgefrom F�nal to Finit , resultingin a loop
in thecallgraph.We thencalculatethestronglyconnected
component(SCC)containingFinit andF�nal . This SCCis
thechop,sinceit containsall reachablefunctionsfrom F init

to F�nal .
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Figure 4. A high level view of the steps to compute a vulnerability signature .

One problemwe must deal with at the binary level is
the widespreaduseof indirect jumps,e.g., jmp %eax is
indirect while jmp 0x80bebefa is direct. Note some
indirect jumps correspondto sourcecodeconstructssuch
asfunctionpointers,while somearecompiler-generatedas
optimizations. The centralissueis a target of an indirect
jump could potentiallybe any other instruction. As a re-
sult,any control �o w graph(includingdependency graphs)
would have an edgefrom eachindirect jump to all other
instructions.

In orderto dealwith thewidespreadindirectjumpsin bi-
narieswithoutpointeranalysis,whencreatingthecallgraph
we make the target of eachindirect jump a specialnode
IJMP. Our algorithmfor computingthechopthenwill es-
sentially ignore indirect jumps until a chop is computed.
After computingthechop,we constraineachindirect jump
so that the target is within thechop. Onelimitation of this
approachis thattechnicallywecouldbeincorrectlyexclud-
ing a function thatonly appearsasthe targetof an indirect
jump. Theindirectjumpproblemmayor maynotdisappear
oncewe have implementedfunctionpointeranalysis.It re-
mainsunclear(anda point of future work) how precisely
suchanalysiswill beableto pin down thetargetsof indirect
jumps.

3.3 Computing the Signature

We computethesignaturewith respectto thechop. We
computea PEPsignatureby iteratively consideringsingle
MEP paths(exceptin our data-�ow analysisoptimization).
Our iterative methodworks becausewe canpick any path
or setof pathswithin the chop,performour analysis,and
outputthecorrespondingvulnerabilitysignature.Thecom-
pletePEPcoveragesignature(Section2.5) is thentheanal-
ysisof all pathsin thechop.Webegin by describinghow we
computethecompletePEPTM signature,which in turnbe-
comesinput to symbolicconstraintandregular expression
signaturegeneration.

1 char � ur l = mal l oc ( 4 ) ;
2 i n t c = 0;
3 i f ( i np [ c ] ! = ' g ' && i np [ c ] ! = ' G' )
4 r et ur n BENIGN
5 c++;
6 i f ( i np [ c ] ! = ' ' ) r et ur n BENIGN;
7 c++;
8 i f ( i np [ c ] == ' ' ) r et ur n BENIGN;
9 � ur l = i np [ c ] ; c++; ur l ++;

10 i f ( i np [ c ] == ' ' ) r et ur n BENIGN;
11 � ur l = i np [ c ] ; c++; ur l ++;
12 i f ( i np [ c ] == ' ' ) r et ur n BENIGN;
13 � ur l = i np [ c ] ; c++; ur l ++;
14 i f ( i np [ c ] == ' ' ) r et ur n BENIGN;
15 r et ur n EXPLOIT ;

Figure 5. The MEP TM signature for our run­
ning example .

3.3.1 Turing Machine Signature Generation

MEP Turing machinesignature generation. Our initial
MEPTuringmachinesignatureis createdwith respectto the
pathfollowedin theinstructiontrace.Therefore,theinitial
signaturewill matchthesampleexploit, andcertainexploit
variantssuchaschangingthe exploit payload. We create
the initial MEP TM signatureby readingin the instruction
traceandincludingthecorrespondingIR statements.

Sequentialinstructionsin thetracecorrespondtosequen-
tial statementsin theMEP Turing machinesignature.Con-
ditional branchstatementshave exactly two targetsin the
IR, which duringsignaturecreationareeitherBENIGN or
EXPLOIT. Any branchthatdoesnot leadtowardsthevul-
nerability point returnsBENIGN. EXPLOIT is only re-
turnedif thevulnerabilitypoint is reachedandthevulnera-
bility conditionis satis�ed.

We encodethevulnerabilityconditionasa function. At
the vulnerability point we insert a jump to this function,
which doesa �nal checkto seeif theprogramis in thevul-
nerablestate,andreturnsEXPLOIT if satis�ed elseBE-



NIGN. Figure5 shows theMEPvulnerabilitysignaturewe
wouldreturnfor ourrunningexamplewith thevulnerability
checkinlined.

PEPTuring machinesignaturegeneration. A PEPTur-
ing machinesignatureis createdsimilar to anMEP Turing
machinesignature. The PEPsignature�rst computesthe
chop,andthencomputeswhich jump targetscannotleadto
thevulnerabilitypoint via standardgraphreachabilityanal-
ysis. Pathsthat terminateor cannotlead to the vulnera-
bility point return BENIGN. We also again insert a call
to the vulnerability condition function at the vulnerability
point, which returnseither BENIGN or EXPLOIT. Fig-
ure2 shows thecompletePEPvulnerabilitysignaturewith
thevulnerabilityconditioninlined.

3.3.2 SymbolicConstraint Signature Generation

A symbolic constraintsignatureis a set of constraintsan
exploit of the vulnerability mustsatisfy. We usethe TM
signatureastheinput to symbolicconstraintsignaturegen-
eration,and at a high level generateconstraintsthat rep-
resentmeetingthecorrectconditionalsin theTM to reach
the vulnerability point andsatisfy the vulnerability condi-
tion. Thesymbolicconstraintsignatureis anapproximation
of theTM signaturebecausewemayhave to staticallyesti-
matetheeffectsof loopsandmemoryupdatesasconstraints
on theinput. Thesymbolicconstraintsystemis built up by
symbolicallyevaluatingtheTM signatureprogramonsym-
bolic inputsinsteadof actualinputs(values).

More formally, we build up the constraintsbasedupon
symbolicallyexecutingpathsin the TM. Eachfunction in
the TM signatureis representedby a control �o w graph
(CFG), which is a direct graph(V; E ; ventry ; vexit ) where
eachIR instructionis a nodein V , eachtransferof control
betweeninstructionsis an edgein E , andventry ; vexit are
distinguishedentryandexit nodes.Conditionalsin thecon-
trol �o w graphbecomeconstraintsto take the appropriate
branchto reachthevulnerabilitypoint andsatisfythevul-
nerabilitycondition.

SingleStatic Assignment(SSA)form. We mustconvert
theIR into asinglestaticassignment(SSA)[41] form prior
to symbolicconstraints(this stepcanbeperformedduring
thepre-processingphase).Normally, memorylocationsand
registersaredestructively updatedmany timesin the lifes-
pan of a program,e.g., x = x + 1 destructively updates
the x on the right-handside (RHS) when assigningto x
on the left-handside(LHS). However, symbolicexecution
requireseachvariablebe treatedasa single logical entity
that is assignedto only once. SSA form is a semantically
equivalentform of theprogramwhich satis�esthis criteria.

TheSSAform of sequentialstatementsis just a uniquere-
namingof eachLHS. For example,x = x + 1 becomes
x2 = x1 + 1. For control statements,SSA introducesa
specialassignmentcalled� -functionswhichmergesseveral
possiblede�nitions of avariableinto one.For example,the
if-then-elsestatement

i f ( x< 2) z = 10; el se z = 20;g

becomes

i f ( x0 < 2) z1 = 10 el se z2 = 20;
z3 = � ( z1 , z2 ) ;

wherez3 is assignedz1 on the true branchandz2 on the
falsebranch.

MEP symbolic execution. We perform MEP symbolic
executionby evaluatingtheMEPTM signature.Recallthat
the MEP TM signatureis a straight-lineprogram. Then
there is a single path � = ventry ; v1; :::; vexit that goes
throughthe vulnerability point and the vulnerability con-
dition. All otherpathswill endup returningBENIGN and
neednotbeconsidered.Theresultof symbolicexecutionon
� is asetof constraintson inputvariablesthatwhenmetre-
sultsin anexecutionfrom ventry , throughthevulnerability
pointandtheinlinedvulnerabilityconditionto vexit .

We begin by creatingsymbolicinput variablesi 0; :::; i n

wheren is the length of the symbolic input to consider,
e.g,n is initially the lengthof the sampleexploit x. Each
statementis then executedon theseinputs, resultingin a
symbolicformulaat eachstep. Therearethreefundamen-
tal operationtypesto evaluatesymbolically: memoryup-
dates,arithmeticoperations,andbranchpredicateevalua-
tion. Symbolicexecutionof arithmeticoperationsis simply
asubstitutionprocedure.For example,x = a+ i 0; y = x � z
becomesy = (a + i 0) � z.

A memorystoreoperationis anassignmentof avalueto
a symbolicmemorylocation(stackandheapassignments
arehandledin auniformfashion).Weadoptamodelsimilar
to UCLID [9] for handlingmemoryupdates. The initial
stateof M is givenby m0. Readsandwritesaremodeled
as� expressions,wherea write to memorylocationA with
valueD yieldsanew M 0:

M 0 = � addr:ITE(addr= A; D ; M [addr])

The resultof a write is an if-then-else(ITE) � expression.
A subsequentreadbehavesasfollows: theaddressto read
is appliedastheargumentto thewrite � expression.If the
suppliedaddressmatchesA, then D is returned,elsewe
recurseto thenext memoryaddressgivenby M [addr].

Withoutlossof generality, weassumeeachbranchpredi-
cate(suchasje (jumpif equal)or jz (jumpif zero))vi 2 �
evaluatesto truein orderto createthedesiredtotalpath� . A
branchpredicateformsanarithmeticconstraint(with some



expressionsperhapsinvolving memoryreadsandwrites)re-
lating thesymbolicexecutionto someconstant,e.g.,jz y
wherey = (a + i 0) � z asbeforeandjz is “jump if zero”
resultsin theconstraint(a + i 0) � z = 0. Constraintseval-
uateto a constantbecausemachineinstructionsonly allow
comparisonof anexpressionto a constant.The total sym-
bolic formula is then just the conjunctionof eachbranch
predicate.

The constraintsystemconsistingof the conditionson
eachbranchpredicatein � is returnedas the desiredsig-
nature. Optionally, constraintsystemscan be simpli�ed,
whichconsistsof deducinghow multipleconstraintscanbe
collapsedinto asingleconstraint.

PEP symbolic execution. PEP symbolic execution is
similar to the MEP case,exceptwe mustdealwith loops.
Loops are handledby computing�x ed points. However,
in data-�ow analysisa wideningoperatoris usedto guar-
anteethat the iteration to computethe �x ed-point termi-
nates[6, 18]. Currently, we usethe following algorithm
to handleloops:

� First,we identify inductionvariables[41, Chapter14]
in eachloop. For example,the inductionvariablefor
the�rst while loop in Figure1 is c. We alsocompute
the boundson the inductionvariable,e.g., the bound
on theinductionvariablec is c � 1.

� Assumethataninductionvariableis usedto index the
input array in the condition usedin the while loop.
The conditionusedin the while loop alongwith the
boundson the inductionvariablegivesus the desired
result.For the�rst while loopin Figure1 thecondition
thatis generatedis

( i nput [ c ] = ' ' ) where ( c > = 1)

3.4 Regular ExpressionSignatureGeneration

3.4.1 Computing MEP Regular ExpressionSignatures

Onemethodfor generatinga regularexpressionis to solve
theconstraintsystemS to a setx : x 2 S andor-ing (j) to-
getherall members,e.g.,if S = f 00; 01; 21g, thentheregu-
lar expressionis 00j01j21 4. This methodis exploredheav-
ily in test-casegenerationliterature[10, 22, 23, 24, 25]. We
adoptthisapproachto ourproblemsetting.

Divide-and-conquer. The number of variablesto con-
sider within a single path may be very large, e.g., mil-
lions of variablesat the assemblylevel. We addressthis

4A readermaynoticethis expressionis precise,andwonderwhenthe
solution will not be precise. The answeris as preciseas the symbolic
representation,e.g.,if thesymbolicrepresentationonlyunrollsalooponce,
thentheregularexpressionsignaturewill not re�ect inputsthatmaycause
theloop to beexecutedmorethanonetime.

problemby decomposinganMEP single-pathsolutioninto
smallersub-pathswe canconsiderindependently. Let � =
ventry v1:::vexit beanMEP path. A sub-pathis a sequence
of instructions� i = vi vi +1 :::v` 2 � in the CFG. A sub-
path� i canbe independentlyevaluatedwith respectto an-
othersub-path� j if no computationin � i couldever affect
acomputationin � j , andvice-versa.Formally, wepartition
� = � 1� 2� 3:::� j , whereeach� i is a partitionwith no data
dependencieswith anothersub-path� j . A datadependency
existsbetween� i and� j if � i computesavaluethat� j uses.

Sinceno computationin onesub-path� i could affect a
computationin anothersub-path� j , eachsub-pathcanbe
independentlysolved, then the �nal solutioncanbe com-
bined. The solution to eachsub-path� i is computedas
above by solving the correspondingconstraintsystemfor
thesub-path.Thefull path� is thentheconjunction(^ ) of
all sub-paths.

MEP solution. Our approachallows us to divide a sin-
gle MEP into possiblyseveral smallersub-problems.Let
theMEP path� = � 1� 2:::� n correspondto evaluatingthe
symbolicinput in orderi 1; :::i n . Sincesub-pathsareinde-
pendent,we canalwaysreorderthesub-pathssothis is the
case.Thenthe signaturefor an MEP is the concatenation
of thesolutionfor eachsub-path.If � i hassolutionSi , then
theresultingsignatureis S = S1S2:::Sn .

3.4.2 Computing PEPRegular ExpressionSignatures

We considertwo approachesfor computinga PEP solu-
tion. The �rst methodconsiderseachMEP path within
a PEPindependently, andsolves the symbolicconstraints
exactly. The secondmethodis an optimizationbasedon
data-�ow analysiswhich canbe appliedto portionsof the
PEPcontrol-�ow graphwhencertainconditionsstatedbe-
low aremet. Thedata-�ow analysisoptimizationworkson
basicblocksinsteadof pathsanddoesnot requireaccessto
aconstraintsolver.

Exact PEP solution. The PEP solution iteratively ex-
plorespaths,andthensolvesthemasanMEP solution.We
notethat in practiceonewould likely createaninitial MEP
signaturefor thesampleexploit, thenprocessotherpathsin
thebackground.This approachgeneratesan initial narrow
signaturequickly, thencontinuesto re�ne it aswe perform
moreanalysis.

PEP data-�o w optimization. In many caseswe may be
ableto determine:(a) thedatadependenciespartitionavul-
nerability into two or morecomponents(w.r.t. the CFG),
and (b) someof thesecomponentsdo direct comparisons



with input values.For example,many protocolshave key-
wordsor have constantvaluesfor speci�c �elds which the
input is simplycomparedagainst.

Weusedata-�ow analysisto ef�ciently computethelan-
guageacceptedby suchcomponents.Sinceeachcompo-
nenthasno datadependencieswith othercomponents,the
solutionto eachcomponentcanbeinlinedinto thecomplete
PEPor MEPsolution.At ahigh level, data-�ow analysisit-
eratively processesa CFG until a �x ed point of data-�ow
factsis reached.Data-�ow analysisis widely usedin com-
pilersandis highly ef�cient.

Thedata-�ow analysiscombinesregularexpressionsac-
ceptedfor eachbasicblock (i.e., a block of contiguousin-
structionswith a singleentryandexit point) into a regular
expressionacceptedby theentirecomponent.Dueto space
constraints,we give herea very rough overview of data-
�o w analysisand leave further discussionto the extended
versionof this paper[8]. At a high level, eachCFG edge
is labeledwith a setof data-�ow facts,which in our caseis
the regularexpressionacceptedby thebasicblock for true
edges,andthe negatedregular expressionfor falseedges.
Onekey componentfor a data-�ow analysisis specifying
a u (meet)operator, which summarizeshow multiple in-
comingedgesto a nodearecombined,i.e., combiningthe
regular expressionfor a point of con�uence of incoming
edges.Our u operatorstateshow to combineregular ex-
pressions� and� atacon�uencepoint,e.g.,if � =! � , then
the con�uencepoint correspondsto the regular expression
� . In our runningexample,theinstructionson line 4 canbe
analyzedindependentlyusingdata-�ow analysis,resulting
in theregularexpressiongjGfor the �rst byteof the input.
Note realisticprogramsusuallyhave much larger compo-
nentsthanin our examplewhich areamenableto data-�ow
analysis.

4 Evaluation and Implementation

We have implementeda prototypesystemto evaluate
our techniquesfor automaticallygeneratingsignatures.In
thissectionwebrie�y discussimplementationdetailsof our
prototype,andthenpresentourevaluationresults.Oureval-
uationresultsshow that even an MEP vulnerability signa-
ture is of far higherquality thansignaturesgeneratedwith
previousapproaches.We focuson creatingregularexpres-
sionsignaturessincethey requiregenerationof theTuring
machineandsymbolicsignature.

4.1 Implementation

Our total prototype for implementingour techniques
is about 9000 lines of C++ code. We currently use
CBMC [16], a boundedmodelchecker, to help build and

solve symbolic constraintsto produceregular expression
signatures.5

Disassemblingthe program, converting to IR, and ob-
taining instruction traces. Our binary program disas-
sembleris baseduponKruegel et. al. [34]. We thentrans-
late eachinstructioninto the appropriateIR statementvia
ourown translationlanguage.

Instructiontracescanbe ef�ciently generatedfor most
modernarchitecturesincludingx86 via hardware[5, 49] or
via software[1, 37, 42]. An instructiontracecontainsthe
instructionaddressandoptionallythevalueof theoperands
for eachinstructionexecuted.Although the numberof in-
structionsexecutedmay be large, the correspondingtrace
can be ef�ciently represented[38, 53]. We currently use
Pin [37] to createour traces.

Solving the constraint system. We usemodelchecking
to solve the systemof constraints. We translatethe con-
straintsintoconstraintsonC variablesanduseCBMC[16]).
We thenassertto the modelchecker that the vulnerability
condition is unsatis�able. The model checker will either
verify the vulnerability condition is unsatis�able,or solve
theconstraintsystemandpresentacounter-examplewhich,
by construction,is a satisfyinginput. This processcanbe
iteratedto exhaustively enumerateall possiblesatisfyingin-
puts(i.e., exploits). Theregularexpressionsignatureis the
“or” of all satisfyinginputs. However, this processmaybe
slow when an input byte may be any of the 2256 values.
Therefore,wecurrentlyapplyawideningoperatorsuchthat
any byte thatappearsto beunconstrainedafter3 iterations
becomesa wild-card byte. The wideningstepmay intro-
ducefalsepositives,andcanbeeliminatedwhendesired.

Weshow thatpreciseregularexpressionsignaturegener-
ationcanbereducedto themodelcheckingproblemin the
extendedversionof this paper[8]. Exploring lessprecise
generationtechniques,aswell as techniquesthat work on
practicalexamplesbut may be theoreticallylimited, is an
areaof futurework.

Implementation limitations. Our current implementa-
tion is aprototypeusedfor researchingautomaticsignature
generation.Although our prototypeworks in our research
setting, thereare a numberof limitations. As mentioned
previously, aliasanalysisis currentlynotsupported.Specif-
ically, weassumethatno two memorylocationsarealiases.
In additionto the possibleimprecisionthis may introduce
duringsymbolicexecution,this limitation preventsusfrom
computinga true chop [27, 48]. Our current callgraph-
basedchoppingalgorithmis lessprecisethana true chop,

5Wedonotusesourcecodedespitethefactthis is primarily aC model
checker.



which primarily resultsin larger MEP andPEPcoverages
thannecessary. Second,wecurrentlycreatesub-pathsbased
uponcontrol-�ow basedanalysis,whichmaynotaccurately
identify whentwo sub-pathsareindependent(Section3.4).
Finally, our IR transformationsdo not handle�oating point
operations,andwe currentlydo not supportthe entirex86
instructionset(weaddoperationsasneededfor ourexperi-
ments).All theselimitationsareorthogonalto our problem
and can be resolved by implementingknown techniques.
Wecurrentlymanuallyverify noneof theseproblemsintro-
duceerrorsinto our results.

4.2 MEP Evaluation

4.2.1 ATPhttpd

ATPhttpdis a webserver written in C [47]. ATPhttpdver-
sion 0.4b is vulnerableto a commonsprintf-stylebuffer-
over�ow whenan HTTP requestis too long. Speci�cally,
anexploit of theATPhttpdvulnerabilitymustmeetthefol-
lowing conditions: (a) the HTTP requestmethodis case-
insensitive,andmustbeeither“get” or “head”; (b) the�rst
byte of the requested�le namemustbe '/', andcannotbe
followed by '/'; (c) the requested�lename cannotcontain
the substring“/../” or endwith “/..”; and(d) the requested
�lename mustbeover 677characterslong.

We usetheexploit samplefrom [46], which consistsof
the requestGET / , followed by the shell code,followed
by the HTTP protocol string HTTP/1.1 . In this experi-
ment,thevulnerabilityconditiongivenfor ATPhttpdis that
nopointershouldbeableto write to a returnaddress.

Signatureresultand quality. Wegeneratedthesymbolic
constraints,which were partitionedinto 10 distinct sub-
pathsthatwereanalyzedindependently. Wesolvedthecon-
straintsandcreatearegularexpressionin a little overasec-
ond,with theaveragetimeperpartitiontaking0:1216s.

We generated the regular expression signature
[g jG][e jE][t jT][ ]/. f 423g//. f 3g/. f 386g. This
regular expressionis almost perfect w.r.t. the necessary
conditionsto reachthe vulnerability as statedpreviously.
In particular, it recognizesthat the get keyword is case
insensitive, and that most bytes can be anything. The
bytes that are constraints(“/” and “//” in the signature)
are both containedin the exploit and explicitly tested
along the MEP vulnerability path that the exploit took.
We contrastour signaturewith previous exploit-speci�c
signaturegenerationapproaches[44, 43, 36], which at best
only identify smallpartsof our signatureanddo not match
different exploit variants such as those that crashesthe
server insteadof injecting code. Our signatureswill catch
all exploit variantsgivenonly asingleexploit sample.

4.2.2 BIND

BIND is one of the most popular DNS servers. BIND
supportsa secretkey transactionauthenticationmechanism
where messagesare signed with a transactionsignature
(TSIG) [55]. BIND 8.2.x is susceptibleto a stackover�ow
vulnerabilityin theTSIGprocessingcode.

TheattackermustsendavalidDNStransactionsignature
requestin orderto exploit this vulnerability[12]. DNS is a
binary-basedprotocolin whichall messagesarestruct-like.
DNS (andthe exploit) canbe TCP or UDP-based,though
herewe only considerthe UDP protocolmessages.DNS
messagesbegin with a header, followedby a numberof re-
sourcerecords(RR). An exploit of this vulnerability must
satisfythe following conditions: (a) the requestmustbe a
query, which is representedby byte 2 of the messagebe-
ing 0; (b) theremustbequestionspresent,meaningthatthe
�eld specifyingthenumberof questions(byteoffsets4 and
5) mustbegreaterthanzero,andthattheremustbeproperly
encodedquestionsstartingatoffset12; (c) the�eld specify-
ing thenumberof additionalresourcerecords(byteoffsets
10 and11) mustbe greaterthanzero; (d) The DNS must
containa resourcerecordwith the type �eld set to TSIG,
which is 0x00af. SinceDNS may have many differentre-
sourcerecordsin a single request,the speci�c byte offset
for this �eld is a function of several other �elds in the re-
quest.WeusetheTSIGvulnerabilityexploit fromtheLION
worm[54] asoursampleexploit.

Signatureresultand quality. Wegeneratedthesymbolic
constraints,which again could be partitionedinto 10 dis-
tinct graphs,which we independentlyanalyzed.Thegener-
atedregular-expressionsignaturespeci�ed that bytes6-10
mustbezero,thatbytes268and500,whichindicatetheend
of eachqueryin the exploit, mustbe 0, that byte 12 must
notbe0, whichis the�rst byteof the�rst query, and�nally ,
thatbytes505through507mustbe0x0000fa, which is the
0 byte at the beginning of the additionalresourcerecords
section,followedby the�eld typeTSIG.Weverify thatthe
constructedsignatureidenti�ed all constraintsthatmustbe
met to exploit thevulnerability. We alsoveri�ed the false-
positiverateof oursignatureby matchingit again1,000,000
DNS requests(tracetaken from a high-traf�c DNS server
thatservesseveral top level domains).Therewereno false
positives.

4.3 PEPEvaluation

Thechopof ATPHttpdtook 30� s andfound88%of all
functionswere reachablebetweenacceptinga connection
andthevulnerabilitypoint(includingall libraries).As men-
tionedpreviously, onetechniquefor generatinga PEPsig-
natureis to considereachMEP path independently. An-
othertechniqueis to estimatethe effectsof multiple paths



simultaneously. Our currentprototypeimplementationfor
the latter techniqueis limited to moderate-sizedfunctions.
Unfortunately, theATPHttpdandBIND vulnerabilitiesuse
extremely large library function which consistsof several
thousandbasicblocks. Addressingscalability issuesis an
importantpartof our futurework. We expectexisting state
reductiontechniquesfrom modelcheckingwill help solve
thisproblem.

Here,we evaluateour PEPtechniqueson syntheticex-
amples.Wecompiledown ourrunningexampleto abinary,
andthencalculatethefull PEPsolution.Theregularexpres-
siongeneratedis [g jG][ ] * [ˆ ] f 5, g. Thetotal time to
computetheansweris about1.5seconds.Alternatively, our
tool canalsoproducetheregularexpressionfor eachinde-
pendentcomponentof thePEP, andthenusedata-�ow facts
to producethe �nal signature.In this setting,our tool runs
slightly fasterasit doesnot have to performsymboliceval-
uationalongall possiblepaths.

5 Discussion

We provide more extensive analysis,including proofs
of the hardnessof signaturecreationandof our data-�ow
framework in theextendedversionof thispaper[8].

Other application scenarios. At a high level, our tech-
niquesgenerateaninput stringthatreachesagiveninstruc-
tion in the binary. Several otherapplicationsof our tech-
niquesthatweplanon investigatinginclude:

� Improve existing pattern-extractionsignaturegenera-
tion algorithms. The quality of a signaturegenerated
by pattern-extractiontechniquesgenerallyimprovesas
the numberof exploit samplesincrease. Our tech-
niquescanbeusedto iteratively generateanew exploit
samplex0 that is different thanthe sampleexploit x.
In thisscenario,wecangivex0 to thepattern-extractor
asa labeledexploit, which it thenusesto improve an
existingsignature.Notethatin previousscenariospat-
tern extraction would be limited to only x. In addi-
tion, we may be able to label tokenswithin x which
may further help the analysis. Finally, we note that
our analysiscouldalsobeusedto helpdefendagainst
“red-herring”and“coincidentaltoken” attacks.

� Performrobustvulnerability identi�cation. Often it is
not known whethera knownbug is exploitable. Here,
thedeveloperwould setvinit to theappropriateread
statementandv�nal to the line for thebug. Our tech-
niqueswill generatea sampleexploit whenpossible,
con�rming whetherabug is exploitableor not.

� Vendorpatchesoftenmissall possiblepathsto a vul-
nerability. Missing alternatepathsis not only a secu-
rity problem,but canalsobeanembarrassmentto the
vendorbecauseeven “patched” systemsmay still be

compromised[11]. Our techniquescanbeadaptedto
seeif agivenpatchcoversall possiblewaysavulnera-
bility maybeexploited.

Completebut unsoundsignatures. Every satisfyingso-
lution to the generatedsymbolic equationsis an exploit
string,thusthesignatureis soundbut notcomplete.A com-
pletebut potentiallyunsoundsignature,i.e., no falsenega-
tivesbut falsepositives,canbecreatedby settingtheinitial
signatureto � � andremoving any input that leadsto BE-
NIGN state.

Identifying sourcesof signature impr ecision. Our con-
structionallows a signaturecreatorto tune accuracy and
generationtime in several ways. First, the creatorhasa
choice of signaturerepresentations.Second,the creator
can choosehow much information to retain for less ex-
pressive representations.For example, when creatinga
symbolicrepresentationthecreatormaychoosehow many
timesloopsareunrolled.Third, thecreatorcanchoosehow
muchanalysisto perform. For example,whencreatinga
regular expressionsignaturetheoremproving can be em-
ployedto enumerateevery input stringthatmayexploit the
program,or fasterbut lessaccuratedata-�ow analysis.We
believe thesechoicesallow a creatorto gain a fundamental
understandingof theoverall accuracy of the�nal generated
signatureby comparingtheirgeneratedsignatureto theper-
fectTM signature.

6 RelatedWork

Signature creation. In Section1 we detailedmostpre-
vious work in this area. Here we mentionthat Vigilante
has independentlyproposedsignatureswhich are essen-
tially straight-lineprograms,not regular expressions[17],
muchlike our MEP symbolicconstraintsignatures.How-
ever, Vigilante only createsa signaturefor the execution
pathtakenby thesampleexploit, anddoesnotexploremore
extensive coveragesor othervulnerability signaturerepre-
sentations.

Estimating languageclasses.A signi�cant partof cre-
atinga vulnerabilitysignatureboils down to conservatively
estimatingthe higher-poweredlanguagesuchas a Turing
machinewith a lower-power languagesuchasa regularex-
pression.Our techniquesprovide oneway of accomplish-
ing this. For example,Mohri andNederhofpresentan al-
gorithm for converting certaincontext-free languagesinto
regular expressions[39]. We areunawareof othersigni�-
cantwork in thisarea.

Program analysis. We usemany static analysistech-
niquessuchassymbolicexecution[31], abstractinterpreta-
tion [18], modelchecking[15], theoremproving [20], data-
�o w analysis[29], andprogramslicing [57]. Eachof these



areasis anactiveresearchareain whichwecanbene�t from
new or moreadvancedtechniques.It would be impossible
to noteall relatedwork in staticanalysis;the readeris re-
ferredto [4, 41] for anoverview of thesubject.

Automatic test casegenerationresearchexplores the
problemof automaticallycreatingan input that reachesa
particularpoint in theprogram[10, 22, 23, 24, 25]. We are
interestedin a very similar problemwherewe want to ap-
proximateall inputsthatreacha certainlocation.Also, our
problemsettingis relaxedsincewe maytoleratesignatures
with falsepositivesand/ornegatives.

Anothercloselyrelatedareais staticanalysisof program
generatedstringexpressions.This line of work aimsat dis-
coveringpossiblestringsgenerated, asopposedto accepted
by a program.Christensenet. al. performedstringanalysis
on Java programswheretypeinformationis available[13].
Christodorescuet. al. extendedChristensen's work to x86
binaries[14]. Thesetechniquesareexciting, thoughmore
researchis neededto applytheir techniquesto our problem
setting.In particular, thisapproachonly handlesstringsand
notothertypessuchasintegers.

7 Conclusion

We presenteda generalframework for obtaininga new
type of signaturecalledvulnerability signatures. Given a
singlesampleexploit, wepresentedtechniquesfor automat-
ically generatinga signatureof higherquality thanprevi-
ous approaches.In addition, our formulation opensup a
wide varietyof signaturerepresentations.In particular, we
discussthreedistincttypesof vulnerabilitysignaturerepre-
sentations:Turing machine,symbolicconstraints,andreg-
ular expressions.We provide theoreticalandpracticalin-
sightsinto thesethreesignaturerepresentations.We con-
cludethatour approachis promisingalternative to exploit-
centrictechniques.
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