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Abstract

A key functionof a host-basedintrusion detectionsys-
tem is to monitor program execution.Modelsconstructed
usingstaticanalysishavethehighly desirable feature that
they do not producefalsealarms; however, they may still
miss attacks. Prior work has showna trade-off between
ef�ciency and precision.In particular, the more accurate
modelsbasedupon pushdownautomata(PDA) are very
inef�cient to operate due to non-determinismin stack ac-
tivity. In this paper, we presenttechniquesfor determiniz-
ing PDA models.We �r st providea formal analysisframe-
work of PDA modelsand introducethe conceptsof deter-
minism and stack-determinism.We then presentthe VP-
Staticmodel,which achievesdeterminismby extracting in-
formationaboutstack activityof theprogram,andtheDyck
model,which achievesstack-determinismby transforming
the program and inserting codeto exposeprogram state.
Our resultsshowthat in run-timemonitoring, our models
slow executionof our testprogramsby 1% to 135%. This
showsthat reasonableef�ciency needsnotbesacri�ced for
modelprecision.We alsocompare thetwo modelsanddis-
cover that deterministicPDA are more ef�cient, although
stack-deterministicPDA require lessmemory.

1. Intr oduction

A typical host-basedintrusiondetectionsystem(HIDS)
monitorsexecutionof aprocessto identify potentiallymali-
ciousbehavior. An anomalydetectionHIDS identi�es vari-
ationsfrom a preconstructedmodelof normalprogrambe-
havior. Sucha systeminterposesa monitorbetweena pro-

cessand the operatingsystem.All events(usuallysystem
calls) that �o w from the programto the operatingsystem
arevalidatedagainstthemodel.Eventsthatdonotconform
to themodelarerejectedby themonitor. Figure1 shows a
typicalHIDS architecture.

Thereare several techniquesto constructthe program
modelusedin ananomalydetectionHIDS. Learning-based
techniques[4,5,8,12,14,15,22,26] constructtheprogram
modelby trainingon a setof executiontraces.Sometimes
a speci�cationof theprogramprovidedby a domainexpert
is alsousedasaprogrammodel[11]. Thispaperfocuseson
programmodelsconstructedusingstaticanalysis[6,23,24].
In thecontext of staticanalysis,thereis a trade-off between
ef�ciency and precision.Non-deterministic�nite automa-
ton(NFA) modelsareef�cient to operate,but introduceim-
possiblepathsbecausethey donotmodelthecall-returnse-
manticsof theprogram.Pushdown automaton(PDA) mod-
els eliminate impossiblepathsby incorporatingthe pro-
gram's stack,but they are inef�cient to operate.The inef-
�ciency in the PDA modelsoccursbecausethe stackac-
tivity of theprogramis hiddenfrom themodelandresults
in non-determinism.Therefore,thestatespaceof thePDA
modelcanbecomeprohibitively largeduringoperation.We
call this thecurseof non-determinism. This paperformally
presentsseveraltechniquesto handlethis problem.Speci�-
cally, we make thefollowing contributions:

� Formal framework. Formal modelsin intrusionde-
tection researchhave received scant attention, and
we address this shortcoming. Investigating for-
malisms drives the discovery of why certain pro-
gram models do or do not exhibit reasonableper-
formance.Our primary purposeis to formally an-
alyze recently proposedmodels rather than to in-
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Figure 1. Architecture of a host-based intrusion detection system.

troduce all-new models. A commonality of these
modelsis theexposureof processexecutionstatebe-
yond a simple system call stream. For example,
Sekaret al. [19] proposedusingprogramcounterin-
formation. Feng et al. [2] and Gif�n et al. [7] ex-
posed the stack activity of a program. We show
that a context-free language (CFL) is homomor-
phic to a deterministicCFL. The proof of this result
is similar to that of Chomsky [1] and provides in-
tuition about techniquesthat exposeprogramstate.
Non-determinismin stack activity is the major fac-
tor contributing to the time and spacecomplexity of
operatingPDA models.Motivated by this observa-
tion, we de�ne a stack-deterministicPDA model in
whichthestackactivity is deterministic.Section3 dis-
cussestheseformalisms.

� Model determinizing techniques.Techniquesfor de-
terminizing the PDA modelsessentiallyincorporate
additionalprogramstate(suchastheprogramcounter
and stackactivity) into the model. We describetwo
techniquesincorporatingadditional stateof the pro-
gram.In theobservationaltechnique, themonitorex-
tractsthe relevant informationfrom the program.For
example,themonitorcanextractinformationaboutthe
stackactivity of theprogramby walking thecall stack.
OurVPStaticmodel,astatically-constructedvariantof
theVtPathmodel[2], implementsthis technique.The
rewriting or instrumentationtechniquetransformsthe
programto introduceadditionalcodethatexposespro-
gramstate.For example,additionalsystemcallsintro-
ducedbeforea call to function f indicateto themodel
that a call to f is aboutto happen.Our recentDyck
modelimplementsthisapproach[7]. Wealsocompare
the observational and rewriting approachesto deter-
minizing thePDA model.Sections4 and5 presentthe
two models.

� Evaluation. Our resultsshow that the formalismsof
deterministicand stack-deterministicpush-down au-
tomataenableconstructionof context-sensitive pro-

grammodelssuitablefor online securitymonitoring.
TheVPStaticautomatonoperationslows executionof
our testprogramsby 0% to 17%,althoughthe unop-
timized stackwalking algorithmaddsup to 80% ad-
ditional overhead.TheDyck modelis slightly lessef-
�cient due to statenon-determinism,with overheads
of 8% to 135%.However, theDyck modelhasa com-
pactrepresentation,requiringonly 38% to 49% more
memoryfor programinstrumentationandthestatema-
chine.Theseresultsvindicatecontext sensitive mod-
els, showing that reasonableef�ciency needsnot be
sacri�ced for model precision.Completeresultsare
givenin Section6.

2. RelatedWork

Signi�cant intrusiondetectionsystemsresearchhasfo-
cuseduponstaticanddynamicanalysistechniquesto au-
tomatically generateprogrammodels.Wagneret al. pro-
ducedmodelsvia staticanalysisof C sourcecode[23,24].
They describedthe preciseabstract stack model,which is
a non-deterministicpushdown automaton(PDA). Due to
the stackstatemaintainedin a PDA, this model captured
the precisecall andreturnbehavior of function calls. Un-
fortunately, runtime automatonoperationin the monitor
was prohibitively high for someprograms,reachingsev-
eral tensof minutesper transaction.We observed similar
resultswith PDA modelsextractedusingstaticbinaryanal-
ysisof SPARC executables[6]. Both papersconcludedthat
imprecise,context-insensitivemodelsmustbeusedfor rea-
sonableperformance.

However, only context-sensitive models, such as the
PDA, candetectthe impossiblepathexploits describedby
Wagneretal. [23,24].Suchattacksforcecontrol�o w to en-
ter a function from onecall site but to returnto a different
call site,presumablyin a portionof theprogramcodesuit-
ablefor theattack.A context-sensitivemodeldetectsthis il-
licit control �o w by modelingthestateof a program's call
stack.



Ourexperienceindicatesthatseverenon-determinismin
this stackstateis themajor contributing factorto the time
andspacecomplexity of PDA operation.The Dyck model
provedthis: by eliminatingnon-determinismon stacktran-
sitions,a context-sensitivemodelcouldbeef�ciently oper-
ated[7]. This paperformalizestheDyck modelandproves
thatit is a stackdeterministicPDA. We furtherimprovethe
modelby eliminating the additionalsystemcalls required
by the previous model construction.Our VPStaticmodel
goesfurther. It is a fully deterministicPDA andrequiresno
modi�cationsto theoriginal,analyzedbinary.

Dynamic analysisextends the original work of For-
restet al. [3] andconstructsa programmodelbasedupon
observed systemcall tracesfrom numeroustraining runs
[4,5,8,12,14,15,22,26,27].Sekaretal. showedthatlearning
a deterministicautomatonis possibleby associatingeach
systemcall with its correspondingprogramcounter[19].
This modeldoesnot monitorcontext informationandmay
missattacksdue to this imprecision.It may also miss at-
tackson dynamicallylinkedlibrariesdueto its oversimpli-
�ed handlingof dynamicobjects.

Our previous VtPath model improved the precisionof
dynamicallyconstructedmodels[2]. This modeladdition-
ally monitorsreturn addresseson the call stack.Our VP-
Static model is a naturalextensionof VtPath constructed
usingstaticanalysistechniques.Again, we addformalism
to the previous work. The VtPath modelcalculatesan ad-
hocvirtual pathfrom thecall stacksof two adjacentsystem
callsandveri�es thevalidity of thatpath.VPStaticis aprov-
ably deterministicPDA. Theuseof anautomatonlocalizes
transitionsto states,makingVPStaticmoreprecise.More-
over, theVPStaticmodeldoesnotsuffer thefalsealarmsof
VtPathsdueto its conservativestaticanalysis.

Othershave pioneeredwork outsideof static and dy-
namicanalysis.Theseapproachesmonitorexecutionbased
uponspeci�cationsof systemcalls[10] or of expectedpro-
gram behavior [11]. When provided by a domainexpert,
thesespeci�cationscanlikely enhancethequality of auto-
maticallygeneratedmodels.

The VPStaticmodelhasan anomalyrecovery property
not consideredby previous approaches.After an anomaly
occurs,we canstill uniquelydeterminethe expectedstate
andstackcontext for thenext valid systemcall by monitor-
ing its programcounterandcall stack.Thus,we cancon-
tinueto operatetheautomatonandpotentiallydetectmore
attackssuchasa root-level exploit following a probe.This
alsoallows for a greatervarietyof securitypoliciesby en-
ablingthesystemto fail ananomaloussystemcall andcon-
tinue executionratherthanterminatethe program.For ex-
ample,a monitor that terminatesa network daemonafter
ananomaloussystemcall couldbeusedfor a denialof ser-
vice attack.We caninsteadpreventjust theanomalouscall
andallow processexecutionandmonitoringto continue.

3. Formal Models

We begin by formally describingpushdown automata,
deterministicpushdown automata,andstack-deterministic
pushdown automata.These�nite statemachinesaretheun-
derlying constructsof our programmodelsusedfor intru-
siondetection.

De�nition 1 [PDA andDPDA]
A pushdown automaton (PDA) P is 7-tuple

P = (Q; � ; � ; � ; q0; z0; F ), where Q is thesetof states,�
is the input alphabet,� is thestack alphabet,� is thetran-
sition relation mappingQ � (� [ f � g) � � to �nite sub-
setsof Q � (� [ f � g)?, q0 2 Q is theuniqueinitial state,
z0 2 � is the initial stack start symbol, and F � Q is
thesetof acceptingstates.There are threetypesof transi-
tionsin � :

1. (Inputconsumptionor � transition): (p;z) 2 � (q; a; z)
wherea 2 � [ f � g.
The top of the stack is z and stack contentsdo not
change. If a = � , thenthis representsa transitionfrom
q to p that consumesno input. If a 2 � and P is in
stateq, thenconsumeinputa andmoveto statep.

2. (Pushtransition; pushesz0 onto thestack): (p;zz0) 2
� (q; a; z) where a 2 � [ f � g.
The explanation is the sameas (1), but now z0 is
pushedontothestack.

3. (Poptransition; popsz fromstack): (p; � ) 2 � (q; a; z)
wherea 2 � [ f � g.
Theexplanationis thesameas(1),but nowz is popped
fromthestack.

A PDA P = (Q; � ; � ; � ; q0; Z0; F ) is calleddeterminis-
tic if the transitionrelation � satis�esthe following condi-
tions[9]:

� (Condition 1): For all q 2 Q and z 2 � , whenever
� (q; �; z) is nonempty, then � (q; a; z) is emptyfor all
a 2 � .

� (Condition 2): For all q in Q, a 2 � [ f � g andz 2 � ,
� (q; a; z) containsat mostoneelement.

A deterministicPDA is abbreviatedasDPDA.

Ourde�nition allowsonlyonestacksymbolto bepushed
ontoor poppedfrom thestack.Themostgeneralde�nition
of aPDA (asfoundin [9]) allowsmorethanonestacksym-
bol to be pushedon the stack.However, it is easyto see
that a PDA P (accordingto the generalde�nition) canal-
waysbeconvertedintoaPDA whichconformsto ourde�ni-
tion (theconstructionessentiallytransformspushingmany
symbolson thestackinto asequenceof pushesof onesym-
bol.)

Given a PDA P = (Q; � ; � ; � ; q0; z0; F ), a con�gura-
tion c is a tuple(q; 
 ), whereq 2 Q is thecurrentstateand




 is a string of stacksymbolsrepresentingthe stackcon-
tents.Giventwo con�gurationsc andc0 anda 2 � , we say
that c ) a

P c0 if c is transformedinto c0 by a sequenceof
transitionsof thePDA P while consuminginput a. There-
lation) a

P canbeextendedto wordsw 2 � ?, i.e.,giventwo
con�gurationsc andc0 andw 2 � ?, c ) w

P c0 if c is trans-
formedinto c0 by a sequenceof transitionsof the PDA P
while consuminginput from stringw. WhenP is clearfrom
thecontext, we simply write ) w insteadof ) w

P . The lan-
guageL(P) acceptedby P = (Q; � ; � ; � ; q0; z0; F ) is de-
�ned as

f wj(q0; z0) ) w
P (p; 
 ) for somep 2 F and
 2 � ?g

PDAs acceptcontext free languages(CFL). If a language
L is acceptedby DPDA, it is called a deterministiccon-
text free language or DCFL. Theorem1 provesthat every
CFL L is homomorphic[9] to a DCFL L 0. Moreover, the
proof of thetheoremgivesa procedurefor determinizinga
PDA by expandingthe input alphabet.This proof is simi-
lar to thatof Chomsky [1].

Theorem1 Let L bea CFL. There existsa DCFL L D and
a homomorphismh such thath(L D ) = L .

Proof: LetP = (Q; � ; � ; � ; q0; z0; F ) bea PDA accepting
L . We will constructa new input alphabet� D . There are
threetypesof symbolsin � D .

� Input: For each a 2 � [ f � g andp 2 Q, thereis anin-
putsymbolea;p . Theinputsymbolea;p representscon-
suminginput a andtransitioningto statep.

� Push: For each a 2 � [ f � g, p 2 Q andz 2 � , there
is an input symbolf a;p;z . Theinput symbolf a;p;z rep-
resentsconsuminginput a, pushingz on to the stack,
andtransitioningto statep.

� Pop: For each a 2 � [ f � g, p 2 Q andz 2 � , there
is an input symbolga;p;z . Theinput symbolga;p;z rep-
resentsconsuminginput a, poppingz from the stack,
andtransitioningto statep.

Next, we will construct a DPDA PD =
(Q; � D ; � ; � D ; q0; z0; F ). Notice that the only compo-
nentsdifferent betweenP and PD are the input alpha-
bet and the transition relation. The transition relation for
theDPDA PD is de�nedasfollows:

� For each transition(p;z) 2 � (q; a; z) in P, we have
thetransition� D (q; ea;p ; z) = f (p;z)g.

� For each transition(p;zz0) 2 � (q; a; z) in P, wehave
thetransition� D (q; f a;p;z 0; z) = f (p;zz0)g.

� For each transition(p; � ) 2 � (q; a; z) in P, we have
thetransition� D (q; ga;p;z ; z) = f (p; � )g.

It is easyto seethat PD is deterministic.Considerthe fol-
lowinghomomorphismh:

h(ea;p ) = a
h(f a;p;z ) = a
h(ga;p;z ) = a

Let L (PD ) be the language acceptedby the DPDA PD .
Thenh(L (PD )) = L (P) = L . �

Theconstructionusedin theproofof Theorem1 expands
theinput alphabetby exposingthestackoperationsandthe
target stateof the transition.For example,the input sym-
bol f a;p;z indicatesto theDPDA PD thatit shouldconsume
input a, pushz on thestack,andtransitionto statep. Sup-
posethata PDA P modelsa programPr . In this case,the
DPDA PD modelstheprogramPr , whereinternalstateof
theprogramPr (suchasstackactivity) is exposed.In other
words,exposingprogramstatecorrespondsto the input al-
phabetexpansionusedin Theorem1.

3.1. Intrusion DetectionusingPDAs and DPDAs

In model-basedintrusion detection, one constructsa
model M (Pr ) of a programPr (seeFigure 1). Pr gen-
eratesa sequenceof symbols(usually a sequenceof sys-
tem calls). After receiving a symbola from the program,
the model M (Pr ) determineswhetherthereexist transi-
tions on symbol a. If theredoesnot exist a transitionon
theinputsymbola, themonitorreportsanintrusion.Other-
wise,themodelprocessessymbola andupdatesits state.

PDA models.Supposethat the model M (Pr ) is a PDA
(Q; � ; � ; � ; q0; z0; F ). The stateof the model is the setof
con�gurations.Themodel'sinitial stateis f (q0; z0)g. Let C
be the setof possiblecon�gurationsfor M (Pr ) after pro-
cessingasequenceof symbolsw fromPr . Supposethenext
symbolthatPr generatesis a. Thenew stateof theprogram
is succ(C; a), which representsall con�gurationsthat re-
sult from con�gurationsin C afterprocessinginput a. For-
mally, succ(C; a) is de�ned as f c0j9c 2 C:c ) a c0g. If
succ(C; a) is empty, themonitorreportsan intrusion.Oth-
erwise,thenew stateof themodelM (Pr ) is succ(C; a) and
theprocessingcontinues.

In general,thestateof themodelcanbein�nite. For ex-
ample,supposethemodelis in thestateC = f (p;z)g and
receivesasymbola. Assumethatthemodelhasthefollow-
ing transitions:

� (p; �; z) = f (p;zz)g (1)
� (p;a; z) = f (q; � )g (2)

It is easyto seethatsucc(C; a) is thein�nite setf (q; zi ) i �
0g. Noticethatthein�nitenessarisesfromrule1,whichcor-
respondsto left recursionin a program.However, it turns



out that thestateof themodel(which is a setof con�gura-
tions) is regularandcanberepresentedasa �nite-stateau-
tomaton[18,23]. Thetime andspacecomplexity of updat-
ing thestateof themodelafterreceiving a symbolis unfor-
tunatelycubic in the sizeof the model.WagnerandDean
concludedthatoperatinga PDA modelfor intrusiondetec-
tion wasprohibitively expensive[23,24].

DPDA models.Supposethe model M (Pr ) is a DPDA.
Given an input symbol a 2 � , a con�guration c, and a
DPDA M (Pr ), thereexists at mostone con�guration c0

suchthat c ) a c0. Therefore,it is easyto seethat during
monitoringthesetof con�gurationsC hasatmostonecon-
�guration. The time andspacecomplexity of updatingthe
stateof themodelafterreceiving a symbolis O(1).

Stack-deterministicPDA models.In our experience,non-
determinismin stackactivity is themajorcontributing fac-
tor to thetimeandspacecomplexity of operatingPDA mod-
els. This motivatesour de�nition of a stack-deterministic
PDA model, which allows non-determinismbut requires
the stateof the stackbe left unchangedat points of non-
determinism.Formally, a PDA P = (Q; � ; � ; � ; q0; z0; F )
is calleda stack-deterministicPDA or sDPDA if it satis�es
thefollowing two conditions:

� (Condition 1): Nostack activityon � -transitions.
Thereis no pushor pop transition� (q; a; z) suchthat
a = � .

� (Condition 2): Stack activity only dependsupon the
inputsymbolandthetopof thestack.
For all a 2 � andz 2 � , theredoesnotexist two states
q1 andq2 (not necessarilydifferent),suchthat

(p1; w1) 2 � (q1; a; z) ;
(p2; w2) 2 � (q2; a; z) ;

wherew1 6= w2.

Assumethatwe useansDPDA modelM (Pr ) of a pro-
gramPr for intrusiondetection.Let C bethesetof con�g-
urationsobtainedafterprocessingasequenceof symbolsw.
Fromthe two conditionsgivenabove,all con�gurationsin
C musthavethesamestack.Formally, C 2 2Q � � ?, where
Q and � are the set of statesand stackalphabetsfor the
modelM (Pr ). Sincethesizeof C canbeatmostn = jQj,
the time andspacecomplexity for processinga new sym-
bol a is O(n). If a languageL is acceptedby sDPDA, it
is calleda stack-deterministiccontext freelanguage or sD-
CFL. Theorem3 in AppendixA provesthat the language
acceptedby a sDPDA is a DCFL. Therefore,ansDPDA is
not fundamentallymorepowerful thana DPDA.

Theorem2 LetL bea CFL. Thereexistsa sDCFLL D and
a homomorphismh such thath(L D ) = L .

Proof: LetP = (Q; � ; � ; � ; q0; Z0; F ) bea PDA accepting
L . We will constructa new setof input symbols� sD . There
are threetypesof symbolsin � sD .

� Input: Thisis simplytheinput alphabet� of thePDA
P.

� Push:For each a 2 � [ f � g andz 2 � , there is an in-
putsymbolf a;z . Theinputsymbolf a;z representscon-
suminginput a andpushingz ontothestack.

� Pop: For each a 2 � [ f � g andz 2 � , there is an in-
putsymbolga;z . Theinputsymbolga;z representscon-
suminginput a andpoppingz fromthestack.

Next, we will construct a sDPDA PsD =
(Q; � sD ; � ; � sD ; q0; z0; F ). Notice that the only com-
ponentsdifferentbetweenP and PsD are the input alpha-
bet and the transition relation. The transition relation for
thesDPDA PsD is de�nedasfollows:

� For each transition(p;z) 2 � (q; a; z) in P, we have
thetransition(p;z) 2 � sD (q; a; z).

� For each transition(p;zz0) 2 � (q; a; z) in P, wehave
thetransition(p;zz0) 2 � sD (q; f a;z 0; z).

� For each transition(p; � ) 2 � (q; a; z) in P, we have
thetransition(p; � ) 2 � sD (q; ga;z ; z).

It is easyto seethat PsD is stack-deterministic.Consider
thefollowinghomomorphismh:

h(a) = a
h(f a;z ) = a
h(ga;z ) = a

Let L (PsD ) be the language acceptedby PsD . Then
h(L (PsD )) = L (P) = L . �

Theconstructionusedin theproofof Theorem2 expands
theinputalphabetby exposingthestackoperations.For ex-
ample,the input alphabetf a;z indicatesto thesDPDA PD

that it shouldconsumeinput a andpushz onto the stack.
Recallthat in theproof of Theorem1 we expandedthe in-
putalphabetto exposethestackactivity andthetargetof the
transition,e.g.,f a;p;z indicatedthatit shouldconsumeinput
a, pushz onthestack,andtransitionto statep. In construct-
ing ansDPDA, weexposedthestackactivity of thePDA but
not thetargetof thetransition.

Table 1 summarizesthe time and spacecomplexity of
processinga new symbolfor the threemodels.Thesizeof
input alphabetfor the threemodelsis also shown. From
Theorems1 and2 it is clear that the sizeof the input al-
phabetsfor DPDA andsDPDA modelsis largerthanfor the
correspondingPDA.



Model Timecomplexity Spacecomplexity Inputalphabetsize
PDA O(nm 2 ) O(nm 2 ) k

DPDA O(1) O(1) �( knr )
sDPDA O(n) O(n) �( kr )

Table 1. Time and space comple xities for pro-
cessing an input symbol with various mod-
els. The number of states and transitions in
the model are denoted by n and m respec-
tivel y. The size of the input and stac k alpha-
bets in the PDA are denoted by k and r re-
spectivel y.

3.2. Connectionto Existing Techniques

Several authors have proposed exposing program
state to improve the precision of the models. For ex-
ample,Sekaret al. [19] proposeusing programcounter
information.This is equivalent to expandingthe input al-
phabetto exposethetargetof thetransition.Gif�n etal. [7]
andFenget al. [2] exposethestackactivity of a program.
In our context, this is equivalentto expandingthe input al-
phabetby exposingthe stackactivity (this is very similar
to the homomorphismdemonstratedin the proof of Theo-
rem 2). Therefore,the formal framework of PDA, DPDA,
sDPDA, andhomomorphismsprovidesasystematicwayof
understandingandevaluatingtechniquesthat exposeaddi-
tionalprogramstate.

4. The VPStatic Model: Determinizing via
StackExposure

TheVPStaticmodelis astatically-constructedvariantof
the context-sensitive VtPath model [2]. Like its dynamic
counterpart,it usesstackwalks during executionto deter-
mine the call stackstateof the monitoredprocess.Com-
binedwith programcountermonitoring,this producesthe
extrasymbolsnecessaryto fully determinizethemodel.

4.1. Model Generationby Static Analysis

TheVPStaticmodelis generatedby staticallyanalyzing
thebinary executableof a program.We �rst introduceno-
tation. Thereis a function entry stateEntr y(f ) and exit
stateExit (f ) for eachfunction f in the executable,sys-
tem call stateS for eachsystemcall instruction,andcall
siteentrystateC (stateright beforethecall) andexit state
C0 (stateright after the return) for eachfunction call site.
Addr (S), Addr (C), andAddr (C0) denotethe addressof
the correspondingsystemcall or function call instruction
(Addr (C) = Addr (C0)). F unc(a) is thefunctioncontain-
ing theinstructionat addressa.

                              St at es
ch ar * fi le name;

pi d_t[ 2]  p id ;

in t pr epar e( in t in dex)  {       Entr y( pr epar e)
  ch ar  b uf [2 0] ;

  pi d[ in dex]  =  g et pi d( );       S_getp id
  st rc py (b uf , fi le name);
  re tu rn  o pen( buf,  O _RDWR) ;   S_open
}                             Exit (p re pare )

vo id  a ct io n( ) {               Entr y( ac ti on)

  ui d_t ui d = getu id () ;       S_getu id
  in t handle ;

  if  ( ui d !=  0 ) {

    handle  =  p re pare (1 );       C1, C1'

    re ad(h andl e,  . .. );         S_re ad
  } el se  {
    handle  =  p re pare (0 );       C0, C0'

    wr it e( handle , .. .) ;       S_wr it e

  }

  cl os e( handle );               S_cl os e

}                             Exit (a ct io n)

Figure 2. A simple code fragment example .

We usea simpleprogramfragment,shown in Figure2,
asa runningexample.Theautomatonandthe left sidelist
of transitionsin Figure3 describea non-deterministicPDA
for the exampleprogramthat is quite similar to the call-
graphmodel[24]. As for thecallgraphmodel,systemcall
numbersare the only observed inputs to simulatethe au-
tomaton.We use“none” (or morecommonly" ) asa place
holderwhentransitionsarenot associatedwith any system
call. This PDA is non-deterministicsincewe have not ex-
posedstackactivitiesandtargetsof transitions.To makethe
PDA deterministic,weextractaddressinformationfrom the
binaryto exposeinternalstate.Theautomatonandtheright
sidelist of transitionsin Figure3 describethe�nal DPDA.

The input symbolsof the DPDA have the forms in the
proof of Theorem1, with slight modi�cations.Namely, for
systemcall and call site states,we use Addr (p) instead
of p to exposethe state,sincethe addressinformation is
what we canextract from programcounterandcall stack
whendynamicallymonitoringprogramexecutions.For ex-
ample,g(a; Addr (p); z) or g(a; p;z) meanstheautomaton
consumestheinputsymbol,popsz from thestack,andtran-
sitionsto statep. This is equivalentto the transitionga;p;z

usedin theproofof Theorem1. Othersymbolscanbesim-
ilarly explained.All threeforms of input symbolse(: : :),
f (: : :) and g(: : :) appearin Figure 3. The formal models
sectionproved this pushdown automatonis deterministic.
A detaileddescriptionof themodelis in AppendixB.

4.2. Online Detectionby Dynamic Monitoring

After the pro�le is generated,we can simulatethe au-
tomatonduringonlineprogrammonitoring.Wheneachsys-
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e1: e(getuid, Addr(S_getuid))

e2: e(none, Addr(C1))

e3: e(none, Addr(C0))

e4: e(read, Addr(S_read))

e5: e(write, Addr(S_write))

e6: e(close, Addr(S_close))

e7: e(close, Addr(S_close))

e8: e(none, Exit(action))

e9: e(getpid, Addr(S_getpid))

e10: e(open, Addr(S_open))

e11: e(none, Exit(prepare))

e12: f(none, Entry(prepare), Addr(C1))

e13: f(none, Entry(prepare), Addr(C0))

e14: g(none, Addr(C1'), Addr(C1'))

e15: g(none, Addr(C0'), Addr(C0'))


e1: getuid

e2: none

e3: none

e4: read

e5: write

e6: close

e7: close

e8: none

e9: getpid

e10: open

e11: none

e12: none  Push(Addr(C1))

e13: none  Push(Addr(C0))

e14: none  Pop(Addr(C1'))

e15: none  Pop(Addr(C0'))


Figure 3. The PDA and VPStatic DPDA generated for the code example .

e(none; E xit (F unc (am +1 )))
g(none; am ; am )

e(none; E xit (F unc (am )))
g(none; am � 1 ; am � 1 )

.

..
e(none; E xit (F unc (a l +1 )))

g(none; a l ; a l ) (3)
e(none; bl ) (4)

f (none; E ntr y (F unc (bl +1 )) ; bl )
e(none; bl +1 )

f (none; E ntr y (F unc (bl +2 )) ; bl +1 )

...
e(none; bn )

f (none; E ntr y (F unc (bn +1 )) ; bn ) (5)
e(sB ; bn +1 ) (6)

Figure 4. VPStatic input symbol sequence
generated for system call SB .

tem call is made,we extract all the call site addressesfor
thefunctionsthathave not returnedyet into a virtual stack
list (VSL), orderedfrom the outermostfunction to the in-
nermostfunction. The de�nition of VSL is similar to that
in [2].

AssumeA = a1; a2; : : : ; am and B = b1; b2; : : : ; bn

arethevirtual stacklists of the lastandthecurrentsystem
calls, respectively. Also, assumesB is the currentsystem
call andbn +1 is its address(the currentprogramcounter),
andsA andam +1 arethelastsystemcall andits address,re-
spectively. Supposel is the �rst index for A andB so that
thecorrespondingitemsarenot equal,namely, ai = bi for
i = 1; 2; : : : ; l � 1, andal 6= bl . For thecurrentsystemcall,
we generatea sequenceof input symbolsandfeedthemto
theautomatononeby one.Theinputsymbolsequencegen-
eratedis shown in Figure4.

For example,assumean ordinary user (not root) exe-

cutesthe exampleprogramand runs to the getpid line
in Figure 2. The virtual stack list A here should look
like “pre�x; Addr (C1)”, wherepre�x is a sequenceof ad-
dressescorrespondingto thefunctionsthatleadto action .
The systemcall SA is getpid . If the programexecutes
to open , the virtual stack list B here is the sameas A
sincethe call stackdoesnot change,and systemcall SB

is open . So from Figure 4, the symbol sequencegener-
atedis e(open;Addr (Sopen )) , whichsuccessfullyleadsthe
automatonto the next stateSopen . However, if an attacker
over�owsa buffer usingstrcpy , shecouldchangethere-
turn addressof prepare to Addr (C0), to gain unautho-
rizedwrite accessto the�le afterprepare returns.In that
case,thevirtual stacklist B changesto “pre�x; Addr (C0)”.
SinceAddr (C0) 6= Addr (C1), from Figure4, thesymbol
sequencegeneratedwill be:

e(none;Exit (prepare))
g(none;Addr (C1); Addr (C1))

e(none;Addr (C0)) (7)
f (none;Entr y(prepare); Addr (C0))

e(open;Addr (Sopen ))

However, sincestateSgetpid doesnothaveatransitionasso-
ciatedwith e(none;Exit (prepare)) , analarmwill betrig-
geredandtheintrusionis detected.

After all input symbolsgeneratedfor a systemcall are
processed,thecurrentstateshouldbethestatecorrespond-
ing to thesystemcall, andthecurrentautomatonstackcon-
text is just theVSL of this systemcall. Namely, thecurrent
stateandstackcontext canbeuniquelydecidedfor a valid
systemcall. If thereis no correspondingtransitionto fol-
low for aninput symbol,thenanomalousexecutionindica-
tiveof anintrusionattempthasoccurred.
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Figure 5. Local Dyck models.

5. The Dyck Model: Determinizing via Instru-
mentation

As shown in Section3, addingstackdeterminismto a
PDA requiresadditionalalphabetsymbolsto make stack-
modifying transitionsdeterministic.Statically constructed
programmodelsusethe PDA stackto model the running
process's call stack.Stackoperationsthen occur at func-
tion call sites and returns.The Dyck model [7] usesbi-
nary rewriting to insert codebeforeand after eachfunc-
tion call siteto generatetheextrasymbolsneededfor stack-
determinism.

5.1. Static Model Construction

TheDyck staticanalyzerreadsa binaryprogramimage
andproducesbothanDyck modelandaninstrumentedver-
sionof thebinary. This requiresfour steps:

1. For each function, construct a control �o w graph
(CFG).

2. Convert each CFG into a local model: a non-
deterministic �nite automatonthat acceptsall se-
quences of function calls and kernel traps that
the function could generateunder correct execu-
tion.

3. Classify function calls and insert codearoundfunc-
tion call sitesto generatesymbolsnecessaryfor stack-
determinism.This instrumentationadds new events
into the call stream,so we updatelocal models to
match.

4. Combinethecollectionof modi�ed localmodelsinto a
singlesDPDA modelingtheentirerewrittenprogram.

RecallthatFigure2 showscodefor two examplefunctions,
prepare andaction . Althoughwe show C sourcecode
for readability, we analyzeSPARC binarycode.

Weconverteachfunction'sCFGinto a localmodel.This
is straightforward:a CFGis alreadya non-deterministic�-
nitestatemachinewith all edgesunlabeled.If abasicblock
containsausercall or kerneltrapsite,we labelall outgoing

void action () {
  uid_t uid = getuid();
  int handle;
  if (uid != 0) {
    precall(A);
    handle = prepare(1);
    postcall(A);
    read(handle, ...);
  } else {
    precall(B);
    handle = prepare(0);

    write(handle, ...);
  }
  close(handle);
}

    postcall(B);

Figure 6. Example Code With Dyck Instru-
mentation. Inser ted code appear s in bold-
face .

edgesof that block with the call name.We label all other
edges� andconvert all basicblocksinto automatonstates.
The� -reducedandminimizedlocal automatafor theexam-
plecodeareshown in Figure5. AppendixC.1givesthefor-
malde�nition of a localmodel.

Next, we add edgesto the local modelsaroundfunc-
tion call transitionsthatmodelthecall stackchangesoccur-
ring at runtime.An edgebeforeeachcall transitionpushes
a uniqueidenti�er onto thePDA stackkept in the runtime
monitor;anedgeafterthecall popsthatidenti�er off. Each
call site hasa uniquepushandpop symbol,so the moni-
tor candifferentiatebetweendifferentcall sitesto thesame
function.TheNFA local modelsarenow PDAs.

To addstack-determinismto thesePDA models,wemust
addsymbolsto theeventstreamthatdistinguisheachstack
operation.The analyzerrewrites the binary imageof the
programby insertingahistorystack into theprogram'sdata
spaceandaddingcodeimmediatelybeforeandafter each
call site.Thehistorystackrecordsstackchangesoccurring
sincethe last kernel trap. Precall codebeforecall site A
pushesthe symbol f �;A onto the history stack.If the call
generatesa kernel trap beforereturning,then the monitor
readsall collectedsymbolsfrom the history stackto iden-
tify theexecutionpathfollowedin theprogram.If thecall
returnswithout generatinga kernel trap, then the postcall
codepopsf �;A from thehistorystackanddiscardsit. Oth-
erwise,it addsthesymbolg�;A to thehistorystack.Figure6
shows the rewritten codefor action with instrumented
call sitesto prepare .

Adding codeinstrumentationat recursive call siteshas
potentially high runtime cost. We add neitherstack tran-
sitions to the local modelsnor code to the binary image
aroundcall sitesthatmayrecurse.

Lastly, we composethecollectionof modi�ed local au-
tomataat pointsof functioncalls to form theglobalmodel
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Figure 7. Dyck model.

of theentireprogram.Theanalyzerreplaceseachfunction
call transitionwith � -edgesenteringandreturningfrom the
modelof thetargetfunction.Figure7 shows thecompleted
Dyck model for the examplefunctions.Note the similar-
ity to theVPStaticmodeldescribedearlier. Here,the input
symbol f �;A additionallypushesthe identi�er A onto the
PDA stack.The symbolg�;A is an input symbol that pops
A. AppendixC.1formallyde�nesthemodelusinglanguage
theory. TheDyck modelis ansDPDA (seeAppendixC.2).

5.2. Runtime Monitoring

The userexecutesthe rewritten binary in her security-
critical environment,with the runtime monitor tracing its
executionat systemcalls.Themonitorenforcesthemodel,
guaranteeingthat processexecutiondoesnot deviate from
thepossiblesequencesof systemcall streams.

Dyck modeloperationis morestraightforwardthanVP-
Staticoperation.Although the model is a PDA, the mon-
itor keepsonly onePDA stackdue to stack-determinism.
Whenthetracedprocessgeneratesa kerneltrap,themoni-
tor readsall savedsymbolsfrom theprocess'shistorystack.
Eachsymbolis aninput to theautomatonthatmodi�es the
stackstateandcorrespondsto a returnfrom or a call to an-
otherfunction.Thesesymbolsareequivalentto thevirtual
pathsymbolscalculatedfrom stackwalks in the VPStatic
model.Themonitor thenprocessesthekerneltrapsymbol,
permittingexecutiononly if the symbolhasa valid transi-
tion in themodel.

6. PerformanceMeasurements

To comparethe performanceof the VPStaticandDyck
models,we measuredtwo costsof executionmonitoring.
First, we measuredthe increasein execution time when
monitoring.Second,we calculatedthe increasedmemory
usedueto theprogrammodelsandDyck instrumentation.

We analyzedperformancefor threetestprograms.Our
toolscurrentlybuild modelsonly for statically-linkedpro-
grams.As a result, the set of test programsis not repre-

sentative of thosewith greatestsecurityconcern,although
they docontainamix of computation-intensiveandsyscall-
intensive programs.Table 2 lists the three programsand
workloadsandstatisticsfor each.htzipd is a proprietary
implementationof httpd which is the only httpd imple-
mentationwe successfullycompiled statically under So-
laris.

Executiontime overheadsarecalculatedby subtracting
a baseexecutiontime from monitoredexecutiontime. All
times are averagedover several runs.Executiontimes do
not includesetuptime in themonitorduringwhich thepro-
grammodelis readfrom disk.Thecurrentimplementation
of both the VPStaticand Dyck monitorsexecutein user
spaceanddetectsystemcall eventsvia Solarisprocesstrac-
ing. To betterevaluatethecostof operatingeachmodel,the
baseexecutiontime is measuredwith processtracing en-
abled.At eachsystemcall stop,the monitor doesnothing
but resumetheexecutionof thestoppedprocess.Thediffer-
encebetweenbasetime andmonitoredtime thencaptures
exactly theoverheadof modeloperation.

We calculatedmemoryusagesimilarly. Thevalueof in-
terestis the increasein staterequiredfor eachprocess.In
particular, the static codeof the monitoring processis of
little meaningas it may be sharedamongall auditedpro-
cesses.For theVPStaticmodel,wecomputetheperprocess
stateby takingthedifferencebetweenmemoryusewith full
auditingenabledandwith anemptypro�le loadedwith au-
diting disabled.Thememoryusedby theDyck modelalso
includesthe cost of binary codeinsertedinto the original
application.

This section does not include measurementswith
the previously used average branching factor met-
ric [23]. This metric is poorly suited for measurements
of context-sensitive languagesas stack transitionsenter-
ing systemcall wrapperfunctions obscurethe reachable
systemcalls. Lacking an appropriatemetric, we rely in-
stead upon our theoretical discussionsin the previous
sectionsas an evaluation of the strength of our mod-
els. Strength metrics may be applied in the future if
new research develops reasonablemeasurementalgo-
rithms.

6.1. ExecutionTime OverheadResults

Table3 containsexecutiontime overheadsfor the VP-
StaticandDyck models.Baseexecutiontimesarepresented
twice becausedifferencesin monitor implementationsre-
sult in somewhatdifferentbasetimes.Dueto thehigh cost
of thestackwalk operationin theVPStaticmodel,we sep-
aratethe model's runtime into two components:the time
to operatetheautomatonandthetime to performthestack
walk. The Dyck modeldoesnot walk thecall stack,sono
suchseparationis presented.



Program Workload Instructions Functions Call Sites
htzipd Service500client requests,transferring151.7MB in total. 110,096 1455 6928
gzip Compressa23.5MB tar �le. 57,271 884 2844
cat Concatenate38 �les totalling500MB to a �le. 52,601 838 2728

Table 2. Test programs, workloads, and statistics.

VPStatic Dyck
Program Untraced Base Automaton % Stackwalk % Base Automaton %
htzipd 16.66 22.06 3.80 17 17.54 80 20.50 27.72 135
gzip 13.72 14.69 0.03 0 0.17 1 13.99 1.17 8
cat 46.20 59.14 2.56 4 15.81 28 54.84 30.60 56

Table 3. Model execution times in seconds. Base execution time inc ludes system call tracing without
automaton operation. Percenta ges compare against base execution.

Program VPStatic Dyck
htzipd 225 300
gzip 389 415
cat 170 289

Table 4. Average system call veri�cation
time , in micr oseconds.

Table4 showstheaveragemonitorexecutiontime,in mi-
croseconds,persystemcall eventreceived.Eachsystemcall
requiresthe monitor to updateits calling context informa-
tion andto verify that the systemcall is a valid operation
in the programmodel.The times to perform theseopera-
tions remainedrelatively constanteven as the numberof
stacksymbolsreadfrom themonitoredprocesschanged,al-
thoughoutlyingpointsdid occur.

The tablesshow two interestingresults.First, thesede-
terministicor stack-deterministicmodelsareef�cient to op-
erate.Automatonoperationsin the deterministicVPStatic
model are extremely fast. Second,the VPStaticmodel is
moreef�cient to operatethantheDyck model.

This secondresultoccursfor two reasons.First, it illus-
tratestheoperationaldifferencesbetweendeterministicand
stack-deterministicautomata.TheDPDA usedwith theVP-
Staticmodeloperatesin constanttime, but thesDPDA un-
derlyingtheDyck modelrequireslineartimeoperation(Ta-
ble 1). This effect is clearly visible in the respective run-
timesof thetwo models.Second,theDyck modelhasaddi-
tional executionat many function call sitesdue to the in-
jectedcode.This cost ariseseven if the processfollows
anexecutionpaththatdoesnot generatesystemcalls.The
VPStaticmodelincursmonitoringcostonly at systemcall
events.

6.2. Memory UseOverheadResults

Table5 presentsthe memoryneedsof executionmoni-
toring for the two models.We divide the memorycostsof
the Dyck model into the cost of the currentrewriting in-
frastructure,whichdoublesthesizeof eachprogram'scode
segment,andthecostof our codeinsertionsandstatema-
chine representation.The infrastructurecost is excessive,
but couldbesigni�cantly reducedby shifting to a moreef-
�cient rewriter.

TheVPStaticstatemachinecostis greaterthanthecor-
respondingDyck models.Again,thishighlightsdifferences
betweenDPDA and sDPDA models. An automatonal-
lowing non-determinismin statetransitionsnaturally has
a more compactrepresentation.Hence,the Dyck model
will producesmallerautomatonstructuresthantheVPStatic
model.Moreover, we have not yet optimizedthe VPStatic
modelsize.For example,we couldremoveall thefunction
entryandexit nodesusingtechniquessimilarto theautoma-
tonreductionusedfor Dyckmodel.Wekepttheoriginalfor-
matof themodelsinceit is arecentdevelopmentandis con-
ceptuallyclearerthis way.

6.3. Discussion

We draw two primaryconclusionsfrom this work. First,
the formalisms of deterministic and stack-deterministic
push-down automataresult in highly accurateand highly
ef�cient program models. Non-deterministic context-
sensitive models producedoverheadsorders of magni-
tudeworsethanbaseexecution[6,23,24] andwould never
be suitablefor real-world operation.Our automatonoper-
ation overheads,while not yet as low as we would like,
show that context-sensitivity and preciseprogram mod-
elsneednotbesacri�cedfor performance.

Second,thedifferencesin thesemodelssuggeststhathy-
bridization of the two constructionand monitoring tech-



VPStatic Dyck
Program Unmonitored StateMachine % Infrastructure % Instrumentation StateMachine %
htzipd 568 1040 183 504 89 48 168 38
gzip 600 560 93 288 48 48 232 47
cat 280 544 194 272 97 32 104 49

Table 5. Memor y use in KB due to monitoring. Percenta ges are increases over unmonitored execu-
tion.

niquesmay be bene�cial. The Dyck model producesno
context informationat pointsof recursionor dynamiclink-
ing to non-instrumentedbinaries.The VPStaticmodelcan
identify thismissinginformationby inspectingexistingpro-
gramstate.If instrumentedlibrariesareavailable,theDyck
model can more easily use theselibraries at runtime as
memoryoffsetsof return addressesare not an issue.The
Dyck modelcanalsosuccessfullyreveal context informa-
tion in optimizedbinarieswherestackwalking maybedif-
�cult or impossible.On the other hand,binary rewriting
doesoccasionallyfail. We canthenrely on thestackwalk
techniqueto recover stateinformation.Likewise, we may
wish to limit instrumentationto someset of critical pro-
grampointsandrely uponstackwalking elsewhere.A hy-
brid modelwouldcombinebothstaterecoverymechanisms
to capturethecompletecontext of asystemcall.Thehybrid
would gain from thestrengthsof both modelswhile mini-
mizing thedrawbacksof each.

7. Limitations

Although our approachesproducemore sensitive and
moreaccuratemodelsthanotherapproaches,therearestill
limitations. It is well documented[16,17,25] that attack-
erscanexploit weaknessesandlimitationsof intrusionde-
tection modelsto avoid detection.Short of completein-
strumentation,which amountsto essentiallyinterpreting
the program,our statically-generatedmodelsdo not have
completeinformationaboutthestateof theexecutingpro-
gram.An attackercanexploit incompleteinformationin the
modelto evadetheHIDS.

7.1. IncompleteSensitivity

Modelsdiscussedin this paperincorporateinformation
aboutthe stackactivity of the program.Thus,our models
are context sensitive. However, sinceour model doesnot
trackpredicatesusedin branches,they areneither�o w nor
pathsensitive.This incompletenesscanresultin our model
allowing extraneousbehavior. For example,considerthe
following codefragment:

char *str, *user;

str = (char *) calloc (...);
user = (char *) calloc (...);
...

if (strncmp (user, "admin", 5)) {
sys_1 ();

} else {
sys_2 ();

}
strcpy (str, someinput);
if (strncmp (user, "admin", 5)) {

sys_3 ();
} else {

sys_4 ();
}

Therearetwo possiblesystemcall sequencesfor the code
fragment:
sys 1, sys 3, and
sys 2, sys 4.
The sequences correspond to the predicate
strncmp(user,"admin",5) being true or false re-
spectively. Notice that the predicatesused in both the
branchesare the same.However, since our models do
not track the values of branch predicates,they will al-
low thefollowing four sequences:
sys 1, sys 3,
sys 1, sys 4,
sys 2, sys 3, and
sys 2, sys 4.
An attacker can exploit this limitation to avoid detec-
tion. In the examplegiven above, an attackusesa large
someinput in strcpy to over�ow str on the heapto
changethe valueof user . If user is “guest ” and the
over�ow in strcpy changesuser to “admin ”, thenthe
illegal sequencesys 1, sys 4 is executed,which is ac-
cepted by our model and hence the attack is not de-
tected.

7.2. IncompleteSetof Events

Events monitoredby our model are systemcalls. As
pointedoutby WagnerandSoto[25] andTanetal. [20,21],
an attacker can evade detectionif it generatessequence
of eventsacceptedby our model.We previously presented
suchanattackusingthefollowing codesegment[2]:



...
f(); //f has no system calls, a buffer-overflow occurs

// so that after f the program jumps to IP

if (regular_user) {
return ();

}

IP: //super user privileges
execve (``/bin/sh'');

An attackthat usesa buffer over�ow in f to force the
programto jump to IP can(illegally) obtaina root shell.
Without insertingcodeinstrumentationbeforeandafter f ,
our modelswill miss this attackbecausethereis no sys-
temcall in thecodesegmentbetweenthecall to f andIP .
In otherwords,no matterhow theprogramcontrol �o w is
illegally modi�ed within thecodesegment,thereis no ob-
servableeventsto our models.However, whencodeinstru-
mentationis addedright beforeandafter thecall to f , the
attackwill bedetectedby ourmodel.

An attackcanalsoevadedetectionif it simply replaces
the systemcall parameters[25]. We recover someargu-
mentsof systemcalls using static analysis,but thereare
severalsystemcallswherewehaveincompleteinformation
aboutthearguments.

7.3. Playing Inside the Sandbox:Mimicry Attacks

We assumethat attackers have complete knowledge
about our model-constructionalgorithm. In mimicry at-
tacks,an adversarytransformsher attack in such a way
that the resulting sequenceis acceptedby the detec-
tion model [25]. For example, the attacker can mimic
the legal program behavior by generating(legal) sys-
tem calls and inserting them in the original attack se-
quence.An attacker can use a different attack sequence
that is semanticallyequivalent to the original attack se-
quence.Theseattacksareveryseriousandcaneasilyevade
simple detectionmodels,suchas the n-gram model pro-
posedby [3]. However, incorporatingadditional informa-
tion aboutthe programin the model makes it dif�cult to
mount mimicry attacks.Our models monitors informa-
tion aboutsystemcalls, programcounter, and call stack.
Therefore,to mounta successfulmimicry attackanadver-
saryis requiredto producecorrectcall stackandprogram
counter information along with the sequenceof sys-
temcallswhich is equivalentto theattack.

8. Conclusions

We formally describedstatically-constructedcontext-
sensitive programmodelsfor host-basedintrusion detec-
tion. Seekingto add ef�ciency to the precisionof these
models,we examineddeterministicPDAs and introduced
stack-deterministicPDAs. The proofsof languageequiva-
lencebetweenthe homomorphicimageof a DCFL or sD-
CFL and a CFL give rise to monitoring techniquesthat

make thesemodelspossible.The VPStaticmodelwalks a
process's call stack to harvest return addressesrevealing
context informationenablinga deterministicmodel.Using
programinstrumentation,theDyck modeleliminatesstack
non-determinism.Experimentsdemonstratethat context-
sensitivity andef�ciency cancoexist in theseprogrammod-
els,bene�ting all suchintrusiondetectionsystems.
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A. Proof for Section3

Theorem3 The language L acceptedby an sDPDA is a
DCFL.

Proof: First, remove � transitions. Let P =
(Q; � ; � ; � ; q0; z0; F ) be an sDPDA. Recall that an sD-
PDA doesnot havestack activity on � -transitions.Given
statesq and q0 and a stack symbolz 2 � , we say that
(q; z) ) � (q0; z) if there exists an � -transition such that
(q0; z) 2 � (q; �; z). Let ) ?

� be the re�exive and transi-
tive closure of ) � . Notice that ) ?

� can be computedin
polynomial time using standard graph reachability al-
gorithms. We will transform the transition relation �
of P to � 0 to remove � transitions. First, � 0 will con-
tain all the non-� transitions� (q; a; z). For each transi-
tion, (q0; z) 2 � (q; a; z) (where a 6= � ), � 0(q; a; z) contains
all (q00; z) such that (q0; z) ) ?

� (q00; z).
Second, remove state non-determinism.Due to the

step given above, we can assume that the sDPDA
P does not contain � -transitions. Next we can re-
move the “state” non-determinismof P using the
standard subset construction used in determinizing
a NFA. Let P = (Q; � ; � ; � ; q0; z0; F ) be an sD-
PDA without � -transitions. We will construct a DPDA
DP = (Q1; � ; � ; � 1; q1

0 ; z0; F1), where Q1 = 2Q ,
q1

0 = f q0g, F1 are all subsetsof Q such that F1 \ F 6= ; ,
and � 1 is de�ned as follows: � 1(q1; a; z) contains(q2; z0),
whereq2 is thefollowingset:

f q0 j 9q 2 q1 : (q0; z0) 2 � (q; a; z)g

Recall that becauseof condition2 in the de�nition of sD-
PDA the stack activity is completelydeterminedby the in-
put a and top of thestack z. Therefore, thede�nition of � 1



is well de�ned.It is easyto seethatDP is a DPDA andac-
ceptsthesamelanguageasthesDPDA P. �

B. De�nition of VPStatic Model

We expandthenotationin Section4. SysCall (S) is the
systemcall madeat S, andTarget(C) = Target(C

0
) is

thetargetfunctionof thecall siteC=C0.
ThecomputationmodelisaDPDA (Q; � ; � ; � ; q0; z0; F ).

We still usethe simple programfragment,shown in Fig-
ure 2, asa runningexample.Its correspondingautomaton
is shown in Figure3.

Q is the set of states.The example programhas 14
states.Notewe have � ve differentkindsof statesin theau-
tomaton: function entry states (Entr y(action) and
Entr y(prepare)), function exit states(Exit (action) and
Exit (prepare)), systemcall states(S getuid, S readand
soon), call site entrystates(C1 andC0) andcall site exit
states(C1

0
andC0

0
).

� is theinputalphabet.Theinputsymbolsof thisDPDA
have theformsin theproof of Theorem1, with slight mod-
i�cations. Namely, for systemcall andcall site states,we
useAddr (p) insteadof p to exposethestate.For example,
g(a; Addr (p); z) or g(a; p;z) meansthe automatoncon-
sumesthe input symbol,popsz from the stack,and tran-
sitionsto statep. This is equivalentto the transitionga;p;z

usedin theproofof Theorem1. Othersymbolscanbesimi-
larly explainedusingtheproofof Theorem1.Duringonline
detection,wemonitorthecall stackandprogramcounterto
exposeaddressinformationAddr (p). We usenone asthe
placeholderwhenno systemcall is involved for the tran-
sition. All threeformsof input symbolse(: : :), f (: : :) and
g(: : :) appearin Figure3.

� is thestackalphabet.For our model,� is

f Addr (p)jp 2 Q andp is a functioncall sitestateg [ f z0g

wherez0 is the initial stackstart symbol.We usethe au-
tomatonstackof the DPDA to simulatethe programcall
stack.

Thestartstateq0 is theentrystateof theprogramentry
function.F is thesetof acceptingstates.If we requirethe
programto exit normally, F is thesetof all statesfor exit
systemcalls.If theprogramcanbekilled anytime,F is the
setof all states,or F = Q. Sincethe exampleprogramis
only a programfragment,thestartandthe acceptstateset
arenotshown in Figure3.

� is thetransitionfunction.Theautomatonis constructed
by interconnectingthe transformedcontrol �o w graphof
eachfunction. If both the statesconnectedby a transition
e are in the samefunction, we call e an intra-function
transition. Otherwise,we call e an inter-function transi-
tion. Intra-functiontransitionsarealwaysmarked with in-
put symbolsof the form e(:::) sincethey do not dealwith

automatonstack.For example,in Figure 3, transitione6:
e(close;Addr (S close)) meansthat if the currentstateis
S read, theprogramissuesasystemcall close, andweob-
serve that its programcounteris Addr (S close), thenthe
currentstateis movedto S close.

Inter-function transitionsmodify the automatonstack.
They only exist betweena call siteentrystateandits target
functionentrystate,andbetweenatargetfunctionexit state
anda correspondingcall site exit state.If T1 is a call site
entry stateandT2 is the correspondingtarget function en-
try state,weadda transitionfrom T1 to T2 andlabelit with
f (none;T2; Addr (T1)) , which meanstheprogramis call-
ing a function,andwe pushtheaddressof thecorrespond-
ing call site into the automatonstack.In Figure3, transi-
tions e12 and e13 belongto this case.If T2 is a call site
exit state,andT1 is the correspondingtarget function exit
state,we adda transitionfrom T1 to T2 and label it with
g(none;Addr (T2); Addr (T2)) , which meanswe only fol-
low this transitionif theaddressof thecall sitetheprogram
is returningto matchesthetop symbolon automatonstack,
andwepopthisaddress.In Figure3, transitionse14 ande15

belongto this case.
This completesour modelde�nition. The formal mod-

elssectionprovedthis pushdown automatonis determinis-
tic. Note recursive function call and return transitionsare
handledjust like non-recursiveones.

C. De�nitions and Proofsfor Section5

C.1. De�nition of Dyck Model

Let S bethesetof systemcall sites(trapsto theoperat-
ing system)andC bethesetof functioncall sites.Let � (c)
denotethetargetfunctionof call sitec. Notethattwo differ-
entcall sitesc1; c2 2 Careunique,evenif � (c1) = � (c2).

De�nition 2 [Local Model]
Let G = hV; E i , E � V � V bethecontrol �ow graph

of program Pr . Let a / v indicatethat vertex v 2 V con-
tainscall sitea. Thelocal modelfor each functioni 2 Pr
is A i = (Qi ; � i ; � i ; q0;i ; Fi ), where:

� Qi = V

� � i = Si [ Ci [ f � g whereSi � S andCi � C

� q0;i 2 V is theuniqueCFG entrystate

� Fi = f v 2 V n q0;i jv is a CFG exit g

� q 2 � i (p;a) if a / p and(p;q) 2 E

� q 2 � i (p; � ) if 8a 2 Si [ Ci : a 6 p and(p;q) 2 E

This de�nition simply labels CFG edgesas describedin
Section5.1.All local modelsare� -reducedandminimized
to reducetheir storagerequirements.



The de�nition of the global Dyck modeldependsupon
a classi�cationof functioncall sites.Let C1, C2, C3, andC4

partitionCasfollows:

� a 2 C1 if a doesnot recurseand� (a) mustgenerateat
least1 systemcall beforereturning.

� a 2 C2 if a doesnot recurseand� (a) maycondition-
ally generateasystemcall beforereturning.

� a 2 C3 if a doesnot recurseand� (a) will nevergener-
atea systemcall beforereturning.

� a 2 C4 if a mayrecurse.

We write C12 to denoteC1 [ C2.

De�nition 3 [Dyck ProgramModel]
Let i range over all functionsin Pr with � the entry

point function. Let f and g be the symbolsused in the
proof of Theorem 2, with F = f f �;
 : 
 2 C12g and
G = f g�;
 : 
 2 C12g. ThenD is a Dyck modelif there
existsD � = (Q; � [ f � g; � ; � � ; q0; z0; F ) with:

1. Q =
[

i

Qi

2. � = C12

3. � = S [ F [ G

4. q0 = q0;�

5. z0 = �

6. F = F�

7. (q; z) 2 � � (p;a; z) if a 2 S and9i : q 2 � i (p;a)

8. (q; z) 2 � � (p; �; z) if

(a) 9a 2 C2 [ C3 9i : q 2 � i (p;a) ; or

(b) 9a 2 C4 9i 9r 2 Qi : r 2 � i (p;a) ^ q = q0;� (a) ;
or

(c) 9a 2 C4 9i 9r 2 Qi : q 2 � i (r; a) ^ p 2 F� (a)

9. (q; za) 2 � � (p; f �;a ; z) if a 2 C12 ^ 9i 9r 2 Qi : r 2
� i (p;a) ^ q = q0;� (a)

10. (q; � ) 2 � � (p;g�;a ; a) if a 2 C12 ^ 9i 9r 2 Qi : q 2
� i (r; a) ^ p 2 F� (a)

andD = (Q; � ; � ; � ; q0; z0; F ) is D � under� -reduction.

Several propertiesof the de�nition requireexplanation.
Property3 addspushandpop symbolsto the alphabetof
systemcalls.Property7 maintainsthesystemcall transition
propertyof thelocal automata:a systemcall will not mod-
ify stackstate.Property8(a)adds� -edgesaroundcall sites
thatmaynot generatea systemcall. Properties8(b) and(c)
link automataat recursivecall siteswith � -edgesratherthan
with edgesthatupdatethePDA stack.Properties9 and10
describetransitionsfor precallsandpostcallsthat modify
stackstate.

C.2. Stack-determinismof Dyck Model

Theorem4 TheDyck modelis ansDPDA.

Proof: Clearly, theDyck modelis a PDA.
� =2 � ) 8z 2 � 69p 2 Q : � (p; �; z) 6= ; , sosDPDA

condition1 is satis�ed.
Suppose9q1; q2 2 Q so that for some� 2 � and z 2

� , � (q1; � ; z) = (p1; w1) and � (q2; � ; z) = (p2; w2) with
w1 6= w2. Proofby contradictionin threecases:

1. If � 2 S, thenw1 = z = w2 byProperty7.

2. If � 2 F , then9
 2 C12 : � = f �;
 andw1 = z
 =
w2 byProperty9.

3. If � 2 G, then9
 2 C12 : � = g�;
 . Thenz = z0
 and
w1 = z0 = w2 byProperty10.

Thus,sDPDA condition2 holds. �


