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Abstract

Model-basedintrusiondetectioncomparesa process's ex-
ecutionagainst a program model to detectintrusion at-
tempts. Models constructedfrom static program analy-
sis have historically traded precision for ef�ciency. We
addressthis problemwith our Dyck model, the �r st ef�-
cient statically-constructedcontext-sensitivemodel. This
modelspeci�esboth thecorrect sequencesof systemcalls
that a program can generate and the stack changes oc-
curring at function call sites. Experimentsdemonstrate
that the Dyck modelis an order of magnitudemore pre-
cisethan a context-insensitive�nite statemachine model.
With null call squelching, a dynamictechniqueto bound
cost,theDyckmodeloperatesin timesimilar to thecontext-
insensitivemodel.

We alsopresenttwo staticanalysistechniquesdesigned
to countermimicryandevasionattacks. Our branch anal-
ysisidenti�es between32%and64%of our testprograms'
systemcall sitesas affectingcontrol �ow via their return
values. Interprocedural argumentcapture of general val-
uesrecovers 32%to 69%more argumentsthanpreviously
reportedtechniques.

1. Intr oduction

Host-basedintrusion detectionseeksto identify attempts
to maliciouslyaccessthe machineon which the detection
systemexecutes.Remoteintrusiondetectionidenti�es hos-
tile manipulationof processesexecuting in a distributed
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computationalgrid [10]. Theseintrusiondetectionsystems
monitor processesrunningon the local machineand �ag
unusualor unexpectedbehavior as malicious. In model-
baseddetection[8], thesystemhasa modelof acceptable
behavior for eachmonitoredprocess.Themodeldescribes
actionsthat a processis allowed to execute. A monitor
comparesthe runningprocess's executionwith the model
and�ags deviationsasintrusionattempts.

Model-basedintrusiondetectioncandetectunknown at-
tackswith few falsealarms.Suchasystemdetectsnew and
novelattacksbecausethemodelde�nesacceptableprocess
behavior ratherthan the behavior of known attacks. Yet,
falsealarmsare low to non-existent for a properly con-
structedmodelbecausethemodelcapturesall correctexe-
cutionbehaviors.

Constructingavalidandpreciseprogrammodelisachal-
lenging task. Previous researchhasfocusedon four ba-
sic techniquesfor modelconstruction:humanspeci�cation
[14], training[5, 7, 17,23, 34], staticsourcecodeanalysis
[31, 32], andstaticbinarycodeanalysis[10]. Of these,we
usestaticbinary codeanalysissinceit requiresno human
interaction,no determinationof representative datasets,
andno accessto a program's sourcecode,althoughit is
unsuitablefor interpreted-languageanalysis. It constructs
modelsthat containall possibleexecutionpathsa process
mayfollow, so falsealarmsnever occur. However, an im-
precisemodelmay incorrectlyacceptattacksequencesas
valid. We usestatic binary analysisto constructa �nite
statemachinethatacceptsall systemcall sequencesgener-
atedby acorrectlyexecutingprogram.

Models constructedfrom static programanalysishave
historically tradedprecisionfor ef�ciency. The mostpre-
cise programrepresentations,generallycontext-sensitive
push-down automata(PDA), areprohibitively expensiveto
operate[10, 31, 32]. For example,WagnerandDeansug-
gestedthe useof their lessprecisedigraphmodelsimply
becausemoreprecisemodelsproved too expensive. Our
earlierwork usedregular languageoverapproximationsto
a context-free languagemodel, again due to cost. This
paperpresentsa new modelstructurethat doesnot suffer

1



from suchdrawbacks.Our Dyck modelis a highly precise
context-sensitive programrepresentationwith runtimebe-
havior only slightly worsethana cheap,impreciseregular
languagemodel.

TheDyck modelis aspowerful andexpressiveasthefull
PDA model.An earlyresultby Chomsky provedthatevery
context-free languageis a homomorphismof the intersec-
tion of aDyck languagewith aregularlanguage[2]. Chom-
sky's resultimplies thatour Dyck modelis aspowerful as
thePDA model,sotheef�ciency gainsweobservecomeat
no lossin correctness.

TheDyckmodelcandetectabroadclassof attacks.Gen-
erally, themodeldetectsattacksthatexecutearbitrarycode,
as this codewill not matchthe expectedbehavior of the
process.For host-basedintrusiondetection,this includes:

� Attemptsto exercisea raceconditionthatusesinvalid
control�o w to repeatedlyexecutea codesequence.

� Attempts to bypasssecurity checksvia impossible
paths(seeAppendixA).

� Attemptsto executeprogramsvia commandinsertion
in unsanitizedargumentsto subshells.

� Changinga symboliclink targetbeforeanexec call.

� Buffer overruns,heapover�ows, or format string at-
tacksthatforcea jumpto injectedcode.

The Dyck model is further suitedfor remoteintrusion
detection. This detectiontechniqueidenti�es hostilema-
nipulationof remotelyexecutingprogramsthat sendcer-
tain systemcalls to a different, local machinefor execu-
tion. Successfulremotemanipulationmeansthelocal sys-
tem executesmalicioussystemcalls. This is a stronger
threatmodel than the host-basedintrusion detectionset-
ting. Attackers do not exploit vulnerabilitiesat speci�c
pointsof executionbut canreplacetheentireimageof the
remoteprocesswith theirattacktool atany arbitraryexecu-
tion point. By modelingtheremotejob with a Dyck model
andmonitoringthestreamof remotesystemcallsarriving
at the local machine,we candetectremotemanipulation
thatproducesinvalid call sequences.

This papermakesthreeprimarycontributions:

The Dyck model, enabling ef�cient context-sensitive
programmodeling. TheDyckmodelrepresentsasubstan-
tial improvementin staticallyconstructedprogrammodels.
OurDyck modelexposescall stackchangesto themonitor.
Modeloperationis highly ef�cient becausethemonitorex-
ploresonly theexactcall pathfollowedby theapplication.

Experimentsbear out theseclaims. All our test pro-
gramsshow an order of magnitudeimprovementin pre-
cision whenusing the Dyck model ratherthana context-
insensitive model. For example,the model precisionfor

procmail improvedfrom 14.2with acontext-insensitive
modelto 0.8with theDyck modelasmeasuredby theaver-
agebranchingfactormetric.Excludingrecursivecall sites,
impossiblepaths[31, 32] do not exist in theDyck model.
Theonly sequencesof systemcallsit acceptsarethosethat
theprogramcouldactuallyproduce.

Null call squelching,a dynamic method to limit null
call generation. Wehavedevelopednull call squelchingto
preventexcessivenull call generationwithout reducingse-
curity. Squelchingcombinesbothstaticanddynamictech-
niquesto generateonly thosenull callsthatprovidecontext
for a systemcall. With squelchingenabled,theworst-case
numberof null callsgeneratedpersystemcall is bounded
by 2h, whereh is thediameterof theprogram'scall graph.
WepresenttheDyck modelandnull call squelchingin Sec-
tion 4.

Ef�ciency gains demonstratethe value of squelching.
Previousexperimentsusinga context-sensitivePDA could
not even be completedbecausethe model updatefailed
to terminatein reasonabletime [31, 32]. With the Dyck
model,operationalcostnearsthat of a context-insensitive
nondeterministic�nite automaton(NFA) model.

Data �o w analysesto counter mimicry attacks. We
useinterproceduraldata�o w analysisto modelarguments
passedto andreturnvaluesreceivedfrom systemcalls. In
combination,theseanalyseshindermimicryandevasionat-
tacks[26, 27, 28, 33] by restrictingthepathsin theprogram
modelthatacceptanattacksequence.Wediscussdata�o w
analysisin Section5.

2. RelatedWork

In human-speci�edmodel-basedintrusiondetection,a se-
curity analystmanuallyspeci�escorrectbehavior for each
programof interest[14, 24] or annotatesthe sourcecode
to describesecurityproperties[1]. A runtimemonitoren-
forcesthemanuallydescribedmodel. Alternative systems
checkbehavior againstaspeci�cationof maliciousactivity
[18]. Suchsystemsarereasonablefor verysmallprograms;
however, asprogramsgrow, humanspeci�cationbecomes
overly tedious.

Staticanddynamicprogramanalysisscalebetterby au-
tomatically constructingmodels. Wagnerand Deanstat-
ically analyzedC sourcecode to extract both context-
insensitive andcontext-sensitive models[31, 32]. Unfor-
tunately, thecostto operatetheir precisecontext-sensitive
abstract stack model was prohibitively high and unsuit-
ablefor practicaluse. We observedsimilar expensewhen
using context-sensitive push-down automataconstructed
via static analysisof SPARC binary code [10]. These
papersrecommendedusing imprecisecontext-insensitive
models to achieve reasonableperformance. The Dyck
modelpresentedin this papersigni�cantly improvesupon
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theseworks, providing a precisecontext-sensitive model
with excellentperformancecharacteristics.

Wagnerand Deanalso introducedthe impossiblepath
exploit. A context-insensitive model includespathsorig-
inating from one function call site but returningto a dif-
ferentcall site. A correctlyexecutingprogramcouldnever
follow sucha path due to its call stack; however, an at-
tacker could force impossiblecontrol �o w via an exploit.
Our Dyck modelis context-sensitive anddetectsimpossi-
blepathexploits.

Dynamicanalysis,basedupontheseminalwork of For-
rest et al. [7], constructsprogrammodelsfrom observed
behavior duringrepeatedtrainingruns[8, 9, 12, 13, 16, 17,
19, 29, 35]. Fengetal. [5] extendedtheworkof Sekaretal.
[23] to learn sequencesof systemcalls and their calling
contexts. Their VtPath programmodelis a databaseof all
pairsof sequentialsystemcalls andthestackchangesoc-
curring betweeneachpair, collectedover numeroustrain-
ing runs. The VtPath languageis the regular language
expansionof a context-free languagewith boundedstack.
This is equivalent to our Dyck model, where the stack
boundis the maximumdepthof the program's call graph
whenignoringrecursion.However, our work differs from
thatof Fenget al. in four importantaspects:

� The Dyck model is fundamentallymore expressive
thanVtPath.For ef�ciency, theDyck modeltreatsre-
cursionas regular. However, this is not a limitation
of themodel. TheDyck modelcancorrectlyexpress
context-sensitive recursive calls andaccepta strictly
context-freelanguage.VtPathcannotmodelrecursion
becauseall possiblerecursivedepthswouldneedto be
learnedduring training. It mustaccepta regular lan-
guage.

� TheDyck model,via its null call instrumentation,de-
tects attacksthat VtPath cannot. Null calls reduce
non-determinism,betterenablingthemonitorto track
processexecution.AppendixA presentsanexample.

� Thestaticanalyzerconstructingour Dyck modelana-
lyzessystemcall argumentsandreturnvaluesto pre-
vent mimicry attacks[26, 27, 28, 33]. The Dyck
modelincludesrestrictionsonvalid argumentsandac-
ceptableexecutiondirectionsbaseduponsystemcall
returnvalues.TheVtPathmodel,and,indeed,all but
one learnedmodel [25], ignore theseargumentsand
returnvalues.

� Our context-free Dyck model is a compactprogram
representation.In the worst case,a regular language
expansionof a boundedcontext-free language,such
asVtPath,maygrow exponentiallylarge.

We view staticanddynamicanalysistechniquesascom-
plementary. Static analysisoverapproximatesacceptable

programbehaviors and generatesa model that may miss
attacks.Conversely, dynamicanalysisunderapproximates
acceptablebehaviors, leading to a high falsealarm rate.
Ultimately, a hybrid model basedupon both approaches
could be advantageousby minimizing the drawbacksof
eachtechnique. Although we choseto presentthe Dyck
model in the context of staticanalysis,it appearsequally
well suited for use in dynamicanalysisor a hybrid ap-
proach.

3. Model Construction Infrastructur e

For completenessof presentation,wehaveincludedasum-
maryof infrastructurework in this area.Readersfamiliar
with suchwork canskip to this paper's majornew contri-
butions: theDyck modelin Section4 andmimicry attack
defensesin Section5.

Our tool featurestwo components:the binary analyzer
andtheruntimemonitor. Theanalyzerreadsa SPARC bi-
naryprogramandusesstaticprogramanalysisto construct
amodelof theprogram.Additionally, it rewritesthebinary
programcodeto enablemorepreciseandef�cient model-
ing. The userthen executesthe rewritten binary in their
security-criticalenvironment. The runtimemonitor tracks
the executionof the rewritten binary to ensurethat it fol-
lows theanalyzer'sconstructedmodel.Deviation from the
modelindicatesthata securityviolationhasoccurred.

Our programmodelis a �nite statemachinewhoselan-
guagede�nesall possiblesequencesof systemcallsthatan
applicationmaygenerateduringcorrectexecution.Model
constructionprogressesthroughthreestages.

1. We readthe binary programandconstructa control
�ow graph (CFG) for eachprocedurein the applica-
tion. EachCFGrepresentsthepossiblecontrol �o ws
in a procedure.

2. We convert each control �o w graph into a non-
deterministic�nite automaton(NFA) that modelsall
correctcall sequencesthatthefunctioncouldproduce.

3. Wecomposethecollectionof localautomataatpoints
of internaluserfunctioncallsto formasingleinterpro-
ceduralautomatonmodelingtheentireapplication.

Theruntimemonitorenforcestheprogrammodelby oper-
atingtheinterproceduralautomatonat runtime.

Figure 1 containsthe SPARC assemblycodefor three
examplefunctions,with systemcalls in boldface.Figure2
presentstheNFA constructedfor eachfunction.

Notethatsystemcall transitionsincludearguments.We
analyzethedata�o w of theprogramto reconstructanex-
pressiongraphfor eachargument. By simulatingexecu-
tion of themachineinstructionsin theexpressiongraph,the
analyzerrecoversstaticallyknown argumentvalues. This
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0
1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21

func :
save %sp, -96, %sp
sethi %hi(file), %o0
or %o0, %lo(file), %o0
call open
mov 2, %o1
mov %o0, %l6
mov 0, %l7

L1: cmp %l7, 10
bge L2
mov %l6, %o0
call action
mov 128, %o1
b L1
add %l7, 1, %l7

L2: call writewrap
nop
mov %l6, %o0
call action
mov 16, %o1
ret
restore

static char file[] = "filename";
void func () f

int fd = open(file, O_RDWR);
for (int i=0; i<10; ++i)

action(fd, 128);
writewrap(fd);
action(fd, 16);

g

22
23
24
25
26
27
28
29
30

action :
cmp %o0, 0
ble L3
mov %o1, %o2
sethi %hi(buf), %o1
jmp read
or %o1, %lo(buf), %o1

L3: retl
nop

static char buf[128];
void action (int filedes, int size) f

if (filedes > 0)
read(filedes, buf, size);

g

31
32
33
34
35

writewrap :
sethi %hi(root), %o1
or %o1, %lo(root), %o1
jmp write
mov 5, %o2

static char root[] = "root";
void writewrap (int filedes) f

write(filedes, root, 5);
g

Figure 1. SPARC assemb ly code and C sour ce code for three example functions, func, action, and
writewrap. We analyze binar y code and inc lude this sour ce code onl y to aid comprehension of the
code behavior .

recovery preventsanattacker from passingarbitraryargu-
mentsto systemcalls. Observe that the �rst argumentto
read in Figure 1, the �le descriptorreturnedby open ,
is a dynamicvalueandcannotbestaticallyrecoveredwith
this technique. Section5.1 presentsa new techniquefor
recoveryof suchvalues.

Theseautomatahaveadesirablepropertyfor systemcall
modeling: in the absenceof indirect function calls, the
modelis safe;i.e., if thereexistsan input to anunderlying
functionf suchthatf producesasequenceof callsa1:::an ,
thenthe languageof theautomatonacceptsthis sequence.
Hence,themonitorwill not raisefalsealarms. To maintain
the safetypropertyat indirect call sites,we �rst attempt
argumentrecovery on the jump register to �nd all possi-
ble targets.For thesix testprogramsusedin Section6, our
analysisrecoversbetween70%and80%of indirecttargets.
In the remainingcases,we mark the call-siteastargeting
any functionwhoseaddressis taken.

Call-site replacementconstructsa model of the entire
applicationby splicinglocal automatatogetherat function
call edges.This modelstheprogram's executionat points
of functioncalls,i.e.control�o w shiftsinto thecalledpro-
cedure.Previouswork constructedeitheranNFA or PDA

globalmodel[10, 31, 32]; unfortunately, neithermodelis
entirelysatisfactory.

The NFA model(Figure3) is an imprecisebut ef�cient
context-insensitive model. An NFA offers excellent run-
time performance,but suffers from impossiblepath ex-
ploits. Impossiblepathsexist whenmultiple differentcall
sitesto thesametargetprocedureexist. The languageac-
ceptedby the model is then a supersetof the program's
actuallanguageand includespathsnot possiblein actual
programexecution.Thesepathsareimportant:anattacker
may usethe existenceof suchedgesto attacka process
withoutdetection.Theboldpathin Figure3 is animpossi-
blepathacceptingrepeatedread andwrite calls.

A PDA modeladdscontext-sensitivity for greaterpreci-
sion, but suffers from extremelyhigh runtimeoverheads.
Figure4 shows how thePDA includesa modelof thepro-
gram'scall stack.Themonitorwill only traversematching
call andreturntransitions,soimpossiblepathsdo notexist
in themodel.This stackmodeladdscomplexity to theop-
erationof the PDA. Straightforwardexecutionfails in the
presenceof left recursion.The post* algorithm[4], de-
signedto terminateeven in a left recursive grammar, has
worst-casecomplexity that is cubic in the numberof au-
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action

write
(?,root,5)

read
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action

writewrap

open(file,0)

action

writewrap

Figure 2. Local function models.
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(?,root,5)
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(?,buf,?)

func

open(file,0)
writewrap

action

Figure 3. NFA program model. The bold cycle
is an impossib le path.

tomatonstates[22] andleadsto unreasonablyhighruntime
overheads[31, 32].

Binary rewriting cansomewhatmitigatethecostof PDA
operationvia null call insertion. Null calls,or dummysys-
temcalls,observedby themonitor indicatethepathof ex-
ecutionfollowed by the process.This limits runtimeex-
plorationof the PDA to the statesdominatedby the null
call transition.Unfortunately, this naive null call insertion
hastwo shortcomings.First, we cannotstaticallycompute
the costof a particularnull call insertionpoint [20], pos-
sibly leadingto high cost. Second,the executioncontext
informationis accurateonly until anattacker takescontrol
of theapplication.Our Dyck modeladdressestheseshort-
comingsby providing an attack-resilientcontext-sensitive
modelthatdynamicallycontrolsnull call cost.

e
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e

e

e

e
e

e

write
(?,root,5)

read
(?,buf,?)

func

open(file,0)
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B
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pop(C)

push(C)

push(D)pop(B)

writewrap

action

push(B)

pop(B)

pop(D)

pop(D)

Figure 4. PDA program model.
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open

D

write

read

writewrap

action

Figure 5. Dyck model without squelc hing.

4. Dyck Model

We have developed the Dyck model, the �rst ef�cient
statically-constructedcontext-sensitive model. The Dyck
modelachievesmuchgreateref�ciency thanaPDA by lim-
iting stateexploration. Like a PDA, the Dyck model in-
cludesa stackto recordfunctioncall returnlocations.In a
Dyck model,however, all stack updatetransitionsare also
symbolsin theautomatonalphabet. Themonitor thenup-
datestheDyck stackpreciselywhenthatupdatere�ectsac-
tualprogrambehavior. To producethesestackupdatesym-
bols,we inserttwo null callsat selectedfunctioncall sites
in the program. A precall, immediatelybeforethe func-
tion call, noti�es themonitorof thecalling location.When
thecall returns,theprogramgeneratesa postcall. Thenull
callsinsertedateachcall sitearedifferent,soeachcall and
returnpathto the sametarget function is distinguishable.
Any postcallnot matchingthe correspondingprecall in-
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1 void func () f
2 int fd = open(file, O_RDWR);
3 for (int i=0; i<10; ++i) f

null_call(B);
4 action(fd, 128);

null_call( B);
g
null_call(C);

5 writewrap(fd);
null_call( C);
null_call(D);

6 action(fd, 16);
null_call( D);

g

Figure 6. Code example with Dyck instrumen­
tation. Inser ted null calls appear in bold­
face . Each user call has a null call indicating
call and return. Line number s correspond to
those in Figure 1. Although this �gure sho ws
C code for readability , we instrument SPARC
binar y code .

dicatesthat the programis attemptingto force execution
throughanimpossiblepath.

The languageacceptedby the Dyck model is a brack-
etedcontext-free language originally developedby Gins-
berg andHarrison[11]. The precallandpostcallinserted
at eachcall site correspondto parenthesissymbolsin the
languageand form a Dyck language[3, 30]. The moni-
tor acceptsonly sequencesthatcorrectlymatchpairedpre-
andpostcalls.Notethat this forcedpairingis a stricteruse
of null calls thanin previouswork andpreventsthe intro-
ductionof impossiblepathseven whenunderattack. An
attacker is freeto insert or change the null calls as he or
shewishes;however, the manipulationsmustmatch some
correctprogramexecutionpath.

Figure5 shows theDyck model. Null calls link theen-
try andexits of a targetfunction'smodelwith thecall sites
to that function. Edgeslabeled� areprecallsthat insert�
ontotheDyck stack.Edgeslabeled� arepostcallsthatpop
� . WhenreachingstateB in the Dyck model, the moni-
tor will follow only thetransitioncorrespondingto theob-
servedsymbolin thecall stream.Conversely, whenoper-
ating a PDA, the monitor mustreplicateits stateandfol-
low bothstackpushtransitionsto statesE andG, suffering
greateroverhead.Figure6 showshow theprogramrewriter
insertstheDyck null callsinto theexistingprogram(recall
thatwe instrumentbinarycode).Eachprecallandpostcall
is insertedimmediatelybeforeandaftereachcall site.

Appendix B gives the formal de�nition of the Dyck
model.

4.1. SelectingInstrumentation Points

Naive instrumentationmay lead to excessive run-time
overheadif programexecutiongeneratesa null call with

C

D

C

D

C

A

E

F

G

H

BB

e

B

func

open

D

write

read

writewrap

action

Figure 7. Dyck model with squelc hing.

high frequency. Recursionandloopsexacerbatethenum-
ber of null calls produced. In thesecases,executionfol-
lows a backedgein a function's control �o w graphor in
theprogram'scall graphandleadsto repeatednull call site
execution. Otherexecutionpatternsdo not correspondto
backedgetraversalandthusdo not affect therateat which
executionencountersa particularnull call.

We do not insert Dyck calls naively. Our selectional-
gorithm staticallychoosesfunction call sitesto avoid in-
strumenting. First, it will not instrumentrecursive call
sites. Eachstrongly connectedcomponent(SCC) in the
program'scall graphrepresentsarecursivecycle. This rule
�attens eachSCCinto a singlenode.We losecontext sen-
sitivity at pointsof recursion,but limit the costof instru-
mentation.

Second,we do not instrumentcall sitesthat never exe-
cute a systemcall. Note that a function f will not exe-
cutea systemcall if the entiresubgraphof the program's
call graphrootedat f never reachesa systemcall. This
prunesportionsof thecall graphthatareuninterestingfor
systemcall monitoring. The monitor neednot follow the
program's executionthroughsuchfunctionsbecausethey
cannotgenerateasystemcall.

4.2. Null Call Squelching

A strictly statictechniquecannotadequatelyaddressthe
looping problem. We have developednull call squelch-
ing, a dynamictechniquethatrestrictsnull call generation.
Squelchingproducesonly themeaningfulnull callsindicat-
ing the call stackstatewhenreachinga systemcall. Null
callsarounda functioncall thatreturnswithout generating
a systemcall provide no securityinformationandaredis-
carded.We show two importantresults: �rst, thenumber
of null calls generatedis boundedby 2hn whereh is the
diameterof the program's call graphandn is the number
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of systemcallsgenerated.Second,weshow thatthemodel
resistsattacker manipulation.We begin by describingthe
squelchingalgorithm.

We do not changetheselectionof null call instrumenta-
tion points;rather, we modify thesemanticsof instrumen-
tation. First, we createa squelch stack in the program's
dataspace.Theprecallinstrumentationpushesthecall site
identi�er ontothesquelchstack,but doesnotsendtheiden-
ti�er to themonitor.

We modify systemcall sitesto sendthe squelchstack
alongwith the systemcall. The precall identi�ers on the
squelchstackrepresentthe calling context at the system
call. Thesquelchstackis thencleared.

Thepostcallcodeexaminesthestateof thesquelchstack.
If the stackis empty, then somesystemcall site sentall
symbolsto the monitor, including the precall at this call
site. Thus, the postcall is meaningfuland is sent to the
monitor. If thestackis not empty, thenthis call sitegener-
atedno systemcall. Theapplicationpopsthe top element
from the call stack. Ratherthan insertingirrelevant null
calls into the call stream,this algorithmdiscardsthemat
theslight expenseof stackactivity in theapplication.

Note that a postcallthat popsan elementshouldmatch
the poppedelement. A mismatchindicatesprogramma-
nipulation not visible to the monitor hasoccurred. The
programcould kill itself, althoughan attacker could pre-
vent thetermination.We insteadobserve that themanipu-
lation is uninterestingbecauseit generatednosystemcalls.
Moreover, the squelchstackhasentereda bad statethat
mayberevealedat thenext systemcall event.

As anexampleof squelching,considerTable1. Line (a)
shows onepaththroughtheDyck modelof Figure5 with-
out null call squelching.Every functioncall thatdoesnot
generatea systemcall producesa matchedDyck pair �; �
in the call stream. Clearly, suchpairsprovide no system
call context andcanberemoved. Line (b) shows thesame
call stringwith suchpairsremoved.EveryremainingDyck
pair envelopssomesystemcall andindicatesthe applica-
tion's stackcontext at the point of that systemcall. With
squelching,theruntimecostof null call insertionis notably
reducedwith no lossof security.

We changemodel constructionto incorporatenull call
squelching. In particular, any precall-postcallsequence
mustbe convertedto an � -transition. We describethis as
a languagetransformation.Let L bethelanguageaccepted
by theDyck modelwithout null call squelchingandL 0 be
thelanguageacceptedwith squelching.Let h : L ! L re-
placeall precall-postcallstringswith � . Thenh� : L ! L 0,
denotingrecursive calls to h terminatingwhenno precall-
postcall stringsexist in L 0, generatesthe squelchedlan-
guageL 0. Figure7 shows theDyck modeltransformedto
accepta squelchedlanguage.NotethatthepairD ; D from

C to G to D hasbeenreplacedwith an� -transitiondirectly
from C to D.

We�nally show thatnull call squelchingimposesastrict
upperboundon thecostof instrumentation.

THEOREM . Let C bethecall graphfor programP. De-
noteby eC the graphobtainedfrom C with eachstrongly
connectedcomponentcollapsedto a singlestate.Let h be
themaximumdiameterof eC. If P generatesn truesystem
callsduringexecution,thentheworst-casenumberof null
callsgeneratedis 2hn.

PROOF. SeeAppendixB.

4.3. Resilienceto Attacker Manipulation

TheDyck modelreliesuponstatekeptwith theapplica-
tion: thesquelchstackandtherewrittencall sitesthatpro-
ducenull calls. Sincethis stateis in thememoryimageof
theprocessandnotof themonitor, anattackermayarbitrar-
ily modify thestate.We claim that theDyck modelis re-
silient to any suchmodi�cation. That is, modi�cationsare
successfulonly if they representpossiblylegitimate pro-
grambehavior.

First, the attacker could modify the stack. The monitor
will detectaddedelementsbeforea systemcall if thecall
pathrepresentedby thestackis not legitimate.By thesame
argument,elementdeletionwill be detectedif it attempts
to introducean impossiblepath. We notethat althougha
denial-of-serviceattackis possibleby releasingthe mem-
ory usedby thestackto produceamemoryfaultat thenext
stackreference,theprocesscouldbekilled by a myriadof
simplermeans.

Second,theattackercouldmodify thecode.Theattacker
couldpreventnull call generation,generatea largenumber
of null calls,or senderroneousnull calls.Theseareequiv-
alent to the stackmanipulationspreviously discussedand
will bedetectedif they attemptto introduceanimpossible
path. Again, generatinga large numberof null calls may
terminatethe processif the squelchstackspacebecomes
exhausted.

Themonitorstorestheprogrammodelin a separatepro-
cessspace,soanattackercannotmodify themodel.Simply
put, any modi�cations to the statekept in the application
still mustproducevalid call sequencesto be acceptedby
themonitor. Thus,theattackergainsnothingby modifying
thisstate.

5. Data Flow Analysis
We have designedtwo advanceddata �o w analysesto
counterthe mimicry andevasionattacksdescribedin re-
cent literature [26, 27, 28, 33]. Thesepapersstressthe
needto monitor systemcall argumentsand return values
to preventanattacker from usingsystemcallsasnops in a
mimicry attack. We have addeda new objectto the anal-
ysis infrastructurethat enablessuchanalyses. The data
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Numberof
MonitoredCall String: Null Calls:

(a) open,B, B,B, B,B, read, B,B, B,B, read, B,B, B,B, B,C, write, C,D, D 18

(b) open,B, read, B,B, read, B,C, write, C 6

Table 1. System call strings accepted by the Dyck model. These strings correspond to possib le
paths in Figure 5 and Figure 7. (a) A possib le path accepted by the conte xt­free Dyck model. (b)
The string in (a) with null call squelc hing. Note the large drop in obser ved null calls.

dependencegraph (DDG) representscomplex interproce-
dural data �o ws and is describedin Appendix C. Sec-
tion 5.1 presentsargumentcapture,a methodto recover
statically-known arguments.Branchanalysis,explainedin
Section5.2, usesthe DDG to identify branchconditions
dynamicallyset by systemcall return values. With both
argumentandbranchanalysis,we reducetheopportunities
for asuccessfulmimicry attack.

5.1. Ar gumentCapture

To prevent an attacker from manipulatingarguments
passed to a system call, we use the DDG to re-
cover statically-known arguments. Our analysisrecov-
ersstatically-known datavaluesusinga two stepprocess.
First, it follows pathsin thedatadependencegraphto col-
lecttheexpressiongraphfor thevalue.Second,it simulates
theexecutionof theinstructionsin theexpressiongraphto
determinethe value. If analysiscannotreliably construct
the expressiongraphor if a valueis not staticallyknown,
theanalyzermarksit asunknown. Multiple executionpaths
may setargumentsdifferently, so we recover setsof inte-
gers,setof regular expressionsfor string arguments,and
dependenciesupona returnvaluefrom a previous system
call. Thisinterproceduralapproachismoregeneralthanthe
constant-valuedintraproceduralcapturedescribedin previ-
ouswork, furtherrestrictingthepossibilitiesfor successful
attackermanipulation.

Importantly, these argument recoveries help prevent
mimicry andevasionattacks[26, 27, 28, 33]. Considerthe
read systemcall transitionin Figure2. With argumentre-
covery, we can replacethe transitionread(?,buf,?)
with read(=open,buf, f 16,128 g) . The �rst argu-
mentis thereturnvaluefrom open , andthethird argument
is thesetof valuesf 16,128g. An attacker couldnot trans-
form this read call into a nopbecauseargumentrecovery
preventsthenecessarymanipulation.

5.2. Branch Analysis

A mimicry attackworks well becausethe attacker can
easilygeneratenop systemcalls to steermodeloperation
asneeded.Thesenopcallsuseinvalid argumentsto force
thecall to fail andnot changesystemstate.Failedsystem
calls returnan error indicatorso that legitimateprograms

may take any necessarycorrective action. If the monitor
doesnot trackthesereturnvaluesandsomesystemcall ar-
gumentsareunknown, theattackercanundetectablycause
thesystemcalls to fail. Branchanalysisdetectssuchma-
nipulation.

Ouranalysisdeterminestheexpectedsubsequentprocess
executionbaseduponthereturnvalueof a systemcall. We
insertpredicatetransitionsinto theautomatonthatindicate
control dependenciesuponreturnvalues. At runtime,the
monitor recordsreturnvaluesandtraversesany edgewith
apredicatethatevaluatesto trueasif it werean� -transition.
It ignoresany edgeevaluatingto false. If anattacker uses
a nopcall to steerexecution,thatcall mustbefollowedby
systemcallsthatmatchtheerrorcasebehavior in theactual
application.

For example,theDDG revealsthatthebranchinstruction
in line 24 of Figure1(a) is baseduponthereturnvalueof
open . We insertpredicatetransitionsinto action's model
correspondingto the branchbehavior (Figure8). Should
an attacker usethe open call as a nop by specifyingan
invalid argument,themonitorwould detectan intrusionif
read werethenext symbol. The failedopen call blocks
thepathto theread call via its returnvalue.Thus,branch
analysishelpspreventdevelopmentof successfulattacks.

6. Evaluation

We evaluateour programmodelswith two criteria: pre-
cision andef�ciency. Precisemodelspresentan attacker
with little opportunityto insertmalicioussystemcalls. An
ef�cient modeladdsonly a small runtimeoverheadto the
existing processexecution. Only ef�cient modelswill be
deployed,andonly precisemodelsaddsecurityvalue.Pre-
cisemodelsgenerallyhave higherruntimeoverhead.We
demonstratethattheDyck modelwith squelchingpresents
anexcellenttradeoff betweenprecisionandef�ciency.

6.1. Metrics

We use standardtechniquesto measurethesecriteria.
Theaveragebranching factormetric,originally developed
by WagnerandDean[31, 32], measuresmodelprecision.
Averagebranchingfactoris a dynamicmeasureof an ad-
versary'sopportunityto insertdangeroussystemcalls into
a runningprocess's call stream. As the monitor operates
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Call Sites
Program Workload Functions Instructions System User
procmail Filter one1 MB messageto a local mailbox. 1,619 112,951 203 8,166
gzip Compressa 13MB text �le. 884 56,710 96 2,746
eject OpentheCD-ROM drive tray. 1,039 70,177 159 3,903
fdformat Formatahigh-density�oppy disk. 957 67,874 197 3,767
ps Reportprocessstatusof all processes. 963 59,814 96 3,301
cat Concatenate38 �les totaling500MB to a �le. 838 52,028 108 2,615

Table 2. Test programs, workloads, and statistics.

open<=0 open>0

action

read

Figure 8. The model for action with branc h
analysis.

the automatonmodel, it recordsall potentiallydangerous
systemcallsthatit would acceptasthenext call. Theaver-
agebranchingfactoris thenthetotal numberof thesecalls
dividedby thenumberof automatonupdatesperformedby
themonitor. A low averagebranchingfactorindicatesthat
anattackerhaslittle opportunityto undetectablyinsertma-
licioussystemcallsinto thecall stream.

Ef�ciency measurementsare straightforward and take
two forms. First, we time the lengthof processexecution
with and without model operation. Second,we measure
eachprocess's runtimememoryusageincreasedueto bi-
nary codeinstrumentationandthe modelstatekept in the
monitor.

6.2. Experimental Design

We include precisionand ef�ciency resultsfor six test
programs.Table2 shows theworkloadsusedfor eachpro-
gram.Notethatexperimentsusingps arenot reproducible
becauseits executiondependsupon constantlychanging
systemstate. Table 2 also gives statisticsfor the binary
codeof eachprogram. The numberof userfunction call
sites indicatesthe level of interproceduralcontrol �o w
transfersandtheworst-casenumberof Dyck instrumenta-
tion points.Wecurrentlyanalyzestatically-linkedbinaries,
sothesestatisticsincludelinkedlibrary code.

Thesetestprogramsandour runtimemonitorrunonSo-
laris8 onaSunUltra 10440Mhzworkstationwith 640MB

procmail

gzip
eject

fdformat

ps cat
0

5
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Dyck
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*  Value < 0.1
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Figure 9. NFA and Dyck precision. Lower
bars indicate greater precision.

of RAM. The monitor and test processesrun simultane-
ouslyon thesamemachine.We have not yet implemented
supportfor kerneltrapmonitoring,sotheapplicationcom-
municateswith the monitor with a sharedmessagequeue
for thepurposesof our experimentation.Thecollectionof
Solarislibc kerneltrapwrapperfunctionsde�nesoursetof
systemcall events.

We measuredprecisionand ef�ciency for all six pro-
grams.Themonitorcalculatestheaveragebranchingfactor
for every testprogramusingthemethoddescribedabove.
To determineruntimeoverheads,we usetheUNIX time
programto measurethewall timeelapsedduringexecution
of thetestprogram.Thetestprogramandthemonitorexe-
cuteonthesamemachine,sothistimeincludestestprocess
execution,monitorexecutionasit operatestheautomaton,
andcontext switchesbetweentheprocesses.Thetimedoes
not include setuptime in the monitor, in which it parses
theprogrammodelfrom a�le. We measurememoryusage
by recordingthemaximumprocessimagesize,observedat
everyreturnfrom thebrk kerneltrap.We ranexperiments
ona lightly loadedmulti-usermachinewith nootheractive
users.

6.3. Effectsof the Dyck Model

We analyzedhow the Dyck model in�uenced precision
and ef�ciency. We comparedthe Dyck model with and
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Program Base NFA % Dyck % SquelchedDyck %
procmail 0.42 0.37 0 0.58 38 0.40 0
gzip 7.02 6.61 0 610.64 8600 7.16 2
eject 5.14 5.17 1 5.19 1 5.22 2
fdformat 112.41 112.36 0 112.22 0 112.38 0
ps 0.05 0.05 0 0.14 180 0.09 80
cat 54.65 56.32 3 895.67 1539 80.78 48

Table 3. Program execution times in seconds. The base execution time has no automaton operation.
Percenta ges compare against base execution. Models had no argument recovery or branc h analysis.

Program Unmonitored (a) Infrastructure (b) Instrumentation (c) StateMachine (d) % Increase
procmail 3272 600 104 840 29%
gzip 600 288 56 296 59%
eject 576 400 64 248 54%
fdformat 600 368 80 408 81%
ps 520 360 56 264 62%
cat 496 328 32 72 21%

Table 4. Memor y use (KB) due to instrumentation and monitoring. Unmonitored is base­case ex­
ecution of the unmodi�ed programs. Columns (a)–(c) sho w additional use due to the rewriting
infrastructure , our instrumentation, and the state machine structure in the monitor . Column (d)
sho ws percenta ge increase compared to the base case .

withoutsquelchingagainsttheNFA modelusedin ourpre-
viouswork [10]. Figure9 shows theprecisionof thethree
modelsfor all six testprograms.NotethattheDyckmodels
improveprecisionby anorderof magnitude.For example,
procmail improvesfrom anaveragebranchingfactorof
14.2usingtheNFA modelto 0.79with thesquelchedDyck
model.

The squelchedmodelappearsto beslightly lessprecise
thantheunsquelchedDyck model.However, this is a side
effect of the averagebranchingfactorcalculation. Recall
that the monitor divides the numberof potentially dan-
geroussystemcalls that could be acceptedduring execu-
tion by thenumberof automatonoperations.Theaverage
branchingfactoris theninverselyproportionalto thenum-
berof eventspassedto themonitor. A squelchedprogram
will generatefewernull callsthananunsquelchedprogram,
leadingto a slight increasein theaveragebranchingfactor.

Table3 presentsexecutiontimesfor thevariousmodels.
Measurementnoiseaccountsfor slight timing variations.
Note the marked improvementwhen the Dyck model in-
cludessquelching. The squelchedDyck modelproduced
2–5timesmoresystemcallsthantheNFA model,depend-
ing upontheprogram.With theexceptionof cat , theper-
formanceimpactof the additionalcalls is not signi�cant.
For a system-call-boundprogramsuchascat , the addi-
tional timeconsumedby null callsbecomesnoticeable.We
expect that performancecould be markedly improved by
batchingDyck calls andsendingthemwith actualsystem
calls to minimize thenumberof user-to-kerneltransitions.
Squelchingis critical: the unsquelchedgzip modelgen-

erated12,800timesmoresystemcallsthanbaseexecution
dueto loop iteration.

We alsomeasuredthe memoryoverheadof monitoring
with the squelchedDyck model(Table4). This overhead
hastwo parts: the memoryneedsof the monitor process
andtheincreasedsizeof theinstrumentedexecutable.The
monitor is thesameacrossall processes,differing only in
thestatemachinereadfrom �le. Thus,themonitor's code
andstaticdata,1736KB, is a one-timecostsharedacross
multiple executions.Approximately1 MB of this codere-
sidesin sharedlibraries likely alreadyusedby otherpro-
cesseson the system.Statemachinesarenot shared,and
theirmemorysizesareshown in column(c).

Instrumentedbinariesuse additional memory for two
reasons.First, programsizeincreasesasanartifactof our
current rewriting infrastructure(column (a)). This over-
headwill disappearaswe transitionto our new rewriting
environment(alreadyin useof otherareasof our project).
Second,null call insertionaddscodeto the program,as
shown in column (b). Column (d) shows the percentage
increasedue to our instrumentationand to the statema-
chinestructurein themonitor. Memory demandsbecome
morecritical whenwe wish to monitor large numbersof
processeson a system.We have identi�ed severalareasin
which we canmake substantialoptimizationsin our mem-
ory usage. For example, column (c) might be reduced
by more ef�cient encodingsof our statemachines. Al-
thoughwe areunawareof publishedmemoryneedsin re-
latedprojects,webelieveourresultswouldcomparefavor-
ably.
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Figure 10. Effects of argument capture .
Lower bars indicate greater precision. All
bars use the squelc hed Dyck model. The
black bars correspond to the black bars in
Figure 9. Note the average branc hing factor
scale has chang ed by an order of magnitude
from Figure 9.

6.4. Effectsof Ar gumentCapture

WebelievethesquelchedDyck modelrepresentsthebest
tradeoff betweenprecisionand ef�ciency. We usedthis
modelto investigatetheeffectsof improvedargumentcap-
ture. We testedargumentcapturein threeforms. First, all
argumentcapturewas turnedoff. Second,we recovered
only argumentssetintraprocedurallywith asingleconstant
value,correspondingto our previous work [10]. Finally,
we enabledthe completerecovery techniquethat usesin-
terproceduralanalysisto recovergeneralrepresentationsof
call arguments. Figure 10 shows the model precisionat
eachlevel of capturefor all testprograms.

6.5. Data Flow Analysis in Support of Mimicry At­
tack Detection

Mimicry andevasionattacksexploit somede�ciency of
a program's model so that the monitor acceptsan attack
systemcall sequenceasvalid [26, 27, 28, 33]. Tan et al.
and Wagnerand Soto stressthe needto monitor system
call argumentsand return valuesfor mimicry attackpre-
vention. As our �rst hardeningagainstmimicry attacks,
we have implementedbranchanalysisandhave extended
argumentcaptureto generalvaluespassedinterprocedu-
rally. Figure10shows theargumentcaptureimprovement,
andTable5 shows theresultsfor branchanalysis.Average
branchingfactoris poorlysuitedto measurementof branch
analysis,so thenumberof call sitesaffectingbranchingis
advisoryonly.

The resultsappearpromising. Systemcall sitesthat set
branchesarethosewhosereturnvalueaffectsprogramcon-
trol �o w. Our branchanalysisidenti�es between32%and

SystemCall Sites
Program AffectingBranches
procmail 97
gzip 54
eject 101
fdformat 103
ps 44
cat 45

Table 5. Branc h analysis results. Table 2 lists
the total number of system call sites per pro­
gram. Here, the data indicates the size of
the subset of system call sites whose return
value affects program branc hing.

64% such systemcalls in the test programs. Constant-
valued intraproceduralargumentcapturecorrespondsto
previous work. Our capturerecovers generalarguments
passedinterprocedurally. This strongeranalysisrecovers
between32% and69% morearguments,dependingupon
thetestprogram.

Theseareclearly partial resultsproviding only an early
indication of effectivenessagainstmimicry attacks. Our
currentwork in mimicry attackdetectionand prevention
is baseduponanalyzingtheattacksasa languagecontain-
mentproblem[33]. Formally, giventhelanguageL of sys-
tem call sequencesacceptedby the monitor, we mustde-
termineif L containsoneor moreattacksequences.This
studyrequiresfurther investigationandis onecomponent
of ourcontinuingresearch.

7. Conclusions

The Dyck model is an ef�cient context-sensitive program
representation.Our experimentsshow that suchcontext-
sensitive modelssigni�cantly improve the strengthof an
intrusiondetectionsystem.With null call squelching,the
Dyck model operateswith ef�ciency only slightly worse
than an imprecisecontext-insensitive NFA. This makes
context-sensitivemodelsusable.Lastly, interproceduralar-
gumentcaptureandbranchanalysisbaseduponsystemcall
returnvalueslimit attacker manipulation,reducingoppor-
tunitiesfor successfulattacks.
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A. VtPath Attack

The VtPath model fails to detectimpossiblepath attacks
baseduponnon-determinismthat theDyck modelcande-
tect due to null call insertion. Considerthe codein Fig-
ure11. Thefunctionsecurity check veri�es thecur-
rentprocessid andallows theroot userto accessa �le but
deniesaccessto all others.Thefunctionlog writesactiv-
ity to a log �le andhasa buffer overrunat line 13.

The attackworks as follows: an attacker without root
privilege enterslog via the call at 7. They over�ow the
buffer in log to setthereturnaddressto thereturnof line
4. log will thenreturnto line 5 andexecutetheprivileged
actions.

VtPathwill notdetectthisattack.VtPathobservesreturn
addressesat eachsystemcall point, here,after the return
addresshasbeenmodi�ed. The if at line 3 is a point of
non-determinism,leadingVtPathto incorrectlybelievethat
thecall to log originatedat line 4. A push-down automa-
tonmodelwould similarly misstheattack.

The Dyck modeldetectsthe attack. Both calls to log
wouldbeinstrumentedwith differentpre-andpostcalls.In
particular, at thepoint of thebuffer overrun,thecorrectre-
turn addresshasalreadybeenstored.Thenull callsbefore
eachcall site thus aid attackdetectionby reducingnon-
determinismwhensuchcodingpatternsarise.Wenotethat
the VtPath model would detectthis attackif it learneda
behavioral databasefrom a programwith Dyck instrumen-
tationpreviously inserted.

B. Formal De�nitions and Proofs

DEFINITION 1. Denotelocal NFA modelsby A i =
(Qi ; � i ; � i ; q0;i ; Fi ) wherei rangesoverall functionsin the
program.Let � betheentrypoint function. For eachi , let
Si bethesetof systemcallsandUi thesetof userfunctions
calledby i . Then� i = Si [ Ui . De�ne theDyck modelas
D = ([ i Qi ; � ; � ; � ; q0;� ; ; ; F� ) for [ i Qi thesetof states,
� theinput alphabet,� thestackalphabet,� thetransition
relation,q0;� theuniqueentrystate,; theinitial stackcon-
�guration, andF� thesetof acceptingstates,with:

� � =
n

q
�
�
�p

�
! q 2 � i and� 2 Ui

o

� � =

 
[

i

Si

!

[ � [ � where� = f qjq 2 � g.

� Systemcall transition: � (q; �; � ) = (p; � ) if q �! p 2
� i

� Precall before � ; pushesp onto stack: � (q; p; � ) =

(r; p) if q
�
! p 2 � i andr is theentrystateof �

� Postcallafter � ; popsp from stack:� (r; p;p) = (p; � )

if q
�
! p 2 � i andr 2 F�

ThenD modelsthesystemcall sequencesgeneratesby the
applicationwith a bracketedcontext-free language. The
subsequencesof D consistingentirelyof symbolsfrom � [
� form aDyck language.

LEMMA 1. In thesquelchedDyck model,a postcallfol-
lowseithera truesystemcall or a postcall.

PROOF. Supposea postcallt followsa precallr . Thenr
wasat the top of theapplication's squelchstack. By con-
struction,squelchingremovesboth r and t from the call
stream.

LEMMA 2. Let c0; : : : ; cn be an observed sequenceof
callswherec0 is a truesystemcall, cn is a truesystemcall,
andc1; : : : ; cn � 1 arenull calls.

Let ci , 1 � i � n � 1 be the �rst precall. Thencj is a
precallfor all i < j � n � 1.

PROOF. Supposenot. Then9i < k � n � 1 suchthatck

is the�rst postcallin ci ; : : : ; cn � 1. Thenck � 1 is a precall,
contradictingLemma1.

THEOREM . Let C bethecall graphfor programP. De-
noteby eC the graphobtainedfrom C with eachstrongly
connectedcomponentcollapsedto a singlestate.Let h be
themaximumdiameterof eC. If P generatesn truesystem
callsduringexecution,thentheworst-casenumberof null
callsgeneratedis 2hn.

PROOF. From Lemmas1 and2, it follows that the ob-
served call patternis a repeatingsequenceof a string of
precallsfollowedby a systemcall followedby a string of
postcalls.Weclaimtheprecallstringandthepostcallstring
eachhave lengthatmosth.

For a given systemcall, supposethe precall string has
length l > h. Then thereexists a directedpath in eC of
lengthl , whichcannotoccur.

Supposethe postcallstring has length m > h. Then
thereexistsadirectedreversepathin eC of lengthm, which
similarly cannotoccur.

Therefore,thenumberof null callsgeneratedis � 2h per
systemcall.

C. Data DependenceGraph

The data dependencegraph (DDG) is a common pro-
gramanalysisstructurerepresentinginterprocedural�o ws
of datathroughaprogram[15, 21]. TheDDG is asubgraph
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1 void security_check (char *file) f
2 uid_t uid = getuid();
3 if (uid == 0) f
4 log("Accessing %s", file);
5 restricted_access(file);
6 g else f
7 log("Invalid access %s", file);
8 exit(SECURITY_ERROR);
9 g

10 g
11 void log (char *msg, char *file) f
12 char buf[100];
13 sprintf(buf, msg, file); <-- Buffer over�ow
14 write(LOG_FD, buf, strlen(buf));
15 g

Figure 11. Code for VtPath attac k.

pass
args args
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pass
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condition code
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%o0

%l6

%l7

%l7

%o1%o0

%o2

%o0

%l7

%o1

%o2

%o1 %o0

%o0 %o1

%o0%o1%o0

%o1

%l7

%o1

%l6

%o0

%o0
%o1

sethi %hi(file), %o02

or %o0, %lo(file), %o03

call open4

mov %o0, %l66

mov 0, %l77 mov 0, %o15

bge L29 mov 128, %o112 mov %l6, %o017

sethi %hi(buf), %o126

sethi %hi(root), %o132

ble L324

cmp %l7, 108

mov %l6, %o010

call action11

add %l7, 1, %l714

call writewrap15 call action18

mov 16, %o119

action entry22

cmp %o0, 023 mov %o1, %o225

jmp read27

or %o1, %lo(buf), %o128

writewrap entry31or %o1, %lo(root), %o133

jmp write34

mov 5, %o235

Figure 12. Data dependence graph. Our analysis constructs this data dependence graph for the
code in Figure 1(a). The shaded number s correspond to the line number s in Figure 1(a). In SPARC
code , the rightmost register in an instruction is the written register . Register s %o0-%o5contain call
arguments. %o0contains the return value of a call.

of a programdependencegraph[6] that includesonly data
�o w dependenceedges.The graphabstractsaway proce-
dureandbasicblock boundaries,so eachinstructionis a
nodein thegraph.Edgesindicatedata�o wing from anin-
structionPi thatmaywrite to a datalocationL to instruc-
tions Pj that may readfrom L. Sucha �o w exists only
whenthereis a def-clearpathfrom Pi to Pj with respect

to L . For convenience,eachedgelabel indicatesthe data
location creatingthe dependency. Furthermore,a DDG
includesinterproceduraldata�o w edges.Interprocedural
edgesindicatedatadependenciesbetweenthede�nition of
argumentsandtheentrypoint of a functionthatusesthose
argumentsandbetweenthe exit point of a function anda
useof thereturnvalue.
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DEFINITION 2. Let I bethesetof instructionsin a pro-
gramP andN bethesetof functionentrypoints. De�ne
thedatadependencegraphG for P to beG = hI [ N ; E i

wherePi
L! Pj 2 E if thereis a def-clearpathfrom Pi to

Pj with respectto L .
Consideran example. Figure12 shows the DDG con-

structedfor the program code in Figure 1(a). Shaded
nodenumberscorrespondto line numbersin Figure1(a).
SPARC delayslotsareunwound,sonode5 precedesnode
4 in thegraph.

With this DDG, argumentcapturebecomesstraightfor-
ward. The subgraphof the DDG rootedat a systemcall
instructionreachableby following reverseedgesfor thede-
pendentdatalocationis theexpressiongraphsettingthear-
gumentvalue. For example,argument2 (register%o1) to
theread instructionin node27hasnodes26and28 in its
expressiongraph.By simulatingtheexecutionof thesein-
structions,wecanidentify thebuffer passedto read . Sim-
ilarly, theexpressiongraphfor thethird argument(register

%o2) to read includesnodes12, 19, 11, 18, 22, and25.
Notethatthis representsaninterproceduraldata�o w. Sim-
ulatedexecutionrecoversboth values128 and16 for this
argument.

Branchanalysisandargumentcapturefor systemcall re-
turn valuesrequiresa slight changeto this procedure.In
particular, discovery of the expressiongraphstopsat the
returnvalueof a systemcall. Theexpressiongraphfor ar-
gument1 (register%o0) to the read instructionin node
27 reachesbackto node4. Here,analysisrecognizesthat
open is a systemcall and marksthe argumentas using
open 's returnvalue.

Analysis of the branch in node 24 proceedssimi-
larly. The expression graph reveals that the return
value from open in node 4 is comparedagainst0 in
node 23. Given the branch condition branch less or
equal, the predicatesaddedto the program model are
open � 0 for the branch-taken control �o w path and
open > 0 for thefall-throughpath,asshown in Figure8.
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