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Abstract. In recentyears,therehasbeena growing needfor tools that an analystcan
useto understandthe workings of COTS components,plugins,mobile code,andDLLs,
aswell asmemorysnapshotsof wormsandvirus-infectedcode.Staticanalysisprovides
techniquesthatcanhelpwith suchproblems;however, thereareseveralobstaclesthatmust
beovercome:

– For many kindsof potentiallymaliciousprograms,symbol-tableanddebugginginfor-
mationis entirelyabsent.Evenif it is present,it cannotbereliedupon.

– To understandmemory-accessoperations,it is necessaryto determinethe setof ad-
dressesaccessedby eachoperation.This is dif�cult because	 While somememoryoperationsuseexplicit memoryaddressesin theinstruction

(easy),othersuseindirectaddressingvia addressexpressions(dif�cult).	 Arithmetic on addressesis pervasive. For instance,even whenthe valueof a lo-
cal variableis loadedfrom its slot in an activation record,addressarithmeticis
performed.	 Thereis no notionof typeat thehardwarelevel, soaddressvaluescannotbedis-
tinguishedfrom integervalues.	 Memoryaccessesdo not have to bealigned,soword-sizedaddressvaluescould
potentiallybecobbledtogetherfrom misalignedreadsandwrites.

We have developedstatic-analysisalgorithmsto recover informationaboutthecontentsof
memorylocationsand how they are manipulatedby an executable.By combiningthese
analyseswith facilities providedby the IDAPro andCodeSurfertoolkits, we have created
CodeSurfer/x86,a prototypetool for browsing,inspecting,andanalyzingx86 executables.
Fromanx86executable,CodeSurfer/x86recoversintermediaterepresentationsthataresim-
ilar to whatwould becreatedby a compilerfor a programwritten in a high-level language.
CodeSurfer/x86alsosupportsascriptinglanguage,aswell asseveralkindsof sophisticated
pattern-matchingcapabilities.Thesefacilities provide a platform for the developmentof
additionaltoolsfor analyzingthesecuritypropertiesof executables.

1 Intr oduction
Market forces are increasinglypushingcompaniesto deploy COTS software when
possible—forwhich sourcecodeis typically unavailable—andto outsourcedevelop-
mentwhencustomsoftware is required.Moreover, a greatdealof legacy code—for
which designdocumentsareusuallyout-of-date,andfor which sourcecodeis some-
timesunavailableandsometimesnon-existent—will continueto be left deployed.An
importantchallengeduringthecomingdecadewill behow to identify bugsandsecurity
vulnerabilitiesin suchsystems.Methodsareneededto determinewhetherthird-party
andlegacy applicationprogramscanperformmaliciousoperations(or canbeinduced
to performmaliciousoperations),andto beableto makesuchjudgmentsin theabsence
of sourcecode.
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Recentresearchin programminglanguages,software engineering,and computer
securityhasled to new kinds of tools for analyzingcodefor bugsandsecurityvul-
nerabilities[25,40,20,14,8,5,10,27,17,9]. In thesetools, static analysisis usedto
determineaconservativeanswerto thequestion“Can theprogramreachabadstate?”3

In principle,suchtoolswould beof greathelp to ananalysttrying to detectmalicious
codehiddenin software,exceptfor oneimportantdetail: theaforementionedtoolsall
focuson analyzingsource code written in a high-level language.Even if sourcecode
wereavailable,therearea numberof reasonswhy analysesthatstartfrom sourcecode
do not provide theright level of detail for checkingcertainkindsof properties,which
cancausebugs,securityvulnerabilities,andmaliciousbehavior to beinvisible to such
tools.(See� 2.)

In contrast,our work addressestheproblemof ®nding bugsandsecurityvulnera-
bilities in programswhensourcecodeis unavailable.Our goal is to createa platform
thatcarriesout staticanalysison executablesandprovidesinformationthatananalyst
canuseto understandtheworkingsof potentiallymaliciouscode,suchasCOTS com-
ponents,plugins,mobilecode,andDLLs, aswell asmemorysnapshotsof wormsand
virus-infectedcode.A secondgoalis to usethisplatformto createtoolsthatananalyst
canemploy to determinesuchinformationas

± whethera programcontainsinadvertentsecurityvulnerabilities
± whetheraprogramcontainsdeliberatesecurityvulnerabilities,suchasbackdoors,

time bombs,or logic bombs.If so,thegoal is to provide informationaboutactiva-
tion mechanisms,payloads,andlatencies.
We have developeda tool, calledCodeSurfer/x86,that servesasa prototypefor a

next-generationplatform for analyzingexecutables.CodeSurfer/x86providesa secu-
rity analystwith a powerful and�e xible platform for investigatingthe propertiesand
possiblebehaviors of an x86 executable.It usesstaticanalysisto recover intermedi-
aterepresentations(IRs) thataresimilar to thosethata compilercreatesfor a program
written in a high-level language.An analystis ableto use(i) CodeSurfer/x86's GUI,
which providesmechanismsto understanda program's chainsof dataandcontrolde-
pendences,(ii) CodeSurfer/x86'sscriptinglanguage,whichprovidesaccessto all of the
intermediaterepresentationsthatCodeSurfer/x86builds, and(iii) GrammaTech's Path
Inspector, which is a model-checkingtool that usesa sophisticatedpattern-matching
engineto answerquestionsaboutthe�o w of executionin aprogram.

BecauseCodeSurfer/x86wasdesignedto provideaplatformthatananalystcanuse
to understandtheworkingsof potentiallymaliciouscode,a majorchallengeis thatthe
tool mustassumethatthex86executableis untrustworthy, andhencesymbol-tableand
debugginginformationcannotbereliedupon(evenif it is present).Thealgorithmsused
in CodeSurfer/x86providewaysto meetthischallenge.

Althoughthepresentversionof CodeSurfer/x86is targetedto x86 executables,the
techniquesused[3,34,37,32] arelanguage-independentandcouldbeappliedto other
typesof executables.In addition, it would be possibleto extend CodeSurfer/x86to

3 Static analysisprovides a way to obtain information about the possiblestatesthat a pro-
gramreachesduringexecution,but without actuallyrunningthe programon speci�c inputs.
Static-analysistechniquesexplore theprogram's behavior for all possibleinputsandall pos-
sible statesthat the programcan reach.To make this feasible,the programis “run in the
aggregate”Ði.e.,ondescriptorsthatrepresentcollectionsof memorycon�gurations[15].
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usesymbol-tableanddebugging information in situationswheresuchinformation is
availableandtrusted—forinstance,if you have thesourcecodefor theprogram,you
invokethecompileryourself,andyoutrustthecompilerto supplycorrectsymbol-table
anddebugginginformation.Moreover, the techniquesextendnaturallyif sourcecode
is available:onecantreat the executablecodeas just anotherIR in the collectionof
IRs obtainablefrom sourcecode.Themappingof informationbackto thesourcecode
wouldbesimilarto whatC source-codetoolsalreadyhaveto performbecauseof theuse
of theC preprocessor(althoughthekind of issuesthatarisewhendebuggingoptimized
code[26,43,16] complicatematters).

The remainderof paperis organizedasfollows: � 2 illustratessomeof the advan-
tagesof analyzingexecutables.� 3 describesCodeSurfer/x86.� 4 givesan overview of
themodel-checkingfacilities that have beencoupledto CodeSurfer/x86.� 5 discusses
relatedwork.

2 Advantagesof Analyzing Executables

Thissectiondiscusseswhy ananalysisthatworksonexecutablescanprovidemoreac-
curateinformationthanananalysisthatworksonsourcecode.4 An analysisthatworks
on sourcecodecanfail to detectcertainbugsandvulnerabilitiesdueto the WYSIN-
WYX phenomenon:“What You SeeIs Not What You eXecute”[4], which cancause
thereto be a mismatchbetweenwhata programmerintendsandwhat is actuallyexe-
cutedby the processor. The following source-codefragment,taken from a login pro-
gram,illustratestheissue[29]:

memset(password, ` � 0', len);
free(password);

Thelogin programtemporarilystorestheuser's password—in cleartext—in a dynam-
ically allocatedbuffer pointedto by thepointervariablepassword . To minimizethe
lifetimeof thepassword,whichissensitiveinformation,thecodefragmentshownabove
zeroes-outthebuffer pointedto by password beforereturningit to theheap.Unfortu-
nately, a compilerthatperformsuseless-codeeliminationmayreasonthattheprogram
neverusesthevalueswritten by thecall onmemset, andthereforethecall on memset
canbe removed—therebyleaving sensitive informationexposedin the heap.This is
not just hypothetical;a similar vulnerabilitywasdiscoveredduringtheWindowssecu-
rity pushin 2002[29]. This vulnerabilityis invisible in thesourcecode;it canonly be
detectedby examiningthelow-level codeemittedby theoptimizingcompiler.

A secondexamplewhereanalysisof anexecutabledoesbetterthantypical source-
level analysesinvolvespointerarithmeticandanindirectcall:

int (*f)(void);
int diff = (char*)&f2 - (char*)&f1; // The offset between f1 and f2
f = &f1;
f = (int (*)())((char*)f + diff); // f now points to f2
(*f)(); // indirect call;

Existing source-level analyses(that we know of) areill-preparedto handlethe above
code.Theconventionalassumptionis thatarithmeticon functionpointersleadsto un-
de®nedbehavior, so source-level analyseseither(a) assumethat the indirect function

4 Termslike “an analysisthatworkson sourcecode”and“source-level analyses”areusedasa
shorthandfor “analysesthatwork on IRsbuilt from thesourcecode.”
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call mightcall any function,or (b) ignorethearithmeticoperationsandassumethatthe
indirectfunctioncall calls f1 (on theassumptionthat thecodeis ANSI-C compliant).
In contrast,theanalysisdescribedby BalakrishnanandReps[3] correctlyidenti®esf2
asthe invoked function.Furthermore,the analysiscandetectwhenarithmeticon ad-
dressescreatesanaddressthatdoesnot point to thebeginningof a function;theuseof
suchanaddressto performa function“call” is likely to bea bug (or elsea verysubtle,
deliberatelyintroducedsecurityvulnerability).

A third exampleinvolvesafunctioncall thatpassesfewerargumentsthantheproce-
dureexpectsasparameters.(Many compilersacceptsuch(unsafe)codeasaneasyway
of implementingfunctionsthattakeavariablenumberof parameters.)With mostcom-
pilers, this effectively meansthat thecall-sitepassessomepartsof oneor morelocal
variablesof thecallingprocedureastheremainingparameters(and,in effect, theseare
passedby reference—anassignmentto suchaparameterin thecalleewill overwritethe
valueof the correspondinglocal in the caller.) An analysisthat works on executables
canbecreatedthatis capableof determiningwhattheextraparametersare[3], whereas
a source-level analysismusteithermake a cruderover-approximationor an unsound
under-approximation.
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Fig.1. Exampleof unexpectedbehavior dueto compiler
optimization.Theboxat thetop right showstwo variants
of codegeneratedby anoptimizingcompilerfor thepro-
log of callee . Analysisof the secondof thesereveals
thatthevariablelocal necessarilycontainsthevalue5.

A ®nalexampleis shown
in Fig. 1. The C code on
the left usesan uninitial-
ized variable (which trig-
gers a compiler warning,
but compilessuccessfully).
A source-codeanalyzermust
assume that local can
have any value,and there-
fore thevalueof v in main
is either 1 or 2. The as-
semblylistingson theright
show how theC codecould
becompiled,includingtwo
variants for the prolog of
functioncallee . TheMi-
crosoft compiler (cl) uses
the secondvariant, which
includesthefollowing strengthreduction:

The instruction sub esp,4 that allocates space for local is replaced by
a push instruction of an arbitrary register (in this case, ecx).

An analysisof the executablecandeterminethat this optimizationresultsin local
beinginitialized to 5, andthereforev in main canonly havethevalue1.

To summarize,the advantageof an analysisthat works on executablesis that an
executablecontainsthe actualinstructionsthat will be executed,andhenceprovides
informationthatrevealstheactualbehavior thatarisesduringprogramexecution.This
informationincludes

± memory-layoutdetails,suchas (i) the positions(i.e., offsets)of variablesin the
runtimestack'sactivationrecords,and(ii) paddingbetweenstructure®elds.
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± registerusage
± executionorder(e.g.,of actualparameters)
± optimizationsperformed
± artifactsof compilerbugs

Accessto suchinformationcanbecrucial;for instance,many securityexploitsdepend
onplatform-speci®cfeatures,suchasthestructureof activationrecords.Vulnerabilities
canescapenoticewhena tool doesnothave informationaboutadjacency relationships
amongvariables.

In contrast,therearea numberof reasonswhy analysesbasedon sourcecodedo
notprovidetheright level of detailfor checkingcertainkindsof properties:

± Source-level toolsareonly applicablewhensourceis available,which limits their
usefulnessin securityapplications(e.g.,toanalyzingcodefromopen-sourceprojects).

± Analysesbasedonsourcecodetypically make(unchecked)assumptions,e.g.,that
theprogramis ANSI-C compliant.This oftenmeansthatananalysisdoesnot ac-
countfor behaviors thatareallowedby thecompiler(e.g.,arithmeticis performed
onpointersthataresubsequentlyusedfor indirectfunctioncalls;pointersmoveoff
theendsof arraysandaresubsequentlydereferenced;etc.)

± Programstypicallymakeextensiveuseof libraries,includingdynamicallylinkedli-
braries(DLLs), whichmaynotbeavailablein source-codeform. Typically, source-
level analysesareperformedusingcodestubsthatmodeltheeffectsof library calls.
Becausethesearecreatedbyhandthey arelikely tocontainerrors,whichmaycause
ananalysisto returnincorrectresults.

± Programsaresometimesmodi®edsubsequentto compilation,e.g.,to performopti-
mizationsor insertinstrumentationcode[41]. (They mayalsobemodi®edto insert
maliciouscode.)Suchmodi®cationsarenot visible to toolsthatanalyzesource.

± The sourcecodemay have beenwritten in more than one language.This com-
plicatesthe life of designersof tools that analyzesourcecodebecausemultiple
languagesmustbesupported,eachwith its own quirks.

± Evenif thesourcecodeis primarily written in onehigh-level language,it maycon-
tain inlined assemblycodein selectedplaces.Source-level analysistoolstypically
eitherskipoverinlinedassemblycode[13] or donotpushtheanalysisbeyondsites
of inlinedassemblycode[1].

Thus,even if sourcecodeis available,a substantialamountof informationis hidden
from analysesthat startfrom sourcecode,which cancausebugs,securityvulnerabil-
ities, and maliciousbehavior to be invisible to suchtools. Moreover, a source-level
analysistool thatstrivesto havegreater®delity to theprogramthatis actuallyexecuted
wouldhaveto duplicateall of thechoicesmadeby thecompilerandoptimizer;suchan
approachis doomedto failure.

3 Analyzing Executablesin the Absenceof SourceCode
To be ableto apply techniqueslike theonesusedin [25,40,20,14,8,5,10,27,17,9],
onealreadyencountersa challengingprogram-analysisproblem.Fromtheperspective
of thecompilercommunity, onewould considertheproblemto be“IR recovery”: one
needsto recover intermediate representations from the executablethat aresimilar to
thosethatwouldbeavailablehadonestartedfrom sourcecode.Fromtheperspectiveof
themodel-checkingcommunity, onewould considertheproblemto bethatof “model
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extraction”: one needsto extract a suitablemodel from the executable.To solve the
IR-recoveryproblem,severalobstaclesmustbeovercome:

± For many kinds of potentially maliciousprograms,symbol-tableand debugging
informationis entirelyabsent.Evenif it is present,it cannotbereliedupon.

± To understandmemory-accessoperations,it is necessaryto determinethe setof
addressesaccessedby eachoperation.This is dif®cult because

� While somememoryoperationsuseexplicit memoryaddressesin theinstruc-
tion (easy),othersuseindirectaddressingvia addressexpressions(dif®cult).

� Arithmetic on addressesis pervasive. For instance,even whenthe valueof a
local variableis loadedfrom its slot in anactivationrecord,addressarithmetic
is performed.

� Thereis no notion of type at thehardwarelevel, so addressvaluescannotbe
distinguishedfrom integervalues.

� Memoryaccessesdonothaveto bealigned,soword-sizedaddressvaluescould
potentiallybecobbledtogetherfrom misalignedreadsandwrites.

For thepastfew years,wehavebeenworking to createaprototypenext-generation
platformfor analyzingexecutables.Thetool setthatwe have developedextendsstatic
vulnerability-analysistechniquesto work directly on executables,even in theabsence
of sourcecode.Thetool setbuilds on (i) recentadvancesin staticanalysisof program
executables[3], and(ii) new techniquesfor softwaremodelcheckinganddata�ow anal-
ysis[7,36,37,32].Themaincomponentsof thetool setareCodeSurfer/x86, WPDS++,
andthePath Inspector:

± CodeSurfer/x86recovers IRs from an executablethat are similar to the IRs that
source-code-analysistoolscreate—but, in many respects,theIRsthatCodeSurfer/x86
buildsaremoreprecise.CodeSurfer/x86alsoprovidesanAPI to theseIRs.

± WPDS++[31] isalibrary for answeringgeneralizedreachabilityqueriesonweighted
pushdown systems (WPDSs)[7,36,37,32]. This library provide a mechanismfor
de®ningandsolving model-checkinganddata�ow-analysisproblems.To extend
CodeSurfer/x86'sanalysiscapabilities,theCodeSurfer/x86API canbeusedto ex-
tracta WPDSmodelfrom anexecutableandto run WPDS++on themodel.

± The Path Inspectoris a software model checker built on top of CodeSurferand
WPDS++.It supportssafetyqueriesabouta program'spossiblecontrolcon®gura-
tions.

In addition,by writing scriptsthat traversethe IRs that CodeSurfer/x86recovers,the
tool setcanbeextendedwith furthercapabilities(e.g.,decompilation,coderewriting,
etc.).

Fig. 2 showshow thesecomponents®t together. CodeSurfer/x86makesuseof both
IDAPro [30], a disassemblytoolkit, and GrammaTech's CodeSurfersystem[13], a
toolkit originally developedfor building program-analysisandinspectiontoolsthatana-
lyzesourcecode.Thesecomponentsaregluedtogetherby apiececalledtheConnector,
which usestwo staticanalyses—value-setanalysis(VSA) [3] andaggregate-structure
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identi®cation(ASI) [34] to recoverinformationaboutthecontentsof memorylocations
andhow they aremanipulatedby anexecutable.5
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Fig.2. Organizationof CodeSurfer/x86andcompaniontools.

An x86 executableis ®rst disassembledusingIDAPro. In additionto thedisassem-
bly listing, IDAProalsoprovidesaccessto thefollowing information:
Staticallyknown memoryaddressesandoffsets: IDAProidenti®esthestaticallyknown

memoryaddressesandstackoffsetsin the program,andrenamesall occurrences
of thesequantitieswith aconsistentname.Thisdatabaseis usedto de®nethesetof
dataobjectsin termsof which (theinitial run of) VSA is carriedout; theseobjects
arecalleda-locs, for “abstractlocations”.VSA is ananalysisthat,for eachinstruc-
tion, determinesan over-approximationof the setof valuesthat eacha-loc could
hold.

Informationaboutprocedureboundaries:X86executablesdonothaveinformationabout
procedureboundaries.IDAPro identi®estheboundariesof mostof theprocedures
in anexecutable.6

Callsto library functions: IDAPro discoverscalls to library functionsusing an algo-
rithm calledFastLibrary Identi®cationandRecognitionTechnology(FLIRT) [23].
IDAPro providesaccessto its internal resourcesvia an API that allows usersto

createplug-insto be executedby IDAPro. CodeSurfer/x86usesa plug-in to IDAPro,
calledtheConnector, thatcreatesdatastructuresto representtheinformationthatit ob-
tainsfrom IDAPro(seeFig.2); VSA andASI areimplementedusingthedatastructures

5 VSA alsomakesuseof theresultsof anadditionalstatic-analysisphase,calledaf�ne-relation
analysis(ARA), which, for eachprogrampoint, identi�es af�ne relationships[33] that hold
amongthevaluesof registers;see[3, 32].

6 IDAPro doesnot identify the targetsof all indirect jumps and indirect calls, and therefore
the call graphandcontrol-¯ow graphsthat it constructsarenot complete.However, the in-
formationcomputedduring VSA is usedto augmentthe call graphandcontrol-¯ow graphs
on-the-¯yto accountfor indirectjumpsandindirectcalls.
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createdby theConnector. TheIDAPro/Connectorcombinationis alsoableto createthe
samedatastructuresfor DLLs, andto link theminto thedatastructuresthat represent
the programitself. This infrastructurepermitswhole-programanalysisto be carried
out—includinganalysisof thecodefor all library functionsthatarecalled.

CodeSurfer/x86makesno useof symbol-tableor debugginginformation.Instead,
the resultsof VSA andASI provide a substitutefor absentor untrustedsymbol-table
anddebugginginformation.Initially, thesetof a-locsis determinedbasedon thestatic
memoryaddressesandstackoffsetsthatareusedin instructionsin theexecutable.Each
runof ASI re®nesthesetof a-locsusedfor thenext run of VSA.

Becausethe IRs thatCodeSurfer/x86recoversareextracteddirectly from theexe-
cutablecodethat is run on themachine,andbecausetheentireprogramis analyzed—
includingany librariesthatarelinkedto theprogram—thisapproachprovidesa“higher
®delity” platformfor softwaremodelcheckingthanthe IRs derivedfrom sourcecode
thatothersoftwaremodelcheckersuse[25,40,20,14,8,5,10,27,17,9].

CodeSurfer/x86supportsa scripting languagethat provides accessto all of the
IRs that CodeSurfer/x86builds for the executable.This provides a way to connect
CodeSurfer/x86to otheranalysistools,suchasmodelcheckers(see � 4), aswell asto
implementothertoolson top of CodeSurfer/x86,suchasdecompilers,coderewriters,
etc. It alsoprovidesan analystwith a mechanismto developany additional“one-off ”
analysesheneedsto create.

3.1 Memory-AccessAnalysis in the Connector

The analysesin CodeSurfer/x86area greatdealmoreambitiousthaneven relatively
sophisticateddisassemblers,suchas IDAPro. At the technicallevel, CodeSurfer/x86
addressesthefollowing problem:
Givenastrippedexecutable

�
, identify the

± procedures,dataobjects,types,andlibrariesthatit uses
and

± for eachinstruction� in
�

andits libraries
± for eachinterproceduralcallingcontext of �
± for eachmachineregisteranda-loc �

staticallycomputeanaccurateover-approximationto
± thesetof valuesthat � maycontainwhen � executes
± theinstructionsthatmayhavede®nedthevaluesusedby �
± theinstructionsthatmayusethevaluesde®nedby executionof �

andprovide effective meansto accessthat informationboth interactively andunder
programcontrol.

Value-SetAnalysis. VSA [3] is a combinednumericandpointer-analysisalgorithm
thatdeterminesan over-approximationof thesetof numericvaluesandaddresses(or
value set) thateacha-locholdsateachprogrampoint.Theinformationcomputedduring
VSA is usedto augmentthe call graphandcontrol-�ow graphson-the-�y to account
for indirectjumpsandindirectfunctioncalls.

VSA is relatedto pointer-analysisalgorithmsthathavebeendevelopedfor programs
written in high-level languages,which determinean over-approximationof the setof
variableswhoseaddresseseachpointervariablecanhold:
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VSA determines an over-approximation of the set of addresses that each data
object can hold at each program point.

At the sametime, VSA is similar to rangeanalysisandothernumericstatic-analysis
algorithmsthatover-approximatetheintegervaluesthateachvariablecanhold:

VSA determines an over-approximation of the set of integer values that each
data object can hold at each program point.
Thefollowing insightsshapedthedesignof VSA:

± A non-aligned access to memory—e.g.,anaccessvia anaddressthatis notaligned
ona � -bytewordboundary—spanspartsof two words,andprovidesawayto forge
a new addressfrom parts of old addresses.It is importantfor VSA to discover
information about the alignmentsand stridesof memoryaccesses,or elsemost
indirect-addressingoperationsappearto bepossiblynon-alignedaccesses.

± To prevent most loops that traversearraysfrom appearingto be possiblestack-
smashingattacks,theanalysisneedsto userelationalinformationsothatthevalues
of a-locsassignedto within a loopcanberelatedto thevaluesof thea-locsusedin
theloop'sbranchcondition(see[3,33,32]).

± It is desirablefor VSA to trackinteger-valuedandaddress-valuedquantitiessimul-
taneously. This is crucialfor analyzingexecutablesbecause

� integersandaddressesareindistinguishableat executiontime,and
� compilersuseaddressarithmeticand indirect addressingto implementsuch

featuresaspointerarithmetic,pointerdereferencing,array indexing, andac-
cessingstructure®elds.

Moreover, informationaboutintegervaluescanleadto improvedtrackingof address-
valuedquantities,andinformationaboutaddressvaluescanleadto improvedtrack-
ing of integer-valuedquantities.

VSA producesinformation that is more precisethan that obtainedvia several more
conventionalnumericanalysesusedin compilers,includingconstantpropagation,range
analysis,andinteger-congruenceanalysis.At thesametime, VSA providesan analog
of pointeranalysisthatis suitablefor useonexecutables.
Aggregate-Structure Identi�cation. Oneof the major stumblingblocksin analysis
of executablesis the dif®culty of recovering information aboutvariablesand types,
especiallyfor aggregates(i.e., structuresandarrays).CodeSurfer/x86usesaniterative
strategy for recoveringsuchinformation;with eachround,it re®nesits notion of the
program'svariablesandtypes.

Initially, VSA usesa set of variables(“a-locs”) that are obtainedfrom IDAPro.
BecauseIDAPro hasrelatively limited informationavailableat the time that it applies
its variable-discovery heuristics(i.e., it only knows aboutstatically known memory
addressesandstackoffsets),what it cando is ratherlimited, andgenerallyleadsto a
verycoarse-grainedapproximationof theprogram'svariables.

Onceagivenrunof VSA completes,thevalue-setsfor thea-locsateachinstruction
providea way to identify anover-approximationof thememoryaccessesperformedat
that instruction.This informationis usedto re®nethecurrentsetof a-locsby running
a variantof theASI algorithm[34], which identi®escommonalitiesamongaccessesto
differentpartsof anaggregatedatavalue.ASI wasoriginally developedfor analysisof
Cobolprograms:in thatcontext, ASI ignoresall of thetypedeclarationsin theprogram,
and considersan aggregateto be merely a sequenceof bytesof a given length; an
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aggregateis thenbroken up into smallerpartsdependinguponhow the aggregateis
accessedby theprogram.In thecontext in whichweuseASI—namely, analysisof x86
executables—ASIcannotbeapplieduntil theresultsof VSA arealreadyin hand:ASI
requirespoints-to,range,andstrideinformation to be available;however, for an x86
executablethis informationis notavailableuntil afterVSA hasbeenrun.

ASI exploits theinformationmadeavailableby VSA (suchasthevaluesthata-locs
canhold, sizesof arrays,and iterationcountsfor loops),which generallyleadsto a
muchmoreaccuratesetof a-locsthanthe initial setof a-locsdiscoveredby IDAPro.
For instance,considera simpleloop, implementedin sourcecodeas

int a[10], i;
for (i = 0; i < 10; i++)

a[i] = i;

Fromtheexecutable,IDAPro will determinethattherearetwo variables,oneof size4
bytesandoneof size40 bytes,but will provide no informationaboutthesubstructure
of the40-bytevariable.In contrast,in additionto the4-bytevariable,ASI will correctly
identify thatthe40bytesareanarrayof ten4-bytequantities.

The Connectorusesa re®nementloop that performsrepeatedphasesof VSA and
ASI (seeFig. 2). TheASI resultsareusedto re®netheprevioussetof a-locs,andthe
re®nedsetof a-locsis thenusedto analyzetheprogramduringthenext roundof VSA.
Thenumberof iterationsis controlledby a command-lineparameter.

ASI alsoprovidesinformationthatgreatlyincreasestheprecisionwith whichVSA
cananalyzethecontentsof dynamicallyallocatedobjects(i.e.,memorylocationsallo-
catedusingmallocor new). To seewhy, recallhow theinitial setof a-locsis identi®ed
by IDAPro.Thea-locabstractionexploits thefactthataccessesto programvariablesin
ahigh-level languageareeithercompliedinto staticaddresses(for globals,and®eldsof
struct-valuedglobals)or staticstack-frameoffsets(for localsand®eldsof struct-valued
locals).However, ®eldsof dynamicallyallocatedobjectsareaccessedin termsof offsets
relative to thebaseaddressof theobjectitself, which is somethingthatIDAProknows
nothingabout.In contrast,VSA considerseachmallocsite � to bea“memoryregion”
(consistingof the objectsallocatedat � ), and the memoryregion for � servesasa
representative for thebaseaddressesof thoseobjects.This lets ASI handletheuseof
anoffsetfrom anobject's baseaddresssimilar to theway thatit handlesa stack-frame
offset—withthenetresultthatASI is ableto captureinformationaboutthe®ne-grained
structureof dynamicallyallocatedobjects.Theobject®eldsdiscoveredin this way be-
comea-locsfor thenext roundof VSA, whichwill thendiscoveranover-approximation
of their contents.

ASI is complementaryto VSA: ASI addressesonly the issueof identifying the
structureof aggregates,whereasVSA addressesthe issueof (over-approximating) the
contentsof memorylocations.ASI providesan improved methodfor the “variable-
identi®cation” facility of IDAPro, which usesonly muchcrudertechniques(andonly
takes into accountstatically known memoryaddressesandstackoffsets).Moreover,
ASI requiresmoreinformationto beon handthanis availablein IDAPro (suchasthe
sizesof arraysanditerationcountsfor loops).Fortunately, thisisexactlytheinformation
that is availableafterVSA hasbeencarriedout,which meansthatASI canbeusedin
conjunctionwith VSA to obtainimprovedresults:aftera®rst roundof VSA, theresults
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of ASI areusedto re®nethea-locabstraction,afterwhichVSA is runagain—generally
producingmorepreciseresults.

3.2 CodeSurfer/x86

Thevalue-setsfor thea-locsat eachprogrampoint areusedto determineeachpoint's
setsof used,killed, and possibly-killeda-locs; theseare emittedin a format that is
suitablefor input to CodeSurfer.

CodeSurferis a tool for codeunderstandingandcodeinspectionthatsupportsboth
agraphicaluserinterface(GUI) andanAPI (aswell asascriptinglanguage)to provide
accessto a program's systemdependencegraph(SDG) [28], as well as other infor-
mationstoredin CodeSurfer's IRs.7 An SDGconsistsof a setof programdependence
graphs(PDGs),onefor eachprocedurein theprogram.A vertex in aPDGcorresponds
to a constructin the program,suchasan instruction,a call to a procedure,an actual
parameterof acall, or a formalparameterof aprocedure.Theedgescorrespondto data
andcontroldependencesbetweenthevertices[21]. ThePDGsareconnectedtogether
with interproceduraledgesthatrepresentcontroldependencesbetweenprocedurecalls
andentries,datadependencesbetweenactualparametersandformal parameters,and
datadependencesbetweenreturnvaluesandreceiversof returnvalues.

Dependencegraphsare invaluablefor many applications,becausethey highlight
chainsof dependentinstructionsthat may be widely scatteredthroughthe program.
For example,givenan instruction,it is oftenusefulto know its data-dependence pre-
decessors (instructionsthatwrite to locationsreadby that instruction)andits control-
dependence predecessors (control points that may affect whethera given instruction
getsexecuted).Similarly, it may be useful to know for a given instructionits data-
dependence successors (instructionsthatreadlocationswrittenby thatinstruction)and
control-dependence successors(instructionswhoseexecutiondependson thedecision
madeata givencontrolpoint).

CodeSurfer's GUI supportsbrowsing (“sur®ng”) of an SDG,alongwith a variety
of operationsfor makingqueriesaboutthe SDG—suchasslicing [28] andchopping
[35].8 TheGUI allows a userto navigatethrougha program'ssourcecodeusingthese
dependencesin a manneranalogousto navigatingtheWorld WideWeb.

CodeSurfer's API providesa programmaticinterfaceto theseoperations,aswell
asto lower-level information,suchastheindividual nodesandedgesof theprogram's
SDG,call graph,andcontrol-�ow graph,andanode'ssetsof used,killed, andpossibly-
killed a-locs.By writing programsthat traverseCodeSurfer's IRs to implementaddi-
tionalprogramanalyses,theAPI canbeusedto extendCodeSurfer'scapabilities.

7 In additionto the SDG, CodeSurfer's IRs includeabstract-syntaxtrees,control-¯ow graphs
(CFGs),acall graph,VSA results,thesetsof used,killed, andpossiblykilled a-locsateachin-
struction,andinformationaboutthestructureandlayoutof globalmemory, activationrecords,
anddynamicallyallocatedstorage.

8 A backwardsliceof aprogramwith respecttoasetof programpoints
�

is thesetof all program
pointsthatmight affect thecomputationsperformedat

�
; a forwardslicewith respectto

�
is

thesetof all programpointsthatmightbeaffectedby thecomputationsperformedatmembers
of

�
[28]. A programchop betweena set of sourceprogrampoints

�
and a set of target

programpoints � shows how
�

canaffect thepointsin � [35]. Choppingis akey operationin
information-¯ow analysis.
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CodeSurfer/x86providessomeuniquecapabilitiesfor answeringananalyst'sques-
tions. For instance,given a worm, CodeSurfer/x86's analysisresultshave beenused
to obtain informationaboutthe worm's target-discovery, propagation,and activation
mechanismsby

± locatingsitesof systemcalls,
± ®ndingtheinstructionsby whichargumentsarepassed,and
± following dependencesbackwardsfrom thoseinstructionsto identify wherethe

valuescomefrom.
Becausethe techniquesdescribedin � 3.1 are able to recover quite rich information
aboutmemory-accessoperations,the answersthat CodeSurfer/x86furnishesto such
questionsaccountfor themovementof datathroughmemory—notjust themovement
of datathroughregisters,asin someprior work (e.g.,[18,11]).

3.3 Goals,Capabilities, and Assumptions

A few words are in order about the goals,capabilities,and assumptionsunderlying
CodeSurfer/x86.

Theconstraintthatsymbol-tableanddebugginginformationareoff-limits compli-
catedthetaskof creatingCodeSurfer/x86;however, theresultsof VSA andASI provide
asubstitutefor suchinformation.Thisallowedusto createatool thatcanbeusedwhen
symbol-tableanddebugginginformationis absentor untrusted.

Given an executableas input, the goal is to checkwhetherthe executablecon-
formsto a“standard”compilationmodel—i.e.,aruntimestackis maintained;activation
records(ARs) arepushedontothestackonprocedureentryandpoppedfrom thestack
on procedureexit; eachglobalvariableresidesat a ®xedoffset in memory;eachlocal
variableof aprocedure� residesata®xedoffsetin theARsfor � ; actualparametersof

� arepushedonto thestackby thecallerso that thecorrespondingformal parameters
resideat ®xedoffsetsin theARs for � ; theprogram's instructionsoccupy a ®xedarea
of memory, are not self-modifying,andareseparatefrom the program's data.If the
executableconformsto this model,CodeSurfer/x86createsan IR for it. If it doesnot
conformto themodel,thenoneor moreviolationswill bediscovered,andcorrespond-
ing errorreportsareissued.

Thegoalfor CodeSurfer/x86is to provide (i) a tool for securityanalysis,and(ii) a
generalinfrastructurefor additionalanalysisof executables.Thus,asa practicalmea-
sure,whenthesystemproducesanerrorreport,a choiceis madeabouthow to accom-
modatetheerrorsothatanalysiscancontinue(i.e., theerroris optimisticallytreatedas
afalsepositive),andanIR is produced;if theanalystcandeterminethattheerrorreport
is indeeda falsepositive,thentheIR is valid.

The analyzerdoesnot carewhetherthe programwascompiledfrom a high-level
language,or hand-writtenin assemblycode.In fact,somepiecesof theprogrammay
betheoutputfrom acompiler(or from multiple compilers,for differenthigh-level lan-
guages),and othershand-writtenassemblycode.Still, it is easiestto talk aboutthe
informationthatVSA andASI arecapableof recovering in termsof the featuresthat
a high-level programminglanguageallows: VSA andASI arecapableof recovering
information from programsthat useglobal variables,local variables,pointers,struc-
tures,arrays,heap-allocatedstorage,pointerarithmetic,indirect jumps,recursive pro-
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cedures,indirectcallsthroughfunctionpointers,virtual-functioncalls,andDLLs (but,
at present,not run-timecodegenerationor self-modifyingcode).

Compileroptimizationsoften make VSA andASI less dif®cult, becausemoreof
thecomputation's critical dataresidesin registers,ratherthanin memory;registerop-
erationsaremoreeasilydecipheredthanmemoryoperations.

Themajorassumptionthatwe make aboutIDAPro is that it is ableto disassemble
a programandbuild anadequatecollectionof preliminary IRs for it. Even though(i)
theCFGcreatedby IDAPromaybeincompletedueto indirectjumps,and(ii) thecall-
graphcreatedby IDAPro may be incompletedueto indirect calls, incompleteIRs do
not triggererror reports.Both theCFGandthecall-graphare�eshed out accordingto
informationrecoveredduringthecourseof VSA/ASI iteration.In fact,therelationship
betweenVSA/ASI iterationandthepreliminaryIRscreatedby IDAPro is similar to the
relationshipbetweenapoints-to-analysisalgorithmin aC compilerandthepreliminary
IRscreatedby theC compiler'sfront end.In bothcases,thepreliminaryIRsare�eshed
outduringthecourseof analysis.

4 Model-CheckingFacilities
Model checking [12] involvestheuseof sophisticatedpattern-matchingtechniquesto
answerquestionsaboutthe �o w of executionin a program:a modelof theprogram's
possiblebehavior is createdandcheckedfor conformancewith amodelof expectedbe-
havior (asspeci®edby auserquery).In essence,model-checkingalgorithmsexplorethe
program's state-spaceandanswerquestionsaboutwhethera badstatecanbe reached
duringanexecutionof theprogram.

For modelchecking,theCodeSurfer/x86IRsareusedto build aweighted pushdown
system (WPDS)[7,36,37,32] thatmodelspossibleprogrambehaviors.WPDSsgener-
alizea model-checkingtechnologyknown aspushdown systems (PDSs)[6,22], which
havebeenusedfor softwaremodelcheckingin theMoped[39,38] andMOPS[10] sys-
tems.Comparedto ordinary(unweighted)PDSs,WPDSsarecapableof representing
morepowerful kindsof abstractionsof runtimestates[37,32],andhencegobeyondthe
capabilitiesof PDSs.For instance,theuseof WPDSsprovidesaway to addresscertain
kindsof security-relatedqueriesthatcannotbeansweredby MOPS.

WPDS++[31] isalibrary thatimplementsthesymbolicalgorithmsfrom [37,32] for
solvingWPDSreachabilityproblems.Wefollow thestandardapproachof usingaPDS
to modelthe interproceduralCFG (oneof CodeSurfer/x86's IRs). The stacksymbols
correspondto programlocations;thereis only asinglePDSstate;andPDSrulesencode
control�o w asfollows:

Rule Control�o w modeled
��������� 	
������� IntraproceduralCFGedge�
	��
��������� 	�������������������� Call to  from � thatreturnsto �����!"�#� 	
���$� Returnfrom a procedureatexit node!

In acon®gurationof thePDS,thesymbolat thetopof thestackcorrespondsto thecur-
rentprogramlocation,andtherestof thestackholdsreturn-sitelocations—thisallows
thePDSto modelthebehavior of theprogram'sruntimeexecutionstack.

An encodingof theinterproceduralCFGasaPDSis suf®cientfor answeringqueries
aboutreachablecontrolstates(asthePathInspectordoes;seebelow): thereachability
algorithmsof WPDS++candetermineif anundesirablePDScon®gurationis reachable.
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However, WPDS++alsosupportsweighted PDSs,which arePDSsin which eachrule
is weightedwith an elementof a (user-de®ned)semiring.The useof weightsallows
WPDS++to performinterproceduraldata�ow analysisby usingthesemiring's extend
operatorto computeweightsfor sequencesof rule®ringsandusingthesemiring'scom-
bine operatorto take themeetof weightsgeneratedby differentpaths[37,32]. (When
theweightsonrulesareconservativeabstractdatatransformers,anover-approximation
to thesetof reachableconcretecon®gurationsis obtained,whichmeansthatcounterex-
amplesreportedby WPDS++mayactuallybeinfeasible.)

The advantageof answeringreachabilityquerieson WPDSsover conventional
data�ow-analysismethodsis that the lattermergetogetherthevaluesfor all statesas-
sociatedwith the sameprogrampoint, regardlessof the states'calling context. With
WPDSs,queriescanbeposedwith respectto aregularlanguageof stackcon®gurations
[7,36,37,32]. (Conventionalmergeddata�ow informationcanalsobeobtained[37].)

CodeSurfer/x86canalsobeusedin conjunctionwith GrammaTech'sPathInspector
tool. ThePathInspectorprovidesauserinterfacefor automatingsafetyqueriesthatare
only concernedwith the possiblecontrol con®gurationsthat an executablecanreach.
ThePathInspectorcheckssequencing properties of eventsin a program,which canbe
usedto answersuchquestionsas“Is it possiblefor theprogramto bypasstheauthen-
tication routine?”(which indicatesthat theprogrammaycontaina trapdoor),or “Can
this login programbypassthecodethatwritesto thelog ®le?” (which indicatesthatthe
programmaybea Trojanlogin program).

With thePathInspector, suchquestionsareposedasquestionsabouttheexistence
of problematiceventsequences;aftercheckingthequery, if aproblematicpathexists,it
is displayedin thePathInspectortool.Thislistsall of theprogrampointsthatmayoccur
alongtheproblematicpath.Theseitemsarelinkedto thesourcecode;theanalystcan
navigatefrom apoint in thepathto thecorrespondingsource-codeelement.In addition,
the Path Inspectorallows the analystto stepforward andbackward throughthe path,
while simultaneouslysteppingthroughthesourcecode.(Thecode-steppingoperations
aresimilar to thesingle-steppingoperationsin a traditionaldebugger.)

ThePathInspectorusesanautomaton-basedapproachto modelchecking:thequery
is speci®edasa ®nite automatonthat capturesforbiddensequencesof programloca-
tions.This “query automaton”is combinedwith theprogrammodel(a WPDS)using
a cross-productconstruction,andthe reachabilityalgorithmsof WPDS++areusedto
determineif anerrorcon®gurationis reachable.If anerrorcon®gurationis reachable,
thenwitnesses (see[37]) canbeusedto producea programpaththatdrivesthequery
automatonto anerrorstate.

The Path Inspectorincludesa GUI for instantiatingmany commonreachability
queries[19], and for displayingcounterexamplepathsin the disassemblylisting. In
the currentimplementation,transitionsin the queryautomatonare triggeredby pro-
grampointsthattheuserspeci®eseithermanually, or usingresultsetsfrom CodeSurfer
queries.Futureversionsof thePathInspectorwill supportmoresophisticatedqueriesin
whichtransitionsaretriggeredby matchinganAST patternagainstaprogramlocation,
andquerystatescanbeinstantiatedbasedonpatternbindings.
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5 RelatedWork

Previous work on analyzingmemoryaccessesin executableshasdealtwith memory
accessesvery conservatively: generally, if a registeris assigneda valuefrom memory,
it is assumedto take on any value.VSA doesa muchbetterjob thanprevious work
becauseit tracksthe integer-valuedandaddress-valuedquantitiesthat the program's
dataobjectscanhold; in particular, VSA tracksthe valuesof dataobjectsother than
just thehardwareregisters,andthusis not forcedto give up all precisionwhena load
from memoryis encountered.

The basicgoal of the algorithmproposedby Debrayet al. [18] is similar to that
of VSA: for them, it is to ®nd an over-approximationof the set of valuesthat each
register canhold at eachprogrampoint; for us, it is to ®nd an over-approximationof
thesetof valuesthateach(abstract)dataobjectcanhold at eachprogrampoint,where
dataobjectsincludememory locations in additionto registers.In theiranalysis,asetof
addressesis approximatedby a setof congruencevalues:they keeptrack of only the
low-orderbits of addresses.However, unlike VSA, their algorithmdoesnot make any
effort to track valuesthat arenot in registers.Consequently, they losea greatdealof
precisionwhenever thereis a loadfrom memory.

CifuentesandFraboulet[11] give analgorithmto identify an intraproceduralslice
of anexecutableby following theprogram's use-defchains.However, their algorithm
alsomakesno attemptto trackvaluesthatarenot in registers,andhencecutsshortthe
slicewhena loadfrom memoryis encountered.

Thetwo piecesof work thataremostcloselyrelatedto VSA arethealgorithmfor
data-dependenceanalysisof assemblycodeof Amme et al. [2] andthe algorithmfor
pointeranalysison a low-level intermediaterepresentationof Guo et al. [24]. The al-
gorithm of Amme et al. performsonly an intraproceduralanalysis,andit is not clear
whetherthealgorithmfully accountsfor dependencesbetweenmemorylocations.The
algorithmof Guoetal. [24] is only partially �o w-sensitive: it tracksregistersin a �o w-
sensitive manner, but treatsmemorylocationsin a �o w-insensitive manner. The al-
gorithmusespartial transferfunctions[42] to achieve context-sensitivity. Thetransfer
functionsareparameterizedby “unknowninitial values”(UIVs); however, it is notclear
whetherthe thealgorithmaccountsfor thepossibilityof calledprocedurescorrupting
thememorylocationsthattheUIVs represent.
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