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Abstract. In recentyears,there hasbeena growing needfor tools that an analystcan
useto understandhe workings of COTS componentsplugins, mobile code,and DLLS,
aswell as memorysnapshot®f worms and virus-infectedcode. Static analysisprovides
technigueghatcanhelpwith suchproblemshowever, therearesereral obstacleshatmust
beovercome:
— For mary kindsof potentiallymaliciousprogramssymbol-tableanddetugginginfor-
mationis entirelyabsentEvenif it is presentjt cannotbereliedupon.
— To understandnemory-acceseperationsijt is necessaryo determinethe setof ad-
dressesiccessetly eachoperationThisis dif cult because
While somememoryoperationaiseexplicit memoryaddressem theinstruction
(easy) othersuseindirectaddressingia addres&xpressiongdif cult).
Arithmetic on addresses penasie. For instance gven whenthe value of a lo-
cal variableis loadedfrom its slotin an activation record,addressarithmeticis
performed.
Thereis no notion of type at the hardwarelevel, soaddressaluescannotbe dis-
tinguishedfrom integervalues.
Memory accessedo not have to be aligned,so word-sizedaddress/aluescould
potentiallybe cobbledtogetherfrom misalignedreadsandwrites.
We have developedstatic-analysislgorithmsto recover informationaboutthe contentsof
memorylocationsand how they are manipulatedby an executable By combiningthese
analyseswith facilities provided by the IDAPro and CodeSurfertoolkits, we have created
CodeSurfer/x86a prototypetool for browsing, inspectingandanalyzingx86 executables.
Fromanx86 executableCodeSurfer/x86ecoversintermediateepresentationthataresim-
ilar to whatwould be createdby a compilerfor aprogramwrittenin a high-level language.
CodeSurfer/x8@lsosupportsa scriptinglanguageaswell asseveralkindsof sophisticated
pattern-matchingapabilities. Thesefacilities provide a platform for the developmentof
additionaltoolsfor analyzingthe securitypropertiesof executables.

1 Intr oduction

Market forces are increasinglypushingcompaniesto deploy COTS software when
possible—forwhich sourcecodeis typically unavailable—andto outsourcedevelop-
mentwhen customsoftware is required.Moreover, a greatdeal of legagy code—for
which designdocumentsare usually out-of-date ,andfor which sourcecodeis some-
timesunavailable and sometimesion-eistent—uwill continueto be left deployed. An
importantchallengeduringthecomingdecadeawill behow to identify bugsandsecurity
vulnerabilitiesin suchsystemsMethodsare neededo determinewhetherthird-party
andlegagy applicationprogramscanperformmaliciousoperationgor canbe induced
to performmaliciousoperations)andto beableto make suchjudgmentsn theabsence
of sourcecode.

Portionsof this paperhave appearedhn [3, 4].



Recentresearchn programminglanguagessoftware engineeringand computer
securityhasled to new kinds of tools for analyzingcodefor bugs and securityvul-
nerabilities[25,40,20,14,8,5,10,27,17,9]. In thesetools, static analysisis usedto
determinea consenative answetto the questiori‘Can the programreacha badstate ?®
In principle, suchtoolswould be of greathelpto ananalysttrying to detectmalicious
codehiddenin software,exceptfor oneimportantdetail: the aforementionedools all
focuson analyzingsource code written in a high-level language Evenif sourcecode
wereavailable,therearea numberof reasonsvhy analyseghatstartfrom sourcecode
do not provide theright level of detailfor checkingcertainkinds of propertieswhich
cancausebugs,securityvulnerabilities,and maliciousbehaior to beinvisible to such
tools.(See 2.)

In contrast,our work addressethe problemof ®nding bugsand securityvulnera-
bilities in programswvhensourcecodeis unavailable.Our goalis to createa platform
that carriesout staticanalysison executablesandprovidesinformationthat an analyst
canuseto understandhe workingsof potentiallymaliciouscode,suchasCOTS com-
ponentsplugins,mobile code,andDLLs, aswell asmemorysnapshotef wormsand
virus-infectedcode.A secondyoalis to usethis platformto createtoolsthatananalyst
canemploy to determinesuchinformationas

+ whethera programcontainsnadwertentsecurityvulnerabilities

+ whethera programcontainsdeliberatesecurityvulnerabilities,suchasbackdoors,
time bombs,or logic bombs.If so,thegoalis to provide informationaboutactiva-
tion mechanismgpayloadsandlatencies.

We have developedatool, called CodeSurfer/x86that senesasa prototypefor a
next-generatiorplatform for analyzingexecutablesCodeSurfer/x86providesa secu-
rity analystwith a powerful and e xible platform for investigatingthe propertiesand
possiblebehaiors of an x86 executablelt usesstatic analysisto recover intermedi-
aterepresentation@Rs) thataresimilar to thosethata compilercreatedor a program
written in a high-level language An analystis ableto use(i) CodeSurfer/x8& GUI,
which providesmechanismso understand programs chainsof dataandcontrol de-
pendencegji) CodeSurfer/x8& scriptinglanguagewhich providesaccesso all of the
intermediataepresentationthat CodeSurfer/x8@uilds, and(iii) Gramma®€ch's Path
Inspector which is a model-checkingool that usesa sophisticategattern-matching
engineto answerquestionsaboutthe o w of executionin aprogram.

BecauseCodeSurfer/x88vasdesignedo provide a platformthatananalystcanuse
to understandhe workingsof potentiallymaliciouscode,a majorchallengds thatthe
tool mustassumehatthe x86 executablas untrustworthy, andhencesymbol-tableand
delugginginformationcannotbereliedupon(evenif it is present)Thealgorithmsused
in CodeSurfer/x8@rovide waysto meetthis challenge.

Althoughthe presentversionof CodeSurfer/x86s targetedto x86 executablesthe
techniquesiused[3, 34,37,32] arelanguage-independeandcould be appliedto other
typesof executablesIn addition, it would be possibleto extend CodeSurfer/x860o

8 Static analysisprovides a way to obtain information aboutthe possiblestatesthat a pro-
gramreachesluring execution,but without actually runningthe programon speci ¢ inputs.
Static-analysisechniquesxplore the programs behaior for all possibleinputsandall pos-
sible statesthat the programcan reach.To malke this feasible,the programis “run in the
aggregate’i.e.,on descriptorghatrepresentollectionsof memorycon gurations[15].



usesymbol-tableand dehugginginformationin situationswheresuchinformationis

availableandtrusted—forinstancejf you have the sourcecodefor the program,you

invoke thecompileryourself,andyou trustthe compilerto supplycorrectsymbol-table
anddehugginginformation.Moreover, the techniquesxtend naturallyif sourcecode
is available: one cantreatthe executablecodeasjust anotherIR in the collection of

IRs obtainablefrom sourcecode.The mappingof informationbackto the sourcecode
wouldbesimilarto whatC source-codéoolsalreadyhaveto performbecausef theuse
of the C preprocessafalthoughthe kind of issueghatarisewhendeluggingoptimized
code[26,43,16] complicatematters).

The remainderof paperis organizedasfollows: 2 illustratessomeof the advan-
tagesof analyzingexecutables. 3 describesCodeSurfer/x86.4 givesan overview of
the model-checkindacilities that have beencoupledto CodeSurfer/x86.5 discusses
relatedwork.

2 Advantagesof Analyzing Executables

This sectiondiscussesvhy ananalysighatworkson executablesanprovide moreac-
curateinformationthanananalysishatworkson sourcecode? An analysisthatworks
on sourcecodecanfail to detectcertainbugsandvulnerabilitiesdueto the WY SIN-
WYX phenomenon‘What You Seels Not What You eXecute”[4], which cancause
thereto be a mismatchbetweenwhata programmeintendsandwhatis actually exe-
cutedby the processarThe following source-coddéragment,taken from a login pro-
gram,illustratestheissue[29]:
memset(password, T 0, len);
free(password);

Thelogin programtemporarilystoresthe users passverd—in cleartext—in a dynam-
ically allocatedbuffer pointedto by the pointervariablepassword . To minimizethe
lifetime of thepasswerd, whichis sensitveinformation thecodefragmentshavn above
zeroes-outhebuffer pointedto by password beforereturningit to theheap.Unfortu-
nately a compilerthat performsuseless-codeliminationmayreasorthatthe program
never useshevalueswritten by the call on memset, andthereforethe call on memset
can be removed—therebyleaving sensitve information exposedin the heap.This is
notjust hypothetical;a similar vulnerability wasdiscoveredduring the Windows secu-
rity pushin 2002[29]. This vulnerabilityis invisible in the sourcecode;it canonly be
detectedby examiningthelow-level codeemittedby the optimizingcompiler

A secondexamplewhereanalysisof anexecutabledoesbetterthantypical source-
level analysesnvolvespointerarithmeticandanindirectcall:

int  (*f)(void);

int diff = (char*)&f2 - (char*)&f1, /I The offset between fl and f2
f = &fl;
f = (int (*0)((char®)f + diff); /I f now points to f2

*N0; /I indirect call;
Existing source-lgel analyseqthat we know of) areill-preparedto handlethe above
code.The corventionalassumptioris thatarithmeticon function pointersleadsto un-
de®nedbehaior, so source-lgel analysesither(a) assumehat the indirect function

4 Termslike “an analysisthatworks on sourcecode”and“source-leel analyses’areusedasa
shorthandor “analyseshatwork on IRs built from the sourcecode’



call might call ary function,or (b) ignorethearithmeticoperationandassumehatthe
indirectfunction call callsfl (ontheassumptiorthatthe codeis ANSI-C compliant).
In contrasttheanalysisdescribedy BalakrishnarandReps[3] correctlyidenti®esf2
asthe invoked function. Furthermorethe analysiscan detectwhenarithmeticon ad-
dressesreatesanaddresghatdoesnot pointto the beginning of a function;the useof
suchanaddresgo performafunction“call” is likely to beabug (or elseavery subtle,
deliberatelyintroducedsecurityvulnerability).

A third exampleinvolvesafunctioncall thatpasse$ewerargumentghanthe proce-
dureexpectsasparametergMany compilersaccepsuch(unsafe)codeasaneasyway
of implementingfunctionsthattake a variablenumberof parameters YVith mostcom-
pilers, this effectively meangthat the call-site passesomepartsof one or morelocal
variablesof the calling procedureastheremainingparameterg¢and,in effect, theseare
passedby reference—amssignmento suchaparametem thecalleewill overwritethe
value of the correspondindocal in the caller) An analysisthat works on executables
canbecreatedhatis capableof determiningvhattheextraparameterare[3], whereas
a source-lgel analysismusteither make a cruderover-approximationor an unsound
underapproximation.

A ®nalexampleis shavn
in Fig. 1. The C codeon %
the left usesan uninitial-
ized variable (which trig-
gers a compiler warning,
but compilessuccessfully).
A source-codanalyzemust
assumethat local can
have ary value,and there- #
forethevalueof v in main
is either 1 or 2. The as- .

L . | %
semblylistingson theright ' *oxk

showv how the C codecould
be compiled,includingtwo  Fig- 1. Exampleof unexpectedoeharior dueto compiler

variantsfor the prolog of Optimization.Theboxatthetop right shavstwo variants
functioncallee . TheMi- ©f codegeneratedby anoptimizingcompilerfor the pro-
crosoft compiler (cl) uses |09 of callee . Analysisof the secondof thesereveals
the secondvariant, which thatthevariablelocal necessarilgontainsthevalues.

includesthefollowing strengthreduction:
Theinstructionsub esp, 4 that allocates space for | ocal isreplaced by
apush ingtruction of an arbitrary register (in this case, ecx).
An analysisof the executablecan determinethat this optimizationresultsin local
beinginitializedto 5, andthereforev in main canonly havethevaluel.

To summarizethe advantageof an analysisthat works on executabless thatan
executablecontainsthe actualinstructionsthat will be executed,and henceprovides
informationthatrevealsthe actualbehaior thatarisesduring programexecution.This
informationincludes

+ memory-layoutdetails,suchas (i) the positions(i.e., offsets)of variablesin the
runtimestacks activationrecordsand(ii) paddingbetweerstructure®elds.
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registerusage
executionorder(e.g.,of actualparameters)
optimizationsperformed
+ artifactsof compilerbugs
Accessto suchinformationcanbe crucial; for instancemary securityexploits depend
on platform-speci®deaturessuchasthe structureof activationrecordsVulnerabilities
canescapeoticewhenatool doesnot have informationaboutadjaceng relationships
amongvariables.
In contrasttherearea numberof reasonsvhy analysedasedon sourcecodedo

not provide theright level of detailfor checkingcertainkinds of properties:

*+ Source-lgel toolsareonly applicablewhensourceis available,which limits their

usefulnes@ securityapplicationge.g. to analyzingcodefrom open-sourcerojects).

+ Analyseshasedon sourcecodetypically make (unchecled)assumptionsg.g.,that
the programis ANSI-C compliant.This oftenmeansthatan analysisdoesnot ac-
countfor behaiors thatareallowed by the compiler(e.g.,arithmeticis performed
on pointersthataresubsequentlysedfor indirectfunctioncalls; pointersmove off
theendsof arraysandaresubsequentlgereferencedstc.)
Programgypically make extensive useof libraries,includingdynamicallylinkedli-
braries(DLLs), whichmaynotbeavailablein source-codéorm. Typically, source-
level analysesreperformedusingcodestubsthatmodelthe effectsof library calls.
Because¢hesearecreatedy handthey arelikely to containerrorswhichmaycause
ananalysigto returnincorrectresults.
Programaresometimesnodi®edsubsequertb compilation,e.g.,to performopti-
mizationsor insertinstrumentatiortode[41]. (They mayalsobemodi®edto insert
maliciouscode.)Suchmodi®cationsarenotvisible to toolsthatanalyzesource.
The sourcecode may have beenwritten in more than one language.This com-
plicatesthe life of designerf tools that analyzesourcecode becausamultiple
languagesnustbe supportedeachwith its own quirks.
Evenif thesourcecodeis primarily writtenin onehigh-level languageit maycon-
taininlined assemblycodein selectedlaces.Source-lgel analysistoolstypically
eitherskip overinlined assemblyode[13] or do not pushtheanalysisheyondsites
of inlined assemblycode[1].
Thus,evenif sourcecodeis available,a substantiabmountof informationis hidden
from analyseghat startfrom sourcecode,which cancausebugs, securityvulnerabil-
ities, and malicious behaior to be invisible to suchtools. Moreover, a source-lgel
analysigtool thatstrivesto have greate®delity to theprogramthatis actuallyexecuted
would haveto duplicateall of the choicesmadeby the compilerandoptimizer;suchan
approachis doomedo failure.

+ O+
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3 Analyzing Executablesin the Absenceof Source Code

To be ableto applytechniquedik e the onesusedin [25,40,20,14,8,5,10,27,17,9],
onealreadyencounters challengingprogram-analysiproblem.Fromthe perspectie
of the compilercommunity onewould considerthe problemto be“IR recovery”: one
needsto recover intermediate representations from the executablethat are similar to
thosethatwould beavailablehadonestartedrom sourcecode.Fromtheperspectie of
the model-checkinggommunity onewould considerthe problemto be that of “model



extraction”: one needsto extract a suitablemodel from the executable.To solve the
IR-recovery problem,severalobstaclesnustbe overcome:
+ For mary kinds of potentially malicious programs,symbol-tableand detugging
informationis entirelyabsentEvenif it is presentjt cannotbereliedupon.
To understandnemory-accessperationsjt is necessaryo determinethe set of
addresseaccessetly eachoperationThisis dif®cult because
While somememoryoperationsiseexplicit memoryaddressem theinstruc-
tion (easy),othersuseindirectaddressingia addres&xpressiongdif®cult).
Arithmetic on addressegs penasve. For instance gven whenthe valueof a
local variableis loadedfrom its slotin anactiationrecord,addres@rithmetic
is performed.
Thereis no notion of type at the hardwarelevel, so addressraluescannotbe
distinguishedrom integervalues.
Memoryaccessedonothaveto bealigned soword-sizedaddresyaluescould
potentiallybe cobbledtogetherfrom misalignedreadsandwrites.
For the pastfew yearswe have beenworking to createa prototypenext-generation
platformfor analyzingexecutablesThe tool setthatwe have developedextendsstatic
vulnerability-analysigechniquedo work directly on executablesgvenin the absence
of sourcecode.Thetool setbuilds on (i) recentadvancesn staticanalysisof program
executable$3], and(ii) new techniquegor softwaremodelcheckinganddata ow anal-
ysis[7, 36,37,32]. Themaincomponentsf thetool setareCodeSurfer/x86, WPDS++,
andthe Path Inspector:

+ CodeSurfer/x8@ecoversIRs from an executablethat are similar to the IRs that
source-code-analysisolscreate—Ilot, in mary respectsthelRsthatCodeSurfer/x86
builds aremoreprecise CodeSurfer/x8@&lsoprovidesan API to theselRs.

+ WPDS++31]isalibrary for answeringgeneralizedeachabilityqueriesonweighted
pushdown systems (WPDSs)[7, 36,37,32]. This library provide a mechanisnfor
de®ningand solving model-checkingand data ow-analysisproblems.To extend
CodeSurfer/x8& analysiscapabilitiesthe CodeSurfer/x8&\P1 canbe usedto ex-
tracta WPDSmodelfrom anexecutableandto run WPDS++onthemodel.

+ The Path Inspectoris a software model checler built on top of CodeSurferand
WPDS++.It supportssafetyqueriesabouta programs possiblecontrolcon®gura-
tions.

In addition, by writing scriptsthat traversethe IRs that CodeSurfer/x86ecovers,the
tool setcanbe extendedwith further capabilities(e.g.,decompilationcoderewriting,
etc.).

Fig. 2 shavs how thesecomponent®t togetherCodeSurfer/x8@nakesuseof both
IDAPro [30], a disassemblytoolkit, and Gramma®ch's CodeSurfersystem[13], a
toolkit originally developedor building program-analysiandinspectiortoolsthatana-
lyze sourcecode.Thesecomponentsiregluedtogetheiby apiececalledthe Connector
which usestwo staticanalyses—alue-setanalysis(VSA) [3] andaggreyate-structure

I+



identi®cation(ASI) [34] to recoverinformationaboutthe contentof memorylocations
andhow they aremanipulatedy anexecutable’

A

% % '#

Fig. 2. Organizationof CodeSurfer/x8&ndcompaniortools.

An x86 executabléas ®rst disassembledsingIDAPro. In additionto thedisassem-
bly listing, IDAPro alsoprovidesaccesdo the following information:

Staticallyknown memoryaddresseandoffsets: IDAProidenti®esthestaticallyknown
memoryaddresseand stackoffsetsin the program,andrenamesll occurrences
of thesequantitieswith aconsistenhame.This databasés usedto de®nethe setof
dataobjectsin termsof which (theinitial run of) VSA is carriedout; theseobjects
arecalleda-locs, for “abstractiocations”.VSA is ananalysighat,for eachinstruc-
tion, determinesan over-approximationof the setof valuesthat eacha-loc could
hold.

Informationaboutproceduréoundaries:X86 executableslonothaveinformationabout
procedureboundariesIDAPro identi®esthe boundarieof mostof the procedures
in anexecutable®

Callsto library functions: IDAPro discovers calls to library functionsusing an algo-
rithm calledFastLibrary Identi®cationandRecognitionTechnology(FLIRT) [23].
IDAPro provides accesdo its internal resourcesvia an API that allows usersto

createplug-insto be executedby IDAPro. CodeSurfer/x8@usesa plug-in to IDAPro,

calledthe Connectorthatcreateslatastructuredo representheinformationthatit ob-
tainsfrom IDAPro (seeFig. 2); VSA andASI areimplementedisingthedatastructures

5 VSA alsomakesuseof theresultsof anadditionalstatic-analysiphasecalledaf ne-relation
analysis(ARA), which, for eachprogrampoint, identi es af ne relationshipg33] that hold
amongthevaluesof registers;seg[3, 32].

5 IDAPro doesnot identify the targetsof all indirect jumps and indirect calls, and therefore
the call graphand control- av graphsthatit constructsare not complete.However, the in-
formationcomputedduring VSA is usedto augmentthe call graphand control- av graphs
on-the- yto accounffor indirectjumpsandindirectcalls.



createdby the ConnectarTheIDAPro/Connectocombinationis alsoableto createthe

samedatastructuredor DLLs, andto link theminto the datastructureghatrepresent
the programitself. This infrastructurepermits whole-programanalysisto be carried

out—includinganalysisof the codefor all library functionsthatarecalled.

CodeSurfer/x86nakesno useof symbol-tableor dehugginginformation.Instead,
theresultsof VSA and ASI provide a substitutefor absentor untrustedsymbol-table
anddelugginginformation.Initially, the setof a-locsis determinedasedon the static
memoryaddresseandstackoffsetsthatareusedin instructionsn the executableEach
run of ASI re®nesthe setof a-locsusedfor thenext run of VSA.

Becausdhe IRs that CodeSurfer/x86ecoversare extracteddirectly from the exe-
cutablecodethatis run on the machine andbecauséehe entireprogramis analyzed—
includingary librariesthatarelinkedto theprogram—thisapproactprovidesa“higher
®delity” platformfor softwaremodelcheckingthanthe IRs derived from sourcecode
thatothersoftwaremodelcheclersuse[25,40,20,14,8,5,10,27,17,9].

CodeSurfer/x86upportsa scripting languagethat provides accesso all of the
IRs that CodeSurfer/x86builds for the executable.This provides a way to connect
CodeSurfer/x8@0o otheranalysistools, suchasmodelcheclers(see 4), aswell asto
implementothertools on top of CodeSurfer/x86suchasdecompilerscoderewriters,
etc. It alsoprovidesan analystwith a mechanisnto develop ary additional“one-off”
analyse$eneeddo create.

3.1 Memory-AccessAnalysisin the Connector

The analysesn CodeSurfer/x8@re a greatdeal more ambitiousthan even relatively
sophisticatedlisassemblersuchas IDAPro. At the technicallevel, CodeSurfer/x86
addressethefollowing problem:
Givenastrippedexecutable , identify the

+ proceduresgataobjects types,andlibrariesthatit uses
and

+ for eachinstruction in andits libraries
+ for eachinterproceduratalling context of
+ for eachmachineregisteranda-loc
staticallycomputeanaccurateover-approximatiorto
thesetof valuesthat maycontainwhen executes
theinstructionghatmayhave de®nedthe valuesusedby
+ theinstructionghatmayusethevaluesde®nedby executionof
andprovide effective meansto accesghat informationboth interactively andunder
programcontrol.
Value-SetAnalysis. VSA [3] is a combinednumericand pointeranalysisalgorithm
that determinesan over-approximationof the setof numericvaluesandaddressesor
value set) thateacha-locholdsateachprogrampoint. Theinformationcomputediuring
VSA is usedto augmentthe call graphand control- ow graphson-the- y to account
for indirectjumpsandindirectfunctioncalls.
VSA isrelatedo pointeranalysisalgorithmsthathave beendevelopedor programs
written in high-level languageswhich determinean over-approximationof the setof
variableswhoseaddressesachpointervariablecanhold:

+




VSA determines an over-approximation of the set of addresses that each data

object can hold at each program point.

At the sametime, VSA is similar to rangeanalysisand other numericstatic-analysis

algorithmsthatover-approximateheintegervaluesthateachvariablecanhold:

VSA determines an over-approximation of the set of integer values that each

data object can hold at each program point.

Thefollowing insightsshapedhe designof VSA:

A non-aligned accessto memory—e.g.anacceswia anaddresshatis notaligned

ona -bytewordboundary—spangartsof two words,andprovidesawayto forge

a new addresdrom parts of old addressedt is importantfor VSA to discover

information aboutthe alignmentsand stridesof memoryaccessespr else most

indirect-addressingperationsappearo be possiblynon-alignedaccesses.

To prevent mostloops that traversearraysfrom appearingto be possiblestack-

smashingttackstheanalysineeddo userelationalinformationsothatthevalues

of a-locsassignedo within aloop canberelatedto the valuesof thea-locsusedin

theloop'sbranchcondition(seg[3, 33,32]).

It is desirablefor VSA to trackintegervaluedandaddress-aluedquantitiessimul-

taneoudly. Thisis crucialfor analyzingexecutabledecause
integersandaddresseareindistinguishablet executiontime, and
compilersuseaddressarithmeticand indirect addressingo implementsuch
featuresas pointerarithmetic, pointer dereferencingarray indexing, and ac-
cessingstructure®elds.

Moreover, informationaboutintegervaluescanleadto improvedtrackingof address-

valuedquantitiesandinformationaboutaddressaluescanleadto improvedtrack-

ing of integervaluedquantities.

VSA producesinformation that is more precisethan that obtainedvia several more

conventionalnumericanalysesisedn compilersjncludingconstanpropagationtange

analysisandintegercongruenceanalysis At the sametime, VSA providesan analog

of pointeranalysisthatis suitablefor useon executables.

Aggregate-Structure Identi cation. One of the major stumblingblocksin analysis

of executabless the dif®culty of recovering information aboutvariablesand types,

especiallyfor aggregated(i.e., structuresandarrays).CodeSurfer/x8@isesaniterative

stratgyy for recovering suchinformation; with eachround, it re®nesits notion of the

programsvariablesandtypes.

Initially, VSA usesa setof variables(“a-locs”) that are obtainedfrom IDAPro.
BecausdDAPro hasrelatively limited informationavailableat the time thatit applies
its variable-discwery heuristics(i.e., it only knows about statically known memory
addresseand stackoffsets),whatit cando is ratherlimited, andgenerallyleadsto a
very coarse-grainedpproximatiorof the programsvariables.

Onceagivenrunof VSA completesthevalue-set$or thea-locsat eachinstruction
provide a way to identify an over-approximatiorof the memoryaccesseperformedat
thatinstruction.This informationis usedto re®nethe currentsetof a-locsby running
avariantof the ASI algorithm[34], which identi®escommonalitieamongaccesseto
differentpartsof anaggreyatedatavalue.ASI wasoriginally developedfor analysisof
Cobolprogramsin thatcontext, ASI ignoresall of thetypedeclarationsn theprogram,
and considersan aggrejateto be merely a sequencef bytesof a given length; an

I+
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aggreyateis then broken up into smallerpartsdependingupon how the aggreateis
accessedly the program In the context in which we useASI—namely analysisof x86
executables—AStannotbe applieduntil theresultsof VSA arealreadyin hand:ASI
requirespoints-to,range,and stride informationto be available; however, for an x86
executablehis informationis not availableuntil afterVSA hasbeenrun.

ASI exploits theinformationmadeavailableby VSA (suchasthevaluesthata-locs
canhold, sizesof arrays,anditeration countsfor loops), which generallyleadsto a
muchmoreaccuratesetof a-locsthanthe initial setof a-locsdiscoveredby IDAPTro.
For instancegconsidera simpleloop, implementedn sourcecodeas

int  a[10], i
for (i =0; i < 10; i++)
afil =1
Fromthe executable]DAProwill determinethattherearetwo variablespneof size4
bytesandoneof size 40 bytes,but will provide no informationaboutthe substructure
of the40-bytevariable.In contrastjn additionto the4-bytevariable ASI will correctly
identify thatthe 40 bytesareanarrayof ten4-bytequantities.

The Connectorusesa re®nementoop that performsrepeatecphasesf VSA and
ASI (seeFig. 2). The ASI resultsareusedto re®nethe previous setof a-locs,andthe
re®nedsetof a-locsis thenusedto analyzethe programduringthe next roundof VSA.
Thenumberof iterationsis controlledby a command-lingparameter

ASI alsoprovidesinformationthatgreatlyincreaseshe precisionwith which VSA
cananalyzethe contentsof dynamicallyallocatedobjects(i.e., memorylocationsallo-
catedusingmallocor new). To seewhy, recallhow theinitial setof a-locsis identi®ed
by IDAPro. Thea-locabstractiorexploits thefactthataccesse® programvariablesn
ahigh-levellanguageareeithercompliedinto staticaddressefor globals,and®eldsof
struct-aluedglobals)or staticstack-frameoffsets(for localsand®eldsof struct-valued
locals).However, ®eldsof dynamicallyallocatedobjectsareaccesseth termsof offsets
relative to the baseaddres®f the objectitself, which is somethinghatIDAPro knows
nothingabout.In contrastVSA considersachmallocsite  to bea“memoryregion”
(consistingof the objectsallocatedat ), andthe memoryregion for  senesasa
representatie for the baseaddressesf thoseobjects.This lets ASI handlethe useof
anoffsetfrom anobject's baseaddressimilar to theway thatit handlesa stack-frame
offset—withthe netresultthatASI is ableto capturenformationaboutthe ®ne-grained
structureof dynamicallyallocatedobjects.The object®eldsdiscoveredin this way be-
comea-locsfor thenext roundof VSA, whichwill thendiscoseranover-approximation
of their contents.

ASI is complementaryto VSA: ASI addressesnly the issueof identifying the
structureof aggrejateswhereas/SA addressethe issueof (over-approximating the
contentsof memorylocations.ASI provides an improved methodfor the “variable-
identi®cation”facility of IDAPro, which usesonly muchcrudertechniquegandonly
takesinto accountstatically known memoryaddressesnd stackoffsets). Moreover,
ASI requiresmoreinformationto be on handthanis availablein IDAPro (suchasthe
sizesof arraysanditerationcountsfor loops).Fortunatelythisis exactlytheinformation
thatis availableafter VSA hasbeencarriedout, which meanghat ASI canbe usedin
conjunctionwith VSA to obtainimprovedresults:aftera®rstroundof VSA, theresults
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of ASI areusedto re®nethea-locabstractionafterwhich VSA is run again—generally
producingmorepreciseresults.

3.2 CodeSurfer/x86

The value-setdor the a-locsat eachprogrampoint are usedto determinesachpoint's
setsof used,killed, and possibly-killeda-locs;theseare emittedin a format that is
suitablefor inputto CodeSurfer

CodeSurfeis atool for codeunderstandingndcodeinspectiorthatsupportsoth
agraphicaluserinterface(GUI) andanAPI (aswell asascriptinglanguagejo provide
accesdo a programs systemdependencgraph (SDG) [28], aswell as other infor-
mationstoredin CodeSurfes IRs.” An SDG consistsof a setof programdependence
graphs(PDGs),onefor eachproceduran the program A vertex in a PDG corresponds
to a constructin the program,suchasan instruction,a call to a procedurean actual
parameteof acall, or aformal parameteof a procedureTheedgescorrespondo data
andcontroldependencelsetweerthe vertices[21]. The PDGsareconnectedogether
with interprocedurakdgegshatrepresentontroldependencedsetweerprocedurecalls
andentries,datadependencebetweenactual parameterandformal parametersand
datadependencdsetweerreturnvaluesandreceiersof returnvalues.

Dependencgraphsare invaluablefor mary applicationsbecausehey highlight
chainsof dependentnstructionsthat may be widely scatteredhroughthe program.
For example,givenaninstruction,it is often usefulto know its data-dependence pre-
decessors (instructionsthat write to locationsreadby thatinstruction)andits control-
dependence predecessors (control points that may affect whethera given instruction
getsexecuted).Similarly, it may be usefulto know for a given instructionits data-
dependence successors (instructionsthatreadlocationswritten by thatinstruction)and
control-dependence successoréinstructionswhoseexecutiondependn the decision
madeat a givencontrolpoint).

CodeSurfers GUI supportsbrowsing (“sur®ng”) of an SDG, alongwith a variety
of operationdor making queriesaboutthe SDG—suchasslicing [28] and chopping
[35].8 The GUI allows a userto navigatethrougha programs sourcecodeusingthese
dependenceis a manneranalogougo navigatingthe World Wide Weh

CodeSurfes API providesa programmatidnterfaceto theseoperationsaswell
asto lower-level information,suchasthe individual nodesandedgesof the programs
SDG,call graph,andcontrol- ow graph,andanodes setsof used killed, andpossibly-
killed a-locs.By writing programsthat traverseCodeSurfess IRs to implementaddi-
tional programanalysesthe API canbe usedto extendCodeSurfers capabilities.

7 In additionto the SDG, CodeSurfes IRs include abstract-syntatrees,control- av graphs
(CFGs),acall graph,VSA resultsthe setsof usedkilled, andpossiblykilled a-locsateachin-
struction,andinformationaboutthe structureandlayoutof globalmemory activationrecords,
anddynamicallyallocatedstorage.

8 A backvardsliceof aprogramwith respecto asetof programpoints  is thesetof all program
pointsthatmight affect the computationgperformedat ; aforwardslicewith respecto is
thesetof all programpointsthatmightbe affectedby thecomputationperformedatmembers
of  [28]. A programchop betweena set of sourceprogrampoints and a set of tamget
programpoints shavshow canaffectthepointsin  [35]. Choppingis akey operationn
information- av analysis.
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CodeSurfer/x8@rovidessomeuniquecapabilitiesor answeringananalysts ques-
tions. For instance given a worm, CodeSurfer/x8& analysisresultshave beenused
to obtaininformation aboutthe worm's target-disc@ery, propagationand activation
mechanismy
* locatingsitesof systemcalls,

+ ®ndingtheinstructionsby which agumentsarepassedand
+ following dependencebackwardsfrom thoseinstructionsto identify wherethe
valuescomefrom.
Becausethe techniquesdescribedin 3.1 are able to recover quite rich information
aboutmemory-accessperationsthe answershat CodeSurfer/x86urnishesto such
questionsaaccountfor the movementof datathroughmemory—notust the movement
of datathroughregisters,asin someprior work (e.g.,[18,11]).

+

3.3 Goals,Capabilities, and Assumptions

A few words are in orderaboutthe goals, capabilities,and assumptionsinderlying
CodeSurfer/x86.

The constrainthat symbol-tableanddehugginginformationare off-limits compli-
catedthetaskof creatingCodeSurfer/x86however, theresultsof VSA andASI provide
asubstitutdfor suchinformation.This allowedusto createatool thatcanbeusedwhen
symbol-tableanddehugginginformationis absenbr untrusted.

Given an executableas input, the goal is to checkwhetherthe executablecon-
formsto a“standard’compilationmodel—i.e. aruntimestackis maintainedactivation
records(ARs) arepushedntothe stackon procedureentryandpoppedrrom the stack
on procedurexit; eachglobal variableresidesat a ®xed offsetin memory;eachlocal
variableof aprocedure residesata®xedoffsetin theARsfor ; actualparametersf

are pushedontothe stackby the caller sothatthe correspondindormal parameters
resideat ®xed offsetsin the ARs for ; the programsinstructionsoccupy a ®xedarea
of memory are not self-modifying, and are separatdrom the programs data.If the
executableconformsto this model, CodeSurfer/x8&reatesan IR for it. If it doesnot
conformto the model,thenoneor moreviolationswill bediscorered,andcorrespond-
ing errorreportsareissued.

Thegoalfor CodeSurfer/x86s to provide (i) atool for securityanalysisand(ii) a
generalinfrastructurefor additionalanalysisof executablesThus,asa practicalmea-
sure,whenthe systemproducesanerrorreport,a choiceis madeabouthow to accom-
modatethe errorsothatanalysiscancontinue(i.e., theerroris optimisticallytreatedas
afalsepositive),andan|IR is producedif theanalystcandeterminehattheerrorreport
is indeeda falsepositive, thenthe IR is valid.

The analyzerdoesnot carewhetherthe programwas compiledfrom a high-level
languagepr hand-writtenin assemblycode.In fact, somepiecesof the programmay
betheoutputfrom a compiler(or from multiple compilers for differenthigh-level lan-
guages)and othershand-writtenassemblycode. Still, it is easiesto talk aboutthe
informationthat VSA and ASI arecapableof recoreringin termsof the featureshat
a high-level programminglanguageallows: VSA and ASI are capableof recovering
information from programsthat use global variables,local variables,pointers,struc-
tures,arrays,heap-allocatedtorage pointerarithmetic,indirect jumps,recursve pro-
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ceduresindirectcallsthroughfunction pointers virtual-functioncalls,andDLLs (but,
at presentnotrun-timecodegeneratioror self-modifyingcode).

Compileroptimizationsoften make VSA and ASI less dif®cult, becausemore of
the computations critical dataresidesn registers,ratherthanin memory;registerop-
erationsaremoreeasilydecipheredhanmemoryoperations.

The majorassumptiorthatwe make aboutIDAProis thatit is ableto disassemble
a programandbuild anadequateollectionof preliminary IRs for it. Eventhough(i)
the CFG createdby IDAPro maybeincompletedueto indirectjumps,and(ii) thecall-
graphcreatedby IDAPro may be incompletedueto indirect calls,incompletelRs do
not triggererror reports.Both the CFG andthe call-graphare eshed out accordingto
informationrecoveredduringthe courseof VSA/ASI iteration.In fact,therelationship
betweenVSA/ASI iterationandthe preliminarylRs createdy IDAProis similarto the
relationshipbetweera points-to-analysialgorithmin aC compilerandthe preliminary
IRs createdby the C compiler'sfront end.In bothcasesthepreliminarylRs are eshed
outduringthe courseof analysis.

4 Model-Checking Facilities

Model checking [12] involvesthe useof sophisticategattern-matchingechniquego
answergquestionsaboutthe o w of executionin a program:a modelof the programs
possiblebehaior is createcandchecledfor conformancevith amodelof expectedoe-
havior (asspeci®eddy auserquery).ln essencanodel-checkinglgorithmsexplorethe
programs state-spacandanswerquestionsaboutwhethera badstatecanbe reached
duringanexecutionof the program.

For modelcheckingthe CodeSurfer/x86Rs areusedto build aweighted pushdown
system (WPDS)[7, 36,37,32] thatmodelspossibleprogrambehaiors. WPDSsgener
alize amodel-checkindgechnologyknown aspushdown systems (PDSs)[6, 22], which
have beenusedfor softwaremodelcheckingin theMoped[39,38] andMOPS[10] sys-
tems.Comparedo ordinary (unweighted)PDSs,WPDSsare capableof representing
morepowerful kindsof abstraction®f runtimestate437, 32], andhencego beyondthe
capabilitiesof PDSs.For instancethe useof WPDSsprovidesaway to addresgertain
kinds of security-relatedjueriesthatcannotbe answeredy MOPS.

WPDS++31] isalibrary thatimplementghesymbolicalgorithmsfrom [37,32] for
solvingWPDSreachabilityproblemsWe follow the standardapproactof usingaPDS
to modelthe interproceduralCFG (one of CodeSurfer/x8& IRs). The stacksymbols
correspondo programlocationsithereis only asinglePDSstate;andPDSrulesencode
control o w asfollows:

[Rule |Control o w modeled |
IntraproceduraCFGedge
Callto from thatreturnsto
Returnfrom a procedureat exit node
In acon®guratiorof the PDS,the symbolat thetop of the stackcorrespondso thecur-
rentprogramlocation,andtherestof the stackholdsreturn-sitelocations—thisallows
the PDSto modelthe behavior of the programs runtimeexecutionstack.

An encodingof theinterproceduraCFGasaPDSis suf®cientfor answeringjueries
aboutreachableontrol stategasthe Path Inspectordoes;seebelaw): the reachability
algorithmsof WPDS++candetermingf anundesirablé®DScon®guratioris reachable.

13



However, WPDS++alsosupportsveighted PDSs,which arePDSsin which eachrule
is weightedwith an elementof a (userde®ned)semiring. The useof weightsallows
WPDS++to performinterproceduraflata ow analysisby usingthe semirings extend
operatotto computeweightsfor sequencesf rule ®ringsandusingthe semirings com-
bine operatorto take the meetof weightsgeneratedby differentpaths[37,32]. (When
theweightson rulesareconserative abstractlatatransformersanover-approximation
to the setof reachableoncretecon®gurationss obtainedwhich meanghatcountere-
amplesreportecby WPDS++mayactuallybeinfeasible.)

The advantageof answeringreachability querieson WPDSsover corventional
data ow-analysismethodss thatthe latter megetogetherthe valuesfor all statesas-
sociatedwith the sameprogrampoint, regardlessof the states'calling contect. With
WPDSs gueriescanbe posedwith respecto aregularlanguageof stackcon®gurations
[7,36,37,32]. (Corventionalmemgeddata ow informationcanalsobe obtained37].)

CodeSurfer/x8@analsobeusedn conjunctionwith Gramma€ch'sPathInspector
tool. The PathInspectomprovidesa userinterfacefor automatingsafetyquerieshatare
only concernedwith the possiblecontrol con®gurationghat an executablecanreach.
The Path Inspectorcheckssequencing properties of eventsin a program which canbe
usedto answersuchquestionsas“lIs it possiblefor the programto bypasshe authen-
tication routine?” (which indicatesthatthe programmay containa trapdoor),or “Can
thislogin programbypasshe codethatwritesto thelog ®le?” (whichindicatesthatthe
programmaybea Trojanlogin program).

With the Path Inspectoy suchquestionsareposedasquestionsaboutthe existence
of problematiceventsequencesftercheckingthequery if aproblematigathexists, it
is displayedn thePathInspectotool. Thislists all of theprogrampointsthatmayoccur
alongthe problematicpath. Theseitemsarelinked to the sourcecode;the analystcan
navigatefrom apointin thepathto thecorrespondingource-codelementln addition,
the Path Inspectorallows the analystto stepforward and backward throughthe path,
while simultaneoushsteppinghroughthe sourcecode.(The code-steppingperations
aresimilar to the single-steppingperationsn atraditionaldehugger)

ThePathlnspectousesanautomaton-baseapproactio modelcheckingthequery
is speci®edas a ®nite automatorthat capturedorbiddensequencesf programloca-
tions. This “query automaton’is combinedwith the programmodel (a WPDS) using
a cross-productonstructionandthe reachabilityalgorithmsof WPDS++areusedto
determingf anerrorcon®gurationis reachablelf anerrorcon®gurationis reachable,
thenwitnesses (see[37]) canbe usedto producea programpaththatdrivesthe query
automatorto anerrorstate.

The Path Inspectorincludesa GUI for instantiatingmary commonreachability
queries[19], andfor displayingcountergample pathsin the disassemblytisting. In
the currentimplementationfransitionsin the query automatonare triggeredby pro-
grampointsthattheuserspeci®esithermanually or usingresultsetsfrom CodeSurfer
queriesFutureversionsof the Pathinspectowill supportmoresophisticatedjueriesn
whichtransitionsaretriggeredby matchingan AST patternagainstaprogramlocation,
andquerystatescanbeinstantiatecasedn patternbindings.
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5 RelatedWork

Previous work on analyzingmemoryaccessef executableshasdealtwith memory
accessesery conseratively: generally if aregisteris assigned valuefrom memory
it is assumedo take on ary value.VSA doesa muchbetterjob than previous work
becauset tracksthe integervaluedand address-aluedquantitiesthat the programs
dataobjectscanhold; in particular VSA tracksthe valuesof dataobjectsotherthan
just the hardwareregisters,andthusis not forcedto give up all precisionwhena load
from memoryis encountered.

The basicgoal of the algorithm proposedby Debrayet al. [18] is similar to that
of VSA: for them, it is to ®nd an over-approximationof the set of valuesthat each
register canhold at eachprogrampoint; for us, it is to ®nd an overapproximationof
thesetof valuesthateach(abstractdataobjectcanhold at eachprogrampoint, where
dataobjectsincludememory locations in additionto registers.n their analysisa setof
addressess approximatedy a setof congruencesalues:they keeptrack of only the
low-orderbits of addresseddowever, unlike VSA, their algorithmdoesnot make ary
effort to track valuesthat are not in registers.Consequentlythey lose a greatdeal of
precisionwhenererthereis aloadfrom memory

CifuentesandFraboulef11] give analgorithmto identify anintraproceduraslice
of an executableby following the programs use-defchains.However, their algorithm
alsomakesno attemptto track valuesthatarenotin registers,andhencecutsshortthe
slicewhenaloadfrom memoryis encountered.

Thetwo piecesof work thataremostcloselyrelatedto VSA arethe algorithmfor
data-dependencamnalysisof assemblycodeof Amme et al. [2] andthe algorithmfor
pointeranalysison a low-level intermediateepresentationf Guo et al. [24]. The al-
gorithm of Amme et al. performsonly anintraprocedurabnalysis,andit is not clear
whetherthe algorithmfully accountdor dependencedsetweermemorylocations.The
algorithmof Guoetal. [24] is only partially o w-sensitve: it tracksregistersin a o w-
sensitve manney but treatsmemorylocationsin a o w-insensitve manner The al-
gorithmusespartial transferfunctions[42] to achiere contet-sensitvity. Thetransfer
functionsareparameterizetly “unknown initial values”(UIVs); however, it is notclear
whetherthe the algorithmaccountdor the possibility of called proceduregorrupting
thememorylocationsthatthe UIVs represent.

References

1. PREfst with driverspecic rules, October 2004. WHDC, Microsoft Corp.,
http://www microsoft.com/whdc/deools/tools/PREdst-drvmspx.

2. W. Amme,P. Braun,E. ZehendnerandF. ThomassetDatadependencanalysisof assembly
code.Int. J. Parallel Proc., 2000.

3. G. Balakrishnarand T. Reps. Analyzing memoryaccessef x86 executables.In Comp.
Construct, pagess—23,2004.

4. G. Balakrishnan,T. Reps,D. Melski, and T. Teitelbaum. WYSINWYX: What You See
Is Not What You eXecute. In IFIP Wbrking Conf on Veri ed Softwae: Theories,Tools,
Experiments2005.

5. T. Ball andS.K. Rajamani.The SLAM toolkit. In ComputerAided\ferif., volume 2102 of
Lec.Notesin Comp.Sci, page260-2642001.

15



(]

10.
11.
12.

13.
14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

27.

28.

29.

. A. Bouajjani,J. Esparzaand O. Maler. Reachabilityanalysisof pushdeavn automataAp-
plicationto modelchecking.In Proc. CONCUR volume1243of Lec.Notesin Comp.Sci,
pagesl35-150SpringefVerlag,1997.

. A. Bouajjani,J.EsparzaandT. Touili. A genericapproachio thestaticanalysisof concurrent
programswith proceduresin Princ. of Prog. Lang, pages$2—73,2003.

. W.Bush,J.PincusandD. Sielaf. A staticanalyzeffor nding dynamicprogramminggrrors.
Softwae—Practice&Experience30:775-8022000.

. H. Chen,D. Dean,andD. Wagner Model checkingonemillion linesof C code.In Network

andDist. Syst.Security 2004.

H. Chenand D. Wagner MOPS: An infrastructurefor examining security propertiesof

software. In Conf on Comp.and CommunSec, pages235-244 November2002.

C. CifuentesandA. Fraboulet. Intraprocedurastaticslicing of binary executables.In Int.

Conf on Softw Maint., pagesl88-195,1997.

E.M. Clarke, Jr.,, O. Grumbeg, andD.A. Peled.ModelChedking. TheM.I.T. Press1999.

CodeSurferGramma€ch,Inc., http://www.grammatech.com/products/codesurfer/.

J.C.Corbett,M.B. Dwyer, J. Hatcliff, S. Laubach,C.S.PasareanuRobby andH. Zheng.

BanderaExtracting nite-state modelsfrom Java sourcecode. In Int. Conf on Softw Eng,

pagesA39-4482000.

P. CousotandR. Cousot.AbstractinterpretationA uni ed latticemodelfor staticanalysisof

programsby constructionof approximatiorof x edpoints. In Princ. of Prog. Lang, pages

238-2521977.

D.S.Coutant,S.Meloy, andM. RuscettaDOC: A practicalapproacho source-lgel dehug-

ging of globally optimizedcode.In Prog. Lang DesignandImpl., 1988.

M. Das,S. Lernetr andM. Seigle. ESP:Path-sensitie programveri cation in polynomial

time. In Prog. Lang DesignandImpl., pages57-68,New York, NY, 2002.ACM Press.

S.K. Debray R. Muth, andM. Weippert. Alias analysisof executablecode. In Princ. of

Prog. Lang, pagesl2—24,1998.

M. Dwyer, G. Avrunin, andJ. Corbett. Patternsin propertyspeci cationsfor nite-state

veri cation. In Int. Conf on Softw Eng, 1999.

D.R.Englet B. Chelf,A. Chou,andS.Hallem.Checkingsystenrulesusingsystem-speci c,

programmewritten compilerextensions.ln Op. Syst.Designand Impl., pagesl—16,2000.

J. Ferrante K. Ottenstein,and J. Warren. The programdependencgraphandits usein

optimization.Trans.on Prog. Lang and Syst, 3(9):319-3491987.

A. Finkel, B.Willems, andP. Wolper A directsymbolicapproachto modelcheckingpush-

down systemsElec.Notesin Theor Comp.Sci, 9, 1997.

FastLibrary Identi cation andRecognitionTechnology DataRescusa/v, Liege,Belgium,

http://www.datarescue.com/idabase/ irt.htm.

B. Guo,M.J. Bridges,S. Triantafyllis, G. Ottoni, E. Raman,andD.l. August. Practicaland

accuratdow-level pointeranalysis. In 3nd Int. Symp.on CodeGen.and Opt., pages?291—

302,2005.

K. Havelundand T. Presshrger Model checkingJava programsusing Java PathFinder

Softw Toolsfor Tech. Transfer 2(4),2000.

J.L. Hennessy Symbolicdehugging of optimizedcode. Trans.on Prog. Lang and Syst,

4(3):323-3441982.

T.A. HenzingerR. Jhala,R. Majumdar andG. Sutre. Lazy abstraction.In Princ. of Prog.

Lang, pages$58-70,2002.

S.Horwitz, T. RepsandD. Binkley. InterproceduraslicingusingdependencgraphsTrans.

onProg. Lang and Syst, 12(1):26—60,January1990.

M. Howard. Some bad nevs and some good news. October 2002. MSDN,

Microsoft Corp., http://msdn.microsoft.com/library/cailt.asp?url=/library/en-

16



30.
31.

32.

33.

34.

35.
36.

37.

38.
39.

40.

41.

42.

43.

us/dncode/html/secure10102002.asp.

IDAPro disassemblehttp://www.datarescue.com/idabase/.

N. Kidd, T. Reps,D. Melski, andA. Lal. WPDS++:A C++ library for weightedpushdavn
systems2004. http://www.cs.wisc.edu/wpis/wpds++/.

A. Lal, T. Reps,andG. Balakrishnan Extendedveightedpushdevn systems.In Computer
Aided\erif., 2005.

M. Miller-Olm andH. Seidl. Analysisof modulararithmetic. In EuropeanSymp.on Pro-
gramming 2005.

G. RamalingamJ. Field, andF. Tip. Aggregatestructureidenti cation andits applicationto
programanalysis.In Princ. of Prog. Lang, pagesl19-132,1999.

T. RepsandG. Rosay Precisanterprocedurathopping.ln Found.of Softw Eng, 1995.

T. Reps,S. Schwoon, and S. Jha. Weightedpushdavn systemsand their applicationto
interproceduratiata’ av analysis.In StaticAnalysisSymp, 2003.

T. Reps,S. Schwoon, S. Jha,andD. Melski. Weightedpushdavn systemsandtheir applica-
tion to interproceduratiata av analysis.Sci.of Comp.Prog. To appear

S. Schwoon. Mopedsystem.http://www.fmi.uni-stuttgart.de/szs/tools/moped/.

S. Schwoon. Model-Cheking PushdowrSystemsPhD thesis, TechnicalUniv. of Munich,
Munich, Germary, July 2002.

D. Wagner J. Foster E. Brewer, andA. Aiken. A rst steptowardsautomatedletectionof
buffer overrunvulnerabilities.In NetworkandDist. Syst.Security February2000.

D.W. Wall. Systemdor late codemodi cation. In R. GiegerichandS.L. Graham editors,
CodeGeneation— ConceptsJlools, Techniques page275—-293 SpringerVerlag,1992.
R.P WilsonandM.S. Lam. Ef cient contet-sensitve pointeranalysisfor C programs.in
Prog. Lang DesignandImpl., pagesl—12,1995.

P.T. Zellweger Interactive Souce-Level Debugging of OptimizedPrograms PhD thesis,
Univ. of California,Berkeley, 1984.

17



