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SUMMAR Y

Since 1984, the Condor project has enabled ordinary users to do extraordinary

computing. Today, the project contin ues to explore the social and technical problems
of cooperativ e computing on scales ranging from the desktop to the world-wide
computational  grid. In this chapter, we provide the history and philosoph y of the Condor
pro ject and describ e how it has interacted with other pro jects and evolv ed along with the
eld of distributed computing. We outline the core comp onents of the Condor system
and describ e how the technology of computing must corresp ond to social structures.

Throughout, we reect on the lessons of experience and chart the course traveled by
researc h ideas as they grow into pro duction systems.
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1. Intro duction

Ready accessto large amounts of computing power has been a persistert goal of computer
sciertists for decades.Since the 1960s, visions of computing utilities as pervasive and as
simple as the telephone have driven users and system designers.[54] It was recognizedin
the 1970sthat such power could be achieved inexpensiwely with collections of small devices
rather than expensive single supercomputers. Interest in schemesfor managing distributed
processorg68, 21, 18] becameso popular that there was even once a minor controversy over
the meaning of the word \distributed." [25]

As this early work madeit clearthat distributed computing was feasible researtersbegan
to take notice that distributed computing would be dicult . When messageanay be lost,
corrupted, or delayed, robust algorithms must be used in order to build a coherent (if not
controllable) system. [40, 39, 19, 53] Such lessonswere not lost on the system designersof
the early 1980s.Production systemssuc as Locus[77] and Grapevine [16] wrestled with the
fundamerntal tension betweenconsistency availabilit y, and performancein distributed systems.
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In this ervironment, the Condor project was born. At the University of Wisconsin, Miron
Livny combined his doctoral thesis on cooperative processing[47] with the powerful Crystal
Multicomputer [24] designedby Dewitt, Finkel, and Solomonand the novel Remote Unix [46]
software designedby Michael Litzk ow. The result was Condor, a new system for distributed
computing. In cortrast to the dominant certralized control model of the day, Condor was
unigue in its insistencethat every participant in the systemremain free to cortribute asmuch
or aslittle asit caredto.

The Condor system soon becamea staple of the production computing environment at the
University of Wisconsin, partially becauseof its concernfor protecting individual interests.[44]
A production setting can be both a curse and a blessing: The Condor project learned hard
lessonsas it gained real users. It was soon discovered that inconveniencedmachine owners
would quickly withdraw from the community. This led to a longstanding Condor motto: Leave
the owner in control, regardlessof the cost. A xed schemafor represening usersand machines
was in constart change and so evertually led to the dewvelopment of a schema-freeresource
allocation language called ClassAds. [59, 60, 58] It has been obsened that most complex
systemsstruggle through an adolescenceof v e to sewen years.[42] Condor was no exception.

Scienti ¢ interests beganto recognizethat coupled commadity machines were signi cantly
lessexpensive than supercomputersof equivalent power [66]. A wide variety of powerful batch
execution systemssuch as LoadLeveler [22] (a descendah of Condor), LSF [79], Maui [35],
NQE [34], and PBS [33 spread throughout academia and business. Seweral high prole
distributed computing e orts such asSETI@Homeand Napster raisedthe public consciousness
about the power of distributed computing, generatingnot a little moral and legal controversy
along the way [9, 67]. A vision called grid computing beganto build the casefor resource
sharing acrossorganizational boundaries[30].

Throughout this period, the Condor project immerseditself in the problems of production
users.As new programming ernvironments such as PVM [56], MPI [78], and Java [74] became
popular, the project added system support and cortributed to standards dewvelopmert. As
sciertists grouped themseles into international computing e orts such as the Grid Physics
Network [3] and the Particle Physics Data Grid (PPDG) [6], the Condor project took part
from initial designto end-usersupport. As new protocols such as GRAM [23], GSI [28], and
GridFTP [8] deweloped, the project applied them to production systemsand suggestedchanges
basedon the experience.Through the years,the Condor project adapted computing structures
to t changing human communities.

Many previous publications about Condor have described in ne detail the features of the
system. In this chapter, we will lay out a broad history of the Condor project and its design
philosophy. We will describe how this philosophy has led to an organic growth of computing
communities and discussthe planning and schealuling techniquesneededin such an uncontrolled
system.Next, we will describe how our insistenceon dividing responsibility hasled to a unique
model of cooperative computing called split execution. In recen years,the project has added
a new focus on data-intensive computing. We will outline this new researt areaand describe
out recent contributions. Security has beenan increasinguser concernover the years. We will
describe how Condor interacts with a variety of security systems.Finally, we will conclude by
describing how real usershave put Condor to work.
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2. The Philosoph y of Flexibilit y
The Condor designphilosophy can be summarizedwith one word: exibility.

As distributed systems scale to ever larger sizes, they become more and more di cult
to control or even to describe. International distributed systemsare heterogeneousn every
way: they are composedof many types and brands of hardware; they run various operating
systemsand applications; they are connectedby unreliable networks; they changecon guration
constartly as old componerts becomeobsolete and new componerts are powered on. Most
importantly, they have many owners, eac with private policies and requiremerts that cortrol
their participation in the community.

Flexibilit y is the key to surviving in such a hostile environment. Five admonitions outline
the philosophy of exibilit y.

Let communities grow naturally . People have a natural desire to work together
on common problems. Given tools of sucient power, people will organize the computing
structures that they need. However, human relationships are complex. People invest their
time and resourcesinto many communities with varying degrees.Trust is rarely complete
or symmetric. Communities and cortracts are never formalized with the same level of
precision as computer code. Relationships and requiremerts change over time. Thus, we aim
to build structures that permit but do not require cooperation. We believe that relationships,
obligations, and schemata will develop accordingto user necessiy.

Leave the owner in control, whatev er the cost. To attract the maximum number of
participants in a community, the barriers to participation must be low. Userswill not donate
their property to the common good unlessthey maintain some cortrol over how it is used.
Therefore, we must be careful to provide tools for the owner of a resourceto set policies and
even instantly retract a resourcefor private use.

Plan without being picky. Progressrequires optimism. In a community of su cien t
size, there will always be idle resourcesavailable to do work. But, there will also always be
resourcesthat are slow, miscon gured, disconnected,or broken. An over-dependenceon the
correct operation of any remote device is a recipe for disaster. As we design software, we
must spend more time contemplating the consequence®f failure than the potential bene ts
of successWhen failures come our way, we must be preparedto retry or reassignwork asthe
situation permits.

Lend and borrow. The Condor project has dewloped a large body of expertise in
distributed resource managemen. Countless other practitioners in the eld are experts in
related elds suc asnetworking, databases programming languagesand security. The Condor
project aims to give the researdy community the bene ts of our expertise while acceptingand
integrating knowledge and software from other sources.Our eld has developed over many
decadesknown by many overlapping namessucd asoperating systems,distributed computing,
meta-computing, peer-to-peer computing, and grid computing. Each of these emphasizesa
particular aspect of the discipline, but are united by fundamental concepts. If we fail to
understand and apply previous researd, we will at best rediscover well-charted shores. At
worst, we will wredk ourselveson well-charted rocks.
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3. The Condor Software

Researt in distributed computing requires immersion in the real world. To this end, the
Condor project maintains, distributes, and supports a variety of computing systemsthat are
deployed by commercial and academicinterests world wide. These products are the proving
grounds for ideasgeneratedin the academicreseard ervironment. The project is best known
for two products: The Condor high-throughput computing system, and the Condor-G agert
for grid computing.

3.0.1. The Condor High Throughput Computing System

Condor is a high-throughput distributed batch computing system. Like other batch systems,
Condor provides a job managemenh medanism, scheduling policy, priority scheme, resource
monitoring, and resourcemanagemen. [69, 70] Userssubmit their jobsto Condor, and Condor
subsequetly chooseswhenand whereto run them basedupon a policy, monitors their progress,
and ultimately informs the userupon completion.

While similar to other cornvertional batch systems,Condor's novel architecture allows it to
perform well in ervironments where other batch systemsare weak: high-throughput computing
and opportunistic computing. The goal of a high-throughput computing environment [12] is to
provide large amournts of fault tolerant computational power over prolonged periods of time by
e ectiv ely utilizing all resourcesavailable to the network. The goal of opportunistic computing
is the ability to use resourceswheneer they are available, without requiring one hundred
percert availability. The two goalsare naturally coupled. High-throughput computing is most
easily achieved through opportunistic means.

This requires seweral unique and powerful tools:

ClassAds. The ClassAd language in Condor provides an extremely exible and
expressie framework for matching resourcerequests(e.g. jobs) with resourceo ers (e.g.
machines). ClassAdsallow Condor to adopt to nearly any allocation policy, and to adopt
a planning approach when incorporating grid resources.We will discussthis approac
further in a section below.

Job Checkpoint and Migration. With certain typesof jobs, Condor cantransparently

record a chedpoint and subsequetly resumethe application from the chekpoint le. A

periodic chedkpoint provides a form of fault tolerance and safeguardsthe accunulated
computation time of a job. A chedkpoint also permits a job to migrate from one
machine to another machine, enabling Condor to perform low-penalty preemptive-resume
schealuling. [38]

Remote System Calls. When running jobs on remote machines, Condor can often
presene the local execution ervironment via remote system calls. Remote system calls
is one of Condor's mobile sandlmx mecdanisms for redirecting all of a jobs I/O related
systemcalls badk to the machine which submitted the job. Therefore usersdo not needto

make data les available on remote workstations before Condor executestheir programs
there, even in the absenceof a shared lesystem.
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’ Condor (Condor-G)
Grid { Globus Toolkit
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Fabric { Processing, Storage, Communication, ...

Figure 1. Condor in the Grid

With thesetools, Condor can do more than e ectiv ely managededicated compute clusters.
[69, 70] Condor can also scavengeand managewasted CPU power from otherwise idle desktop
workstations acrossan entire organization with minimal e ort. For example, Condor can be
con gured to run jobs on desktop workstations only when the keyboard and CPU are idle. If
a job is running on a workstation when the user returns and hits a key, Condor can migrate
the job to a di erent workstation and resumethe job right whereit left o.

Moreover, these same mecanisms enable preemptive-resume scheduling on dedicated
compute cluster resources.This allows Condor to cleanly support priorit y-based scheduling
on clusters. When any node in a dedicated cluster is not scheduledto run a job, Condor can
utilize that node in an opportunistic manner| but when a scheduleresenation requiresthat
node again in the future, Condor can preempt any opportunistic computing job which may
have been placed there in the meartime. [78] The end result: Condor is usedto seamlessly
combine all of an organization's computational power into one resource.

3.0.2. Condor-G: An Agent for Grid Computing

Condor-G [3]] represens the marriage of technologiesfrom the Condor and Globus projects.
From Globus [29] comesthe use of protocols for secureinter-domain communications and
standardized accessto a variety of remote batch systems. From Condor comes the user
concernsof job submission,job allocation, error recovery, and creation of a friendly execution
ervironment. The result is a tool that binds resourcesspread across many systemsinto a
personal high-throughput computing system.

Condor technology can exist at both the front and badk ends of a grid, as depicted in
Figure 1. Condor-G can be used as the reliable submissionand job managemen service for
one or more sites, the Condor High Throughput Computing system can be usedas the fabric
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(Master-Worker)
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Figure 2. The Condor Kernel This gur e showsthe major processesin a Condor system. The
common generic name for each processis given in largeprint. In parenthesesare the technical Condor-
speci ¢ names useal in some publications.

managemen service(a grid \generator") for one or more sites and the Globus Toolkit can be
usedasthe bridge betweenthem. In fact, Figure 1 can serve asa simpli ed diagram for many
emerginggrids, sudc asthe USCMS Testbed Grid [2] and the European Union Data Grid. [1]

4.  An Arc hitectural History of Condor

Over the courseof the Condor project, the fundamental structure of the systemhasremained
constart while its power and functionality has steadily grown. The core componerts, known
as the kernel, are shovn in Figure 2. In this section, we will examine how a wide variety of
computing communities may be constructed with small variations to the kernel.

Briey , the kernel works as follows: The user submits jobs to an agent The agert is
responsible for remenbering jobs in persistert storage while nding resources willing to
run them. Agents and resourcesadvertise themsehesto a matchmaker, which is responsible
for introducing potentially compatible agerts and resources.Once introduced, an agert is
responsible for contacting a resourceand verifying that the match is still valid. To actually
executea job, ead side must start a new process.At the agen, a shadowis responsible for
providing all of the details necessaryto executea job. At the resource,a sandlox is responsible
for creating a safe execution ervironment for the job and protecting the resourcefrom any
mischief.

Let us begin by examining how agerts, resources,and matchmakers cometogether to form
Condor pools. Later in this chapter, we will return to examine the other componerts of the
kernel.

The initial conception of Condor is shown in Figure 3. Agents and resourcesindependertly
report information about themsehesto a well-known matchmaker, which then makesthe same
information available to the community. A single machine typically runs both an agert and a
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Figure 3. A Condor Pool ca. 1988 An agent(A) exeutes a job on a resource (R) with the help of

a matchmaker (M). Step 1: The agent and the resource advertise themselvesto the matchmaker. Step

2: The matchmaker informs the two parties that they are potentially compatible. Step 3: The agent
contacts the resource and executes a job.

resourceserver and is capableof submitting and executing jobs. Howewer, agerts and resources
arelogically distinct. A singlemachine may run either or both, re ecting the needsof its owner.

Each of the three parties | agerts, resources,and matchmakers| are independent and
individually responsible for enforcingtheir owner's policies. The agert enforcesthe submitting
user'spolicieson what resourcesare trusted and suitable for running jobs. For example,a user
may wish to use machines running the Linux operating system, preferring the use of faster
CPUs. The resourceenforcesthe machine owner's policies on what usersare to be trusted
and serviced. For example, a machine owner might be willing to serwe any user, but give
preferenceto members of the Computer Sciencedepartment, while rejecting a user known
to be untrustworthy. The matchmaker is responsible for enforcing communal policies. For
example, a matchmaker might allow any user to accessa pool, but limit non-menbers of
the Computer Sciencedepartment to consumingten machines at a time. Each participant is
autonomous, but the community as a single entity is de ned by the common selection of a
matchmaker.

As the Condor software developed, pools beganto sprout up around the world. In the original
design, it was very easyto accomplish resourcesharing in the context of one community. A
participant merely had to get in touch with a single matchmaker to consume or provide
resources. However, a user could only participate in one community: that dened by a
matchmaker. Usersbeganto expresstheir needto shareacrossorganizational boundaries.

This obsenation led to the developmert of gateway o ckingin 1994. [26] At that time, there
were several hundred workstations at Wisconsin, while tens of workstations were scattered
acrossseeral organizations in Europe. Combining all of the machines into one Condor pool
was not a possibility becauseead organization wished to retain existing community policies
enforced by established matchmakers. Even at the University of Wisconsin, researders were
unable to shareresourcesbetweenthe separateengineeringand computer sciencepools.

The concept of gateway o cking is shown in Figure 4. Here, the structure of two existing
pools is presened, while two gateway nodes passinformation about participants betweenthe
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Figure 4. Gatew ay Flo cking ca. 1994 An agent (A) is shown executing a job on a resource (R)

via a gateway (G). Step 1: The agent and resource advertise themselveslocally. Step 2: The gateway

forwards the agent's unsatis ed requestto Condor Pool B. Step 3: The matchmaker informs the two

parties that they are potential ly compatible. Step 4: The agent contacts the resource and executes a job
via the gateway.

Delft e N

\ Amsterdam |
O1w O 30\|

I

.-~ Madison

Dubna/Berlin 4

Figure 5. Condor World Map ca. 1994 This is a map of the worldwide Condor o ckin 1994. Each
dot indicates a complete Condor pool. Numbers indicate the size of each Condor pool. Lines indicate
o cking via gateways. Arrows indicate the direction that jobs may ow.
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Figure 6. Direct Flo cking ca. 1998 An agent (A) is shown executing a job on a resource (R) via

direct o cking. Step 1: The agent and the resource advertise themselveslocally. Step 2: The agent is

unsatis ed, so it also advertises itself to Condor Pool B. Step 3: The matchmaker (M) informs the

two parties that they are potentially compatible. Step 4: The agent contacts the resource and executes
a job.

two pools. If a gateway detectsidle agers or resourcesin its home pool, it passeghem to its
peer,which advertisesthem in the remote pool, subject to the admissioncontrols of the remote
matchmaker. Gateway o cking is not necessarilybidirectional. A gateway may be con gured
with ertirely dierent policiesfor advertising and accepting remote participants.

Gateway o cking was deployed for seweral yearsin the 1990sto share computing resources
betweenthe United States and seeral Europeaninstitutions. Figure 5 shaws the state of the
worldwide Condor o ck in 1994.

The primary advantage of gateway o cking is that it is completely transparent to
participants. If the owners of ead pool agree on policies for sharing load, then cross-pool
matcheswill be made without any modi cation by users.A very large system may be grown
incremertally with administration only required betweenadjacert pools.

There are also signi cant limitations to gateway o cking. Becauseead pool is represerted
by a single gateway machine, the accourting of use by individual remote usersis essetially
impossible. Most importantly, gateway o cking only allows sharing at the organizational
level | it does not permit an individual user to join multiple communities. This became
a signi cant limitation as distributed computing becamea larger and larger part of daily
production work in sciertic and commercial circles. Individual users might be members of
multiple communities and yet not have the power or needto establish a formal relationship
betweenboth communities.

This problem was solved by direct o cking, shown in Figure 6. Here, an agert may simply
report itself to multiple matchmakers. Jobs neednot be assignedto any individual community,
but may execute in either as resourcesbecome available. An agert may still use either
community accordingto its policy while all participants maintain autonomy as before.

Both forms of o cking have their uses,and may even be applied at the sametime. Gateway
o cking requiresagreemen at the organizational level, but providesimmediate and transparent
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Foreign Batch System Foreign Batch System

Figure 7. Condor-G ca. 2000 An agent(A) is shownexeuting two jobs through foreign batch queues
(Q). Stepl: The agenttransfers jobs directly to remote queues.Step 2: The jobs wait for idle resources
(R), and then execute on them.

bene t to all users.Direct o cking only requiresagreemen betweenoneindividual and another
organization, but accordingly only bene ts the userwho takesthe initiativ e.

This is a reasonabletrade-o found in everyday life. Consider an agreemen between two
airlines to cross-took ead other's ights. This may require years of negotiation, pages of
contracts, and complex compensation schemesto satisfy executivesat a high level. But, once
put in place, customer have immediate accesso twice as many igh ts with no inconvenience.
Conversely an individual may take the initiativ e to seekservicefrom two competing airlines
individually . This places an additional burden on the customer to seek and use multiple
services,but requires no herculeanadministrativ e agreemer.

Although gateway o cking was of great usebeforethe dewvelopmert of direct o cking, it did
not survive the ewolution of Condor. In addition to the necessaryadministrative complexity,
it was also technically complex. The gateway participated in every interaction in the Condor
kernel. It had to appear asboth an agert and a resource,communicate with the matchmaker,
and provide tunneling for the interaction between shadavs and sandboxes. Any change to
the protocol betweenany two componerts required a changeto the gateway. Direct o cking,
although less powerful, was much simpler to build and much easierfor usersto understand
and deploy.

About 1998, a vision of a worldwide computational grid beganto grow. [30] A signi cant
early piecein the grid computing vision wasa uniform interfacefor batch execution. The Globus
Project [29] designedthe Grid ResourceAccessand Managemen (GRAM) protocol [23] to
Il this need. GRAM provides an abstraction for remote processqueuing and execution with
seweral powerful featuressud asstrong security and le transfer. The Globus Project provides
a sener that speaks GRAM and converts its commandsinto a form understood by a variety
of batch systems.

To take advantage of GRAM, a user still needsa system that can remenber what jobs
have beensubmitted, where they are, and what they are doing. If jobs should fail, the system
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Foreign Batch System Foreign Batch System

Step One: " R R R
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User submits the Condor servers 1
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|
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as batch jobs in foreign systems. |

Step Two: R R R R i R R
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————————————— ~
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R
User runs jobs on. \
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Figure 8. Condor-G and Gliding In ca. 2001 A Condor-G agent (A) exeutes jobs on resources

(R) by gliding in through remote batch queues(Q). Step 1: A Condor-G agent submits the Condor

servers to two foreign batch queuesvia GRAM. Step 2: The servers form a personal Condor pool with
the user's personal matchmaker (M). Step 3: The agent executes jobs as in Figure 3.

Copyright ¢ 2004 John Wiley & Sons, Ltd. Concurr ency: Pract. Exper. 2004; 0:0{20
Prepared using cpeauth.cls



% DISTRIBUTED COMPUTING IN PRACTICE: THE CONDOR EXPERIENCE 11

must analyze the failure and re-submit the job if necessary To track large numbers of jobs,
usersneedqueuing, prioritization, logging, and accourting. To provide this service,the Condor
project adapted a standard Condor agert to speak GRAM, yielding a systemcalled Condor-G,
shown in Figure 7. This required somesmall changesto GRAM sudc as adding durability and
two-phasecommit to prevent the lossor repetition of jobs. [32]

GRAM expandsthe reach of a userto any sort of batch system, whether it runs Condor
or another batch system. For example, the solution of the NUG30 [43] quadratic assignmeth
problem relied on the ability of Condor-G to mediate accessto over a thousand hosts spread
acrosstens of batch systemson seweral corntinents. (We will describe NUG30 in greater detail
below.)

The are alsosomedisadvantagesto GRAM. Primarily , it couplesresourceallocation and job
execution. Unlike direct o cking in Figure 6, the agert must direct a particular job, with its
executableimage and all, to a particular queuewithout knowing the availabilit y of resources
behind that queue. This forcesthe agert to either over-subscribe itself by submitting jobs
to multiple queuesat once or under-subscribe itself by submitting jobs to potentially long
queues.Another disadvantage is that Condor-G doesnot support all of the varied features of
ead batch systemunderlying GRAM. Of course,this is a necessiy: if GRAM included all the
bells and whistles of every underlying system, it would be so complex asto be unusable.

This problem is solved with a technique called gliding in, shovn in Figure 8. To take
advantage of both the powerful reach of GRAM and the full Condor machinery, a personal
Condor pool may be carved out of remote resources.This requires three steps. In the rst
step, a Condor-G agert is usedto submit the standard Condor serversasjobs to remote batch
systems. From the remote system's perspective, the Condor serers are ordinary jobs with
no special privileges. In the secondstep, the servers begin executing and cortact a personal
matchmaker started by the user. Theseremote resourcesalong with the user'sCondor-G agert
and matchmaker from a personalCondor pool. In stepthree, the user may submit normal jobs
to the Condor-G agen, which are then matched to and executedon remote resourceswith the
full capabilities of Condor.

To this point, we have de ned communities in terms of such concepts as responsibility,
ownership, and control. However, communities may also be de ned as a function of more
tangible properties such as location, accessibility, and performance. Resourcesmay group
themselwestogether to expressthat they are\nearby" in measurableproperties such asnetwork
latency or systemthroughput. We call these groupings /O communities.

I/O communities were expressedn early computational grids sud asthe Distributed Batch
Controller (DBC) [20]. The DBC was designedin 1996 for processingdata from the NASA
Goddard SpaceFlight Center. Two communities were included in the original design: one
at the University of Wisconsin, and the other in the District of Columbia. A high level
scheduler at Goddard would divide a set of data les among available communities. Each
community wasthen responsiblefor transferring the input data, performing computation, and
transferring the output back. Although the high-level scheduler directed the general progress
of the computation, ead community retained local control by employing Condor to manage
its resources.

Another exampleof an I/O community is the execution domain. This conceptwas developed
to improvethe e ciency of data transfersacrossa wide-areanetwork. An executiondomainis a
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Figure 9. INFN Condor Pool ca. 2002 This is a map of a single Condor pool spread across Italy.

All resources (R) acrossthe country share the same matchmaker (M) in Bologna. Dotted lines indicate

execution domains where resources share a checkpoint server (C). Numbers indicate resources at each
site. Resources not assignal to a domain use the checkpoint server in Bologna.
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Condor Pools on 25 Mar 2004
956 pools / 37790 hosts

- "9 & @

Pool Size:

(unmappable)

Figure 10. Condor World Map ca. 2004 Each dot indicates an independent Condor pool. The area

covered by each dot is proportional to the number of machines in the pool. The location of each pool

is determined by the top-level country domain name of the matchmaker, if present, or otherwise from

public WHOIS records. Each dot is scttered by a small random factor, thus some appear to fall in the
se. A small number of pools that could not be mapped are plotted in the South Paci c.

collection of resourcegshat identify themseleswith a chedkpoint serer that is closeenoughto
provide good 1/0O performance.An agert may then make informed placement and migration
decisionsby taking into accourt the rough physical information provided by an execution
domain. For example, an agert might strictly require that a job remain in the execution
domain that it was submitted from. Or, it might permit a job to migrate out of its domain
after a suitable waiting period. Examples of such policies expressedin the ClassAd language
may be found in [13].

Figure 9 shows a deployed example of execution domains. The Istituto Nazionale de Fisica
Nucleare (INFN) Condor pool consists of a large set of workstations spread across Italy .
Although theseresourcesare physically distributed, they areall part of a national organization,
and thus share a common matchmaker in Bologna which enforcesinstitutional policies. To
encouragelocal accesgo data, six executiondomainsare de ned within the pool, indicated by
dotted lines. Each domain is internally connectedby a fast network and sharesa chedkpoint
sener. Machines not speci cally assignedto an execution domain default to the chedpoint
sener in Bologna.

Today, Condor is deployed around the world in pools ranging from a handful of CPUs to
thousandsof CPUs. Each matchmaker periodically sendsa messagehometo the University of
Wisconsin by email of UDP, where we maintain a global catalog of Condor pools. Figure 10
plots this data on a map, shawing the size and distribution of Condor around the world. Of
course, this map is incomplete: some Condor pools are deployed behind rew alls, and some
usersvoluntarily disable the periodic messagesHoweer, it can be seenthat Condor is well
usedtoday.
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5. Planning and Scheduling

In preparing for hattle | have alwaysfound that
plans are useless,but planning is indispensable.

- Dwight D. Eisenhowver (1890 - 1969)

The certral purposeof distributed computing is to enablea community of usersto perform
work on a pool of shared resources.Becausethe number of jobs to be done nearly always
outnumbers the available resources,somelody must decide how to allocate resourcesto jobs.
Historically, this has beenknown as schealuling. A large amourt of researt in scheduling was
motivated by the proliferation of massiwely parallel processormachinesin the early 1990sand
the desireto usethesevery expensive resourcesas e cien tly aspossible.Many of the resource
managemen systemswe have mertioned contain powerful scheduling componerts in their
architecture.

Yet, grid computing cannot be served by a certralized scheduling algorithm. By de nition,
a grid has multiple owners. Two supercomputers purchased by separate organizations with
distinct funds will never share a single scheduling algorithm. The owners of these resources
will rightfully retain ultimate control over their own machines and may change scheduling
policies accordingto local decisions.Therefore, we draw a distinction basedon the ownership.
Grid computing requires both planning and scheluling

Planning is the acquisition of resourcesby users.Usersare typically interestedin increasing
personal metrics such as responsetime, turnaround time, and throughput of their own jobs
within reasonablecosts.For example,an airline customerperforms planning when sheexamines
all available igh ts from Madison to Melbourne in an attempt to arrive before Friday for less
than $1500.Planning is usually concernedwith the matters of what and where.

Scheluling is the managemen of a resourceby its owner. Resourceowners are typically
interested in increasing system metrics such as e ciency , utilization, and throughput without
losing the customersthey intend to serve. For example, an airline performs scheduling when
its setsthe routes and times that its planestravel. It hasan interest in keepingplanesfull and
prices high without losing customersto its competitors. Scheduling is usually concernedwith
the matters of who and when

Of course, there is feedbak between planning and sceduling. Customers change their
plans when they discover a scheduled igh t is frequertly late. Airlines changetheir schedules
according to the number of customersthat actually purchasetickets and board the plane.
But both parties retain their independence.A customer may purchasemore tickets than she
actually uses.An airline may changeits schedulesknowing full well it will losesomecustomers.
Each side must weigh the social and nancial consequencesgainst the bene ts.

The challengesfaced by planning and scheduling in a grid computing ervironment are very
similar to the challengesfaced by cycle-scaenging from desktop workstations. The insistence
that ead desktop workstation is the sole property of one individual who is in complete
control, characterizedby the succes®f the personalcomputer, resultsin distributed ownership.
Personal preferencesand the fact that desktop workstations are often purchased, upgraded,
and con gured in a haphazard manner results in heterogeneousesourcesWorkstation owners
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Matchmaker
Matchmaking Algorithm (2)

— » Resource
Claiming (4)

Figure 11. Matc hmaking

powering their machineson and o whene\er they desirecreatesa dynamic resourcepool, and
owners performing interactive work on their own machines createsexternal in uences.

Condor usesmatchmakingto bridge the gap betweenplanning and scheduling. Matchmaking
creates opportunities for planners and scedulers to work together while still respecting
their essetial independence.Although Condor hastraditionally focusedon producing robust
planners rather than complex schedulers, the matchmaking framework allows both parties to
implemernt sophisticated algorithms.

Matchmaking requiresfour steps,shown in Figure 11. In the rst step, agerts and resources
advertise their characteristics and requiremerts in classi ed advertisements(ClassAds), named
after brief advertisemerts for goods and servicesfound in the morning newspager. In the
second step, a matchmaker scansthe known ClassAds and creates pairs that satisfy eath
other's constraints and preferenceslin the third step, the matchmaker informs both parties of
the match. The responsibility of the matchmaker then ceaseswith respect to the match. In
the nal step, claiming, the matched agert and resourceestablish contact, possibly negotiate
further terms, and then cooperate to executea job. The clean separation of the claiming step
allows the resourceand agen to independertly verify the match. [4§]

A ClassAdis a set of uniquely namedexpressionsusing a semi-structured data model sothat
no speci ¢ schemais required by the matchmaker. Each namedexpressionis called an attribute.
Each attribute hasan name and an value The rst version of the ClassAd languageallowed
simple valuessuch as integersand strings, as well as expressionscomprised of arithmetic and
logical operators. After gaining experiencewith ClassAds,we created a secondversion of the
languagethat permitted richer valuesand operators permitting complex data structures sud
asrecords, lists, and sets.

Because ClassAds are schema-free, participants in the system may attempt to refer to
attributes that do not exist. For example, an job may prefer machines with the attribute
(Owner == “Fred") , yet somemachines may fail to de ne the attribute Owner To solve
this, ClassAds use three-valual logic which allows expressionsto ewaluated to either true ,
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Job ClassAd Machine ClassAd

[ [

MyT yp e = \Job" MyT yp e = \Mac hine"

TargetT yp e = \Mac hine" TargetT yp e = \Job"
Requiremen ts = Mac hine = \nostos.cs.wisc.edu"
((other.Arc h==\INTEL" && Requiremen ts =
other.OpSys==\LINUX") (LoadAvg <= 0.300000) &&

&& other.Disk > my.DiskUsage) (Keyb oardldle > (15 * 60))
Rank = (Memory * 10000) + KFlops Rank = other.Departmen t==self.Departmen t
Cmd = Vhome/tannen ba/bin/sim-exe" Arc h = \INTEL"

Departmen t = \CompSci" OpSys = \LINUX"

Owner = \tannen ba" Disk = 3076076

DiskUsage = 6000 ]
]

Figure 12. Tw o Sample ClassAds from Condor.

false , or undefined . This explicit support for missinginformation allows usersto build robust
requiremerts even without a xed schema.

The Condor matchmaker assignssigni cance to two special attributes: Requirements and
Rank Requirements indicates a constraint and Rankmeasuregshe desirability of a match. The
matchmaking algorithm requiresthat for two ClassAdsto match, both of their corresponding
Requirements must evaluate to true . The Rank attribute should evaluate to an arbitrary
oating point number. Rankis usedto choose among compatible matches: Among provider
ads matching a given customer ad, the matchmaker choosesthe one with the highest Rank
value (noninteger values are treated as zero), breaking ties according to the provider's Rank
value.

ClassAdsfor a job and a machine are shown in Figure 12. The Requirements state that the
job must be matched with an Intel Linux machine which hasenoughfree disk space(more than
6 megabytes). Out of any machines which meet theserequiremerts, the job prefersa machine
with lots of memory, followed by good oating point performance.Meanwhile, the machine ad
Requirements states that this machine is not willing to match with any job unlessits load
averageis low and the keyboard has beenidle for more than 15 minutes. In other words, it is
only willing to run jobs when it would otherwise sit idle. When it is willing to run a job, the
Rankexpressionstatesit prefersto run jobs submitted by usersfrom its own departmert.

5.1. Com binations of Planning and Scheduling

As we mertioned above, planning and scheduling are related yet independert. Both planning
and scheduling can be combined within on system.

Condor-G, for instance, can perform planning around a schealule. Remote site schedulers
control the resources,and once Condor-G submits a job into a remote queue, when it will
actually run is at the mercy of the remote scheduler (seeFigure 7). But if the remote scheduler
publishesinformation about its timetable or workload priorities via a ClassAdto the Condor-G
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matchmaker, Condor-G could make better choicesby planning where it should submit jobs
(if authorized at multiple sites), when it should submit them, and/or what types of jobs to
submit. This approach is usedby the PPDG. [6] As more information is published, Condor-G
can perform better planning. But evenin a complete absenceof information from the remote
scheduler, Condor-G could still perform planning, although the plan may start to resenble
\shooting in the dark". For example, one such plan could be to submit the job onceto ead
site willing to takeit, wait and seewhereit completes rst, and then upon completion, delete
the job from the remaining sites.

Another combination is schealuling within a plan. Consider as an analogy a large compary
which purchases,in advance, eight seatson a train ead week for a year. The compary does
not cortrol the train sdedule, so they must plan how to utilize the buses.However, after
purchasing the tickets, the compary is free to decide which employeesto sendto the train
station eadh week.In this manner, Condor performs scheduling within a plan when scheduling
parallel jobs on compute clusters.[78] When the matchmaking framework o ers a match to an
agert and the subsequen claiming protocol is successfulthe agert considersitself the owner
of that resourceuntil told otherwise. The agert then createsa schedulefor running tasks upon
the resourceswhich it has claimed via planning.

5.2. Matc hmaking in Practice

Matchmaking emergedover seweral versionsof the Condor software. The initial systemuseda
xed structure for represeriing both resourcesand jobs. As the needsof the usersdeveloped,
these structures went through three major revisions, eac introducing more complexity in an
attempt to retain badkwards compatibility with the old. This nally led to the realization
that no xed schema would sere for all time and resulted in the dewelopmert of a C-
like language known as control expressions[17] in 1992. By 1995, the expressionshad been
generalizedinto classi ed advertisementsor ClassAds. [55] This rst implementation is still

used heavily in Condor at the time of this writing. However, it is slowly being replacedby a
newimplementation [59, 60, 58] which incorporated lessongrom languagetheory and database
systems.

A standalone open sourcesoftware padkage for manipulating ClassAdsis available in both
Java and C++. [71] This padkage enablesthe matchmaking framework to be usedin other
distributed computing projects. [76, 27] Sewral researt extensionsto matchmaking have
been built. Gang matching [60, 58] permits the co-allocation of more than once resource,
such as a licenseand a machine. Collections provide persistert storage for large numbers of
ClassAdswith databasefeaturessud astransactions and indexing. Set matching [10] permits
the selection and claiming of large numbers of resource using a very compact expression
represertation. Named referenaes [72] permit one ClassAd to refer to another and facilitate
the construction of the I/O communities mentioned above.

In practice, we have found matchmaking with ClassAdsto be very powerful. Most resource
managemen systems allow customersto set provide requiremerts and preferenceson the
resourcesthey wish. But the matchmaking framework's ability to allow resourcesto impose
constraints on the customers they wish to service is unique and necessaryfor preserving
distributed ownership. The clean separation between matchmaking and claiming allows the
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matchmaker to be blissfully ignorant about the actual medanics of allocation, permitting
it to be a general service which does not have to change when new types of resourcesor
customersare added. Becausestale information may lead to a bad match, a resourceis freeto
refusea claim even after it has beenmatched. Matchmaking is capable of represering wildly
divergert resourcesyanging from electron microscopesto storagearrays becauseresourcesare
free to describe themselveswithout a schema. Evenwith similar resourcesorganizationstrack
di erent data, sono stchemapromulgated by the Condor software would be su cien t. Finally,
the matchmaker is statelessand thus can scaleto very large systemswithout complex failure
recovery.

6. Problem Solvers

Sofar, we have delved down into the details of Condor that the userrelies on, but may never
see.Let us now move up in the Condor kernel and discussthe environment in which a user
actually works.

A problemsolveris a higher-level structure built on top of the Condor agert. Two problem
solversare provided with Condor: master-workerand the directed acyclic graph manager. Each
provides a unique programming model for managing large numbers of jobs. Other problem
solvers are possibleand may be built using the public interfacesof the agert.

A problem solver relies on a Condor agert in two important ways. A problem solver uses
the agert asa servicefor reliably executing jobs. It neednot worry about the many ways that
a job may fail in a distributed system, becausethe agert assumesall responsibility for hiding
and retrying such errors. Thus, a problem solver needonly concernitself with the application-
speci ¢ details of ordering and task selection. The agert is also responsible for making the
problem solver itself reliable. To accomplishthis, the problem solver is preseried asa normal
Condor job which simply executesat the submissionsite. Once started, the problem solver
may then turn around and submit sub-jobsbadk to the agen.

From the perspective of a useror a problem solver, a Condor agert is identical to a Condor-G
agert. Thus, any of the structures we describe below may be applied to an ordinary Condor
pool or to a wide-areagrid computing scenario.

6.1. Master-W orker

Master-Worker (MW) is a system for solving a problem of indeterminate size on a large and
unreliable workforce. The MW model is well-suited for problems such as parameter seardes
where large portions of the problem spacemay be examined independertly, yet the progress
of the program is guided by intermediate results.

The MW model is shown in Figure 13. One master processdirects the computation with
the assistanceof as many remote workers as the computing ervironment can provide. The
master itself contains three componernts: a work list, a tracking module, and a steering module.
The work list is simply a record of all outstanding work the master wishesto be done. The
tracking module accourts for remote worker processesand assignsthem uncompleted work.
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Master Process Worker Processe

Tracking

—
2 /3
ok

o
5 \;

Figure 13. Structure of a Master-W ork er Program

The steering module directs the computation by examining results, modifying the work list,
and communicating with Condor to obtain a su cien t number of worker processes.

Of course,workers are inherertly unreliable: they disappear when machines crash and they
reappear asnew resourcesbecomeavailable. If a worker should disappear while holding a work
unit, the tracking module simply returns it to the work list. The tracking module may even
take additional stepsto replicate or reassignwork for greater reliabilit y or simply to speedthe
completion of the last remaining work units.

MW is packagedas sourcecode for sewral C++ classes.The user must extend the classes
to perform the necessaryapplication-speci ¢ worker processingand master assignmet, but
all of the necessarycommunication details are transparent to the user.

MW s the result of seweral generationsof software developmert. JamesPruyne rst proposed
that applications ought to have an explicit interface for nding resourceand placing jobs
in a batch system. [55], To facilitate this, sudh an interface was contributed to the PVM
programming ervironment. [57] The rst user of this interface was the Work Distributor
(WoDi, pronounced\W oody"), which provided a simple interface to a work list processeddy a
large number of workers. The WoDi interface was a very high-level abstraction that preseried
no fundamertal dependencieson PVM. It was quickly realized that the same functionality
could be built entirely without PVM. Thus, MW was born. [43] MW provides an interface
similar to WoDi, but has seweral interchangeableimplementations. Today, MW can operate
by communicating through PVM, through a shared le system, over sockets, or using the
standard universe(described below).
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@ JOBA a.condor

JOBB b.condor

/ JOBC c.condor

in.pl JOBD d.condor

JOBE e.condor
@ PARENR CHILDB C

PARENT CHILDD E
SCRIPTPREC in.pl

SCRIPTPOSTC out.pl
RETRYC 3

Figure 14. A Directed Acyclic Graph

6.2. DAGMan

The Directed Acyclic Graph Manager (DAGMan) is a servicefor executing multiple jobs with

dependenciesin a declarative form. DAGMan might be thought of as a distributed, fault-

tolerant version of the traditional tool make Like its ancestor, it acceptsa declaration that

lists the work to be done with constraints on the order. Unlike make it does not depend on
the le systemto record a DAG's progress.Indications of completion may be scattered across
a distributed system, so DAGMan keepsprivate logs, allowing it to resumea DAG where it

left o, ewvenin the face of crashesand other failures.

Figure 14 demonstratesthe language accepted by DAGMan. A JOBstatement assciates
an abstract name (A with a le (a.condor) that describes a complete Condor job. A
PARENT-CHILE&tatemert describesthe relationship betweentwo or more jobs. In this script,
jobs B and Care may not run until A has completed, while jobs Dand E may not run until C
has completed. Jobs that are independert of ead other may run in any order and possibly
simultaneously.

In this script, job Cis assaiated with a PREand a POSTprogram. Thesecommandsindicate
programsto berun beforeand after a job executes PREand POSPprogramsare not submitted as
Condor jobs, but are run by DAGMan on the submitting machine. PREprograms are generally
usedto prepare the execution environment by transferring or uncompressing les, while POST
programs are generally usedto tear down the environment or to evaluate the output of the
job.

DAGMan presenis an excellert opportunity to study the problem of multi-level error
processing.In a complex system that rangesfrom the high-level view of DAGs all the way
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down to the minutiae of remote procedure calls, it is essetial to teaseout the sourceof an
error to avoid unnecessarilyburdening the userwith error messages.

Jobsmay fail becauseof the nature of the distributed system.Network outagesand reclaimed
resourcesnay causeCondor to losecontact with arunning job. Sud failures are not indications
that the job itself hasfailed, but rather that the systemhasfailed. Such situations are detected
and retried by the agert in its responsibility to executejobs reliably. DAGMan is never aware
of such failures.

Jobs may also fail of their own accord. A job may produce an ordinary error result if the
userforgetsto provide a necessaryargumert or input le. In this case,DAGMan is aware that
the job has completed and seesa program result indicating an error. It responds by writing
out a rescueDAG and exiting with an error code. The rescueDAG is a new DAG listing the
elemerts of the original DAG left unexecuted.To remedy the situation, the usermay examine
the rescueDAG, x any mistakesin submission,and resubmit it asa normal DAG.

Some ervironmental errors go undetected by the distributed system. For example, a
corrupted executableor a dismounted le systemshould be detectedby the distributed system
and retried at the level of the agert. Howevwer, if the job was executedvia Condor-G through
a foreign batch system, such detail beyond \job failed" may not be available, and the job will
appear to have failed of its own accord. For thesereasons,DAGMan allows the userto specify
that a failed job be retried, using the RETRY¥ommand shown in Figure 14.

Someerrors may be reported in unusual ways. Someapplications, upon detecting a corrupt
ernvironment, do not setan appropriate exit code, but simply produce a messagen the output
stream and exit with an indication of successTo remedy this, the user may provide a POST
script that examinesthe program's output for a valid format. If not found, the POSTscript
may return failure, indicating that the job hasfailed and triggering a RETRYr the production
of a rescueDAG.

7. Split Execution

This far, we have explored the techniques needed merely to get a job to an appropriate
executionsite. However, that only solvespart of the problem. Onceplaced,ajob may nd itself
in a hostile environment: it may be without the les it needs,it may be behind a rew all, or it
may not even have the necessaryuser credertials to accessts data. Worse yet, few resources
sites are uniform in their hostility. One site may have a user's les yet not recognizethe user,
while another site may have just the opposite situation.

No single party can solve this problem becauseno-one has all the information and tools
necessanto reproducethe user'shomeenvironment. Only the execution machine knows what
le systems,networks, and databasesmay be accessedand how they must be reached. Only
the submission machine knows at runtime what precise resourcesthe job must actually be
directed to. Nobody knows in advance what namesthe job may nd its resourcesunder, as
this is a function of location, time, and user preference.

Cooperation is needed.We call this cooperation split execution. It is accomplishedby two
distinct componerts: the shadowand the sandlox. These were mertioned in Figure 2 above.
Here we will examinethem in detail.
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The shadowrepreserts the userto the system.lIt is responsiblefor deciding exactly what the
job must do asit runs. The shadov provides absolutely everything neededto specify the job
at runtime: the executable,the argumerts, the ervironment, the input les, and so on. None
of this is made known outside of the agert until the actual momert of execution. This allows
the agert to defer placemen decisionsuntil the last possible moment. If the agert submits
requestsfor resourcesto seweral matchmakers, it may award the highest priority job to the
rst resourcethat becomesavailable, without breaking any previous commitments.

The sandlox is responsible for giving the job a safeplace to work. It must ask the shadow
for the job's details and then create an appropriate ervironment. The sandbox really hastwo
distinct componerts: the sand and the box. The sand must make the job feel at home by
providing ewverything that it needsto run correctly. The box must protect the resourcefrom
any harm that a malicious job might cause.The box has already received much attention
[41, 61, 15, 63], sowe will focus here on describing the sand.

Condor provides seweral universes that create a specic job ervironment. A universeis
de ned by a matched sandbox and shadaw, sothe developmert of a new universenecessarily
requiresthe deployment of new software modules at both sides.The matchmaking framework
described above can be usedto selectresourcesequipped with the appropriate universe.Here,
we will describe the oldest and the newest universesin Condor: the standard universeand the
Java universe.

7.1. The Standard Univ erse

The standard universewas the only universesupplied by the earliest versionsof Condor and
is a descendan of the Remote Unix [46] facility.

The goalof the standard universeis to faithfully reproducethe user'shomeUnix environment
for a single processrunning at a remote site. The standard universe provides emulation for
the vast majority of standard system calls including le 1/O, signal routing, and resource
managemen. Processcreation and inter-processcommunication are not supported. Users
requiring suc features are advised to consider the MPI and PVM universesor the MW
problem solver, all described above.

The standard universealso provides checkpointing. This is the ability to take a snapshotof
a running processand placeit in stable storage. The snapshotmay then be moved to another
site and the entire processreconstructed and then resumedright from whereit left o. This
may be doneto migrate a processfrom one machine to another, or it may be usedto recover
failed processesand improve throughput in the face of failures.

Figure 15 shows all of the componerts necessaryto create the standard universe. At the
executionsite, the sandbox is responsiblefor creating a safeand usableexecutionenvironment.
It preparesthe machine by creating a temporary directory for the job, and then fetches all
of the job's details | the executable,environment, argumerts, and soon | and placesthem
in the executedirectory. It then invokesthe job and is responsible for monitoring its health,
protecting it from interference,and destroying it if necessary

At the submissionsite, the shadow is responsible for represerting the user. It providesall of
the job details for the sandbox and makesall of the necessarypolicy decisionsabout the job
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The Job

Figure 15. The Standard Univ erse

asit runs. In addition, it providesan I/O serviceaccessibleover a secureRPC channel. This
provides remote accesdo the user's home storage device.

To communicate with the shadow, the user's job must be re-linked with a special library
provided by Condor. This library has the same interface as the standard C library, so no
changesto the user's code are necessaryThe library cornverts all of the job's standard system
calls into secureremote procedure calls badk to the shadow. It is also capable of converting
I/O operations into a variety of remote accessprotocols such as HTTP and NeST [14], In
addition, it may apply a number of other transformations, suc asbu ering, compression,and
speculative 1/0.

It is vital to note that the shadov remains in control of the ertire operation. Although
both the sandbox and the Condor library are equipped with powerful mecanisms, neither is
authorized to make decisionswithout the shadav's consent. This maximizesthe exibilit y of
the userto make run-time decisionsabout exactly what runs where and when.

An example of this principle is the two-phaseopen. Neither the sandbox nor the library is
permitted to simply open a le by name. Instead, they must rst issuea requestto map a
logical le name (the application's argumert to open) into a physical le name. The physical
le nameis similar to a URL and describesthe actual le nameto be used,the method by
which to accesst, and any transformations to be applied.

Figure 16 demonstratestwo-phaseopen. Here the application requestsa le namedalpha.
The library asksthe shadav how the le should be accessedThe shadav responds that the
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2: Where is file "alpha" ?
3: compress:remote:/data/newalpha.gz
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Figure 16. Tw o-Phase Open Using the Shadow
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Figure 17. Tw o-Phase Open Using a Nest
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Figure 18. The Java Univ erse

le is available using remote procedure calls, but is compressedand under a di erent name.
the library then issuesan opento accesghe le.

Another example is given in Figure 17. Here the application requestsa le named beta.
The library asksthe shadov how the le should be accessedThe shadav responds that the
le is available using the NeST protocol on a server named nest.wisc.edu . The library then
contacts that server and indicates succesgo the user'sjob.

The medanics of chedpointing and remote system calls in Condor are described in great
detail by Litzk ow et al [64, 45).

7.2. The Java Univ erse

A universefor Java programs was added to Condor in late 2001. This was due to a growing
community of sciertic usersthat wished to perform simulations and other work in Java.
Although sudh programs might run slower than native code, such losseswere o set by faster
developmert times and accesgo larger numbers of machines. By targeting applications to the
Java Virtual Machine (JVM), userscould avoid dealing with the time-consuming details of
speci ¢ computing systems.

Previously, usershad run Java programsin Condor by submitting an ertire JVM binary asa
standard universejob. Although this worked, it wasine cien t on two counts: the JVM binary
could only run on one type of CPU, which de ed the whole point of a universal instruction
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set; and the repeated transfer of the JVM and the standard libraries was a waste of resources
on static data.

A new Java universewas developed which would raise the level of abstraction to create a
complete Java ervironment rather than a Unix environment. The componerts of the new Java
universeare shown in Figure 18. The responsibilities of each componert are the sameas other
universes,but the functionality changesto accommalate the unique features of Java.

The sandbox is responsible for creating a safe and comfortable execution ervironment. It
must ask the shadaw for all of the job's details, just asin the standard universe.However, the
location of the JVM s provided by the local administrator, asthis may changefrom machine
to machine. In addition, a Java program consistsof a variety of runtime componerts, including
class les, archive les, and standard libraries. The sandbox must placeall of thesecomponerts
in a private execution directory alongwith the user'scredertials and start the JVM according
to the local details.

The 1/O medanism is somewhatmore complicated in the Java universe.The job is linked
against a Java I/O library that presens remote I/O in terms of standard interfacessuc as
InputStream and OutputStream. This library doesnot communicate directly with any storage
device,but instead callsan I/O proxy managedby the sandbox. This unencrypted connection
is secureby making use of the loopbad network interface and presening a sharedsecret. The
sandbox then executesthe job's I1/O requestsalong the secureRPC channel to the shadaw,
using all of the samesecurity mechanismsand techniquesasin the standard universe.

Initially , we chosethis 1/0 mecdanism so as to avoid re-implemerting all of the I/O and
security featuresin Java and su ering the attendant maintenance work. However, there are
seweral advantagesof the 1/O proxy over the more direct route usedby the standard universe.
The proxy allows the sandbox to passthrough obstaclesthat the job doesnot know about.
For example, if a rew all lies betweenthe execution site and the job's storage, the sandbox
may useits knowledgeof the rew all to authenticate and passthrough. Likewise,the usermay
provide credertials for the sandbox to use on behalf of the job without rewriting the job to
make use of them.

The Java universeis sensitive to a wider variety of errors than most distributed computing
ernvironments. In addition to all of the usual failures that plague remote execution, the Java
ernvironment is notoriously sensitive to installation problems, and many jobs and sites are
unable to nd runtime componerts, whether they are shared libraries, Java classes,or the
JVM itself. Unfortunately, many of these environmental errors are preserted to the job itself
asordinary exceptions,rather than expressedto the sandbox as an ervironmental failure. To
combat this problem, a small Java wrapper program is usedto executethe user'sjob indirectly
and analyzethe meaningof any errorsin the execution. A complete discussionof this problem
and its solution may be found in [74].

8. Data-In tensiv e Computing

Condor was initially conceived as a manager of computing resources,with some incidental
facilities for accessingsmall amounts of data. However, the data needsof batch computing
usershave grown dramatically in the last two decadesMany forms of scienceare increasingly
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Figure 19. Data-In tensiv e Computing Tools

centered around large data sets such as image libraries, biological genomes,or simulation
results. In the last seweral years,the Condor project has built a variety of tools for managing
and accessingdata within a batch system. These tools, shaovn in Figure 19 are naturally
analogousto the Condor kernel described earlier. Becausethesetools are relative newcomers
to the project, we will give a high-level overview of their purpose and role, and direct the
readerto more detailed publications.

The basicresourceto be managedin a data-intensive systemis storage.A resourcemanager
called Nest supervisesa storagedevice, periodically advertising itself to a matchmaker sothat
an external user may discover and harnessit. Once discovered, Nest-managedstorage may
be allocated for a given amount of time. A user may then accesshis allocated spaceusing a
variety of standard protocolssuch asFTP and HTTP . [14]

The transfer of data to a remote Nest may be thought of asa batch job much like a program
to be run: a transfer must be named, queued, scheduled, logged, and perhaps retried if it
fails. A user with many transfers to carry out as part of a batch workload may queue such
transfers with a Stork. Like the agert processin standard Condor, a Stork negotiates with
a matchmaker, communicates with remote storage devices, and generally makes large data
transfers reliable. A Stork speaks many standard protocols such as FTP, HTTP, and Nest,
and thus may arrange transfers between many types of devices.The choice of a protocol is
dynamically chosento maximize throughput. [37]

Very large data transfers over the wide areaare often adverselya ected by uctuating local
network congestion. To smooth out large transfers, a seriesof DiskRouters can sere as in-
network bu ering spacefor transfers between storage devices.When arranging a transfer, a
Stork may arrange for one or more DiskRouters to \smooth out" local bandwidth uctuations
and thus achieve higher end-to-end bandwidth. [36]

In this heterogeneousrvironment, a job's data may be stored in a wide variety of devices,
ead with their own peculiar naming scheme and accessprotocol. Parrot connects ordinary
programs to these unusual devices.Parrot usesthe debuggerinterface to trap a program's

Copyright ¢ 2004 John Wiley & Sons, Ltd. Concurr ency: Pract. Exper. 2004; 0:0{20
Prepared using cpeauth.cls



28 D. THAIN, T. TANNENBA UM, AND M. LIVNY %

systemcalls and convert them into operations on remote storagedevices,which simply appear
as entries in the lesystem. In this way, ordinary programs and scripts can be deployed into
this system without any changes.As with the other componerts, a variety of protocols are

supported. [75]

Of course, the Condor data componerts must work in concert with the computation
componerts. Coordination can be achieved at a high level by using the DAGMan problem
solver. In the same manner that DAGMan can dispatch ready jobs to a Condor agert, it
can also dispatch data placemen requeststo a Stork. In this manner, an ertire DAG can be
constructed which stagesdata to a remote site, runs a seriesof jobs, retrievesthe output, and
cleansup the space.

The project is only just beginningto develop experiencewith deploying and usingthesetools.
Managemern of data is a large and multi-faceted problem that we will cortinue to explore in
the future.

9. Security

Condor shares many of the same security challenges as other distributed computing
ernvironments, and the notion of split-execution adds seweral more. The security mechanisms
in Condor striveto provide exible securecommunication, protect resourceownersfrom errant
or malicious jobs, and protect Condor usersfrom errant or malicious resources.

9.1. Secure Comm unication

Secure communication in Condor is handled by CEDAR, a message-basedommunication
library deweloped by the Condor Project. This library allows clients and senersto negotiate
and use a variety of security protocols.This ability is critical becauseCondor is deployed at
many di erent sites,ead with their own local security medchanism and policy. CEDAR permits
authentication via Kerberos[65], GSI [28], 3DES[52], Blow sh [62], and Microsoft's SSPI[49].
For sitesthat are securedby an external devicesudch asa rew all, CEDAR alsopermits simple
authentication via trusted hosts or networks. CEDAR bears a similarity to SASL [51], but
also supports connection-basedand connectionless(datagram) communications, aswell asthe
ability to negotiate data integrity and privacy algorithms separately from the authentication
protocol.

Although currently Condor's securecommunication model is basedupon a secureconnection
established via CEDAR, we are currently investigating message-basedecurity models via
digital signaturesof ClassAd attributes. With message-basedecurity, authenticit y is attached
to the payload itself, instead of being attached to the communication channel. A clear
advantage of message-basedecurity is that any information exchangedcortinuesto be secure
after the network channel has been torn down, permitting data transferred to be stored
persistertly to disk or transferred via multiple connectionsand still remain authentic.
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9.2. Secure Execution

In general, Condor assumesthat a fair amount of trust exists between machine owners and
usersthat wish to run jobs. Thesetwo parties typically have somerelationship, whether they
are employeesof the same organization or have agreedto collaborate on a specic project.
Condor allows ownersand usersto specify what parties are trusted, but in general,a usermust
have someexternal reasonto believe that a machine will executethe computations that have
beenrequested. That said, Condor provides mecanisms that protect both machine owners
and usersfrom runaway, crashing, and in some cases,malicious parties. Machine owners are
protected by the sandlox at the execution site, while usersare protected by the shadowat the
submissionsite.

The sandbox at the execution site prevernts a job from accessingresourcesthat it should
not. The sandbox has ewlved over sewral years of Condor, in reaction to tensions between
usability and security. Early versionsof Condor restricted running jobs to a limited portion
of the lesystem usingthe Unix chroot feature. This technique was abandonedwhen dynamic
linking becameprevalert, becauset madeit quite di cult for usersto composejobs that could
execute correctly without library support. Today, jobs are run in an unrestricted lesystem,
but are given a restricted login accourt. Filesystem accesscortrol lists can then be usedto
restrict accessby remote jobs.

The selectionof a restricted account is a tricky problem in itself. In Unix, one may usethe
standard nobody accourt to run a job with few privileges. However, if a multi-CPU machine
were to run multiple jobs at once, they would be able to interfere with ead other by virtue
of having the samenobody user ID. A malicious Condor user could submit jobs that could
hijack another user's jobs. (This exploit, and onessimilar to it, are described by Miller, et
al. [50]) To prevert this, Condor now dynamically allocatesuserIDs for eat running job. One
Unix maahines, this requiresthe administrator to manually setasidecertain IDs. On Windows
machines, Condor can automatically allocate userson the vy .

Many Condor installations operate in a cluster or workgroup environment wherea common
user databaseis sharedamong a large number of machines. In theseervironments, usersmay
wish to havetheir jobsrun with normal credertials sothat they may accesexisting distributed
lesystems and other resources.To allow this behavior, Condor has the notion of a user ID
domain: a set of machines known to share the same user database. When running a job,
Condor cheds to seeif the submitting and executing machine are members of the sameuser
ID domain. If so, the job runs with the submitter's user ID. If not, the job is sandboxed as
above.

As we develop new mechanismsto permit split-execution without requiring a relink [75, 73],
we hope to return to the days of only running jobs via a dynamic nobody accourt. Having a
unigue accourt speci ¢ to the launch of onejob is bene cial for both for easeof administration
and for clearup. Cleanup of the processedeft behind for a given job is easywith the dynamic
nobody model | just kill all processesowned by the nobody user. Conversely clearup is
problematic when running the job as a real user. Condor cannot just go and kill all processes
owned by a given user, becausethey may not have all beenlaunched by Condor. Sadly, Unix
providesno facility for reliably cleaningup a processree. (The setsidfeatureis only a voluntary
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grouping.) Note that starting with Windows 2000,Microsoft leaped aheadof Unix in this regard
by providing a reliable way to track all the descendats of a process.

10. Case Studies

Today, Condor is used by organizations around the world. Three brief casestudies preserted
below provide a glimpse of the many waysthat Condor is deployedin industry and the acadeny.

10.1. C.O.R.E. Digital Pictures

C.O.R.E. Digital Pictures is a highly successfull oronto-basedcomputer animation studio, co-
founded in 1994 by William Shatner and four talented animators. Photo-realistic animation,
especially for cutting-edge Im special e ects, is a compute intensive process.Each frame can
take up to an hour, and one secondof animation can require 30 or more frames.

Today, Condor managesa pool at C.O.R.E. consisting of hundreds of Linux and Silicon
Graphics machines. The Linux machines are all dual-CPU and mostly reside on the desktops
of the animators. By taking advantage of Condor ClassAds and native support for multi-
processomacdhines, one CPU is dedicatedto running Condor jobs while the secondCPU only
runs jobs when the machine is not being usedinteractively by its owner.

Each animator has a Condor agert on the desktop. On a busy day, C.O.R.E. animators
submit over 15,000jobs to Condor. C.O.R.E. dewelopers created a sessionmeta-seduler that
interfaceswith Condor in a manner similar to the DAGMan servicepreviously described. When
an animator hits the \render" button, a new sessionis created and the custom meta-sceduler
is submitted as a job into Condor. The meta-steduler translates this sessioninto a seriesof
rendering jobs which it subsequetly submits to Condor.

C.0O.R.E. makes considerable use of the schema-free properties of ClassAds by inserting
custom attributes into the job ClassAd. These attributes allow Condor to make planning
decisionsbased upon real-time input from production managers,who can tag a project, or
a shot, or individual animator with a priority. When jobs are preempted due to changing
priorities, Condor will preempt jobs in such a way that minimizes the lossof forward progress
asde ned by C.0O.R.E.'s policy expressions.

Condor has beenusedby C.O.R.E. for many major productions such as X-Men, Blade Il ,
Nutty Professorll, and The Time Machine.

10.2.  Micron Technology , Inc.

Micron Tednology, Inc., is a worldwide provider of semiconductors.Signi cant computational
analysis is required to tightly cortrol all steps of the engineering process,enabling Micron
to achieve short cycle times, high yields, low production costs, and die sizesthat are some
of the smallestin the industry. Before Condor, Micron had to purchase dedicated compute
resourcesto meet peak demand for engineeringanalysistasks. Condor's ability to consolidate
idle compute resourcesacross the enterprise o ered Micron the opportunity to meet its
engineeringneedswithout incurring the cost assaiated with traditional, dedicated compute
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Table I. NUG30 Computation  Statistics. Part A lists how many CPUs were utilized
at dier ent locations on the grid during the seven day NUG30 run. Part B lists other
inter esting statistics about the run.

Part A Part B
Number Architecture Location Total number of CPUs 2510

1024 SGl/lrix NCSA utilized

414 Intel/Lin ux  Argonne Averagenumber of simul-  652.7

246 Intel/Lin ux U. of Wisconsin taneous CPUs

190 Intel/Lin ux Georgia Tech Maximum number of si- 1009

146 Intel/Solaris  U. of Wisconsin multaneous CPUs

133 Sun/Solaris U. of Wisconsin Running wall clock time 597,872

96 SGl/lrix Argonne (sec)

94 Intel/Solaris  Georgia Tech Total CPU time con- 346,640,860
54 Intel/Lin ux Italy (INFN) sumed (sec)

45 SGl/Irix NCSA Number of times a ma- 19,063

25 Intel/Lin ux U. of New Mexico chine joined the compu-

16 Intel/Lin ux NCSA tation

12 Sun/Solaris North western U. Equivalent CPU time 218,823,577
10 Sun/Solaris Columbia U. (sec) on an HP C3000

5 Intel/Lin ux Columbia U. workstation

resourcesSofar, Micron hassetuptwo primary Condor poolsthat contain a mixture of desktop
machines and dedicated compute seners. Condor managesthe processingof tens of thousands
of engineeringanalysisjobs per week.Micron engineersreport that the analysisjobs run faster
and require lessmaintenance.

10.3. NUG30 Optimization Challenge

In the summer of year 2000, four mathematicians from Argonne National Laboratory,
University of lowa, and NorthwesternUniversity usedCondor-G and seweral other technologies
discussedin this documert to be the rst to solve a problem known as NUG30. [11] NUG30
is a quadratic assignmen problem that was rst proposedin 1968as one of the most di cult
combinatorial optimization challenges, but remained unsolved for 32 years becauseof its
complexity.

In order to solve NUG30, the mathematicians started with a sequetial solver basedupon
a branch-and-tound tree seard technique. Although the sophistication level of the solver
was enough to drastically reduce the amount of compute time it would take to determine
a solution, the amournt of time was still considerable.To combat this computation hurdle, a
parallel implementation of the solver was developed which t the master-worker model. The
actual computation itself was managedby Condor's Master-Worker (MW) problem solving
ervironment. MW submitted work to Condor-G, which provided compute resourcesfrom
around the world by both direct o cking to other Condor pools and by gliding in to other
compute resourcesaccessiblevia the Globus GRAM protocol. Remote System Calls, part of

Copyright ¢ 2004 John Wiley & Sons, Ltd. Concurr ency: Pract. Exper. 2004; 0:0{20
Prepared using cpeauth.cls



32 D. THAIN, T. TANNENBA UM, AND M. LIVNY %

Condor's standad universe, was usedasthe 1/0 servicebetweenthe master and the workers.
Checkpointing was performed every 15 minutes for fault tolerance. All of these technologies
were intro duced earlier in this paper.

The end result; a solution to NUG30 was discovered utilizing Condor-G in a computational
run of lessthan one week. During this week, over 95,000 CPU hours were usedto solve the
over 540 billion linear assignmeth problems necessaryto crack NUG30. Condor-G allowed the
mathematicians to harnessover 2500 CPUs at ten dierent sites (eight Condor pools, one
compute cluster managedby PBS, and one supercomputer managedby LSF) spanning eight
di erent institutions. Additional statistics about the NUG30 run are preserted in Table I.

11. Conclusion

Through its lifetime, the Condor software hasgrown in power and exibilit y. As other systems
such asKerberos,PVM, and Java have reached maturit y and widespreaddeployment, Condor
has adjusted to accommalate the needsof usersand administrators without sacricing its
essetial design. In fact, the Condor kernel shavn in Figure 2 has not changed at all since
1988.Why is this?

We believe the key to lasting system design is to outline structures rst in terms of
resmnsibility rather than expected functionality . This may lead to interactions which, at rst
blush, seemcomplex. Consider,for example,the four stepsto matchmaking shown in Figure 11
or the six stepsto accessinga le shown in Figures 16 and 17. Every step is necessaryfor
discharging a componert's responsibility. The apparert complexity presenesthe independence
of eacdh componert. We may update one with more complex policies and mecdanismswithout
harming another.

The Condor project will alsocortinue to grow. The project is hometo a variety of systems
researh ventures in addition to the agship Condor software, such as the ClassAd [5§]
resourcemanagemen language,the Hawkeye [4] cluster managemen system,the NeST storage
appliance [14]. and the Public Key Infrastructure Lab. [7] In these and other vertures, the
project seeksto gain the hard but valuable experience of nurturing researd conceptsinto
production software. To this end, the project is a key player in collaborations such as the
National Middleware Initiativ e [5] that aim to harden and disseminate researd systemsas
stable tools for end users. The project will cortinue to train students, solve hard problems,
and acceptand integrate good solutions from others.

We look forward to the challengesahead!
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