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Abstract

Recentreseach has demonstatedthe potential bene ts
of building storage arraysthatundesstandthe le systems
abovethem.Sud “semantically-smart’disk systemsise
knowledg of le systenstructuesandopermationsto im-
proveperformanceavailability, andevensecurityin ways
that are precludedin a traditional storage systemarchi-
tectue.

In this paper we studythe applicability of semantically
smartdisktednolagy underneathdatabasemanagement
systems. For three casestudies,we analyzethe differ-
enceswhen building database-awar storage. We nd
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system(e.g., Linux ext2, Linux ext3, NetBSDFFS,Win-
dowsFAT, or Windows NTFS)is interactingwith thedisk.
In this paper we explore techniquesfor semantically-
smartdisk systemgo operatebeneathdatabasenanage-
mentsystemgDBMS). Giventhatdatabaseystemdgorm
asigni cant andimportantgroupof clientsof storagesys-
tems,we would like to seeif thebene ts of semantically
smartstoragecanbe appliedto thisrealm.
Whetheroperatingbeneatha le systemor adatabase,
a semanticallysmartdisk systemperformssimilar oper
ations, suchas tracking which le or table a particular
block hasbeenallocatedto. However, a DBMS tracks
differentinformation and organizesits dataon disk dif-

that semantically-smartlisk systemsan be successfully ferentlythana le systemdoes. For example,most le

appliedunderneatha databasebut that new techniques,
sud as log snoopingand explicit accessstatistics,are
needed.

1 Intr oduction

Processingpower is increasingin modern storagesys-
tems. For example,the Symmetrixstoragearray a high-
endRAID from EMC, containsnearly100processorand
up to 256 GB of memory[9]. Unfortunately the abil-

ity to leveragethe computationapower within traditional
storagesystemdhasbeenlimited dueto its narrav block-
basednterface[8, 10]. With protocolssuchasSCSI,stor

agearraysreceve only thesimplestof commandsreador

write a givenrangeof blocks. Hence the storagesystem
hasno knowledgeof how it is beingused,e.g., whether
two blocksarea partof the samele, or evenwhethera
givenblockis live or dead.

To bridgethisinformationgap,recentresearchaspro-
posedthe idea of a semanticallysmartdisk system30]
thateitherlearnsof or is embeddedvith knowledgeof the

le systemusingit. This semantidnformationwithin the
storagesystemallows vendorsto build morefunctional,
reliable, higherperforming,and securestoragesystems.
For example,by exploiting knowledgeof le anddirec-
tory structuresastoragesystencandeliverimproveddata
availability underfailure[29].

Previous researchon semantically smart disk sys-
tems|[3, 28, 29, 30] hasassumedhat a commaodity le
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systemgecordwithin each le' s metadatacertainstatis-
tics, suchasthe mostrecentaccessand modi ed time.
Giventhata DBMS is morespecializedit doesnot track
thesegeneraktatistics.Secondjn le systemworkloads,
the directory structuretendsto be a reasonablepproxi-
mationof semantiogroupingsithatis, usersplacerelated
les togetherin a singledirectory However, in aDBMS,
thesemantigroupingacrosdifferenttablesandtheir in-
dexesis dynamic,dependingiponthe queryworkload.
Ourgeneralnding is thatthesedifferencesarefunda-
mentalenoughto requirechangegor semanticallysmart
storage.To build databasesare storage we investigate
two techniqueghat were not requiredfor le systems.
First, we explorelog snoopingin which the storagesys-
tem obsenesthe write-aheadog (WAL) recordswritten
by the DBMS; by monitoring this log, the storagesys-
temcanobsene every operatiorperformedby the DBMS
beforeits effect reachesthe disk. Second,we explore
thebene tsof having the DBMS explicitly gatheraccess
statisticsandwrite thesestatisticso storageWe nd that
it is relatively simpleto addthesestatisticso a DBMS.
To investigatedatabasesaare storage,we implement
and analyzethree casestudiesthat have beenfound to
work well underneathle systems.First, we study how
to improve storagesystemavailability with D-GRAID, a
RAID systemthatdegradesgracefullyunderfailure [29].
Second,we implementa DBMS-specializedversion of
FADED, a storagesystemthatguaranteethatdatais un-
recoverableoncethe userhasdeletedit [28]. Finally, we
explorehow to improve second-lgel storage-arragache



hit rateswith atechniqueknown asX-RAY [3].

Our experiencandicatesthat semantically-smadisks
can work well underneathdatabasesystems. In some
cases,databasesystemsare a better t than le sys-
temsfor semantically-smarstorage,suchas for secure
delete[28]. In this case the presencef thetransactional
semanticsn a DBMS allows the disk to moreaccurately
track dynamicinformation. As aresult,functionality that
requiresabsolutelycorrectinferenceganbeimplemented
without changingthe DBMS; in contrastthis samefunc-
tionality requiredchangeso the le systemHowever, for
two of the casestudies,D-GRAID and X-RAY, we nd
thata DBMS doesnot supplyall of thedesiredaccessn-
formationto the storagesystem.As aresult,betterresults
areobtainedf we slightly modify the DBMS.

The restof this paperis organizedasfollows. In Sec-
tion 2, we review relatedwork in databasesare stor
age and discussthe advantagesand disadwantagesof
semantically-smartlisks. In Section3, we describethe
generaltechniqgueseededor a semanticdisk to extract
informationfrom the DBMS. In Section4, 5, and6, we
presenbur casestudies.Finally, we discusshe rangeof
usefultechniquesn Section7 andconcludein Section8.

2 Background

Placingmore intelligencein disk systemsto help data-
basesystemdhascomein andout of favor overtheyears.
For a summaryof work in this area,seeKeetons disser
tation[17], pagel62. Oneof the earliestexamplesis the
ideaof “logic pertrack” devicesproposedn 1970[31];
for example,givena disk with somecomputationahbil-
ity perheada naturalapplicationis to lter databeforeit
passeshroughtherestof thesystem.

Later, the ideaof database-speci enachineswas re-
futed, for examplein 1983by Boral andDewitt [5]. The
primaryreasorfor thefailure of suchapproachewasthat
they oftenrequirednon-commodit)componentandwere
outperformedas technologymoved ahead;worse, data-
basevendordid notwishto rewrite their substantiatode
baseto take advantageof speci c featuresofferedby cer
tain specializedarchitectures.

However, as processingoower hasbecomefasterand
cheaperthe idea of “active disks” hascameinto focus
once more. Recentwork includesthat by Acharya et
al. [1] andRiedelet al. [25]; in both efforts, portionsof
applicationsare downloadedto disks, thus tailoring the
disk to the currently running program. Much of this re-
searchfocuseson exactly how to partition applications
acrosshostanddisk CPUsto minimize datatransferred.

In contrast to much of this previous work, the
semantically-smarpproactdoesnot requirespecialized
hardware component®r sophisticategprogrammingen-
vironmentg3, 28, 29, 30]. High-endstoragearraysarea
goodmatchfor this technologyasthey oftenhave multi-

ple processorgand vastquantitiesof memory However,
building semanticknowledgeof higherlevel systemsnto
astoragearrayhasbothbene tsanddrawvbacks.

The main benet of the semantic-diskapproachis
thatit increase$unctionality; placinghigh-level semantic
knowledgewithin thestoragesystemenablesien systems
thatrequireboththelow level controlavailablewithin the
storagearray andhighlevel knowledgeaboutthe DBMS;
suchsystemsare precludedin traditional storagearchi-
tectures.For example,previous researcthasshavn that
semantiadiskscanimprove performancewith betterlay-
out andcaching[3, 30], canimprove reliability [29], and
canprovide additionalsecurityguaranteef8].

However, thesemantically-smadpproactalsoleadsto
afew concernsOneconcernis thattoo muchprocessing
will berequiredwithin the disk system.However, mary
researcherbave notedthatthe trendis of increasingn-
telligencein disksystemg1, 25]. Indeed modernstorage
arraysalreadyexhibit the fruits of Moore's Law andthe
EMC Symmetrix storagesener can be con gured with
upto 100 processorand256 GB of RAM [9]. Thesere-
sourcesare not idle, but nonetheles#int at the relatve
simplicity of addingmoreintelligence.

A secondconcernis that placing semanticknowledge
within thedisk systentiesthe disk systenmtoo intimately
to the le systemor DBMS above. For example, if
the DBMS on-disk structurechangesthe storagesys-
tem may have to changeaswell. In le systems,on-
disk formatsrarely change;for example, the format of
the ext2 le systemhasnot signi cantly changedn its
10yearsof existencg30], andcurrentmodi cations take
greatpainsto presere full backwardscompatibility with
older versionsof the le system[33]. In the caseof
a DBMS, format changesare more of a concern. To
gain someinsight on how often a storagevendorwould
have to deliver “ rmw are” updatesn orderto keeppace
with DBMS-level changeswe studiedthe development
of Postgreq24] looking for timesin its revision history
whena dump/restoravasrequiredto migrateto the new
version. We found thata dump/restoravasneedecevery
9 monthson average,more frequentthan we expected.
However, in commercialdatabasethatstoreterabyteof
data, requiring a dump/restorego migrateis lesstolera-
ble to usersjndeed morerecentversionsof Oraclegoto
greatlengthsto avoid on-diskformatchanges.

A nal concernis that the storagesystemmust have
semanticknowledgeof eachlayer, whethera le system
or aDBMS, thatcould possiblyrun uponit. Fortunately
thereareonly afew le systemsanddatabassystemghat
would needto besupportedo coveralargefractionof the
market. Further muchof the functionality in a semantic
disk is independentf thelayerabore; thus,only a small
portion of the codeneedsto handleissuesthat are spe-
cic to each le systemor DBMS. Finally, if a storage



vendorwantsto reducethe burdenof supportingmary
differentdatabaselatforms,they cantargeta singleim-
portantdatabasde.g., Oracle)andjust provide standard
RAID functionalityfor othersystemsinterestingly high-
end RAID systemsalreadyperforma bareminimum of
semantically-smarbehaior. For example, storagesys-
temsfrom EMC canrecognizean Oracledatablock and
provide an extra checksumto assurethat a block write
(comprisedof multiple sectorwrites) reacheglisk atomi-
cally [6]. In summarystoragevendorsarealreadywilling
to commitresourceso supportdatabaséechnology

3 Database-Avare Techniques

To implementpowerful functionality, a storagesystem
canleveragehigherlevel semantianformationaboutthe
le systemor DBMS thatis runningon top. In this sec-
tion, we describehetypesof informationa semantiaisk
requireaunderneatlaDBMS, anddiscusshow suchinfor-

mationcanbeacquired Database-speci semantidnfor-

mationcanbe broadly categyorizedinto two types: static
anddynamic.

Sinceour experienceéhasprimarily beenwith thePreda-
tor DBMS [27] built upon the SHORE storageman-
ager[19], we illustrate our techniqueswith speci ¢ ex-
ampledrom Predatorhowever, we believethetechniques
aregenerabcrosotherdatabassystems.

3.1 Static information

Staticinformationis comprisedf factsaboutthedatabase
thatdo notchangewhile thedatabasés running. Thestor
agesystemcanobtainstaticinformationeitherby having
suchknowledgeembeddedhn its rmw areor by having it
explicitly communicatedhroughan out-of-bandchannel
onceduringsysteminstallation.

In mostcasesstaticinformationdescribesheformatof
on-diskstructues For example,by knowing the format
of the databasdog record,the semantiadisk canobsene
eachupdateoperationto disk; by knowing the structure
of B-Treepagesthe disk candeterminewhich areinter-
nal pagesversudeaf pages;nally , by understandinghe
format of datapagesthe semantiadisk can performop-
erationssuchas scanningthe pageto nd “holes” when
byterangesaredeleted.In othercasesstaticinformation
describeghelocationof on-diskstructues For example,
in Predatorknowing the namesandIDs of systencata-
log tablessuchasthe RootInde andthe _SINDXS table
is useful.

3.2 Dynamic information

Dynamic information pertainsto information aboutthe
DBMS thatcontinuallychangesiuringoperation.Exam-
plesof dynamicinformationincludethe particularsetof
disk blocksallocatedto a certaintableor whethera given
disk block belongsto atableor to anindex. Unlike static
information,dynamicinformationneedgo becontinually

tracked by the disk. To track dynamicinformation,a se-
manticdisk utilizesstaticinformationaboutdatastructure
formatsto monitor changego key datastructuresthese
changesrethencorrelatedo the higherlevel operations
thatcouldcauseahesechanges.

Unfortunately since both le systemsand databases
buffer and reorder writes, performing an accuratein-
ferenceof higher level operationscan be quite com-
plex [28, 29]. To solve this problem we usethetechnique
of log snoopingin which the storagesystenobsenesthe
log recordswritten out by the DBMS. With log snoop-
ing, thestoragesystemeveragedhefactthatthedatabase
usesawrite-aheadog (WAL) totrackeveryoperatiorthat
change®n-diskcontents.Becausef the WAL property
the log of an operationreachedlisk befole the effect of
theoperationthis strongorderingguaranteenakesinfer-
enceaunderneatla DBMS accurateandstraightforward.

Ourimplementatiorof log snoopings asfollows. We
assumethat eachlog record containsa Log Sequence
Number(LSN) [20]; the LSN is usually the byte offset
of the startof that recordin the log volume. The LSN
allows the semantiadisk to accuratelyinfer the exactor-
deringof eventsthatoccurredn the databasegvenin the
presenceof group commitsthat can causelog blocksto
arrive out of order To orderevents thedisk maintainsan
expectedLSN pointer which is the LSN of the next log
recordexpectedto be seenby the disk; thus, whenthe
semanticdisk recevesa write requestto a log block, it
knows exactly wherein the block to look for the next log
record. The semantiadisk thenprocesseshatlog record
and advancesthe expectedLSN pointerto point to the
next record. Thus, even whenlog blocks arrive out of
order, the semantidisk utilizesthe LSN orderingto pro-
cessthe blocksin order;log blocksarriving out of order
aredefered until the expected_SN reacheshatblock.

We now describein more detail how our implementa-
tion of databasesmarestorageuseslog snoopingto infer
fourimportantpiecesof dynamicinformation:transaction
statusplock ownership block type,andrelationshipde-
tweenblocks. We thendescribethe importanceof a nal
pieceof dynamicinformation: accesstatistics.

3.2.1 Transaction Status
A basicpieceof dynamicinformationis the currentstate
of eachtransactionthat hasbeenwritten to disk. Each
transactioncan be either pending or committedand a
pendingtransactiormay laterbe aborted Whenperform-
ing work associatedvith a transactiona semanticdisk
canchooseto pessimisticallyrecognizeonly committed
transactionsgr it canoptimisticallybegin work on pend-
ing transactionaswell. Therearetrade-ofs to boththe
pessimisti@andoptimisticapproaches.

The pessimisti@approachs mostappropriatavhenthe
semantiaisk implementsfunctionality thatrequirescor-
rectnessFor example,whenimplementingsecuredelete



(Sectionb), thesemantidisk cannotshreddatabelonging
to a pendingtransactiongiven that the transactionrmay
abortandthe DBMS requirethe dataagain.However, the
pessimisticapproachwill often have worseperformance
thantheoptimisticapproachsincethepessimistiosersion
must delay work and may require a signi cant amount
of buffering. The optimistic approachs mostbene cial
when abortsare rare and the DBMS implementsgroup
commitgandmaythusdelaycommittingindividualtrans-
actionsfor along period).

Determiningthe statusof eachtransactions straight-
forward with log snooping. Whenthe semantiadisk ob-
senesthata new log recordhasbeenwritten, it addsit to
alist of “pending” transactionswhenthe disk obsenesa
commit recordin thelog, it determineswhich transac-
tions have committedand movesthemto a “committed”
list.

3.2.2 Block Ownership

It is usefulfor a semanticdisk to understandhe logical
groupingof blocksinto tablesandindices;this involves
associating block with the correspondingableor index
store thatlogically ownsthe block. Performingthis asso-
ciationin the semantiadisk is relatively straightforward;
sincethe effect of allocatinga block mustberecoverable,
the DBMS rst logsthe operationbeforeperformingthe
allocation. Therefore,whenthe semanticdisk later ob-
senestrafc to adisk block, it is simpleto associatehat
block with the owning tableor index. As we show later,
in somecasest is sufcient for the semantiadisk to map
blocksto the storeID of the owning table, whereasin
othercasesis usefulfor the semantialisk to furthermap
thestorelD to theactualtable(or index) name.

For example,whenallocatinga block, SHOREwrites
outacreate _ext logrecordwith theblocknumberand
the ID of the owning store. Whenthe semantiadisk ob-
senesthislog entry; it recordgheblocknumberandstore
ID in aninternalblock _to _store hashtable.

To furthermapthe storelD to the actualtableor index
namethe disk usesstaticknowledgeof the systencata-
log tables In Predatorthis mappingis maintainedn aB-
Treecalledthe Rootinde, whoselogical storelD is stati-
cally known. Thus,whenthedisk obseresbtree _add
recordsn thelog with theRootInde 1D, thesemantidisk
is ableto identify newly createdmappingsandaddthem
toastore _to _name hashtable.

3.2.3 Block Type

Anotherpieceof usefulinformationfor a semanticdisk
is the type of a store(or a block); for example,whether
a block is a datapageor an index page. To track this

information, the semanticdisk againwatchesupdateso

the systemcatalogtables,the namesof which are part of

the staticinformationknown to thedisk.

For example,in Predatorthe _SINDXS tablecontains
all indexesin the databaseeachtuplein _SINDXS con-
tainsthe nameof theindex, the nameof thetable,andthe
attribute on which the index is built. The semanticdisk
detectansertsto this tableby looking for the appropriate
page _insert  recordsin thelog. The semantiadisk is
thenableto determinewhethera given block is part of
atableor of anindex by looking up its owning storein
informationderivedfrom the _SINDXS table.

3.2.4 Block Relationships

A third typeof usefulinformationconsistof therelation-
shipsacrosdifferentblocks. Oneof the mostusefulre-
lationshipsfor a semantiadisk to know is thatbetweera
tableandthe setof indicesbuilt onthetable.

As statedabove, in Predator the associatiorbetween
indices and tablesis kept the _SINDXS catalogtable.
Thus, a semanticdisk can consultinformation derived
from the _SINDXS tableto associate given table with
its indices,or vice versa.

3.2.5 AccessPatterns

In additionto the previousdynamicinformation,it is also
useful for a semanticdisk to know how tablesand in-
dexes are being accessedn the currentworkload. Al-
thoughtransactionstatus,block ownership,block type,
and block relationshipscan be inferred relatively easily
with log snoopingtheseaccespatternsaremoredif cult
to infer.

Inferringaccespatternavasfoundto berelatively easy
underneatta general-purposde system[3, 30]. For ex-
ample thefactthatacertainsetof les lieswithin adirec-
tory implicitly cornveysinformationto the storagesystem
thatthose les arelikely to be accessedogether Simi-
larly, most le systemsrackthe lasttime each le was
accessedndperiodicallywrite this informationto disk.

Although somemoderndatabaseystemsdo track ac-
cessstatisticsfor performancealiagnosisthe statisticsare
gatheredatrelatively coarsegranularity;for example,the
AutomaticWorkloadRepositoryin Oracle10g maintains
accesstatisticq21].

Our experiencehas revealedthat it would be useful
for the DBMS to track threedifferenttypesof statistics.
Becausehis informationis only usedto optimizebeha-
ior, the DBMS canwrite the statisticgperiodicallyto disk
(perhapsn additionalcatalogtables)without beingtrans-
actionalandthuscanavoid theloggingoverhead.

Themostbasicstatisticfor the DBMS to communicate
with the semanticdisk is the accesgime of a particular
block or table. This particularstatisticis usefulbothin its
ownrightandbecausé canbeusedto derive otherstatis-
tics. A secondusefulstatisticsummarizeshe accessor-
relation betweenentitiessuchastablesand indexes; for
example,the DBMS could recordfor eachquery the set
of tablesandindexesaccessedThesecorrelationstatistics



capturethe semanticgroupingsbetweendifferenttables
andis usefulfor collocatingrelatedtables.Finally, athird

useful statistictracksaccesscounts suchasthe number
of queriesthataccessed giventableover a certaindura-
tion. This pieceof informationcorveystheimportanceof

varioustablesandindexes.

3.3 CaseStudies

The actualstaticor dynamicinformationrequiredwithin

a databasewwsare disk dependsupon the functionality
that the disk is implementing. Therefore,we investi-
gatea numberof casestudiesthatwerepreviously imple-

mentedunderneattof le systems.First, we investigate
D-GRAID, a RAID systemthat degradesgracefully un-
derfailure[29]. Secondwe implementa FADED, which

guaranteethatdatais unrecawerableoncetheuserdeletes
it [28]. Finally, we explore X-RAY, which implementsa
second-lgel storage-arragachd3].

4 Partial Availability with

D-GRAID

Our rst casestudyistoimplementD-GRAID [29] under

neathaDBMS. D-GRAID is asemantically-smagtorage
systemthatlaysoutblocksin away thatensuregraceful
degradatiorof availability underunexpectednultiplefail-

ures.Thus,D-GRAID enablesontinuedoperationof the
systeminsteadof completeunavailability undermultiple

failures.Previouswork hasshowvn thatthis approactsig-

ni cantly improvesthe availability of le systemg29].

In this section,we begin by reviewing the motivation
for partial availability and D-GRAID. Next, we summa-
rize our pastexperiencewhenimplementingD-GRAID
underneathle systemsWe thendescribeourtechniques
for implementingD-GRAID underneatha DBMS. Fi-
nally, we evaluateour versionof D-GRAID anddiscuss
its lessons.

4.1 Motivation
Theimportanceof dataavailability cannotbe overempha-
sized,especiallyin settingsvheredowntimecancostmil-
lions of dollarsperhour[18, 23]. To copewith failures,
le systemsanddatabasesystemsstoredatain RAID ar-
rays[22], which employ redundang to automaticallyre-
coverfrom asmallnumberof disk failures.
ExistingRAID schemeslonoteffectively handlecatas-
trophic failures,thatis, whenthe numberof failuresex-
ceedsthe tolerancethresholdof the array (usually 1).
Multiple failuresoccurdueto two primaryreasonsFirst,
faults are often correlated[12]; a single controllerfault
or other componenterror canrendera numberof disks
unavailable [7]. Second,systemadministrationis the
main sourceof failurein systemgq11]. A large percent-
ageof humanfailuresoccurduring maintenancewhere
“the maintenancepersontyped the wrong commandor

unpluggedhewrong module,therebyintroducinga dou-
blefailure” (page6) [11].

Undersuchextra failures,existing RAID schemesead
to completeunavailability of datauntil the content=f the
arrayarerestoredirom backup. This effectis especially
severein large arrays;for example,evenif 30 out of 32
disks (roughly 94%) in a RAID-5 arrayarefully opera-
tional, thedisk system(andconsequentlythedatabaseis
completelyunavailable.

This “availability cliff” arisesbecauseraditionalstor
agesystemsemploy simplistic layouttechniquesuchas
striping, that are oblivious of the semanticimportance
of blocks or relationshipsacrossblocks; when excess
failuresoccur, the oddsof semantically-meaningfudata
(e.g., atable)remainingavailablearelow. Furthermore,
becausenodernstoragearraysexportabstractogicalvol-
umeswhich appealike a singledisk [9, 34], the le sys-
temor DBMS hasno controloverdataplacemenandcan-
not ensurethat semantically-meaningfudataremainsaf-
terasinglediskfailure.

4.2 Filesystem-Avare D-GRAID

Thebasicgoalof D-GRAID [29] is to make semantically
meaningfufragmentsof dataavailableunderfailures,so
thatworkloadsthat accesonly thosefragmentscanstill
runto completion,oblivious of datalossin otherpartsof
the le system. By working on top of ary redundang
technique(e.g., RAID-1), D-GRAID provides graceful
degradationwhenthe numberof failuresexceedthe tol-
erancethresholdof the particularredundang technique.
Whenwe implemented-GRAID undera le systemwe
foundthreelayouttechniquego beimportant.

First, fault-isolateddata placements neededo ensure
thatsemantidragmentgemainavailablein their entirety
Underfault isolatedplacementan entire semanticfrag-
mentis collocatedwithin a single disk. We found that,
for le systemworkloadsareasonablsemantidragment
consistsof eithera single le in its entirety(i.e., its data
blocks,its inodeblock, andpotentiallyits indirectblocks)
or all of the les in asingledirectory

Second,selectivereplicationis neededto ensurethat
essentiaineta-datanddatathatis alwaysrequireds very
likely to be available. In the le systemcontext, this es-
sential meta-datavas found to consistof all directories
(i.e., dataandinodeblocks)andthe structuresof the le
system(i.e., superblockandbitmapblocks);the essential
datawasfoundto be the systembinarieskeptin known
directorieqe.g., in fust/bin  ,/bin ,and/lib ).

Third, access-driverdiffusionin which popular data
is stripedacrossdisks, is neededo improve throughput
whena large le is placedon a single disk. We found
thatpopulardatacouldbedynamicallyidenti ed by track-
ing logical sgmentswithout semanticknowledge;thus,
access-dvien diffusion can be implementedn the same
mannewhetherbeneatta le systemor a DBMS.



4.3 Database-Avare D-GRAID
We now describeour techniquesfor implementingD-
GRAID underneatta DBMS. First, we exploretwo tech-
niquesfor fault-isolatecdataplacementhattargetwidely
differentdatabasesagepatternsmoderately-sizethbles
which canusecoarse-graineffagmentatiorandlargeta-
bleswhich mustuse ne-grainedfragmentation.Second,
we explorethe structureghatneedto be selectvely repli-
cated. Third, we describeour implementatiorof access-
drivendiffusion. Finally, we describeinfallible writes a
new techniguethatwasnotrequiredfor le systems.
When identifying semanticfragments,there are two
fundamentatifferencesindera DBMS versusa le sys-
tem. First, in a DBMS, one is more likely to nd
extremely large tablesthat will not t within a single
disk. Therefore,we describeour techniquesseparately

C. Joins: Many queriesinvolve joins of multiple tables.
Suchqueriestypically requireall the joined tablesto be
available,in orderto succeed.To improve availability of
join queriesD-GRAID collocategablesthatarelikely to
bejoinedtogetherinto a singlesemantidragmentwhich
is thenlaid out on a single disk. Identi cation of such
“join groups’requiresextra accesstatisticsto betracked
by the DBMS.

For our implementation,we modi ed the Predator
DBMS to recordthe setof storeg(tablesandindexes)ac-
cessedor eachqueryandto constructa matrix thatindi-
catesthe accessorrelationbetweeneachpair of stores.
This informationis written to disk periodically (onceev-
ery 5 seconds).Thesemodi cations to Predatorarerel-
atively straight-forvard, involving lessthan 200 lines of
code. D-GRAID thenusesthis informationto collocate

for moderately-sizethbleswhich canusecoarse-grained tablesthatarelikely to beaccessetbgether

fragmentationand t an entire table within a disk, and
for very large tables,which must use ne-grained frag-

mentationand stripe tablesand indexes acrossmultiple

disks. Secondjn a DBMS, the queriesbeing performed
directly impactwhich tablesandindexesareaccessetb-

gether Therefore,we describehow semanticgroupings
areaffectedby threepopulartypesof queries:scansjn-

dex lookups,andjoins.

4.3.1 Fault-lsolated Placement: Coarse-Grained
The simplestcaseoccurswhen the databasecontainsa
large numberof moderately-sizethbles;in this situation,
a semanticfragmentcan be de ned in termsof an en-
tire table. We now presentayout strategjiesfor improved
availability for eachquerytype giventhis scenario.

A. Scans: Many queries,suchasselectionqueriesthat
Iter onanon-indeedattribute or aggreyatequerieson a
singletable,involve a sequentiakcanof oneentiretable.
Sincea scanrequiregheentiretableto beavailablein or-
derto succeeda simplechoiceof a semantidragmentis
the setof all blocksbelongingto a table;thus,an entire
tableis placedwithin a singledisk, sothatwhenfailures
occur, asubsedf tablesarestill availablein their entirety
andthereforescansjust involving thosetableswill con-
tinueto operateobliviousof failure.

B. Index lookups: Index lookupsform anothercommon
classof queries. When a selectionconditionis applied
basedon an indexed attribute, the DBMS looks up the
correspondingndex to nd the appropriatetuple record
IDs, andthenreadstherelevantdatapagedo retrieve the
tuples. Sincetraversingtheindex requiresaccesso mul-
tiple pagesn theindex, collocationof awholeindex im-
provesavailability. However, if the index andtable are
viewedindependentlyor placementanindex queryfails
if eithertheindex or thetableis unavailable,decreasing
availability. Thus,abetterstrateyy to improve availability
is to collocatea tablewith its indexes. We call the latter
stratgy dependenindex placement

4.3.2 Fault-Isolated Placement: Fine-Grained

While collocationof entire tablesand indexes within a
single disk provides enhancedavailability, a single ta-
ble or index may be too largeto t within a singledisk,
even thoughdisk capacitiesare roughly doubling every
year[13]. In sucha scenariowe requirea ne-grained
approacho semantidragmentationIn this approachpP-
GRAID stripestablesand indexes acrossmultiple disks
(similarto atraditionalRAID array),but adoptsnew tech-
niguesto enablegracefuldegradationasdetailedbelow.
A. Scans: Scansfundamentallyrequire the entire ta-
ble to be available, and thus ary striping stratgy will
impactavailability of scanqueries. To help availability,
a hierarchicalapproachs possible:a large table canbe
split acrossthe minimal numberof disks that can hold
it, andthe disk group can be treatedas a logical fault-
boundary; D-GRAID can be applied over suchlogical
fault-boundaries.Alternatively, if the databasesupports
approximateguerieg15], it canprovide partial availabil-
ity for scanqueriessvenwith missingdata.

B. Index lookups: With largetablesjndex-basedjueries
arelikely to be more common. For example,an OLTP
workloadsuchasTPC-Cnormallyinvolvesindex lookups
on a small numberof large tables. Thesequeriesdo not
requiretheentireindex or tableto beavailable.D-GRAID
usestwo simple techniquesto improve availability for
suchqueries.First, the internalpagesof the B-treeindex
areaggressiely replicated sothata failure doesnot take
away, for instancetheroot of the B-tree. Secondanin-
dex pageis collocatedwith the datapagescorresponding
to the tuplespointedto by the index page. For this col-
location,D-GRAID usesa probabilisticstrateyy; whena
leafindex pageis written, D-GRAID examinesthe setof
RIDs containedn the page andfor eachRID, determines
which disk the correspondinguple is placedin. It then
placesthe index pageon the disk which hasthe greatest
numberof matchingtuples.Notethatwe assumehetable



is clusteredon the index attribute; page-leel collocation
may not be effectivein the caseof non-clusteredhdexes.
C. Joins: Similar to indexes, page-l&el collocationcan
alsobeappliedacrosgablesof ajoin group.For suchcol-
locationto be feasible,all tablesin the join groupshould
be clusteredon their join attribute. Alternatively, if some
tablesin thejoin groupare“small”, they canbereplicated
acrosgliskswherethelargertablesarestriped.

4.3.3 Selectve Replication

Therearesomedatastructureswithin a DBMS thatmust
be availablefor anyqueryin the systemto be ableto run.
For example, systemcatalogs(that containinformation
abouteachtable andindex) are frequently consulted:;if
suchstructuresare unavailable underpartial failure, the
fact that mostdataremainsaccessiblés of no practical
use.ThereforeD-GRAID aggressiely replicateghesys-
temcatalogsandtheextentmapin thedatabaséhattracks
allocationof blocksto stores.In our experimentswe em-
ploy 8-way replicationof importantmeta-dataye believe
that 8-way replicationis quite feasiblegiven the “read-
mostly” natureof suchmeta-dataandthe minimal space
overheadlessthan1%) this entails.

Thedatabaséog playsasalientrole in therecoverabil-
ity of the databaseandits ability to make useof partial
availability. 1t is thereforeimportantfor the log to be
availableundermultiple failures.We believe that provid-
ing high availability for thelog is indeedpossible.Given
that the size of the “active portion” of the log is deter
mined by the length of the longesttransactionfactored
by the concurreng in the workload, the portion of the
log thatneedgo be kepthighly availableis quite reason-
able. Modern storagearrayshave large amountsof per
sistentRAM, which areobviouslocationsto placethelog
for high availability, perhapseplicatingit acrosamultiple
NVRAM stores.This, in additionto normalon-diskstor
ageof thelog, canensurethatthe log remainsaccessible
in thefaceof multiple disk failures.

4.3.4 Access-DrivenDiffusion

As statedabove, with coarse-grainedragmentation,an
entire table is placedwithin a single disk. If the table
is large or is accessedrequently this canhave a perfor
manceimpactsincethe parallelismthat canbe obtained
acrossthe disks is wasted. To remedythis, D-GRAID
monitorsaccesseto thelogical addresspaceandtracks
logical sggmentsthat are likely to bene t from paral-
lelism. D-GRAID then createsan extra copy of those
blocksandspreadshemacrosghedisksin thearray like
anormalRAID woulddo. Thus,for blocksthatare“hot”,
D-GRAID regainsthe lost parallelismdueto collocated
layout, while still providing partial availability guaran-
tees.Readsandwritesare rst sentto the diffusedcopy,
with backgroundupdatesbeing sentto the actual copy.

Thistechniquaunderneatiof aDBMS is essentiallyiden-
tical to thatusedunderneatla le system.

4.3.5 |Infallible Writes
Partial availability of data introducesinterestingprob-
lemsfor the transactiorandrecosery mechanismsvithin
a DBMS. For example, a transactionis often declared
“committed” afterit is re ectedin thelog. In a partially
available system after a crash,a redofor the transaction
canfail if somepagesarenot available,which mayseem
to affect the durability semanticsof transactions.How-
ever, this problemhasalreadybeenconsidere@ndsolved
in ARIES [20], in the context of handlingof ine objects
duringdeferedrestart

To ensurdransactiorurability, D-GRAID implements
infallible writes, in which it guaranteeshat a write “al-
ways” succeedslf ablock to bewritten is destinedor a
deaddisk, D-GRAID remapst into alive disk andwrites
it (assuminghatthereis free spaceremainingon a live
disk). This remappingpreventsa new failurewhen ush-
ing analreadycommittedtransactiorto disk.

4.4 Evaluation

We evaluate the availability improvementsand perfor
manceof D-GRAID througha prototypeimplementation;
our D-GRAID prototypefunctionsas a software RAID
driver in the Linux 2.4 kernel, and operatesunderneath
the Predator/Shor®BMS.

4.4.1 Availability Impr ovements

To evaluate availability improvementswith D-GRAID,
we usea D-GRAID arrayof 16 disks,andstudythefrac-
tion of querieghatthe databassenessuccessfullyunder
anincreasinghumberof disk failures. Sincelayouttech-
niguesin D-GRAID arecomplementaryo existing RAID
schemesuchasparity or mirroring, we shav D-GRAID
Level O (i.e., no redundang for data)in our measure-
ments for simplicity. We mainly usemicrobenchmarki
analyzethe availability provided by variouslayout tech-
niguesin D-GRAID.

A. Coarse-grainedfragmentation

We rst evaluatethe availability improvementsdueto the
coarse-grainedragmentationtechniquesin D-GRAID.
Figure 1 presentghe availability of scan,index lookup,
and join queriesfor syntheticworkloadsundermultiple
disk failures. The percentagef suchqueriesthat com-
pletesuccessfullys reported.

The leftmostgraphin Figure 1 shavs the availability
for scanqueries.The databaséad200tables,eachwith
10,000tuples. The workloadis asfollows: eachquery
chooses tableat randomand computesan averageover
anon-indexedattribute,thusrequiringa scanof theentire
table. As the graphshaws, collocationof whole tables
enablesthe databasédo be partially available, servinga
proportionalfraction of queries.In comparisonjust one
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failurein atraditionalRAID-0 systenresultsin complete
unavailability. Notethatif redundang is maintainedi.e.,
parity or mirroring),bothD-GRAID andtraditionalRAID
will tolerateupto onefailurewithoutary availability loss.

The middle graphin Figure 1 shavs the availability
for index lookup queriesundera similar workload. We
considertwo differentlayouts;in both layouts,an entire
“store” (i.e., anindex or atable)is collocatedwithin one
disk. In independentndex placement D-GRAID treats
theindex andtableasindependenstoresandhencepos-
sibly allocatedifferentdisksfor them,while with depen-
dentindex placement D-GRAID carefully allocatesthe
index onthesamedisk asthecorrespondingable.As can
be seendependenplacementeadsto muchbetteravail-
ability underfailure.

Finally, to evaluatethe bene ts of join-groupcolloca-
tion, we usethefollowing micro-benchmarkthedatabase
contains100 pairsof tables,with joins alwaysinvolving
tablesin the samepair. We thenhave join queriesran-
domly selecta pair andjoin thecorrespondingwo tables.
Therightmostgraphin Figurel shavsthatby collocating
joinedtables,D-GRAID achieveshigheravailability.

B. Fine-grained fragmentation

We now evaluatethe effectivenessof ne-grained frag-
mentation. We focuson the availability of index lookup

gueriessincethey are the mostinterestingin this cate-
gory. Theworkloadwe usefor this studyconsistf index
lookup querieson randomlychosenvaluesof a primary
key attributein a singlelargetable. We plot the fraction
of querieghatsucceedindervaryingnumberof diskfail-
ures.Theleft graphin Figure2 shavstheresults.

Thereare threelayouts examinedin this graph. The
lowermostline shavs availability under simple striping
with just replicationof systemcatalogs.As canbe seen,
theavailability fallsdrasticallyundemultiple failuresdue
to lossof internal B-tree nodes. The middle line depicts
thecasewhereinternalB-treenodesarereplicatedaggres-
sively; ascanbeexpectedthisachievesbetteravailability.
Finally, thethird line shovstheavailability whendataand
index pagesarecollocated,in additionto internal B-tree
replication. Together thesetwo techniquesensurenear
lineardegradationof availability.

The right graphin Figure 2 considersa similar work-
load, but a small subsef tuplesaremuch“hotter” com-
paredto the others.Speci cally, 5% of thetuplesareac-
cessedn 90% of the queries. Even undersucha work-
load, simplereplicationandcollocationprovide nearlin-
eardegradationin availability sincehot pagesarespread
nearly uniformly acrossthe disks. However, undersuch
a hot-cold workload, D-GRAID can improve availabil-
ity furtherby replicatingdataandindex pagescontaining



| D-GRAID RAID-0 Slowdown
TableScan 7.97s 6.74s 18.1%
Index Lookup 51ms 49.7ms 2.7%
Bulk Load 186.61s 176.14s 5.9%
Tablelnsert 11.4ms 11ms 3.6%

Tablel: Time Overheadsof D-GRAID . Thetablecompaestheper
formanceof D-GRAID under ne-grained fragmentation,with default
RAID-Oundervariousmicrobentimarks.Anarray of 4 disksis used.

suchhot tuples. The othertwo lines depict availability
whensuchhot pagesarereplicatedby factorsof 2 and8.
Thus,whena small fraction of (readmostly) datais hot,
D-GRAID utilizesthatinformationto enhanceavailabil-
ity throughselectve replication.

4.4.2 Performanceoverheads

We now evaluatethe performancamplicationsof fault-
isolatedlayoutin D-GRAID. For all experimentsin this
section,we use a 4-disk D-GRAID array comprisedof
9.1 GB IBM UltraStar9LZX disks with peakthrough-
put of 20 MB/s. The databaseisedhasa singletable of
500,000records,eachsized110 bytes,with anindex on
theprimarykey.

A. Time and spaceoverheads

We rst explorethetime andspaceoverheadsncurredby
our D-GRAID prototypefor trackinginformation about
the databasend laying out blocksto facilitate graceful
degradation. Table 1 comparesthe performanceof D-
GRAID with ne-grained fragmentationto Linux soft-
ware RAID 0 undervariousbasicqueryworkloads. The
workloadsexaminedare a scanof the entiretable,anin-
dex lookup of arandomkey in thetable,bulk load of the
entireindexedtable,andinsertsinto theindexedtable.D-
GRAID performswithin 6% of RAID-0 for all workloads
exceptscans.The poor performancén scands dueto a
Predatoranomaly wherethe scanworkload completely
saturatedthe CPU (6.74 s for a 50 MB table across4
disks).Thus,theextra CPUcyclesrequiredby D-GRAID
impactsthe scanperformanceby about18%. This inter
ferenceis becauseur prototypecompetedor resources
with the host;in a hardwareRAID system suchinterfer
encewould not exist. Overall, we nd thatthe overheads
of D-GRAID arequitereasonable.

We also evaluatedthe spaceoverheadslueto aggres-
sive metadataeplicationandfoundthemto be minimal,
theoverheadscaleswith thenumberof tables andevenin
adatabasevith 10,000tables the overheads only about
0.9%for 8-way replicationof importantdata.

B. Access-driven Diffusion

We now evaluatethebene tsof diffusinganextracopy of
populartables.Table2 shavs thetime takenfor a scanof

| ScanTime (s)

RAID-0 6.74
D-GRAID 15.69
D-GRAID + Diffusion 7.35

Table?2: Diffusing Collocated Tables. Thetable showsthe scanper-
formanceon a 4-diskarray undercoarse-gainedfragmentation.

thetabledescribedhbore,undercoarse-grainettagmen-
tationin D-GRAID. As canbe seen,simple collocation
leadsto poorscanperformancelueto thelostparallelism.
With theextradiffusionaimedat performanceD-GRAID

performsmuchcloserto default RAID-O0.

4.5 Comparison

In ourimplementatiorof D-GRAID underneatta DBMS,
we uncovered some fundamentalchallengesthat were
not presentundera le system. First, the notion of
semantically-relatedroupsis morecomplex in a DBMS
becaus®f thevariousinterrelationshipghatexist across
tablesandindexes. In the le systemcase,whole les
or whole directorieswere reasonableapproximationsof
semanticgroupings. In a DBMS, sincethe goal of D-
GRAID is to enableservingasmary higherlevel queries
aspossible the notion of semantiogroupingis dynamic
i.e., it dependsn the queryworkload. Second,identi-
fying “popular” datathat needsto be aggressiely repli-
cated,is easierin le systems;standardsystembinaries
andlibrarieswereolvioustargets,independentf thespe-
cic le systemrunningabose. However, in a DBMS,
the set of populartablesvarieswith the DBMS and is
often dependentbn the query workload. Thus, effec-
tively implementingD-GRAID underneatta DBMS re-
quiresslightly modifying the DBMS to recordadditional
information. Finally, to ensuretransactiordurability, we
implementedinfallible writes for the versionunderthe
DBMS.

Comparinghow well D-GRAID performsbeneatha
DBMS versusa le systemwe seemary similarities.
For example, bothversionsof D-GRAID successfullyen-
ablegracefuldegradationof availability; thatis, bothver-
sionsenableat leastthe expectednumberof processesr
gueriesto completesuccessfullygivena x ednumberof
disk failures. In fact, both versionsenablemore thanthe
expectechumberto completewhena subsebf thedatais
especiallypopular Similarly, bothversionsof D-GRAID
dointroducesometime overheadijnterestingly the slow-
downs for our databaseersionare generallylower than
thosefor the le systemversion. Finally, both versions
requireaccess-duen diffusion to obtainacceptableer
formance.



5 Secue Deletewith FADED

Our secondcasestudyis to implementFADED [28] un-
derneatha DBMS. FADED is a semanticallysmartdisk
that detectsdeletesof recordsand tablesat the DBMS
level and securelyoverwrites (i.e., shredg the relevant
datato make it irrecoverable. We extend previous work
that implementedthe same functionality for le sys-
tems[28].

5.1 Motivation

Deletingdatasuchthatrecovery is impossibleis impor-
tantfor le systemsecurity[4, 14]. Governmentregula-
tionsrequireguaranteesn sensitve databeingforgotten
and suchrequirementsould becomemore importantin
databasef?]. Recentlegislationson dataretention,such
asthe Sarbanes-OxieAct, have accentuatedhe impor-
tanceof securedeletion.

Securaleletionof datain magnetiaisksinvolvesover
writing disk blockswith a sequencef writeswith certain
speci ¢ patternsto cancelout remnantmagneticeffects
dueto pastlayersof datain the block. While early work
indicatedthatasmary as32 overwritesperblock arere-
quiredfor secureeraseg14], recentwork shavs thattwo
to threesuchoverwritessufce for moderndisks[16].

Neithera le systemnor a DBMS canensuresecure
deletionwhenit functionson top of modernstoragesys-
tems,which transparenthperformvariousoptimizations.
For example, the storagesystemcould buffer writes in
NVRAM beforewriting themoutto disk[34]. In thepres-
enceof NVRAM buffering, multiple overwritesdoneby
the le systemor DBMS may be collapsednto a single
write to the physicaldisk, makingthe overwritesineffec-
tive. Also, in the presencef block migrationwithin the
storagesysteni9], overwritesbythe le systenmor DBMS
will misspastcopies.

Thus,securedeletionrequireghelow level information
andcontrol that the storagesystemhas,andat the same
time, higherlevel semantidnformationaboutthe le sys-
tem or DBMS to detectlogical deletes.A semantically-
smartdisk systemis thusanideallocaleto implementse-
curedeletion.

5.2 Filesystem-Avare FADED
When running underneatha le system,FADED infers
thata le is deletedby trackingwritesto inodes,indirect
blocks,andbitmapblocksandlooking for changesDue
to theasynchronougsatureof le systemsFADED is not
ableto guarante¢hatthe currentcontentsof a block be-
long to the deleted le andnot to a newly allocated le
(which shouldnot be shredded).To ensurethat it does
notshredvalid data,FADED usesconservativeverwrites
in which it shredsonly an old versionof a block before
restoringthe currentcontentsf the block.

In previous work, we implementedFADED for three
le systemsLinux ext2, Linux ext3,andWindowsVFAT.

However, for FADED to work correctly each le system
hadto bechangedFor example Linux ext2 wasmodi ed

to ensurehatdatabitmapblocksare ushed wheneveran
indirectblock is allocatedor freed; Windows VFAT was
changedotrackageneratiomumberfor eachle; nally,

Linux ext3 wasmodi ed sothatthelist of modi ed data
blocksareincludedin eachtransaction.

5.3 Database-Avare FADED

To implementFADED beneatha DBMS, the semantic
disk mustbe ableto identify andhandledeletesfor both

entiretablesaswell asfor individual records.We discuss
thesetwo casesn turn.

The simplestcasefor FADED is when a whole ta-
ble is deleted. Whena drop table commandis is-
sued,FADED mustshredall blocksbelongingto the ta-
ble. FADED useslog snoopingto identify log records
thatindicatefreeing of extentsfrom stores. In SHORE,
afree _ext _list log recordis written for every extent
freed.OnceFADED knowsthelist of freedblocks,it can
issuesecureoverwritesto thosepages.If thetransaction
aborts(thusundoingthedeletes)the contentsof thefreed
pageswill berequired;therefore FADED pessimistically
waitsuntil thetransactions committedoeforeperforming
ary overwrites.

Handlingrecord-level deletesn FADED is morechal-
lenging. Whenspeci ¢ tuplesare deleted(via the SQL
delete  from statement)specic byte rangesin the
pagescontainingthosetuples must be shredded. On a
delete,a DBMS typically marksthe relevant page“slot”
free, and incrementsthe free spacecountin the page.
Sincesuchfreeingof slotsis logged,FADED canlearnof
suchrecorddeletesby log snooping. However, FADED
cannotshredthe whole pagebecaus@®therrecordsin the
pagecouldstill bevalid. Ratherthanreadthecurrentpage
from disk, we deferthe shreddinguntil FADED receves
a write to the pagere ecting the relevantdelete. On re-
ceiving sucha write, FADED shredsthe entire pagein
the disk,andthenwritesthe new datarecevved. However,
therearetwo complicationswith this basictechnique.

The rst complicationis to identify the correctver
sion of the pagecontainingthe deletedrecord. Assume
that FADED obsenresa recorddeleted in pageP, and
waits for a subsequentvrite of P. When P is writ-
ten, FADED needsto detectif the versionwritten re-
ects d. The versioncould be staleif the DBMS wrote
the pagesometimebeforethe delete,but the block was
reorderedby the disk schedulerand arrives later at the
disk. Thisissueis similarto thatof the le-systemversion
of FADED; however, ratherthan useconsenrative over-
writes, the databasesmare versionusesthe WAL prop-
erty of the DBMS to ensurecorrectoperation. Speci -
cally, databasewsare FADED usesthe PageLSN eld in
the page[20] to identify whetherP re ects the delete.
ThePageL SNof apagetracksthesequencaeumberof the



Run time (s)
Workloadl Workloadll
Default 52.0 66.0
FADED, 78.3 128.5
FADED,4 91.0 160.0
FADEDg 104.5 190.2

Table 3: Overheads of secue deletion. This table showsthe
performanceof FADED with 2,4 and 6 overwrites, under two work-
loads.Workload| deletescontiguougecods,while Workload |l deletes

recodsrandomlyacrossthetable

latestlog recorddescribinga changein the page. Thus,
FADED simply needs¢o comparghePageLSNto theLSN
of thedeleted.

The secondcomplicationis that the DBMS may not
zerooutbytesthatbelongedo deletedecordsasaresult,
old datastill remainsin the page. Thus, when FADED
obsenesthe pagewrite, it scanghe pagelooking for free
spaceand explicitly zeroesout the deletedbyte ranges.
Sincethe pagecouldremainin the DBMS cacheall sub-
sequentvrites to the pagemustalsobe scannedand ze-
roedoutappropriately

5.4 Evaluation

We now briey evaluatethe cost of securedeletionin
FADED througha prototypeimplementation. The pro-
totypeis implementedhsa device driverin the Linux 2.4
kernel,andworksunderneattiPredatoif27].

We considertwo workloadsoperatingon a table with
500,000110-byterecords.In the rst workload,we per
formadelete  from in suchawaythatall rowsin the
seconchalf of thetablearedeleted(i.e., thedeletedpages
arecontiguous).In the secondworkload,the tuplesto be
deletedareselectedn random.

Table 3 compareshe default casewithout FADED to
FADED usingtwo, four, andsix overwrite passesAs ex-
pected,securedeletioncomesat a performancecostdue
to theextradisk /O for themultiple passe®f overwrites.
Given that moderndisks can effectively shreddatawith
only two overwrites[16], we focuson F AD ED 5; in this
case performancés 50%to 95% slower. However, since
suchoverheads incurredonly on deletesandonly sen-
sitive dataneedgo be deletedin this mannerwe believe
the costsarereasonablén situationswheretheadditional
securityis required.

5.5 Comparison

The primary difference betweenthe two versions of
FADED is thatthedatabasesareversionis ableto lever-
agethe transactionapropertiesof the DBMS to de ni-

tively track whethera particularblock shouldbe shred-
ded.As aresult,while the le systemversionof FADED

requiredchangedo the le system(with the exceptionof
datajournaledext3), ourimplementatiorof FADED does
not requireany DBMS changes. However, our version
doesrequiredetailedinformationaboutthe on-diskpage
layoutof the DBMS. Furthermorethe record-level gran-
ularity of deletesn aDBMS makessecuredeletionmore
comple thanin its le systemcounterpart.

Both versionsof FADED incur some overhead,de-
pendingupontheworkloadandthe numberof overwrites.
On ourtwo delete-intensie databas&vorkloads,FADED
was 50% or 95% slawer with two overwrites. Similarly,
for thetwo le systemworkloads,FADED was51% to
280%slowerwith two overwrites(from Table11 of [28]).
In summarythe slovdown incurredby FADED depends
moreon the workloadandthe numberof overwritesthan
onwhetherit is usedby aDBMS or a le system.

6 Exclusive Cachingwith X-RAY

Our nal casestudyis to implementX-RAY [3] under

neatha DBMS. X-RAY is an exclusive cachingmecha-
nismfor storagearraysthatattemptso cachedisk blocks
whicharenotpresentn thehigherlevel buffer cachethus
providing theillusion of a singlelarge LRU cache.Pre-
viouswork hasdemonstratethatthis approactperforms
very well whenthe buffer cacheis maintainedby a le

system3].

6.1 Motivation
Modernstoragearrayspossessargeamountsof RAM for
cachingdisk blocks. For instance a high-endEMC stor
agearrayhasupto 256 GB of mainmemoryfor caching.
Typically, this cacheis a second-lgel cacheandthe le
systemor a databasesystemmaintainsits own buffer
cachein the hostmain memory Currentcachingmech-
anismsn storagearraysdo notaccounfor this; ablockis
placedin the arraycacheon aread,duplicatingthe same
blockscachedabove. Cachespaces thuswasteddueto
inclusion. A betterstratgyy would be for the contentsof
thebuffer cacheandthedisk arraycacheto be exclusive

Wong et al. [35] proposedo avoid cacheinclusionby
modifyingthe le systemandthediskinterfaceto support
a SCSI“demote” command,which enablesreatingthe
diskarraycacheasavictim cache For adatabassystem,
theirapproachwouldrequirethe DBMS to inform thedisk
aboutevictions from its buffer pool. However, requiring
an explicit changeto the SCSI storageinterface makes
this schemehard to deploy, sinceindustry consensuss
requiredfor adoptingsucha change.

6.2 Filesystem-Avare X-RAY

X-RAY predictsthecontentf the le systembuffer pool

andthenchooseso cacheonly the mostrecentvictimsin

its own cache X-RAY requiresno changedo the storage
interface. X-RAY usesaccesdime statistics(i.e., which

block wasaccessedndwhen)to performits predictions;
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Figure 3: X-RAY Performance. The gure presentsan evaluation of X-RAY underthe TPC-Cbendimark. The DBMS buffer cache was set
to 6000blodks for thesestudies. (a) The hit rate of X-RAY is compaed to other caching medanisms. The sggmentsizeis 4 blocks, and access
informationis written every 1 second.(b) Thecorrespondingexecutiontimesare compaed. Thetimesare basedon a buffer cache hit time of 20

s,adiskarray cace hit timeof 0.2 ms,a diskreadtime of 3 msto 10 ms. (c) Hit-rate of X-RAY is measued for differentsegmentsizes;thewrite
periodis keptat 1 second(d) Thewrite periodis variedandthe X-RAY hit rateis measued. Thesggmentsizeis keptat 4 blocks.

for le systemsuchasLinux ext2, accesstatisticsarere-
cordedatthegranularityof a le andaredirectly available
in le inodes.

X-RAY usestheseaccessstatisticsto maintainan or-
deredlist of block numbersfrom the LRU block to the
MRU block. This is complicatedby the fact thataccess
statisticsaretrackedonly aper le basis.Theorderedist
is updatedwhen X-RAY obtainsnew information, such
aswhenthe le systemreadsfrom disk (makingtheread
block the mostrecentlyaccessedandwhenthe le sys-
tem writes an accesgime to disk. Whena disk readar
rivesto ablock A, X-RAY infersthatA wasevictedfrom
the buffer cachesometime in the past;it canalsoinfer
thatary block B with an earlieraccesgime wasevicted
aswell (assumingan LRU policy). If the accesdime of
blockA isupdatedbut X-RAY did notobsereadiskread
for A, thenX-RAY infersthatblock A, andall blockswith
alateraccessimethanA, arepresenin thebuffer cache.

If the higherlevel cachepolicy is LRU (which is the
usualcase),blocks closeto the MRU end of thelist are
predictedo bein the le systenbuffer cache.Theblocks
nearthe LRU partof thelist are consideredhe exclusive
set; X-RAY cacheghe mostrecentblocksin the exclu-
sive set,usingextra internalarraybandwidthor idle time
betweerdisk requestdo readtheseblocksinto the cache.

6.3 Database-Avare X-RAY
The databasewaareversionof X-RAY is very similar to
the le system-avare version. The primary difference
in creatinga databasewsare X-RAY occursbecausea
DBMS doesnottypically trackaccesstatistics Although
somedatabasesystemsdo maintainaccessstatisticsfor
administratve purposege.g., AWR [21] for Oracle) these
statisticsarecoarsan granularityandarewritten outonly
afterlongintervals.

Therefore,to implementdatabasesaare X-RAY we
mustmodify the databaséuffer manageto write outac-
cessstatisticsperiodically Speci cally, eachtableor in-

dex is divided into x ed-sizedsegments and the buffer
managerperiodically writes to disk the accesgime for
segmentsaccesseduringthelastperiodof time. X-RAY
assumethatall blocksin thesegmenthave beenaccessed
whenit seeghattheaccessime statisticis updated Thus,
theaccurag with which X-RAY canpredictthe contents
of the databaseacheis sensitie to boththe sizeof each
segmentandthe updateinterval. One advantageof ex-
plicitly addingthis information is that we cantune the
implementationby changingthe size of the segmentor
the updateinterval. An alternatve to addingthis access
informationwould beto modify the DBMS to directly re-
portwhenit hasevictedablock from its own cacheasin
DEMOTE [35]. We believe thataddingjust accesstatis-
tics is a betterapproachbecausehe statisticsare more
generalandcanbe usedby semantiadisksimplementing
otherfunctionality (e.g., D-GRAID [29]).

6.4 Evaluation

We evaluatethe performanceof our databasevaarever
sion of X-RAY with a simulationof both the database
buffer cacheandthe disk array cache;the evaluationof
the lesystem-avareX-RAY wasperformedusinga sim-
ulationaswell. The databasduffer cacheis maintained
in LRU fashionthe DBMS periodicallywritesoutaccess
informationat the granularityof onesegment. The array
caches managedy X-RAY. We assuméahat X-RAY has
sufcient internalbandwidthfor its block reads.

We instrumentedhe buffer cachemanagenof the Post-
gresDBMS [24] to generatdracesof pagerequestsat
the buffer cachelevel. We usePostgresbecausePreda-
tor doesnot have a programmingAPI in Linux, whichis
requiredto implemenfTPC-C.We useanapproximatem-
plementatiorof the TPC-Cbenchmarkor our evaluation
(it adherego the TPC-C speci cation [32] in its access
pattern).A total of 5200transactionsireperformed.

We evaluatethe performancef X-RAY in termsof ar
ray cachehit rate and executiontime. We compareX-
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Catalogtables

Log recordformat
B-treepageformat
Datapageformat
Transactiorstatus
Block ownership
Block relationships
Accessstatistics

Block type

D-GRAID

basic

+ ne-grainedfrags

+join-collocation
FADED

basic

+recod-level delete|
X-RAY

basic

Table4: DBMS Information required for casestudies. Thetable
lists the staticinformationthat mustbe embeddechto the semantialisk
andthe dynamicstatethatis automaticallytradked by thedisk.

RAY to plain LRU andthe Multi-Queuemechanisni36]
designedor secondevel caches.We alsoexplore sensi-
tivity to sggmentsizeandaccesgime updateperiodicity.
Figure 3a compareghe hit rate of X-RAY with that
of the otherschemesand Figure 3b compareghe corre-
spondingexecutiontimes. The sggmentsizeis setto four
blocksandaccessnformationis written out every second
for thisstudy We seethatX-RAY hasmuchbetterhit rate
thanboth LRU andMulti-Queue. This hit rateadvantage
extendsto executiontime despitethe overheadf writing
out the accessnformation; X-RAY performsup to 75%
betterthanLRU andupto 65% betterthanMulti-Queue.
Figure3c evaluateghe sensitvity of the X-RAY cache
hit rateto sggmentsize. As expected,the hit ratedrops
slightly with an increasein segmentsize. Figure 3d
shaws sensitvity to the accesdnformation updateinter-
val. We seethat X-RAY cantoleratea reasonabla@elay
(e.g., about5 secondsjvhenobtainingaccessipdates.

6.5 Comparison

The le systemanddatabaseersionsof X-RAY arequite
similar. To implementX-RAY, the semantialisk requires
accesstatisticsthatis, it mustknow which blocksarebe-
ing accessetby the layerabove. Althoughmost le sys-
temstrackandperiodicallywrite suchstatisticsa DBMS

doesnot. Therefore,to use X-RAY, the DBMS must
be modi ed to explicitly track accesgimesfor sggments
within eachtable. Oneadwantageof explicitly addingthis

informationis thatonecantunethe statisticsmoreappro-
priately (i.e., the sizeof sggmentandthe updateintenal).

Whetherrunningbeneatha le systemor a databaseX-

RAY wasfoundto substantiallyimprove the arraycache
hit rate,relative to both LRU andMulti-Queue.

7 Information for CaseStudies

In this sectionwe review the staticanddynamicinforma-
tion requiredwithin adatabasewaaredisk, giventhatthis
needednformationdependsiponthe functionalitythatit
is beingimplementedThe exactinformationrequiredfor
variantsof our threecasestudiess listedin Table4.

Probablythe biggestconcernfor databasevendorsis
the staticinformationthatmustbe exported;for example,
if a storagesystemunderstandshe format of a particu-
lar catalogtable,thenthe databaseendormay be loathe
to changeits format. The amountof static information
variesquite a bit acrosshe casestudies.While all of our
casestudiesmustknow the format of catalogtablesand
log recordsponly D-GRAID with supportfor ne-grained
fragmentatiorandFADED with record-level deletesneed
moredetailedknowledge,suchasthe B-treepageformat
andthe datapageformat,respectiely.

Theusefuldynamicinformationalsovariesacrosscase
studies. The mostfundamentabieceof dynamicinfor-
mation is block ownership, as shovn by the fact that
it is requiredby every casestudy; block type is alsoa
generallyusefulproperty neededy both D-GRAID and
FADED. The otherpiecesof dynamicinformationarenot
widespread.For example,only FADED needsto know
preciselywhena transactiorhascommitted,sinceto be
correct, it must be pessimisticin determiningwhen to
overwrite data; only D-GRAID needsto be ableto as-
sociateblocksfrom a tablewith the blocksfrom the cor-
respondingndex, andvice versa. Finally, accessorre-
lation and accesscount statisticsare neededby one of
the D-GRAID variantsto collocaterelatedtablesandto
aggressiely replicate“hot” data;the simpleaccesgime
statisticis neededy X-RAY to predictthecontentof the
higherlevel buffer cache.

8 Conclusions

“Todaywe [the database&ommunity] have this sort
of simple-mindedmodel that a disk is one arm on
oneplatterand[it holdsthe whole database]And in

fact[what'sholdingthedatabaselp RAID arraysit's
storageareanetworks, it's all kinds of differentar

chitecturesunderneattthathood,andit' s all masled
over by alogical volumemanagervritten by operat-
ing systempeoplewho may or may not know ary-

thing aboutdatabasesSomeof thattransparengcis
really goodbecausdé makesusmoreproductive and
they justtake careof thedetails.... But on the other
hand,optimizingthe entirestackwould be even bet-
ter. So,we [in thetwo elds] needto talk, but onthe
otherhandwe wantto acceptsomeof thethingsthat
they're willing to dofor us’ [26].

-Pat Selingr

Semanticknowvledge in the storage systemenables
powerful new functionality to be constructed. For ex-
ample the storagesystemcanimprove performancevith



bettercaching[3], canimprove reliability [29], and can
provide additionalsecurityguaranteef28]. In this paper
we have shovn that semanticstoragetechnologycanbe
deployed not only beneathcommaodity le systems but
beneattdatabasenanagemergystemsaswell.

We have found that somedifferenttechniquesare re-
quired to handle databasesystems. First, we investi-
gatedthe impact of transactionalsemanticswithin the
DBMS. In mostcasestransactionsimplify the work of
a semanticdisk. For example,log snoopingenableshe
storagesystemto obsere the operationsperformedby
the DBMS andto de niti vely infer dynamicinformation
without changingthe DBMS. However, the storagesys-
tem mustalso ensurethat it doesnot interferewith the
transactionasemanticsFor example we foundthatinfal-
lible writesareusefulto ensurdransactiordurability after
somediskshavefailed. Secondwe exploredhow thelack
of accessstatisticswithin a DBMS complicatedts inter-
actionswith a semanticdisk. In this case we foundthat
it was helpful to slightly modify the databasesystemto
gatherandrelay simplestatistics.
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