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Abstract

Recentresearch has demonstrated the potential bene�ts
of building storagearraysthatunderstandthe�le systems
abovethem.Such “semantically-smart”disksystemsuse
knowledge of �le systemstructuresandoperationsto im-
proveperformance, availability, andevensecurityin ways
that are precludedin a traditional storage systemarchi-
tecture.

In thispaper, westudytheapplicabilityof semantically
smartdisk technology underneathdatabasemanagement
systems.For three casestudies,we analyzethe differ-
enceswhen building database-aware storage. We �nd
that semantically-smartdisk systemscan be successfully
appliedunderneatha database, but that new techniques,
such as log snoopingand explicit accessstatistics,are
needed.

1 Intr oduction
Processingpower is increasingin modernstoragesys-
tems.For example,theSymmetrixstoragearray, a high-
endRAID from EMC,containsnearly100processorsand
up to 256 GB of memory[9]. Unfortunately, the abil-
ity to leveragethecomputationalpowerwithin traditional
storagesystemshasbeenlimited dueto its narrow block-
basedinterface[8, 10]. With protocolssuchasSCSI,stor-
agearraysreceiveonly thesimplestof commands:reador
write a givenrangeof blocks. Hence,thestoragesystem
hasno knowledgeof how it is beingused,e.g., whether
two blocksarea part of thesame�le, or evenwhethera
givenblock is liveor dead.

To bridgethis informationgap,recentresearchhaspro-
posedthe ideaof a semanticallysmartdisk system[30]
thateitherlearnsof or is embeddedwith knowledgeof the
�le systemusingit. This semanticinformationwithin the
storagesystemallows vendorsto build morefunctional,
reliable,higher-performing,andsecurestoragesystems.
For example,by exploiting knowledgeof �le anddirec-
torystructures,astoragesystemcandeliverimproveddata
availability underfailure[29].

Previous researchon semantically smart disk sys-
tems[3, 28, 29, 30] hasassumedthat a commodity�le
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system(e.g., Linux ext2, Linux ext3, NetBSDFFS,Win-
dowsFAT, orWindowsNTFS)is interactingwith thedisk.
In this paper, we explore techniquesfor semantically-
smartdisk systemsto operatebeneathdatabasemanage-
mentsystems(DBMS).Giventhatdatabasesystemsform
asigni�cant andimportantgroupof clientsof storagesys-
tems,we would like to seeif thebene�ts of semantically
smartstoragecanbeappliedto this realm.

Whetheroperatingbeneatha �le systemor a database,
a semanticallysmartdisk systemperformssimilar oper-
ations,suchas tracking which �le or table a particular
block hasbeenallocatedto. However, a DBMS tracks
different informationandorganizesits dataon disk dif-
ferently thana �le systemdoes. For example,most �le
systemsrecordwithin each�le' s metadatacertainstatis-
tics, suchas the most recentaccessand modi�ed time.
Giventhata DBMS is morespecialized,it doesnot track
thesegeneralstatistics.Second,in �le systemworkloads,
the directorystructuretendsto be a reasonableapproxi-
mationof semanticgroupings;that is, usersplacerelated
�les togetherin a singledirectory. However, in a DBMS,
thesemanticgroupingacrossdifferenttablesandtheir in-
dexesis dynamic,dependinguponthequeryworkload.

Our general�nding is that thesedifferencesarefunda-
mentalenoughto requirechangesfor semanticallysmart
storage.To build database-awarestorage,we investigate
two techniquesthat were not requiredfor �le systems.
First, we explore log snooping, in which thestoragesys-
temobservesthewrite-aheadlog (WAL) recordswritten
by the DBMS; by monitoring this log, the storagesys-
temcanobserveeveryoperationperformedby theDBMS
before its effect reachesthe disk. Second,we explore
thebene�tsof having theDBMS explicitly gatheraccess
statisticsandwrite thesestatisticsto storage.We �nd that
it is relatively simpleto addthesestatisticsto a DBMS.

To investigatedatabase-aware storage,we implement
and analyzethreecasestudiesthat have beenfound to
work well underneath�le systems.First, we studyhow
to improve storagesystemavailability with D-GRAID, a
RAID systemthatdegradesgracefullyunderfailure[29].
Second,we implementa DBMS-specializedversionof
FADED, a storagesystemthatguaranteesthatdatais un-
recoverableoncetheuserhasdeletedit [28]. Finally, we
explorehow to improvesecond-level storage-arraycache



hit rateswith a techniqueknown asX-RAY [3].
Our experienceindicatesthatsemantically-smartdisks

can work well underneathdatabasesystems. In some
cases,databasesystemsare a better �t than �le sys-
temsfor semantically-smartstorage,suchas for secure
delete[28]. In this case,thepresenceof thetransactional
semanticsin a DBMS allows thedisk to moreaccurately
trackdynamicinformation.As a result,functionalitythat
requiresabsolutelycorrectinferencescanbeimplemented
without changingtheDBMS; in contrast,this samefunc-
tionality requiredchangesto the�le system.However, for
two of the casestudies,D-GRAID andX-RAY, we �nd
thata DBMS doesnot supplyall of thedesiredaccessin-
formationto thestoragesystem.As aresult,betterresults
areobtainedif we slightly modify theDBMS.

The restof this paperis organizedasfollows. In Sec-
tion 2, we review relatedwork in database-aware stor-
age and discussthe advantagesand disadvantagesof
semantically-smartdisks. In Section3, we describethe
generaltechniquesneededfor a semanticdisk to extract
informationfrom theDBMS. In Sections4, 5, and6, we
presentour casestudies.Finally, we discusstherangeof
usefultechniquesin Section7 andconcludein Section8.

2 Background
Placingmore intelligencein disk systemsto help data-
basesystemshascomein andout of favor over theyears.
For a summaryof work in this area,seeKeeton's disser-
tation[17], page162. Oneof theearliestexamplesis the
ideaof “logic per track” devicesproposedin 1970[31];
for example,givena disk with somecomputationalabil-
ity perhead,a naturalapplicationis to �lter databeforeit
passesthroughtherestof thesystem.

Later, the idea of database-speci�cmachineswas re-
futed,for examplein 1983by Boral andDewitt [5]. The
primaryreasonfor thefailureof suchapproacheswasthat
they oftenrequirednon-commoditycomponentsandwere
outperformedas technologymoved ahead;worse,data-
basevendorsdid notwish to rewrite theirsubstantialcode
baseto takeadvantageof speci�c featuresofferedby cer-
tainspecializedarchitectures.

However, asprocessingpower hasbecomefasterand
cheaper, the idea of “active disks” hascameinto focus
once more. Recentwork includesthat by Acharya et
al. [1] andRiedelet al. [25]; in both efforts, portionsof
applicationsare downloadedto disks, thus tailoring the
disk to the currentlyrunningprogram. Much of this re-
searchfocuseson exactly how to partition applications
acrosshostanddiskCPUsto minimizedatatransferred.

In contrast to much of this previous work, the
semantically-smartapproachdoesnot requirespecialized
hardwarecomponentsor sophisticatedprogrammingen-
vironments[3, 28,29,30]. High-endstoragearraysarea
goodmatchfor this technology, asthey oftenhave multi-

ple processorsandvastquantitiesof memory. However,
building semanticknowledgeof higher-level systemsinto
astoragearrayhasbothbene�tsanddrawbacks.

The main bene�t of the semantic-diskapproachis
thatit increasesfunctionality;placinghigh-level semantic
knowledgewithin thestoragesystemenablesnew systems
thatrequireboththelow level controlavailablewithin the
storagearray, andhighlevel knowledgeabouttheDBMS;
suchsystemsare precludedin traditional storagearchi-
tectures.For example,previous researchhasshown that
semanticdiskscanimprove performancewith betterlay-
out andcaching[3, 30], canimprove reliability [29], and
canprovideadditionalsecurityguarantees[28].

However, thesemantically-smartapproachalsoleadsto
a few concerns.Oneconcernis that too muchprocessing
will be requiredwithin thedisk system.However, many
researchershave notedthat the trendis of increasingin-
telligencein disksystems[1, 25]. Indeed,modernstorage
arraysalreadyexhibit the fruits of Moore's Law andthe
EMC Symmetrixstorageserver can be con�gured with
up to 100processorsand256GB of RAM [9]. Thesere-
sourcesare not idle, but nonethelesshint at the relative
simplicity of addingmoreintelligence.

A secondconcernis that placingsemanticknowledge
within thedisk systemtiesthedisk systemtoo intimately
to the �le systemor DBMS above. For example, if
the DBMS on-disk structurechanges,the storagesys-
tem may have to changeas well. In �le systems,on-
disk formatsrarely change;for example, the format of
the ext2 �le systemhasnot signi�cantly changedin its
10yearsof existence[30], andcurrentmodi�cations take
greatpainsto preserve full backwardscompatibilitywith
older versionsof the �le system[33]. In the caseof
a DBMS, format changesare more of a concern. To
gain someinsight on how often a storagevendorwould
have to deliver “�rmw are” updatesin orderto keeppace
with DBMS-level changes,we studiedthe development
of Postgres[24] looking for times in its revision history
whena dump/restorewasrequiredto migrateto thenew
version.We foundthata dump/restorewasneededevery
9 monthson average,more frequentthan we expected.
However, in commercialdatabasesthatstoreterabytesof
data,requiring a dump/restoreto migrateis lesstolera-
ble to users;indeed,morerecentversionsof Oraclego to
greatlengthsto avoid on-diskformatchanges.

A �nal concernis that the storagesystemmust have
semanticknowledgeof eachlayer, whethera �le system
or a DBMS, thatcouldpossiblyrun uponit. Fortunately,
thereareonly afew �le systemsanddatabasesystemsthat
wouldneedto besupportedto coveralargefractionof the
market. Further, muchof the functionality in a semantic
disk is independentof thelayerabove; thus,only a small
portion of the codeneedsto handleissuesthat are spe-
ci�c to each�le systemor DBMS. Finally, if a storage



vendorwants to reducethe burdenof supportingmany
differentdatabaseplatforms,they cantargeta singleim-
portantdatabase(e.g., Oracle)andjust provide standard
RAID functionalityfor othersystems.Interestingly, high-
endRAID systemsalreadyperforma bareminimum of
semantically-smartbehavior. For example,storagesys-
temsfrom EMC canrecognizean Oracledatablock and
provide an extra checksumto assurethat a block write
(comprisedof multiple sectorwrites)reachesdisk atomi-
cally [6]. In summary, storagevendorsarealreadywilling
to commitresourcesto supportdatabasetechnology.

3 Database-AwareTechniques
To implementpowerful functionality, a storagesystem
canleveragehigher-level semanticinformationaboutthe
�le systemor DBMS that is runningon top. In this sec-
tion, wedescribethetypesof informationasemanticdisk
requiresunderneathaDBMS,anddiscusshow suchinfor-
mationcanbeacquired.Database-speci�csemanticinfor-
mationcanbe broadlycategorizedinto two types: static
anddynamic.

Sinceourexperiencehasprimarilybeenwith thePreda-
tor DBMS [27] built upon the SHORE storageman-
ager[19], we illustrate our techniqueswith speci�c ex-
amplesfrom Predator;however, webelievethetechniques
aregeneralacrossotherdatabasesystems.

3.1 Static information
Staticinformationis comprisedof factsaboutthedatabase
thatdonotchangewhile thedatabaseis running.Thestor-
agesystemcanobtainstaticinformationeitherby having
suchknowledgeembeddedin its �rmw areor by having it
explicitly communicatedthroughanout-of-bandchannel
onceduringsysteminstallation.

In mostcases,staticinformationdescribestheformatof
on-diskstructures. For example,by knowing the format
of thedatabaselog record,thesemanticdisk canobserve
eachupdateoperationto disk; by knowing the structure
of B-Treepages,thedisk candeterminewhich areinter-
nal pagesversusleaf pages;�nally , by understandingthe
format of datapages,the semanticdisk canperformop-
erationssuchasscanningthe pageto �nd “holes” when
byterangesaredeleted.In othercases,staticinformation
describesthelocationof on-diskstructures. For example,
in Predator, knowing the namesandIDs of systemcata-
log tablessuchastheRootIndex andthe SINDXS table
is useful.

3.2 Dynamic information
Dynamic information pertainsto information about the
DBMS thatcontinuallychangesduringoperation.Exam-
plesof dynamicinformationincludetheparticularsetof
diskblocksallocatedto acertaintableor whethera given
disk block belongsto a tableor to anindex. Unlike static
information,dynamicinformationneedsto becontinually

trackedby thedisk. To trackdynamicinformation,a se-
manticdiskutilizesstaticinformationaboutdatastructure
formatsto monitor changesto key datastructures;these
changesarethencorrelatedto thehigherlevel operations
thatcouldcausethesechanges.

Unfortunately, since both �le systemsand databases
buffer and reorder writes, performing an accuratein-
ferenceof higher level operationscan be quite com-
plex [28,29]. To solvethisproblem,weusethetechnique
of log snooping, in which thestoragesystemobservesthe
log recordswritten out by the DBMS. With log snoop-
ing, thestoragesystemleveragesthefactthatthedatabase
usesawrite-aheadlog (WAL) to trackeveryoperationthat
changeson-diskcontents.Becauseof theWAL property,
the log of an operationreachesdisk before the effect of
theoperation;this strongorderingguaranteemakesinfer-
encesunderneatha DBMS accurateandstraightforward.

Our implementationof log snoopingis asfollows. We
assumethat each log record containsa Log Sequence
Number(LSN) [20]; the LSN is usually the byte offset
of the start of that recordin the log volume. The LSN
allows thesemanticdisk to accuratelyinfer theexactor-
deringof eventsthatoccurredin thedatabase,evenin the
presenceof groupcommitsthat cancauselog blocksto
arriveout of order. To orderevents,thediskmaintainsan
expectedLSNpointer, which is the LSN of the next log
recordexpectedto be seenby the disk; thus, when the
semanticdisk receivesa write requestto a log block, it
knowsexactly wherein theblock to look for thenext log
record.Thesemanticdisk thenprocessesthat log record
and advancesthe expectedLSN pointer to point to the
next record. Thus, even when log blocks arrive out of
order, thesemanticdisk utilizestheLSN orderingto pro-
cesstheblocksin order; log blocksarriving out of order
aredeferreduntil theexpectedLSN reachesthatblock.

We now describein moredetail how our implementa-
tion of database-awarestorageuseslog snoopingto infer
four importantpiecesof dynamicinformation:transaction
status,block ownership,block type,andrelationshipsbe-
tweenblocks.We thendescribetheimportanceof a �nal
pieceof dynamicinformation:accessstatistics.

3.2.1 TransactionStatus
A basicpieceof dynamicinformationis thecurrentstate
of eachtransactionthat hasbeenwritten to disk. Each
transactioncan be either pendingor committedand a
pendingtransactionmaylaterbeaborted.Whenperform-
ing work associatedwith a transaction,a semanticdisk
canchooseto pessimisticallyrecognizeonly committed
transactions,or it canoptimisticallybegin work on pend-
ing transactionsaswell. Therearetrade-offs to both the
pessimisticandoptimisticapproaches.

Thepessimisticapproachis mostappropriatewhenthe
semanticdisk implementsfunctionality thatrequirescor-
rectness.For example,whenimplementingsecuredelete



(Section5), thesemanticdiskcannotshreddatabelonging
to a pendingtransaction,given that the transactionmay
abortandtheDBMS requirethedataagain.However, the
pessimisticapproachwill often have worseperformance
thantheoptimisticapproach,sincethepessimisticversion
must delay work and may requirea signi�cant amount
of buffering. The optimistic approachis mostbene�cial
when abortsare rare and the DBMS implementsgroup
commits(andmaythusdelaycommittingindividualtrans-
actionsfor a longperiod).

Determiningthe statusof eachtransactionis straight-
forwardwith log snooping.Whenthesemanticdisk ob-
servesthata new log recordhasbeenwritten, it addsit to
a list of “pending” transactions;whenthedisk observesa
commit recordin the log, it determineswhich transac-
tionshave committedandmovesthemto a “committed”
list.

3.2.2 Block Ownership

It is useful for a semanticdisk to understandthe logical
groupingof blocksinto tablesandindices;this involves
associatinga block with thecorrespondingtableor index
store that logically ownstheblock. Performingthis asso-
ciationin thesemanticdisk is relatively straightforward;
sincetheeffectof allocatinga blockmustberecoverable,
theDBMS �rst logs theoperationbeforeperformingthe
allocation. Therefore,when the semanticdisk later ob-
servestraf�c to a disk block, it is simpleto associatethat
block with theowning tableor index. As we show later,
in somecasesit is suf�cient for thesemanticdisk to map
blocks to the store ID of the owning table, whereasin
othercases,is usefulfor thesemanticdisk to furthermap
thestoreID to theactualtable(or index) name.

For example,whenallocatinga block, SHOREwrites
outacreate ext log recordwith theblocknumberand
the ID of the owning store. Whenthesemanticdisk ob-
servesthis log entry, it recordstheblocknumberandstore
ID in aninternalblock to store hashtable.

To furthermapthestoreID to theactualtableor index
name,thedisk usesstaticknowledgeof thesystemcata-
log tables. In Predator, thismappingis maintainedin aB-
TreecalledtheRootIndex, whoselogical storeID is stati-
cally known. Thus,whenthedisk observesbtree add
recordsin thelog with theRootIndexID, thesemanticdisk
is ableto identify newly createdmappingsandaddthem
to a store to name hashtable.

3.2.3 Block Type

Anotherpieceof useful information for a semanticdisk
is the typeof a store(or a block); for example,whether
a block is a datapageor an index page. To track this
information,the semanticdisk againwatchesupdatesto
thesystemcatalogtables,thenamesof which arepartof
thestaticinformationknown to thedisk.

For example,in Predator, the SINDXS tablecontains
all indexesin the database;eachtuple in SINDXS con-
tainsthenameof theindex, thenameof thetable,andthe
attribute on which the index is built. The semanticdisk
detectsinsertsto this tableby looking for theappropriate
page insert recordsin the log. The semanticdisk is
thenable to determinewhethera given block is part of
a tableor of an index by looking up its owning storein
informationderivedfrom the SINDXStable.

3.2.4 Block Relationships
A third typeof usefulinformationconsistsof therelation-
shipsacrossdifferentblocks. Oneof themostusefulre-
lationshipsfor a semanticdisk to know is thatbetweena
tableandthesetof indicesbuilt on thetable.

As statedabove, in Predator, the associationbetween
indices and tables is kept the SINDXS catalog table.
Thus, a semanticdisk can consult information derived
from the SINDXS table to associatea given tablewith
its indices,or viceversa.

3.2.5 AccessPatterns
In additionto thepreviousdynamicinformation,it is also
useful for a semanticdisk to know how tablesand in-
dexes are being accessedin the currentworkload. Al-
thoughtransactionstatus,block ownership,block type,
and block relationshipscan be inferred relatively easily
with log snooping,theseaccesspatternsaremoredif�cult
to infer.

Inferringaccesspatternswasfoundto berelativelyeasy
underneatha general-purpose�le system[3, 30]. For ex-
ample,thefactthatacertainsetof �les lieswithin adirec-
tory implicitly conveys informationto thestoragesystem
that those�les are likely to be accessedtogether. Simi-
larly, most �le systemstrack the last time each�le was
accessedandperiodicallywrite this informationto disk.

Althoughsomemoderndatabasesystemsdo track ac-
cessstatisticsfor performancediagnosis,thestatisticsare
gatheredat relatively coarsegranularity;for example,the
AutomaticWorkloadRepositoryin Oracle10gmaintains
accessstatistics[21].

Our experiencehas revealedthat it would be useful
for the DBMS to track threedifferenttypesof statistics.
Becausethis informationis only usedto optimizebehav-
ior, theDBMS canwrite thestatisticsperiodicallyto disk
(perhapsin additionalcatalogtables)withoutbeingtrans-
actionalandthuscanavoid theloggingoverhead.

Themostbasicstatisticfor theDBMS to communicate
with the semanticdisk is the accesstime of a particular
blockor table.Thisparticularstatisticis usefulbothin its
own right andbecauseit canbeusedto deriveotherstatis-
tics. A secondusefulstatisticsummarizestheaccesscor-
relation betweenentitiessuchastablesandindexes; for
example,theDBMS could recordfor eachquery, theset
of tablesandindexesaccessed.Thesecorrelationstatistics



capturethe semanticgroupingsbetweendifferent tables
andis usefulfor collocatingrelatedtables.Finally, a third
usefulstatistictracksaccesscounts, suchasthe number
of queriesthataccesseda giventableovera certaindura-
tion. Thispieceof informationconveystheimportanceof
varioustablesandindexes.

3.3 CaseStudies
Theactualstaticor dynamicinformationrequiredwithin
a database-aware disk dependsupon the functionality
that the disk is implementing. Therefore,we investi-
gateanumberof casestudiesthatwerepreviously imple-
mentedunderneathof �le systems.First, we investigate
D-GRAID, a RAID systemthat degradesgracefullyun-
derfailure[29]. Second,we implementa FADED, which
guaranteesthatdatais unrecoverableoncetheuserdeletes
it [28]. Finally, we exploreX-RAY, which implementsa
second-level storage-arraycache[3].

4 Partial Availability with
D-GRAID

Our�rst casestudyis to implementD-GRAID [29] under-
neathaDBMS.D-GRAID is asemantically-smartstorage
systemthatlaysoutblocksin a way thatensuresgraceful
degradationof availability underunexpectedmultiplefail-
ures.Thus,D-GRAID enablescontinuedoperationof the
systeminsteadof completeunavailability undermultiple
failures.Previouswork hasshown thatthis approachsig-
ni�cantly improvestheavailability of �le systems[29].

In this section,we begin by reviewing the motivation
for partial availability andD-GRAID. Next, we summa-
rize our pastexperiencewhen implementingD-GRAID
underneath�le systems.We thendescribeour techniques
for implementingD-GRAID underneatha DBMS. Fi-
nally, we evaluateour versionof D-GRAID anddiscuss
its lessons.

4.1 Moti vation
Theimportanceof dataavailability cannotbeoverempha-
sized,especiallyin settingswheredowntimecancostmil-
lions of dollarsperhour [18, 23]. To copewith failures,
�le systemsanddatabasesystemsstoredatain RAID ar-
rays[22], which employ redundancy to automaticallyre-
cover from asmallnumberof disk failures.

ExistingRAID schemesdonoteffectivelyhandlecatas-
trophic failures,that is, whenthe numberof failuresex-
ceedsthe tolerancethresholdof the array (usually 1).
Multiple failuresoccurdueto two primaryreasons.First,
faultsare often correlated[12]; a single controller fault
or other componenterror can rendera numberof disks
unavailable [7]. Second,systemadministrationis the
main sourceof failure in systems[11]. A large percent-
ageof humanfailuresoccurduring maintenance,where
“the maintenancepersontyped the wrong commandor

unpluggedthewrongmodule,therebyintroducinga dou-
ble failure” (page6) [11].

Undersuchextra failures,existingRAID schemeslead
to completeunavailability of datauntil thecontentsof the
arrayarerestoredfrom backup. This effect is especially
severein large arrays;for example,even if 30 out of 32
disks(roughly 94%) in a RAID-5 arrayare fully opera-
tional,thedisksystem(andconsequently, thedatabase)is
completelyunavailable.

This “availability clif f ” arisesbecausetraditionalstor-
agesystemsemploy simplistic layout techniquessuchas
striping, that are oblivious of the semanticimportance
of blocks or relationshipsacrossblocks; when excess
failuresoccur, the oddsof semantically-meaningfuldata
(e.g., a table)remainingavailableare low. Furthermore,
becausemodernstoragearraysexportabstractlogicalvol-
umeswhich appearlike a singledisk [9, 34], the �le sys-
temor DBMShasnocontroloverdataplacementandcan-
not ensurethatsemantically-meaningfuldataremainsaf-
terasingledisk failure.

4.2 Filesystem-AwareD-GRAID
Thebasicgoalof D-GRAID [29] is to makesemantically
meaningfulfragmentsof dataavailableunderfailures,so
thatworkloadsthataccessonly thosefragmentscanstill
run to completion,obliviousof datalossin otherpartsof
the �le system. By working on top of any redundancy
technique(e.g., RAID-1), D-GRAID provides graceful
degradationwhenthe numberof failuresexceedthe tol-
erancethresholdof the particularredundancy technique.
WhenweimplementedD-GRAID undera�le system,we
foundthreelayouttechniquesto beimportant.

First, fault-isolateddataplacementis neededto ensure
thatsemanticfragmentsremainavailablein their entirety.
Under fault isolatedplacement,an entiresemanticfrag-
ment is collocatedwithin a single disk. We found that,
for �le systemworkloads,areasonablesemanticfragment
consistsof eithera single�le in its entirety(i.e., its data
blocks,its inodeblock,andpotentiallyits indirectblocks)
or all of the�les in asingledirectory.

Second,selectivereplication is neededto ensurethat
essentialmeta-dataanddatathatis alwaysrequiredis very
likely to be available. In the �le systemcontext, this es-
sentialmeta-datawas found to consistof all directories
(i.e., dataandinodeblocks)andthestructuresof the �le
system(i.e., superblockandbitmapblocks);theessential
datawasfound to be the systembinarieskept in known
directories(e.g., in /usr/bin , /bin , and/lib ).

Third, access-drivendiffusion in which popular data
is stripedacrossdisks, is neededto improve throughput
when a large �le is placedon a single disk. We found
thatpopulardatacouldbedynamicallyidenti�ed by track-
ing logical segmentswithout semanticknowledge;thus,
access-driven diffusion canbe implementedin the same
mannerwhetherbeneatha �le systemor a DBMS.



4.3 Database-Aware D-GRAID
We now describeour techniquesfor implementingD-
GRAID underneatha DBMS. First,we exploretwo tech-
niquesfor fault-isolateddataplacementthattargetwidely
differentdatabaseusagepatterns:moderately-sizedtables
which canusecoarse-grainedfragmentationandlargeta-
bleswhich mustuse�ne-grainedfragmentation.Second,
weexplorethestructuresthatneedto beselectively repli-
cated.Third, we describeour implementationof access-
drivendiffusion. Finally, we describeinfallible writes, a
new techniquethatwasnot requiredfor �le systems.

When identifying semanticfragments,there are two
fundamentaldifferencesundera DBMS versusa �le sys-
tem. First, in a DBMS, one is more likely to �nd
extremely large tables that will not �t within a single
disk. Therefore,we describeour techniquesseparately
for moderately-sizedtables,whichcanusecoarse-grained
fragmentationand �t an entire table within a disk, and
for very large tables,which must use�ne-grained frag-
mentationand stripe tablesand indexesacrossmultiple
disks. Second,in a DBMS, thequeriesbeingperformed
directly impactwhich tablesandindexesareaccessedto-
gether. Therefore,we describehow semanticgroupings
areaffectedby threepopulartypesof queries:scans,in-
dex lookups,andjoins.

4.3.1 Fault-Isolated Placement:Coarse-Grained
The simplestcaseoccurswhen the databasecontainsa
largenumberof moderately-sizedtables;in thissituation,
a semanticfragmentcan be de�ned in termsof an en-
tire table. We now presentlayoutstrategiesfor improved
availability for eachquerytypegiventhis scenario.
A. Scans: Many queries,suchasselectionqueriesthat
�lter on a non-indexedattributeor aggregatequerieson a
singletable,involve a sequentialscanof oneentiretable.
Sinceascanrequirestheentiretableto beavailablein or-
derto succeed,a simplechoiceof a semanticfragmentis
the setof all blocksbelongingto a table; thus,an entire
tableis placedwithin a singledisk, so thatwhenfailures
occur, asubsetof tablesarestill availablein theirentirety,
and thereforescansjust involving thosetableswill con-
tinueto operateobliviousof failure.
B. Index lookups: Index lookupsform anothercommon
classof queries. When a selectioncondition is applied
basedon an indexed attribute, the DBMS looks up the
correspondingindex to �nd the appropriatetuple record
IDs, andthenreadstherelevantdatapagesto retrieve the
tuples.Sincetraversingtheindex requiresaccessto mul-
tiple pagesin theindex, collocationof a wholeindex im-
provesavailability. However, if the index and table are
viewedindependentlyfor placement,anindex queryfails
if eitherthe index or the tableis unavailable,decreasing
availability. Thus,abetterstrategy to improveavailability
is to collocatea tablewith its indexes. We call the latter
strategy dependentindex placement.

C. Joins: Many queriesinvolve joins of multiple tables.
Suchqueriestypically requireall the joined tablesto be
available,in orderto succeed.To improve availability of
join queries,D-GRAID collocatestablesthatarelikely to
bejoinedtogetherinto a singlesemanticfragment,which
is then laid out on a single disk. Identi�cation of such
“join groups”requiresextraaccessstatisticsto betracked
by theDBMS.

For our implementation,we modi�ed the Predator
DBMS to recordthesetof stores(tablesandindexes)ac-
cessedfor eachqueryandto constructa matrix that indi-
catesthe accesscorrelationbetweeneachpair of stores.
This informationis written to disk periodically(onceev-
ery 5 seconds).Thesemodi�cations to Predatorarerel-
atively straight-forward, involving lessthan200 lines of
code. D-GRAID thenusesthis informationto collocate
tablesthatarelikely to beaccessedtogether.

4.3.2 Fault-Isolated Placement:Fine-Grained
While collocationof entire tablesand indexes within a
single disk provides enhancedavailability, a single ta-
ble or index may be too large to �t within a singledisk,
even thoughdisk capacitiesare roughly doubling every
year [13]. In sucha scenario,we requirea �ne-grained
approachto semanticfragmentation.In this approach,D-
GRAID stripestablesand indexesacrossmultiple disks
(similar to atraditionalRAID array),but adoptsnew tech-
niquesto enablegracefuldegradation,asdetailedbelow.
A. Scans: Scansfundamentallyrequire the entire ta-
ble to be available, and thus any striping strategy will
impactavailability of scanqueries. To help availability,
a hierarchicalapproachis possible:a large tablecanbe
split acrossthe minimal numberof disks that can hold
it, and the disk group can be treatedas a logical fault-
boundary;D-GRAID can be applied over such logical
fault-boundaries.Alternatively, if the databasesupports
approximatequeries[15], it canprovidepartialavailabil-
ity for scanqueriesevenwith missingdata.
B. Index lookups: With largetables,index-basedqueries
are likely to be more common. For example,an OLTP
workloadsuchasTPC-Cnormallyinvolvesindex lookups
on a small numberof large tables. Thesequeriesdo not
requiretheentireindex or tableto beavailable.D-GRAID
usestwo simple techniquesto improve availability for
suchqueries.First, the internalpagesof theB-treeindex
areaggressively replicated,sothata failuredoesnot take
away, for instance,the root of theB-tree. Second,an in-
dex pageis collocatedwith thedatapagescorresponding
to the tuplespointedto by the index page. For this col-
location,D-GRAID usesa probabilisticstrategy; whena
leaf index pageis written, D-GRAID examinesthesetof
RIDscontainedin thepage,andfor eachRID, determines
which disk the correspondingtuple is placedin. It then
placesthe index pageon the disk which hasthe greatest
numberof matchingtuples.Notethatweassumethetable



is clusteredon the index attribute; page-level collocation
maynotbeeffective in thecaseof non-clusteredindexes.
C. Joins: Similar to indexes,page-level collocationcan
alsobeappliedacrosstablesof a join group.For suchcol-
locationto befeasible,all tablesin the join groupshould
beclusteredon their join attribute. Alternatively, if some
tablesin thejoin groupare“small”, they canbereplicated
acrossdiskswherethelargertablesarestriped.

4.3.3 SelectiveReplication

Therearesomedatastructureswithin a DBMS thatmust
beavailablefor anyqueryin thesystemto beableto run.
For example,systemcatalogs(that contain information
abouteachtableand index) are frequentlyconsulted;if
suchstructuresare unavailableunderpartial failure, the
fact that mostdataremainsaccessibleis of no practical
use.Therefore,D-GRAID aggressively replicatesthesys-
temcatalogsandtheextentmapin thedatabasethattracks
allocationof blocksto stores.In ourexperiments,weem-
ploy 8-wayreplicationof importantmeta-data;webelieve
that 8-way replicationis quite feasiblegiven the “read-
mostly” natureof suchmeta-dataandtheminimal space
overhead(lessthan1%) this entails.

Thedatabaselog playsasalientrole in therecoverabil-
ity of the database,andits ability to make useof partial
availability. It is thereforeimportant for the log to be
availableundermultiple failures.We believe thatprovid-
ing high availability for thelog is indeedpossible.Given
that the size of the “active portion” of the log is deter-
mined by the length of the longesttransactionfactored
by the concurrency in the workload, the portion of the
log thatneedsto bekepthighly availableis quitereason-
able. Modernstoragearrayshave large amountsof per-
sistentRAM, whichareobviouslocationsto placethelog
for highavailability, perhapsreplicatingit acrossmultiple
NVRAM stores.This, in additionto normalon-diskstor-
ageof thelog, canensurethat the log remainsaccessible
in thefaceof multipledisk failures.

4.3.4 Access-DrivenDiffusion

As statedabove, with coarse-grainedfragmentation,an
entire table is placedwithin a single disk. If the table
is large or is accessedfrequently, this canhave a perfor-
manceimpactsincethe parallelismthat canbe obtained
acrossthe disks is wasted. To remedythis, D-GRAID
monitorsaccessesto the logical addressspaceandtracks
logical segmentsthat are likely to bene�t from paral-
lelism. D-GRAID then createsan extra copy of those
blocksandspreadsthemacrossthedisksin thearray, like
anormalRAID woulddo. Thus,for blocksthatare“hot”,
D-GRAID regainsthe lost parallelismdueto collocated
layout, while still providing partial availability guaran-
tees.Readsandwritesare�rst sentto thediffusedcopy,
with backgroundupdatesbeing sent to the actualcopy.

This techniqueunderneathof aDBMS is essentiallyiden-
tical to thatusedunderneatha �le system.

4.3.5 Infallible Writes
Partial availability of data introducesinterestingprob-
lemsfor thetransactionandrecoverymechanismswithin
a DBMS. For example, a transactionis often declared
“committed” after it is re�ected in the log. In a partially
availablesystem,after a crash,a redofor the transaction
canfail if somepagesarenot available,which mayseem
to affect the durability semanticsof transactions.How-
ever, thisproblemhasalreadybeenconsideredandsolved
in ARIES [20], in thecontext of handlingof�ine objects
duringdeferredrestart.

To ensuretransactiondurability, D-GRAID implements
infallible writes, in which it guaranteesthat a write “al-
ways” succeeds.If a block to bewritten is destinedfor a
deaddisk,D-GRAID remapsit into a livediskandwrites
it (assumingthat thereis free spaceremainingon a live
disk). This remappingpreventsa new failurewhen�ush-
ing analreadycommittedtransactionto disk.

4.4 Evaluation
We evaluate the availability improvementsand perfor-
manceof D-GRAID throughaprototypeimplementation;
our D-GRAID prototypefunctionsas a software RAID
driver in the Linux 2.4 kernel, and operatesunderneath
thePredator/ShoreDBMS.

4.4.1 Availability Impr ovements
To evaluateavailability improvementswith D-GRAID,
we usea D-GRAID arrayof 16 disks,andstudythefrac-
tion of queriesthatthedatabaseservessuccessfullyunder
an increasingnumberof disk failures.Sincelayout tech-
niquesin D-GRAID arecomplementaryto existingRAID
schemessuchasparity or mirroring, we show D-GRAID
Level 0 (i.e., no redundancy for data) in our measure-
ments,for simplicity. Wemainlyusemicrobenchmarksto
analyzethe availability providedby variouslayout tech-
niquesin D-GRAID.

A. Coarse-grainedfragmentation

We �rst evaluatetheavailability improvementsdueto the
coarse-grainedfragmentationtechniquesin D-GRAID.
Figure1 presentsthe availability of scan,index lookup,
and join queriesfor syntheticworkloadsundermultiple
disk failures. The percentageof suchqueriesthat com-
pletesuccessfullyis reported.

The leftmostgraphin Figure1 shows the availability
for scanqueries.Thedatabasehad200tables,eachwith
10,000tuples. The workload is as follows: eachquery
choosesa tableat randomandcomputesanaverageover
anon-indexedattribute,thusrequiringascanof theentire
table. As the graphshows, collocationof whole tables
enablesthe databaseto be partially available, servinga
proportionalfractionof queries.In comparison,just one
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Figure1: Coarse-grainedfragmentation. The graphsshowthe availability degradation for scans,index lookupsand joins undervarying

numberof disk failures. A 16-diskD-GRAID array wasused. Thesteeperfall in availability for highernumberof failuresis dueto the limited

(8-way)replicationof metadata.Thestraightdiagonal line depicts“ideal” linear degradation.
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Figure2: Index Lookups under �ne-grained fragmentation. Thegraphsshowtheavailability degradationfor index lookupqueries.Theleft

graphconsiders a uniformlyrandomworkload,while theright graphconsiders a workloadwhere a smallsetof tupesareverypopular

failurein a traditionalRAID-0 systemresultsin complete
unavailability. Notethatif redundancy is maintained(i.e.,
parityor mirroring),bothD-GRAID andtraditionalRAID
will tolerateupto onefailurewithoutany availability loss.

The middle graph in Figure 1 shows the availability
for index lookup queriesundera similar workload. We
considertwo differentlayouts;in both layouts,an entire
“store” (i.e., an index or a table)is collocatedwithin one
disk. In independentindex placement, D-GRAID treats
the index andtableasindependentstoresandhencepos-
sibly allocatesdifferentdisksfor them,while with depen-
dent index placement, D-GRAID carefully allocatesthe
index onthesamediskasthecorrespondingtable.As can
beseen,dependentplacementleadsto muchbetteravail-
ability underfailure.

Finally, to evaluatethe bene�ts of join-groupcolloca-
tion,weusethefollowingmicro-benchmark:thedatabase
contains100 pairsof tables,with joins alwaysinvolving
tablesin the samepair. We thenhave join queriesran-
domlyselectapairandjoin thecorrespondingtwo tables.
Therightmostgraphin Figure1 showsthatby collocating
joinedtables,D-GRAID achieveshigheravailability.

B. Fine-grained fragmentation

We now evaluatethe effectivenessof �ne-grained frag-
mentation.We focuson the availability of index lookup

queriessince they are the most interestingin this cate-
gory. Theworkloadweusefor thisstudyconsistsof index
lookup querieson randomlychosenvaluesof a primary
key attribute in a singlelarge table. We plot the fraction
of queriesthatsucceedundervaryingnumberof disk fail-
ures.Theleft graphin Figure2 showstheresults.

Thereare threelayoutsexaminedin this graph. The
lowermostline shows availability undersimple striping
with just replicationof systemcatalogs.As canbe seen,
theavailability fallsdrasticallyundermultiplefailuresdue
to lossof internalB-treenodes.The middle line depicts
thecasewhereinternalB-treenodesarereplicatedaggres-
sively; ascanbeexpected,thisachievesbetteravailability.
Finally, thethird line showstheavailability whendataand
index pagesarecollocated,in additionto internalB-tree
replication. Together, thesetwo techniquesensurenear
lineardegradationof availability.

The right graphin Figure2 considersa similar work-
load,but a smallsubsetof tuplesaremuch“hotter” com-
paredto theothers.Speci�cally, 5% of thetuplesareac-
cessedin 90% of the queries. Even undersucha work-
load,simplereplicationandcollocationprovide nearlin-
eardegradationin availability sincehot pagesarespread
nearlyuniformly acrossthe disks. However, undersuch
a hot-cold workload, D-GRAID can improve availabil-
ity furtherby replicatingdataandindex pagescontaining



D-GRAID RAID-0 Slowdown
TableScan 7.97s 6.74s 18.1%
Index Lookup 51ms 49.7ms 2.7%
Bulk Load 186.61s 176.14s 5.9%
TableInsert 11.4ms 11ms 3.6%

Table1: Time Overheadsof D-GRAID . Thetablecomparestheper-

formanceof D-GRAID under �ne-grained fragmentation,with default

RAID-0undervariousmicrobenchmarks.Anarrayof 4 disksis used.

suchhot tuples. The other two lines depict availability
whensuchhot pagesarereplicatedby factorsof 2 and8.
Thus,whena small fractionof (readmostly)datais hot,
D-GRAID utilizes that informationto enhanceavailabil-
ity throughselective replication.

4.4.2 Performanceoverheads
We now evaluatethe performanceimplicationsof fault-
isolatedlayout in D-GRAID. For all experimentsin this
section,we usea 4-disk D-GRAID array comprisedof
9.1 GB IBM UltraStar9LZX disks with peakthrough-
put of 20 MB/s. The databaseusedhasa singletableof
500,000records,eachsized110bytes,with an index on
theprimarykey.

A. Time and spaceoverheads

We�rst explorethetimeandspaceoverheadsincurredby
our D-GRAID prototypefor tracking information about
the databaseand laying out blocks to facilitate graceful
degradation. Table 1 comparesthe performanceof D-
GRAID with �ne-grained fragmentationto Linux soft-
wareRAID 0 undervariousbasicqueryworkloads.The
workloadsexaminedarea scanof theentiretable,an in-
dex lookupof a randomkey in thetable,bulk loadof the
entireindexedtable,andinsertsinto theindexedtable.D-
GRAID performswithin 6%of RAID-0 for all workloads
exceptscans.The poorperformancein scansis dueto a
Predatoranomaly, wherethe scanworkload completely
saturatedthe CPU (6.74 s for a 50 MB table across4
disks).Thus,theextraCPUcyclesrequiredby D-GRAID
impactsthescanperformanceby about18%. This inter-
ferenceis becauseour prototypecompetesfor resources
with thehost;in a hardwareRAID system,suchinterfer-
encewould not exist. Overall,we �nd thattheoverheads
of D-GRAID arequitereasonable.

We alsoevaluatedthe spaceoverheadsdueto aggres-
sive metadatareplicationandfoundthemto be minimal;
theoverheadscaleswith thenumberof tables,andevenin
a databasewith 10,000tables,theoverheadis only about
0.9%for 8-way replicationof importantdata.

B. Access-drivenDiffusion

Wenow evaluatethebene�tsof diffusinganextracopy of
populartables.Table2 showsthetime takenfor ascanof

ScanTime(s)
RAID-0 6.74
D-GRAID 15.69
D-GRAID + Diffusion 7.35

Table2: Diffusing CollocatedTables.Thetableshowsthescanper-

formanceona 4-diskarrayundercoarse-grainedfragmentation.

thetabledescribedabove,undercoarse-grainedfragmen-
tation in D-GRAID. As canbe seen,simplecollocation
leadsto poorscanperformancedueto thelostparallelism.
With theextradiffusionaimedatperformance,D-GRAID
performsmuchcloserto defaultRAID-0.

4.5 Comparison

In ourimplementationof D-GRAID underneathaDBMS,
we uncovered some fundamentalchallengesthat were
not presentunder a �le system. First, the notion of
semantically-relatedgroupsis morecomplex in a DBMS
becauseof thevariousinter-relationshipsthatexist across
tablesand indexes. In the �le systemcase,whole �les
or whole directorieswere reasonableapproximationsof
semanticgroupings. In a DBMS, since the goal of D-
GRAID is to enableservingasmany higherlevel queries
aspossible,the notion of semanticgroupingis dynamic,
i.e., it dependson the query workload. Second,identi-
fying “popular” datathat needsto be aggressively repli-
cated,is easierin �le systems;standardsystembinaries
andlibrarieswereobvioustargets,independentof thespe-
ci�c �le systemrunning above. However, in a DBMS,
the set of popular tablesvarieswith the DBMS and is
often dependenton the query workload. Thus, effec-
tively implementingD-GRAID underneatha DBMS re-
quiresslightly modifying theDBMS to recordadditional
information. Finally, to ensuretransactiondurability, we
implementedinfallible writes for the versionunder the
DBMS.

Comparinghow well D-GRAID performsbeneatha
DBMS versusa �le systemwe seemany similarities.
For example,bothversionsof D-GRAID successfullyen-
ablegracefuldegradationof availability; thatis, bothver-
sionsenableat leasttheexpectednumberof processesor
queriesto completesuccessfully, givena �x ednumberof
disk failures. In fact,bothversionsenablemore thanthe
expectednumberto completewhenasubsetof thedatais
especiallypopular. Similarly, bothversionsof D-GRAID
do introducesometime overhead;interestingly, theslow-
downs for our databaseversionaregenerallylower than
thosefor the �le systemversion. Finally, both versions
requireaccess-driven diffusion to obtainacceptableper-
formance.



5 Secure Deletewith FADED
Our secondcasestudyis to implementFADED [28] un-
derneatha DBMS. FADED is a semanticallysmartdisk
that detectsdeletesof recordsand tablesat the DBMS
level and securelyoverwrites (i.e., shreds) the relevant
datato make it irrecoverable. We extendprevious work
that implementedthe same functionality for �le sys-
tems[28].

5.1 Moti vation
Deletingdatasuchthat recovery is impossibleis impor-
tant for �le systemsecurity[4, 14]. Governmentregula-
tionsrequireguaranteesonsensitivedatabeingforgotten,
andsuchrequirementscould becomemore importantin
databases[2]. Recentlegislationson dataretention,such
asthe Sarbanes-Oxley Act, have accentuatedthe impor-
tanceof securedeletion.

Securedeletionof datain magneticdisksinvolvesover-
writing diskblockswith asequenceof writeswith certain
speci�c patternsto cancelout remnantmagneticeffects
dueto pastlayersof datain theblock. While earlywork
indicatedthatasmany as32 overwritesperblock arere-
quiredfor secureerase[14], recentwork shows that two
to threesuchoverwritessuf�ce for moderndisks[16].

Neither a �le systemnor a DBMS can ensuresecure
deletionwhenit functionson top of modernstoragesys-
tems,which transparentlyperformvariousoptimizations.
For example, the storagesystemcould buffer writes in
NVRAM beforewriting themoutto disk[34]. In thepres-
enceof NVRAM buffering, multiple overwritesdoneby
the �le systemor DBMS may be collapsedinto a single
write to thephysicaldisk,makingtheoverwritesineffec-
tive. Also, in thepresenceof block migrationwithin the
storagesystem[9], overwritesby the�le systemorDBMS
will misspastcopies.

Thus,securedeletionrequiresthelow level information
andcontrol that the storagesystemhas,andat the same
time,higherlevel semanticinformationaboutthe�le sys-
tem or DBMS to detectlogical deletes.A semantically-
smartdisksystemis thusanideallocaleto implementse-
curedeletion.

5.2 Filesystem-AwareFADED
When running underneatha �le system,FADED infers
thata �le is deletedby trackingwritesto inodes,indirect
blocks,andbitmapblocksandlooking for changes.Due
to theasynchronousnatureof �le systems,FADED is not
ableto guaranteethat thecurrentcontentsof a block be-
long to the deleted�le andnot to a newly allocated�le
(which shouldnot be shredded).To ensurethat it does
notshredvalid data,FADED usesconservativeoverwrites
in which it shredsonly an old versionof a block before
restoringthecurrentcontentsof theblock.

In previous work, we implementedFADED for three
�le systems:Linux ext2,Linux ext3,andWindowsVFAT.

However, for FADED to work correctly, each�le system
hadto bechanged.For example,Linux ext2 wasmodi�ed
to ensurethatdatabitmapblocksare�ushed wheneveran
indirectblock is allocatedor freed;Windows VFAT was
changedto trackagenerationnumberfor each�le; �nally ,
Linux ext3 wasmodi�ed so that the list of modi�ed data
blocksareincludedin eachtransaction.

5.3 Database-AwareFADED
To implementFADED beneatha DBMS, the semantic
disk mustbe ableto identify andhandledeletesfor both
entiretablesaswell asfor individual records.We discuss
thesetwo casesin turn.

The simplestcasefor FADED is when a whole ta-
ble is deleted. When a drop table commandis is-
sued,FADED mustshredall blocksbelongingto the ta-
ble. FADED useslog snoopingto identify log records
that indicatefreeingof extentsfrom stores. In SHORE,
a free ext list log recordis written for everyextent
freed.OnceFADED knowsthelist of freedblocks,it can
issuesecureoverwritesto thosepages.If the transaction
aborts(thusundoingthedeletes),thecontentsof thefreed
pageswill berequired;therefore,FADED pessimistically
waitsuntil thetransactionis committedbeforeperforming
any overwrites.

Handlingrecord-level deletesin FADED is morechal-
lenging. Whenspeci�c tuplesaredeleted(via the SQL
delete from statement),speci�c byte rangesin the
pagescontainingthosetuplesmust be shredded. On a
delete,a DBMS typically marksthe relevantpage“slot”
free, and incrementsthe free spacecount in the page.
Sincesuchfreeingof slotsis logged,FADED canlearnof
suchrecorddeletesby log snooping.However, FADED
cannotshredthewholepagebecauseotherrecordsin the
pagecouldstill bevalid. Ratherthanreadthecurrentpage
from disk, we defertheshreddinguntil FADED receives
a write to the pagere�ecting the relevantdelete. On re-
ceiving sucha write, FADED shredsthe entire pagein
thedisk,andthenwritesthenew datareceived.However,
therearetwo complicationswith thisbasictechnique.

The �rst complicationis to identify the correct ver-
sion of the pagecontainingthe deletedrecord. Assume
that FADED observesa recorddeleted in pageP, and
waits for a subsequentwrite of P. When P is writ-
ten, FADED needsto detect if the version written re-
�ects d. The versioncould be staleif the DBMS wrote
the pagesometimebeforethe delete,but the block was
reorderedby the disk schedulerand arrives later at the
disk. Thisissueis similarto thatof the�le-systemversion
of FADED; however, ratherthanuseconservative over-
writes, the database-awareversionusesthe WAL prop-
erty of the DBMS to ensurecorrectoperation. Speci�-
cally, database-awareFADED usesthe PageLSN�eld in
the page[20] to identify whetherP re�ects the delete.
ThePageLSNof apagetracksthesequencenumberof the



Run time (s)
WorkloadI WorkloadII

Default 52.0 66.0
FADED2 78.3 128.5
FADED4 91.0 160.0
FADED6 104.5 190.2

Table 3: Overheads of secure deletion. This table showsthe

performanceof FADED with 2,4 and 6 overwrites, under two work-

loads.WorkloadI deletescontiguousrecords,whileWorkloadII deletes

recordsrandomlyacrossthetable.

latestlog recorddescribinga changein the page. Thus,
FADED simplyneedsto comparethePageLSNto theLSN
of thedeleted.

The secondcomplicationis that the DBMS may not
zerooutbytesthatbelongedto deletedrecords;asaresult,
old datastill remainsin the page. Thus,whenFADED
observesthepagewrite, it scansthepagelooking for free
spaceand explicitly zeroesout the deletedbyte ranges.
Sincethepagecouldremainin theDBMS cache,all sub-
sequentwrites to the pagemustalsobe scannedandze-
roedoutappropriately.

5.4 Evaluation
We now brie�y evaluatethe cost of securedeletion in
FADED througha prototypeimplementation. The pro-
totypeis implementedasa device driver in theLinux 2.4
kernel,andworksunderneathPredator[27].

We considertwo workloadsoperatingon a tablewith
500,000110-byterecords.In the �rst workload,we per-
form a delete from in sucha way thatall rows in the
secondhalf of thetablearedeleted(i.e., thedeletedpages
arecontiguous).In thesecondworkload,thetuplesto be
deletedareselectedin random.

Table3 comparesthe default casewithout FADED to
FADED usingtwo, four, andsix overwritepasses.As ex-
pected,securedeletioncomesat a performancecostdue
to theextradisk I/O for themultiplepassesof overwrites.
Given that moderndiskscaneffectively shreddatawith
only two overwrites[16], we focuson F AD ED 2; in this
case,performanceis 50%to 95%slower. However, since
suchoverheadis incurredonly on deletes,andonly sen-
sitive dataneedsto bedeletedin this manner, we believe
thecostsarereasonablein situationswheretheadditional
securityis required.

5.5 Comparison
The primary difference between the two versions of
FADED is thatthedatabase-awareversionis ableto lever-
agethe transactionalpropertiesof the DBMS to de�ni-
tively track whethera particularblock shouldbe shred-
ded.As a result,while the�le systemversionof FADED

requiredchangesto the�le system(with theexceptionof
datajournaledext3), our implementationof FADED does
not requireany DBMS changes.However, our version
doesrequiredetailedinformationabouttheon-diskpage
layoutof theDBMS. Furthermore,therecord-level gran-
ularity of deletesin a DBMS makessecuredeletionmore
complex thanin its �le systemcounterpart.

Both versionsof FADED incur someoverhead,de-
pendingupontheworkloadandthenumberof overwrites.
Onour two delete-intensivedatabaseworkloads,FADED
was50% or 95% slower with two overwrites. Similarly,
for the two �le systemworkloads,FADED was51% to
280%slowerwith two overwrites(from Table11of [28]).
In summary, theslowdown incurredby FADED depends
moreon theworkloadandthenumberof overwritesthan
onwhetherit is usedby a DBMS or a �le system.

6 ExclusiveCachingwith X-RAY
Our �nal casestudy is to implementX-RAY [3] under-
neatha DBMS. X-RAY is an exclusive cachingmecha-
nismfor storagearraysthatattemptsto cachedisk blocks
whicharenotpresentin thehigher-levelbuffercache,thus
providing the illusion of a singlelarge LRU cache.Pre-
viouswork hasdemonstratedthatthis approachperforms
very well whenthe buffer cacheis maintainedby a �le
system[3].

6.1 Moti vation
Modernstoragearrayspossesslargeamountsof RAM for
cachingdisk blocks. For instance,a high-endEMC stor-
agearrayhasup to 256GB of mainmemoryfor caching.
Typically, this cacheis a second-level cacheandthe �le
systemor a databasesystemmaintainsits own buffer
cachein the hostmain memory. Currentcachingmech-
anismsin storagearraysdonotaccountfor this;ablock is
placedin thearraycacheon a read,duplicatingthesame
blockscachedabove. Cachespaceis thuswasteddueto
inclusion. A betterstrategy would be for thecontentsof
thebuffer cacheandthediskarraycacheto beexclusive.

Wonget al. [35] proposedto avoid cacheinclusionby
modifyingthe�le systemandthediskinterfaceto support
a SCSI “demote” command,which enablestreatingthe
diskarraycacheasavictim cache.For adatabasesystem,
theirapproachwouldrequiretheDBMSto informthedisk
aboutevictions from its buffer pool. However, requiring
an explicit changeto the SCSI storageinterfacemakes
this schemehard to deploy, sinceindustry consensusis
requiredfor adoptingsuchachange.

6.2 Filesystem-AwareX-RAY
X-RAY predictsthecontentsof the�le systembufferpool
andthenchoosesto cacheonly themostrecentvictims in
its own cache;X-RAY requiresno changesto thestorage
interface. X-RAY usesaccesstime statistics(i.e., which
block wasaccessedandwhen)to performits predictions;
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Figure3: X-RAY Performance. The�gur e presentsan evaluationof X-RAY underthe TPC-Cbenchmark. TheDBMSbuffer cache wasset

to 6000blocks for thesestudies.(a) Thehit rate of X-RAY is compared to other caching mechanisms.Thesegmentsizeis 4 blocks, and access

informationis written every1 second.(b) Thecorrespondingexecutiontimesare compared. Thetimesare basedon a buffer cachehit timeof 20

� s,a diskarraycachehit timeof 0.2ms,a diskreadtimeof 3 msto 10ms.(c) Hit-rateof X-RAY is measuredfor differentsegmentsizes;thewrite

periodis keptat 1 second.(d) Thewrite periodis variedandtheX-RAYhit rateis measured.Thesegmentsizeis keptat 4 blocks.

for �le systemssuchasLinux ext2,accessstatisticsarere-
cordedat thegranularityof a�le andaredirectlyavailable
in �le inodes.

X-RAY usestheseaccessstatisticsto maintainan or-
deredlist of block numbers,from the LRU block to the
MRU block. This is complicatedby the fact that access
statisticsaretrackedonly aper-�le basis.Theorderedlist
is updatedwhenX-RAY obtainsnew information,such
aswhenthe�le systemreadsfrom disk (makingtheread
block themostrecentlyaccessed)andwhenthe �le sys-
tem writes an accesstime to disk. Whena disk readar-
rivesto a blockA, X-RAY infersthatA wasevictedfrom
the buffer cachesometime in the past; it canalso infer
thatany block B with an earlieraccesstime wasevicted
aswell (assumingan LRU policy). If theaccesstime of
blockA isupdated,butX-RAY didnotobserveadiskread
for A, thenX-RAY infersthatblockA, andall blockswith
a lateraccesstime thanA, arepresentin thebuffer cache.

If the higher-level cachepolicy is LRU (which is the
usualcase),blockscloseto the MRU endof the list are
predictedto bein the�le systembuffer cache.Theblocks
neartheLRU partof thelist areconsideredtheexclusive
set; X-RAY cachesthe most recentblocks in the exclu-
sive set,usingextra internalarraybandwidthor idle time
betweendisk requeststo readtheseblocksinto thecache.

6.3 Database-Aware X-RAY
The database-awareversionof X-RAY is very similar to
the �le system-aware version. The primary difference
in creatinga database-aware X-RAY occursbecausea
DBMS doesnottypically trackaccessstatistics.Although
somedatabasesystemsdo maintainaccessstatisticsfor
administrativepurposes(e.g., AWR[21] for Oracle),these
statisticsarecoarsein granularityandarewrittenoutonly
afterlong intervals.

Therefore,to implementdatabase-aware X-RAY we
mustmodify thedatabasebuffer managerto write outac-
cessstatisticsperiodically. Speci�cally, eachtableor in-

dex is divided into �x ed-sizedsegments, and the buffer
managerperiodically writes to disk the accesstime for
segmentsaccessedduringthelastperiodof time. X-RAY
assumesthatall blocksin thesegmenthavebeenaccessed
whenit seesthattheaccesstimestatisticis updated.Thus,
theaccuracy with which X-RAY canpredictthecontents
of thedatabasecacheis sensitive to boththesizeof each
segmentand the updateinterval. One advantageof ex-
plicitly addingthis information is that we can tune the
implementationby changingthe size of the segmentor
the updateinterval. An alternative to addingthis access
informationwouldbeto modify theDBMS to directly re-
portwhenit hasevicteda block from its own cache,asin
DEMOTE [35]. We believe thataddingjust accessstatis-
tics is a betterapproachbecausethe statisticsare more
generalandcanbeusedby semanticdisksimplementing
otherfunctionality(e.g., D-GRAID [29]).

6.4 Evaluation
We evaluatethe performanceof our database-awarever-
sion of X-RAY with a simulationof both the database
buffer cacheandthe disk arraycache;the evaluationof
the�lesystem-awareX-RAY wasperformedusinga sim-
ulationaswell. Thedatabasebuffer cacheis maintained
in LRU fashion;theDBMS periodicallywritesoutaccess
informationat thegranularityof onesegment.Thearray
cacheis managedby X-RAY. WeassumethatX-RAY has
suf�cient internalbandwidthfor its block reads.

We instrumentedthebuffer cachemanagerof thePost-
gresDBMS [24] to generatetracesof pagerequestsat
the buffer cachelevel. We usePostgresbecausePreda-
tor doesnot have a programmingAPI in Linux, which is
requiredto implementTPC-C.Weuseanapproximateim-
plementationof theTPC-Cbenchmarkfor our evaluation
(it adheresto the TPC-Cspeci�cation [32] in its access
pattern).A totalof 5200transactionsareperformed.

We evaluatetheperformanceof X-RAY in termsof ar-
ray cachehit rate and executiontime. We compareX-
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D-GRAID
basic � � � � �
+�ne-gr ainedfrags � � � � � �
+join-collocation � � � � � �

FADED
basic � � � � �
+record-level delete � � � � � �

X-RAY
basic � � � �

Table4: DBMS Information required for casestudies. Thetable

lists thestaticinformationthatmustbeembeddedinto thesemanticdisk

andthedynamicstatethat is automaticallytrackedby thedisk.

RAY to plain LRU andtheMulti-Queuemechanism[36]
designedfor secondlevel caches.We alsoexploresensi-
tivity to segmentsizeandaccesstimeupdateperiodicity.

Figure 3a comparesthe hit rate of X-RAY with that
of the otherschemesandFigure3b comparesthe corre-
spondingexecutiontimes.Thesegmentsizeis setto four
blocksandaccessinformationis writtenouteverysecond
for thisstudy. WeseethatX-RAY hasmuchbetterhit rate
thanbothLRU andMulti-Queue.This hit rateadvantage
extendsto executiontime despitetheoverheadof writing
out the accessinformation;X-RAY performsup to 75%
betterthanLRU andup to 65%betterthanMulti-Queue.

Figure3c evaluatesthesensitivity of theX-RAY cache
hit rateto segmentsize. As expected,the hit ratedrops
slightly with an increasein segment size. Figure 3d
shows sensitivity to the accessinformationupdateinter-
val. We seethat X-RAY cantoleratea reasonabledelay
(e.g., about5 seconds)whenobtainingaccessupdates.

6.5 Comparison
The�le systemanddatabaseversionsof X-RAY arequite
similar. To implementX-RAY, thesemanticdisk requires
accessstatistics;thatis, it mustknow whichblocksarebe-
ing accessedby the layerabove. Althoughmost�le sys-
temstrackandperiodicallywrite suchstatistics,a DBMS
doesnot. Therefore,to use X-RAY, the DBMS must
bemodi�ed to explicitly trackaccesstimesfor segments
within eachtable.Oneadvantageof explicitly addingthis
informationis thatonecantunethestatisticsmoreappro-
priately(i.e., thesizeof segmentandtheupdateinterval).
Whetherrunningbeneatha �le systemor a database,X-
RAY wasfound to substantiallyimprove thearraycache
hit rate,relative to bothLRU andMulti-Queue.

7 Inf ormation for CaseStudies
In thissection,wereview thestaticanddynamicinforma-
tion requiredwithin adatabase-awaredisk,giventhatthis
neededinformationdependsuponthefunctionalitythatit
is beingimplemented.Theexactinformationrequiredfor
variantsof our threecasestudiesis listedin Table4.

Probablythe biggestconcernfor databasevendorsis
thestaticinformationthatmustbeexported;for example,
if a storagesystemunderstandsthe format of a particu-
lar catalogtable,thenthedatabasevendormaybeloathe
to changeits format. The amountof static information
variesquitea bit acrossthecasestudies.While all of our
casestudiesmustknow the format of catalogtablesand
log records,only D-GRAID with supportfor �ne-grained
fragmentationandFADED with record-level deletesneed
moredetailedknowledge,suchastheB-treepageformat
andthedatapageformat,respectively.

Theusefuldynamicinformationalsovariesacrosscase
studies. The most fundamentalpieceof dynamicinfor-
mation is block ownership, as shown by the fact that
it is requiredby every casestudy; block type is also a
generallyusefulproperty, neededby bothD-GRAID and
FADED. Theotherpiecesof dynamicinformationarenot
widespread.For example,only FADED needsto know
preciselywhena transactionhascommitted,sinceto be
correct, it must be pessimisticin determiningwhen to
overwrite data; only D-GRAID needsto be able to as-
sociateblocksfrom a tablewith theblocksfrom thecor-
respondingindex, andvice versa. Finally, accesscorre-
lation and accesscount statisticsare neededby one of
the D-GRAID variantsto collocaterelatedtablesandto
aggressively replicate“hot” data;the simpleaccesstime
statisticis neededby X-RAY to predictthecontentsof the
higher-level buffer cache.

8 Conclusions
“Todaywe [the databasecommunity]have this sort
of simple-mindedmodel that a disk is one arm on
oneplatterand[it holdsthewholedatabase].And in
fact[what'sholdingthedatabase]is RAID arrays,it' s
storageareanetworks, it' s all kinds of different ar-
chitecturesunderneaththathood,andit' s all masked
over by a logical volumemanagerwritten by operat-
ing systempeoplewho may or may not know any-
thing aboutdatabases.Someof that transparency is
reallygoodbecauseit makesusmoreproductive and
they just take careof thedetails.... But on theother
hand,optimizingtheentirestackwould beevenbet-
ter. So,we [in thetwo �elds] needto talk, but on the
otherhandwe wantto acceptsomeof thethingsthat
they're willing to do for us.” [26].
-Pat Selinger

Semanticknowledge in the storagesystem enables
powerful new functionality to be constructed. For ex-
ample,thestoragesystemcanimproveperformancewith



bettercaching[3], can improve reliability [29], andcan
provideadditionalsecurityguarantees[28]. In this paper,
we have shown that semanticstoragetechnologycanbe
deployed not only beneathcommodity�le systems,but
beneathdatabasemanagementsystemsaswell.

We have found that somedifferent techniquesare re-
quired to handle databasesystems. First, we investi-
gated the impact of transactionalsemanticswithin the
DBMS. In mostcases,transactionssimplify the work of
a semanticdisk. For example,log snoopingenablesthe
storagesystemto observe the operationsperformedby
theDBMS andto de�niti vely infer dynamicinformation
without changingthe DBMS. However, the storagesys-
tem must also ensurethat it doesnot interferewith the
transactionalsemantics.For example,wefoundthatinfal-
lible writesareusefulto ensuretransactiondurabilityafter
somediskshavefailed.Second,weexploredhow thelack
of accessstatisticswithin a DBMS complicatesits inter-
actionswith a semanticdisk. In this case,we found that
it washelpful to slightly modify the databasesystemto
gatherandrelaysimplestatistics.
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