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Abstract

Yearsof innovation in le systemshave beenhighly success-
ful in improving their performanceandfunctionality but at the
costof complicatingtheirinteractionwith thedisk. A variety of
techniquesxist to ensureconsisteng andintegrity of le sys-
temdata,but the precisesetof correctnesguaranteeprovided
by eachtechniquels often unclear makingthemhardto com-
pareandreasorabout. The absencef a formal framevork has
hamperedletailedveri cation of le systemcorrectness.

We presenta logical framework for modelingthe interaction
of a le systemwith the storagesystem,and shov how to ap-
ply thelogic to represenaindprove correctnesgroperties.We
demonstraté¢hatthe logic providesthreemainbene ts. First, it
enableseasoningboutexisting le systemmechanismsallow-
ing developersto employ aggressie performanceoptimizations
without fear of compromisingcorrectness.Second,the logic
simpli es theintroductionandadoptionof new le systenfunc-
tionality by facilitating rigorousproof of their correctnessFi-
nally, the logic helpsreasonaboutsmartstoragesystemsthat
tracksemantidnformationaboutthe le system.

A key aspecbf thelogic is thatit enablesncrementaimod-
eling, signi cantly reducingthe barrierto entry in termsof its
actualuseby le systemdesigners.in generalwe believe that
our framework transformsthe hithertoesotericanderrorprone
“art” of le systemdesigninto areadilyunderstandablandfor-
mally veri able process.

1 Intr oduction

Reliabledatastorageis the cornerstonedsf moderncom-
putersystemsFile systemsareresponsibldor managing
persistentata,andit is thereforeessentiato ensurethat
they functioncorrectly

Unfortunately modern le systemshave evolved into
extremelycomplex piecesof software,incorporatingso-
phisticatedperformanceoptimizationsand features. Be-
causdalisk I/O is thekey bottleneckin le systemperfor
mancemostoptimizationsaimatminimizingdiskaccess,
oftenatthe costof complicatingtheinteractionof the le
systemwith the storagesystem;while early le systems
adoptedsimple updatepoliciesthat were easyto reason
about[11], modern le systemshave signi cantly more
comple interactionwith thedisk, mainly stemmingfrom
asynchrog in updateso metadat42, 6, 8,12,18,22,23].
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Reasoningaboutthe interactionof a le systemwith
disk is paramounto ensuringthatthe le systemnever
corruptsor losesdata. However, with complex update
policies,the precisesetof guaranteethatthe le system
providesis obscuredandreasoningboutits behaior of-
tentranslatesnto a manualintuitive explorationof vari-
ousscenariody the developers;suchad hoc exploration
is arduous[23], and possiblyerrorprone. For example,
recentwork [24] hasfound major correctnesrrorsin
widely used le systemsuchasext3, ReiserFSandJFS.

In this paper we presenta formal logic for modeling
the interactionof a le systemwith the disk. With for-
mal modeling,we show thatreasoningabout le system
correctnesss simple and foolproof. The needfor such
a formal model is illustrated by the existenceof simi-
lar frameworks in mary other areaswhere correctness
is paramount;existing modelsfor authenticatiorproto-
cols[4], databaseeliability [7], anddatabaseecovery[9]
are a few examples. While generaltheoriesfor model-
ing concurrensystemsexist [1, 10], suchframewvorksare
too generalto model le systemseffectively; a domain-
speci c logic greatlysimpli es modeling[4].

A logic of le systemsenesthreeimportantpurposes.
First, it enablesusto prove propertiesaboutexisting le
systendesignsresultingin betterunderstandingf theset
of guaranteesndenablingaggressie performanceopti-
mizationsthat presere thoseguaranteesSecondit sig-
ni cantly lowersthebarrierto providing new mechanisms
or functionality in the le systemby enablingrigorous
reasoningabouttheir correctnesdn theabsencef sucha
framawork, designergendto stick with “time-tested”al-
ternatves. Finally, thelogic helpsdesignfunctionalityin
new classof storagesystemgq?20] by facilitating precise
characterizatiomndproof of their properties.

A key goal of thelogic framework is simplicity; in or-
derto beusefulto generalle systemdesignersthe bar
rier to entryin termsof applyingthe logic shouldbe low.
Our logic achiesesthis by enablingincrementalmodel-
ing. Oneneednothave acompletemodelof a le system
beforestartingto usethe logic; instead,one can simply
modela particularpieceof functionality or mechanisnin
isolationandprove propertiesaboutit.

Throughcasestudies,we demonstratehe utility and
efcacy of our logic in reasoningabout le systemcor-



rectnessproperties. First, we representand prove the
soundnes®f importantguaranteeprovided by existing
techniquedor le systemconsisteng, suchas soft up-
datesandjournaling. We thenusethe logic to prove that
the Linux ext3 le systemis needlesslyconserative in
its transactioncommits, resultingin sub-optimalperfor
mancethiscasestudydemonstratetheutility of thelogic
in enablingaggressie performanceptimizations.

To illustratethe utility of the logic in developingnew
le systemfunctionality, we proposea nen le system
mechanisncalled geneition pointers to enableconsis-
tent undeleteof les. We prove the correctnesof our
designby incrementamodelingof this mechanisnin our
logic, demonstratinghe simplicity of the process. We
thenimplementthe mechanisnin theLinux ext3 le sys-
tem,andverify its correctnessAs thelogic indicateswe
empirically shav thatinconsisteng doesindeedoccurin
undeletesn the absenc®f our mechanism.

The restof the paperis organizedasfollows. We rst
presenainextendednotivation(x2), andabackgroundn
le systemgx3). We presenthebasicentitiesin ourlogic
(x4) andtheformalism(x5), andrepresensomecommon
le systenpropertiesisingthelogic (x6). Wethenusethe
logic to prove consisteng propertiesof existing systems
(x7), provethecorrectnessf anunexploitedperformance
optimizationin ext3 (x8), andreasonabouta new tech-
nigue for consistentundeletegx9). We then apply our
logic to semantiadisks(x10). Finally, we presentelated
work (x11) andconclude(x12).

2 ExtendedMotivation

A systematidramenork for reasoningaboutthe interac-
tion of a le systemwith the disk hasmultifariousbene-
ts. We describehreekey applicationf the framework.

2.1 Reasoningabout existing le systems
An importantusagescenaridor thelogic is to modelex-
isting le systems.Therearethreekey bene tsto such
modeling. First, it enablesa clearunderstandingf the
preciseguaranteeghata given mechanisnprovides,and
theassumptionsinderwhichthoseguaranteehold. Such
anunderstandingnablesorrectimplementatiorof func-
tionality at othersystenmlayerssuchasthedisk systemby
ensuringthat they do not adwerselyinteractwith the le
systemassumptionsFor example,write-backcachingin
disks often resultsin reorderingof writes to the media;
this cannegatethe assumptiongournalingis basedn.
Secondthe logic enablesaggressie performanceop-
timizations. Whenreasoningaboutcomplex interactions
becomedard, le systendevelopergendto beconsenra-
tive (e.g., performunnecessarilynore waits). Our logic
helpsremove this barrier enablingdevelopersto be ag-
gressvein their performanceptimizationswhile still be-
ing con dent of their correctnessin Section8, we ana-
lyze a real exampleof suchan opportunityfor optimiza-

tionin theLinux ext3 le systemandshow thatthelogic
framawork canhelpproveits correctness.

The nal bene t of thelogic framework is its potential
usein implementation-leel modelcheclers[24]; having
aclearmodelof expectedbehaior againstwhich to val-
idatean existing le systemwould perhapsenablemore
comprehensie and ef cient model checking,insteadof
the currenttechniqueof relying on the fs&k mechanism
which s quite expensve; the costof anfsck on every ex-
ploredstatelimits the scalabilityof suchmodelchecking.

2.2 Building new le systemfunctionality
Recworery and consisteng are traditionally viewed as
“tricky” issuesto reasonaboutand getright. A classic
illustration of this view arisesin databaseecovery; the
widely usedARIES [13] algorithmpointedto correctness
issueswith mary earlierproposalsironically, thesuccess
of ARIES stalledinnovationin databaseecovery, dueto
thedif culty in provingthecorrectnessf new techniques.
Giventhatmostinnovationwithin the le systendeals
with its interactionwith thedisk andcanhave correctness
implications, this inertia againstchanging“time-tested”
alternatvessti es the incorporationof new functionality
in le systemsA systematidramavork to reasorabouta
new pieceof functionality cangreatlyreducethis barrier
to entry. In Section9, we proposenew le systemfunc-
tionality anduseourlogic to proveits correctnessTo fur-
therillustratethe ef cacy of thelogic in reasoningabout
new functionality, we examinein Section7.2.1lacommon
le systemfeature,.e., journaling,andshav thatstarting
from asimplelogical modelof journaling,we cansystem-
atically arrive at the variouscornercaseshat needto be
handled,someof which involve complex interactionsas
describedy thedevelopersof Linux Ext3[23].

2.3 Designingsemantically-smartdisks

The logic framework also signi cantly simplies rea-
soning about a new class of storage systemscalled
semantically-smartisk systemsthat provide enhanced
functionality by inferring le systemoperationg20]. In-
ferring information accuratelyunderneathmodern le
systemss known to be quite complex [21], especiallybe-
causet isdependenbndynamicle systenpropertiesin
Section10, we shaw thatthelogic cansimplify reasoning
abouta semantiadisk; this canin turn enableaggressie
functionalityin them.

3 Background

A le systemorganizedldisk blocksinto logical les and
directories.In orderto mapblocksto logical entitiessuch
as les, the le systemtracksvariousformsof metadata
In thissectionwe rst describeheformsof metadatahat
le systemdrack,andthendiscusgheissueof le system
consisteng. Finally, we describethe asynchroy of le



systemsa major sourceof compleity in its interaction
with disk.

3.1 File systemmetadata
File systemmetadataanbeclassi edinto threetypes:

Directories: Directoriesmap a logical le nameto
per le metadata.Sincethe le mappedfor a namecan
beadirectoryitself, directoriesenablea hierarchyof les.
Whenauseropensa le specifyingits pathname the le
systemlocatesthe per le metadatdor the le, reading
eachdirectoryin the pathif required.

File metadata: File metadatacontainsinformation
abouta speci c le. Examplesof suchinformationare
the setof disk blocksthatcomprisethe le, le size,and
soon. In certain le systemssuchasFAT, le metadatas
embeddedh thedirectoryentrieswhile in mostother le
systems,le metadatdas storedseparatelye.g., inodes)
andis pointedto by the directory entries. The pointers
from le metadatao the disk blocks can sometimese
indirectedthroughindirect pointer blocksin the caseof
large les.

Allocation structures: File systemsmanagevarious
resource®n disk suchasthe setof free blocksthat can
be allocatedto new les. To track suchresources,le
systemgmaintainstructurege.g., bitmaps,freelists) that
pointto freeresourcenstances.

In addition, le systemgrack othermetadatde.g., su-
perblock), but we mainly focusontheabove threetypes.

3.2 File systemconsistency
For properoperationtheinternalmetadataf the le sys-
tem andits datablocks shouldbe in a consistentstate.
By metadataconsistencywe meanthat the stateof the
variousmetadatastructuresobeys a setof invariantsthat
the le systemrelieson. For example,a directoryentry
shouldonly point to a valid le metadatastructure;if a
directorypointsto le metadatahatis uninitialized(i.e.,
markedfree),the le systemis saidto beinconsistent
Most le systemsrovide metadataconsisteng, since
thatis crucial to correctoperation. A strongerform of
consisteng is data consistency wherethe le system
guaranteeshatdatablock contentsalwayscorrespondo
the le metadatastructureshatpointto them.We discuss
thisissuein Section7.1. Many modernle systemssuch
asLinux ext3 andReiserFSrovide dataconsisteng.

3.3 File systemasynchrony

An importantcharacteristiof mostmodern le systems
is the asyndrony they exhibit duringupdatego dataand
metadata. Updatesare simply buffered in memoryand
arewritten to disk only aftera certaindelayinterval, with
possiblereorderingamongthosewrites. While suchasyn-
chrory is crucial for performanceijt complicatesconsis-
tenyy management.Due to asynchrow, a systemcrash
leadsto a statewherean arbitrary subsetof updateshas

beenappliedon disk, potentiallyleadingto an inconsis-
tenton-diskstate.Asynchrory of updatess the principal
reasonfor compleity in the interactionof a le system
with the disk, andhencetheraisond'etre of ourlogic.

4 Basicentities and notations

In this section,we de ne the basicentitiesthat constitute
a le systemin ourlogic, andpresentheir notations.In
the next section,we build upontheseentitiesto present
our formalismof theoperationof a le system.

4.1 Basicentities

The basicentitiesin our modelare containes, pointers,
andgeneations A le systemis simply a collectionof
containers. Containersare linked to eachotherthrough
pointers. Each le systemdiffersin the exact types of
containerst de nesandtherelationshipt allowsbetween
those containertypes; we believe that this abstraction
basedncontainerandpointerss generato describeary
le system.

Containerdn a le systemcanbe freedandreused a
containeiis consideredo befreewhenit is not pointedto
by ary othercontainer;it is live otherwise.Theinstance
of acontainebetweerareuseandthenext freeis calleda
geneation; thus,a generatioris a speci ¢ incarnationof
a container Generationare never reused.Whena con-
taineris reusedthe previous generatiorof thatcontainer
is freedanda new generatiorof the containercomesto
life. A generationis thusfully de ned by its container
plus a logical geneation numberthat tracks how mary
timesthe containewasreused Notethatgeneratiordoes
not referto the contentsof a containerbut is anabstrac-
tion for its currentincarnation,contentscanchangewith-
outaffectingthegeneration.

We illustrate the notion of containersand generations
with a simple examplefrom a typical UNIX-based le
system. If the le systemcontainsa x ed setof desig-
natedinodes eachinodeslotis a container At ary given
point,aninodeslotin useis associategvith aninodegen-
eration that correspondso a specic le. Whenthe le
is deleted the correspondingnode generatioris deleted
(forever), but the inode containeris simply marked free.
A different le createdatercanreusethesameanodecon-
tainerfor alogically differentinodegeneration.

Notethatasinglecontainer(e.g., aninode)canpointto
multiple containerge.g., datablocks).A singlecontainer
canalsobe sometimegointedto by multiple containers
(e.g., hardlinks in UNIX le systems).

4.2 Notations

Thenotationausedo depictthebasicentitiesandtherela-
tionshipsacrosshemarelistedin Tablel. Notethatmary
notationsn thetablearede ned only laterin the section.
Containersare denotedby uppercaseletters,while gen-
erationsare denotedby lower caseletters. An “entity”
in the descriptionrepresents containeror a generation.



Symbol Description

&A setof entitiesthatpointto containerA

A setof entitiespointedto by containerA
jAj containerthattracksif containerA is live
&a setof entitiesthatpointto generatiora

a setof entitiespointedto by generatiora

A! B denoteghatcontainerA hasapointerto B
&A = ; | denoteghatno entity pointsto A

Ak thek™ epochof containerA

t(AK) typeof k" epochof containerA

g(A%) generatiorof thek™ epochof containerA
C(a) containerassociateavith generatiora

Ax generatiork of containerA

Tablel: Notations on containersand generations.

A pointeris denotedby the! symbol; A ! B indi-
catesthat containerA hasa pointerto containerB, i.e.,
(A2 &B)"™ (B 2 A). Formostof this paperwe only
considemointersfrom andto containerghatarelive. In
Section9, we will relaxthis assumptiorandintroducea
new notationfor pointersinvolving deadcontainers.

4.3 Attrib utesof containers

To make thelogic expressive for modernle systemsye
extendits vocahularywith attributesonacontaineragen-
erationhasthe sameattributesasits container

4.3.1 Epoch

Theepod of a containelis de ned asfollows: everytime
thecontentof acontainerchangen memoryits epochis
incrementedFor example,if the le systemsetsdifferent
elds in aninodeoneafterthe other eachstepresultsin
anew epochof theinodecontainer Sincethe le system
canbatchmultiple changego the contentsdueto buffer-
ing, the setof epochsvisible at the disk is a subsetof
the total setof epochsa containergoesthrough. We de-
noteanepochby the superscriphotation;AX denoteghe
k™ epochof A. Notethatourde nition of epochis only
usedfor expressvity of our logic; it doesnotimply that
the le systemtrackssuchan epoch. Also notethe dis-
tinction betweeranepod anda geneation; a generation
changeoccursonly on a reuseof the containerwhile an
epochchangeon every changein contentsor whenthe
containeiis reused.

4.3.2 Type

Containerscanhave a certaintype associatedvith them.
Thetypeof acontainercaneitherbestatic i.e., it doesnot
changeduringthelifetime of the le systempr canbedy-
namic wherethe samecontainercanbelongto different
typesat different pointsin time. For example,in FFS-
basedle systemsjnodecontainersare staticallytyped,
while block containersmay changetheir type between
data,directory andindirect pointers.We denotethe type
of acontainerA by thenotationt(A).

4.3.3 Sharedvs. unshared

A containetthatis pointedto by morethanonecontainer
is calleda shaed container a containerthat hasexactly

one pointerleadinginto it is unshared.By default, we

assumethat containersare shared. We denoteunshared
containersviththe operator A indicateghatA isun-

sharedNotethatbeingunshareds a propertyof thecon-

tainertypethatthe le systemalwaysensuresacontainer
belongingto atypethatis unsharedvill alwayshave only

one pointer pointing into it. For example,most le sys-

temsdesignatelatablock containergo be unshared.

4.4 Memory and disk versionsof containers
A le systemneedsto manageits structuresacrosstwo
domains: volatile memoryand disk. Before accessing
the contentsof a containerthe le systemneedsto read
the on-disk versionof the containerinto memory Sub-
sequentlythe le systemmakesmodi cationsto thein-
memorycopy of thecontaineyandsuchmodi ed contents
areperiodicallywrittento disk. Thus,until the le system
writes a modi ed containerto disk, the contentsof the
containerin memorywill bedifferentfrom thaton disk.

5 The Formalism

We now presenburformalmodelof theoperatiorof a le
systemWe rst formulatethelogic in termsof beliefsand
actions andthenintroducethe operatorsn thelogic, our
proof systemandthe basicaxiomsin thelogic.

5.1 Beliefs
The stateof the systemis modeledusingbeliefs A belief
represents certainstatein memoryor disk.

Any statemenenclosedwithin fg represents belief.
Beliefscanbeeitherin memorybeliefsor on diskbeliefs,
andaredenotedaseitherfg or fgp respectiely. For
examplef A! Bgy indicatesghatA ! B isabeliefin
the le systemmemoryi.e., containerA currentlypoints
to B in memory while fA |  Bgp meansit is a disk
belief. Thetiming of whensucha belief beginsto hold is
determinedn the context of aformulain ourlogic, aswe
describdn the next subsectionin brief terms,thetiming
of a belief is de ned relative to other beliefs or actions
speci edin the formula. An isolatedbelief in itself thus
hasnotemporaldimension.

While memorybeliefs just representhe statethe le
systemtracksin memory on-disk beliefs are de ned as
follows: a belief holds on disk at a given time, if on a
crash,the le systemcanconcludewith the samebelief
purely basedon a scanof on-disk stateat thattime. On-
disk beliefsarethussolelydependenbn on-diskdata.

Sincethe le systemmanagefreeandreuseof contain-
ers,its beliefscanbein termsof geneations for example
fAc ! Bjgu isvalid (notethatAy refersto generatiork
of containerA). However, on-diskbeliefscanonly deal
with containerssincegenerationinformationis lostatthe



disk. In Sections9 and10, we proposeechniquego ex-
posegeneratiorinformationto the disk, andshow thatit
enablesmprovedguarantees.

5.2 Actions

The othercomponenbf ourlogic is actions which result
in changedo systemstate; actionsthus alter the set of
beliefsthat hold at a giventime. Therearetwo actions
de nedin ourlogic:

read/A) — This operationis usedby the le system
to readthecontentof anon-diskcontainer(andthus,
its currentgeneration)nto memory The le system
needgo have the containerin memorybeforeit can
modify it. After aread, thecontentf A in memory
andon-diskarethesamej.e., fAgy = fAQp.

write (A) —Thisoperatiorresultsn ushing thecur-
rentcontentsof a containerto disk. After this oper
ation, the contentsof A in memoryandon-diskare
thesamej.e,fAgo = fAgu .

5.3 Ordering of beliefsand actions
A fundamentabspectof the interactionof a le system
with disk is the ordering amongits actions. The order
ing of actionsalsodetermineghe orderin which beliefs
areestablishedTo orderactionsandtheresultingbeliefs,
we usethe befoe () andafter ( ) operators. Thus,
meansthat occurredbefore in time. Note

that by ordering beliefs,we areusingthe fg notationas
both a way of indicatingthe eventof creationof the be-
lief, andthe stateof existenceof a belief. For example,
thebelieffB ! Agu representtheeventwherethe le
systemassignsA asoneof the pointersfrom B.

We alsousea specialorderingoperatorcalledprecedes

(). Only abelief canappeatto theleft of a  operator
The operatoris de ned asfollows: meanghat
belief occursbefore (i.e., ) ); further,
it meanghatbelief holdsat leastuntil  occurs. This

impliesthereis nointermediatectionor eventbetween
and thatinvalidatesbelief

Theoperator is nottransitive; doesnot
imply , becausdelief needso hold only until
andnot necessarilyuntil  (notethat is
simply a shortcutfor ( )™ ( ) (notethatthis

implies ).
Beliefs can be groupedusing parentheseswyhich has
thefollowing semanticsvith precedes:

( ) ) )N (
( ) (@)

If agroupof beliefsprecedes certainotherbelief ,
everybeliefwithin the parenthesegrecedebelief

)I\

5.4 Proof system
Given our primitivesfor sequencingeliefsand actions,
we cande ne rules or formulasin our logic in termsof

an implication of one event sequenceayiven anotherse-
guenceWe usethetraditionaloperators) (implication)
and, (doubleimplication,i.e., if andonly if). We also
uselogical AND (*) andOR (_) to combinesequences.

An exampleof alogical rule is: ) . This
notationmeansthat every time an eventor action oc-
cursafter , event occursat the point of occurrenceof

. Therule doesnot sayarnything aboutwhen or oc-
cursin absolutetime; all it saysis whenever they occur
in that order,  occurs. Thus, the above rule would be
valid if never occurredat all. In general,if the
left handsideof therule involvesa morecomplec expres-
sion, saya disjunctionof two componentsthe belief on
theRHSholdsat the point of occurrencef the rst event
thatmakesthe LHS true;in theexampleabove,theoccur

renceof makesthesequence true.
Anotherexampleof aruleis ) ;

thisruledenoteghateverytime occursafter , should

have occurredsometimebetween and . Notethatin

sucharule wherethe sameeventoccursin bothsides the
event constitutesa temporalreferencepoint by referring
to the sametime instantin boththe LHS andRHS. This
temporalinterpretatiorof identicaleventsis crucialto the
aboverule servingtheintendedmplication;otherwisethe
RHS couldreferto someotherinstantwhere
Rulessuchasthe above canbe usedin logical proofs
by eventsequencsubstitution for example,with therule
) , wheneverthe subsequence occurs
in a sequencef events,it logically implies the event
We couldthenapplytheaboveruleto ary eventsequence
by replacingarny subsequenciatmatchegheleft half of
therule, with theright half; thus,with theabove rule, we
have thefollowing postulate: ) .
Thus, our proof systemenablesderiving new invariant
aboutthe le systempuilding on basicaxioms.

5.5 Basicaxioms
In this subsectionywe presenthe axiomsthatgovernthe
transitionof beliefsacrossmemoryanddisk.
If acontainerB pointsto A in memory its current
generatioralsopointsto A in memory
fBX ! fg(B*) ! @)

Agwm Agm

If B pointsto A in memory awrite of B will lead
to thedisk beliefthatB pointsto A.

fB ! write(B) ) fB! @)

The corversestatesthat the disk belief implies that
thesamebelief rst occurredn memory

Agm Adp

fB! Agp ) fB! Agy fB! Agp (4

Similarly, if B pointsto A ondisk,areadof B will
resultin the le systeminheritingthe samebelief.



fB! Agp read(B) ) fB! Agm 5)

If the on-disk contentsof containerA pertain to
epochy, somegenerationc shouldhave pointedto
generatiorg(AY) in memory followedby write (A).
Thecorversealsoholds:

fAYgp ) fc!

g(AY)gu  write(A) fAYgp (6)

fc! Aggw  write(A)) fAYgp » (9(AY)=k) (7)
NotethatA refersto somegeneratiork of A, andis
usedin theabove rule to indicatethatthe generation
¢ pointsto is thesameasthatof AY.

If fb! Aggandfc! Ajgholdin memoryattwo dif-
ferentpointsin time, containerA shouldhave been

freedbetweerthoseinstants.

fb! AkOm
) fol Aygm

fc! Ajgu ~ (k6 j)

f&A = ;gm fc! Ajgm(8)

Notethattherule includesthe scenariovhereanin-
termediategeneratiorA| occursbetweerAy andA; .

If containerB pointedto A on disk, and subse-
qguentlythe le systemremovesthe pointerfrom B
to A in memory a write of B will leadto the disk
beliefthatB doesnotpointto A.

fB! Agp
) fAZ Baop

fA2Z Bgw write (B)

9)

Furtherif A is anunsharedontainerthewrite of B
will leadto thedisk beliefthatno containepointsto
A, i.e, Aisfree
AN (fB! Agp
) f&A = gp

f&A = ;gm write (B))

(10)

If A isadynamicallytypedcontainerandits typeat
two instantsaredifferent,A shouldhave beenfreed

in between.
(Ft(A) = xom ft(A) =ygu )" (x 6 y)
) ft(A) = xgm f&A = guw ft(A)=yom (12)

5.6 Completenessf notations

The variousnotationswe have discussedn this section
cover awide rangeof the setof behaiors thatwe would
wantto modelin a le system. However, this is by no
meansa completeset of notationsthat canmodel every
aspectof a le system. As we shav in Section7.2 and
Sectior9, certainspeci c le systenfeaturesmayrequire
new notations.The maincontribution of this paperiesin
putting forth a framework to formally reasonabout le

systemcorrectness Although new notationsmay some-
timesneedto be introducedfor certainspecic le sys-
tem features much of the framework will apply without
ary modi cation.

5.7 Connectionsto Temporal Logic

Our logic bearssomesimilarity to lineartemporallogic.
The syntaxof Linear Tempoal Logic (LTL) [5, 15] is de-
ned asfollows:

A formulap 2 AP isanLTL formula,whereAP is
asetof atomicpropositions.

Giventwo LTL formulasf andg,: f,f ~ g,f _ g,
Xf,Ff,Gf,f Ug,andf R gareLTL formulas.

In thede nition givenabove X (“next time”), F (“in the
future”), G (“always”), U (“until”), andR (“release”)are
temporaloperators Our formalismis a fragmentof LTL,
wherethesetof atomicpropositionsAP consistof mem-
ory anddisk beliefsandactionsandonly temporalopera-
torsF andU areallowed. In ourformalism, and

areequivalentto F and U ,respectiely.

Given an execution , which is a sequencef states,
andanlLTL formulaf, [ f denoteghatf is truein
the execution . A systemS satis esanLTL formulaf
if all its executionssatisfyf . The precisesemanticsof
the satishctionrelation(the meaningof ) canbe found
in [5, Chapter3]. Thusthe semanticfor our formalism
follows from the standardsemanticof LTL.

In our proof system,we are given set of axioms A
(givenin Section5.5) anda desiredpropertyf (suchas
the dataconsisteng propertydescribedn Section7.1),
andwe wantto prove thatf follows from the axiomsin
A (denotecby A ! f),i.e.,if a le systemsatis esall
propertiesn thesetA, it will alsosatisfypropertyf .

6 File SystemProperties

Various le systemsprovide differentguaranteesn their
updatebehaior. Eachguarantedranslatesnto new rules
to thelogical modelof the le systemandcanbeusedto
complemenburbasicruleswhenreasoningaboutthat le

system.In this sectionwe discusghreesuchproperties.

6.1 Container exclusvity

A le systemexhibitscontainerexclusivityif it guarantees
thatfor every on-diskcontainerthereis at mostonedirty
copy of thecontainerscontentsn the le systenctachelt
alsorequiresthe le systemto ensurethatthein-memory
contentf a containerdo not changewhile the container
is beingwritten to disk. Many le systemssuchasBSD
FFS,Linux ext2 andVFAT exhibit containerexclusivity;
somejournaling le systemdike ext3 do not exhibit this
property In our equationswhenwe referto containersn
memory we refer to the latestepochof the containerin
memory in the caseof le systemghatdo notobey con-
tainerexclusiity. For example,in eq.10,f&A = ;gwm
meanghatat thattime, thereis no containemwhoselatest



epochin memorypointsto A; similarly, write (B) means
that the latestepochof B at thattime is being written.
When referringto a speci ¢ version,we usethe epoch
notation. Of course,if containerexclusiity holds, only
oneepochof any containerexistsin memory

Under containerexclusiity, we have a strongercon-

versefor eq.3:
fB! Agp )

If we assumethat A is unsharedwe have a stronger
equationfollowing from equation12, becausehe only
waythediskbelieffB ! Agp canholdisif B waswritten
by the le system.Note that mary containerdn typical
le systemgqsuchasdatablocks)areunshared.

fB! Agy B! Agp (12)

fB !

Agb ) fB! Agwm

(write (B)

6.2 Reuseordering

A le systemexhibits reuseorderingif it ensureghatbe-
fore reusinga containey it commitsthe freedstateof the
containerto disk. For example,if A is pointedto by gen-
erationbin memory laterfreed(i.e.,, &A = ;), andthen
anothergeneratiorc is madeto pointto A, the freedstate
of A (i.e., the containerof generatiorb, with its pointer
removed)is writtento disk beforethereuseoccurs.

fB!

Adp) (13)

fb! Agm
) f&A = am

f&A = gm
write (C (b))

fc! Agm

fc! Agm

Sinceevery reuseresultsin sucha commitof thefreed
state we couldextendthe above rule asfollows:

fb! Agm
) f&A = gm

f&A = ;gm
write (C (b))

fc! Agm

fc! Agu (14)

FFSwith soft updateq6] andLinux ext3 aretwo ex-
amplesof le systemghatexhibit reuseordering.

6.3 Pointer ordering

A le systemexhibits pointer ordering if it ensureghat
beforewriting acontaineB to disk,the le systemwrites
all containerghatarepointedto by B .

fB! Agu
) fB! Agw

write (B)

(write (A) write (B)) (15)
FFSwith soft updatess an exampleof a le system

thatexhibits pointerordering.

7 Modeling Existing Systems

Having de ned the basicformalismof our logic, we pro-
ceedto usingthelogic to modelandreasorabout le sys-
tembehaiors. In this section,we presentroofsfor two
propertieamportantfor le systemconsisteng. First,we
discusghedataconsistencyproblemin a le systemWe
thenmodelajournaling le systemandreasonaboutthe
non-mllback propertyin ajournaling le system.

7.1 Data consistency

We rst considerthe problemof data consistencyf the
le systemaftera crash. By dataconsisteng, we mean
thatthe contentsof datablock containershave to be con-
sistentwith the metadatahat referenceshe datablocks.
In otherwords,a le shouldnotendup with datafrom a
different le whenthe le systemrecoversaftera crash.
LetusassuméehatB isa le metadataontainer(i.e. con-
tainspointersto thedatablocksof therespectie le), and
A is a datablock container Then,if the disk belief that
B* pointsto A holds,andtheon-diskcontentsof A were
written whenk wasthe generatiorof A, thenepochB*

shouldhave pointed(at sometime in the past)exactly to
the k™ generationof A in memory and not a different
generationThefollowing rule summarizeshis:

fBX! Agp * fAYgp ) (fBX! Axgw fB*!

N (k= g(AY))

Agp)

We prove below thatif the le systemexhibits reuse
orderingandpointerordering,it never suffersa datacon-
sisteny violation. We alsoshaw thatif the le system
doesnot obey ary suchordering,dataconsisteng could
becompromisedn crashes.

For simplicity, let us make a further assumptiorthat
thedatacontainersn our le systemarenonshareqd A),
i.e., different les do not sharedatablock pointers. Let
us also assumehat the le systemobeys the container
exclusiity property Many modern le systemssuchas
ext2 andVFAT have theseproperties.Sinceunderblock
exclusiity fBx 1 Agp ) fB*! Agy fB*! Agp (by
eq.12), we canrewrite theaboverule asfollows:

(fo! AkOm fB* !
) (k= g(AY))

Agp) ™ fAYgp
(16)

If this rule doesnot hold, it meansthatthe le repre-
sentedby the generationg(B*) pointsto a generatiork
of A, but the contentsof A werewritten whenits genera-
tionwasg(AY), clearlya caseof datacorruption.

To shaw thatthisrule doesnotalwayshold, we assume
the nggationandprove thatit is reachableasa sequence
of valid le systemactions( ) (M)

From eq. 6, we have fAYgy ) fc ! g(AY)gw
write (A). Thus,we have two eventsequencesnplied by
theLHS of eq.16:

i fB*!
i. fc!

fBX! Agp
write (A)

Akdm
g(AY)gwm

Thus,in orderto prove eg. 16, we needto prove that
every possibleinterleaving of the above two sequences,
togetherwith the clause(k 6 g(AY)) is invalid. To dis-
prove eq. 16, we needto prove that at leastone of the
interleavingsis valid.

Since(k 6 g(AY)), andsincefBX* |

Acgw  fBX I



Agp, theeventfc !

g(AY)gu cannotoccurin between containerA getsassignedo le generatiorg(B*). Thus,

thosetwo events,dueto containerexclusivity andbecause consisteng violation canalsooccurin this scenario.

A is unshared.Similarly fB* ! Aygw cannotoccurbe-

tweenfc! g(AY)gw  write(A). Thus,we have only two
interleavings:
1LfBX! Axgw fB*! Agp fc! g(AY)gw  write(A)
2:fc! g(AY)gm write(A)  fB*! Agogwm fB*! Agp
Casel:
Applying eq.2,
) fa(BX)! Axgw fBX! Agp
fc! g(AY)gm write (A)~ (k 6 g(AY))
Applying eq.8,
) fog(BX)! Axgm fBX! Agp
f&A=;gm fc! g(AY)gu  write(A)(17)

Sincestepl7is avalid sequencén le systemexecu-
tion, wheregeneratiolA* couldbefreeddueto adeleteof
the le representedby generatiorg(B*) andthena sub-
sequenieneratiorof the block is reallocatedo the le
representedby generationc in memory we have shovn
thatthis violation couldoccut

Let usnow assumehatour le systemobeys reuseor-
dering,i.e., equationl4. Underthis additionalconstraint,
equationl7 would imply thefollowing:

) fa(BX)! Awgu  fBX!
f&A = ;gm write (B)
fc! g(AY)gw  write(A)

Adp

By eq.10,
) fo(B¥)! Axgm
f&A = ;0p fc!
write (A)
) f&A =;9p " fAcOp

fBX 1 Agp
g(AY)gm

(18)

This is however, a contradiction under the initial
assumptionve startedoff with, i.e. f&A = Bgp . Hence,
underreuseordering,we have shovn that this particular
scenarialoesnotariseatall.

Case2: fc! g(AY)gm write (A) fBX 1 Axgm
fBX! Agp ~ (k6 g(AY))
Again,applyingeq.2,
) (k& g(AY) " fc! g(AY)gm  write(A)
fg(B*)! Axgw fB*! Agp
By eqn8,
) fc! g(AY)gm write (A) f&A = ;gm
fg(B*)! Awguw fBX! Agp

Again, this is a valid le systemsequencevhere le
generatiorc pointedto datablock generatiorg(AY), the
generatiorg(AY) getsdeleted anda new generatiork of

Interestinglywhenwe applyeq.14 here,we get
) fct g(AY)gw
write (C(c))

fB*! Agp

write (A)
fg(B*)!

f&A = .gm
Akdwm

However, we cannotapply eg. 10 in this casebecause
the belieffC ! Agp neednot hold. Evenif we did
have a rule that led to the belief f &A = ;gp immedi-
atelyafterwrite (C(c)), thatbeliefwill beoverwrittenby
fB* ! Agp laterin the sequence.Thus, eq. 14 does
notinvalidatethis sequencereuseorderingthusdoesnot
guaranteelataconsisteng in this case.

Let usnow make anotherassumptionthatthe le sys-
temalsoobeys pointerordering(eq.15).

Sincewe assumehatA is unsharedandthatcontainer
exclusivity holds,we canapplyeq.13to equationl9.

) fc! g(AY)gm  write(A) f&A = ;gm
fg(B*)! Axgm write(B)  fB* ! Agp (20)
Now applyingthepointerorderingrule (eqn15),
) fc! g(AY)gm  write(A) f&A = ;gm
fg(B*)! Axgm write (A)  write(B)
fBX! Adgp
By eq.7,
) fc! Agw write(A) f&A = :gm
fAYgp write (B) fBX ! Agp ~ (k= g(AY))

) fAYgp N fBX ! Agp " (k= g(AY))

Thisis againa contradictionsincethis impliesthatthe
contentof A on disk belongto the samegeneratiom,
while we startedout with theassumptiorthatg(AY) 6 k.

Thus, underreuseorderingand pointer ordering, the

le systemnever suffersa dataconsisteng violation. If
the le systemdoesnot obey any suchordering(suchas
ext2), dataconsisteng couldbecompromisean crashes.
Note that this inconsisteng is fundamentaland cannot
be x edby scan-basedonsisteny toolssuchasfsdk. We
alsoveri ed thatthis inconsisteng occursin practice,we
wereableto reproducéhis caseexperimentallyonanext2
le system.

(21)

7.2 Modeling le systemjournaling

We now extendour logic with rulesthatde ne thebeha-

ior of ajournaling le system.We thenusethe modelto

reasorabouta key propertyin ajournaling le system.
Journalingis a techniguecommonlyusedby le sys-

temsto ensuremetadataconsisteng. When a single

(19)le systemoperationspansmultiple changeso metadata

structures,the le systemgroupsthosechangesinto a
transactionand guaranteeshat the transactioncommits
atomically thuspreservingconsisteng. To provide atom-
icity, the le systemrst writes the changeso a write-



aheadog (WAL), andpropagatethechangeso theactual
on-disklocationonly afterthetransactions committedo
thelog. A transactions committedwhenall changesre
logged, and a special“commit” recordis written to log
indicating completionof the transaction. Whenthe le
systenrecoversafteracrashacheckpointingorocesse-
playsall changeghatbelongto committedtransactions.

To modeljournaling, we considera logical “transac-
tion” objectthatdetermineshe setof log recod contain-
ersthatbelongto thattransactionandthuslogically con-
tainspointersto thelog copiesof all containersmodi ed
in thattransactionWe denotethelog copy of ajournaled
containerby the” symbol on top of the containermame;
AX is thusa containerin thelog, i.e., journal of the le
system(notethatwe assumehysicallogging, suchasthe
block-level logging in ext3). The physicalrealizationof
thetransactiorobjectis the“commit” record,sinceit log-
ically pointsto all containerghatchangedn thattransac-
tion. For the WAL propertyto hold, the commitcontainer
shouldbe written only afterthelog copy of all modi ed
containerghatthetransactiorpointsto arewritten.

If T is thecommitcontaineythe WAL propertyleads
to thefollowing two rules:

fT1 AXgy  write(T) ) fT ! AXgy  (write (AX)
write (T)) (22)

fT1 Axgy  write(A*) ) fT ! Axgu  (write(T)
write (AX)) (23)

The rst rule stateghatthe transactioris not commit-
ted (i.e.,, commit recordnot written) until all containers
belongingto the transactiorarewritten to disk. The sec-
ondrule stateghatthe on-diskhomecopy of a container
is written only afterthetransactionn which thecontainer
wasmodi ed, is committedto disk. Note that unlike the
normal pointersconsideredso far that point to contain-
ersor generationsthe pointersfrom containerT in the
abovetwo rulespointto epotis Theseepod pointeisare
usedbecausacommitrecordis associategvith aspeci ¢
epoch(e.g., snapshotpf the container

Thereplayor checkpointingprocessanbedepictedoy
thefollowing two rules.

fT1 AXgp A fTogp )  write(AX)  fAXgp (24)
fTi! Axgp » fT2! AVgp » (fTigp  fTagp)
) write (AY) fAYgp (25)

The rst rule saysthatif acontainelis partof atransac-
tion andthetransactioris committedon disk, the on-disk
copy of thecontainelis updatedvith theloggedcopy per
tainingto thattransactionThe secondule saysthatif the
samecontaineliis partof multiple committedtransactions,
theon-diskcopy of the containelis updatedvith thecopy
pertainingto thelastof thosetransactions.

Thefollowing belieftransitionshold:

(fT! Bxguy ~ fBX !

Agw ) write(T)

) fBX! Agp
write(T) ) fA*gp

(26)
fT1 AXgu (27)

Rule 26 statesthatif B* pointsto A and B* belongs
to transactioril', thecommitof T leadsto the disk belief
fB* ! Agp . Rule27 saysthatthe disk belief f A*gp
holdsimmediatelyon commitof thetransactiorwhich A%
is partof; creationof thebeliefdoesnotrequirethecheck-
pointwrite to happen.As describedn x5.1, a disk belief
pertaingothebeliefthe le systemwouldreachjf it were
to startfrom the currentdisk state.

In certainjournaling le systemsit is possiblethatonly
containerof certaintypesarejournaled;updatego other
containerdirectly go to disk, without going throughthe
transactiormachineryIn our proofs,wewill considetthe
casesof both completejournaling (whereall containers
arejournaled)andselectve journaling(only containerf
acertaintype). In the selectve case we alsoaddresghe
possibility of a containerchangingits type from a jour-
naledtype to a non-journaledype andvice versa. For a
containeB thatbelonggo ajournalingtype,we havethe

following corverseof equation26:
fBX I BXgy ~ fBX !
fB* !

Agp ) (fT!

write (T)

Agw )
Adp (28)

We canshaw thatin completgournaling,datainconsis-
teng/ never occurs;we omit this dueto spaceconstraints.

7.2.1 The non-rollback property
We now introducea new propertycallednon-mllback that
is pertinentto le systemconsisteng. We rst formally
de ne the propertyandthenreasonaboutthe conditions
requiredfor it to holdin ajournaling le system.

The non-rollbackpropertystateshat the contentsof a
containeron disk arenever overwrittenby older contents
from apreviousepoch.This propertycanbeexpresseds:

fAXgp  fAYgr ) fAgm fAY gu (29)

The above rule stateghatif the on-diskcontentsof A
move from epochx to y, it shouldlogically imply that
epochx occurredbeforeepochy in memoryaswell. The
non-rollbackpropertyis crucialin journaling le systems;
absencef the propertycouldleadto datacorruption.

In the proof below, we logically derive the cornercases
thatneedto behandledor this propertyto hold,andshov
thatjournal revoke recodseffectively ensurehis.

If the disk believesin the x" epochof A, thereare
only two possibilities. If thetype of A* wasa journaled
type, A* shouldhave belongedto a transactiorand the
disk musthave obsenedthe commitrecordfor thetrans-
action;asindicatedin eq27, the belief of f AXgp occurs
immediatelyafter the commit. However, at a later point
theactualcontentof A* will bewrittenbythe le system

aspartof its checkpointpropagatiorto the actualon-disk



location,thusre-establishindpelieft Axgp . If J is theset
of all journaledtypes,

fAXgp A ft(AX)2 Jgw ) (FAXgu ~ fT! Axgw)
write (T) fA*gp
write (A*)  fAXgp (30)

Thesecondpossibilityis thatA* is of atypethatis not
journaled.In this case the only way the disk could have
learntof it is by a prior commitof A*.

fAXgD n ft(AX) 2 Jom ) fAXgM

fAXgp

write (AX)
(31)

A* and AY arejournaled:

Let us rst assumehat both A* andAY belongto a
journaledtype. To prove the non-rollbackproperty we
considerthe LHS of €q.29: fAXgp ~ fAYgp ; sinceboth
A* andAY arejournaled,we have the following two se-
guenceof eventsthatledto thetwo beliefs(by eq.30):

(FAXgy ~ fT1! Axgw) write(T1) fAXgp
write (A¥)  fAXgp

(FAYgy » fT2! AVgw) write(T2) fAYgp
write (AY) fAYgp

Omitting thewrite actionsin the abore sequencefor
simplicity, we have thefollowing sequencesf events:

i fA*gm

i fAYgwm

fAYgp
fAYgp

fAYgp
fAYgp

Notethatin eachsequencetherearetwo instanceof
the samedisk belief being created:the rst instanceis
createdvhenthecorrespondingransactioris committed,
andthe secondnstancevhenthe checkpoinpropagation
happensata latertime. In snapshot-baserbarse-grained
journalingsystemgsuchasext3), transactiongsirealways
committedin order Thus,if epochA* occurredbefore
AY, T, will becommittedbeforeT, (i.e., the rst instance
of f AXgp will occurbeforethe rst instanceof f AYgp ).
Anotherpropertytrue of suchjournalingis thatthecheck-
pointing is in-orderaswell; if therearetwo committed
transactionwith differentcopiesof the samedata,only
the versionpertainingto the later transactionis propa-
gatedduringthe checkpoint.

Thus, the above two sequencesf eventsleadto only
two interleavings, dependingon whetherepochx occurs
beforeepochy or vice versa.Oncethe orderingbetween
epochx andy is x ed, the restof the eventsare con-
strainedto a singlesequence:

Interleaving 1:

(fA*gm

) fA%gm

fAYgu) ™ (FA%gp
fAng

fAYgp  fAYgp)

Interleaving 2:

) (FAYgm
) fAYgp

fA*gu )~ (FAYgp
fAgp

fA*gp  fA%gp)

Thus,the secondnterlearing resultsin a contradiction
from our initial statementve startedwith (i.e., fAXgp
fAYgp ). Thereforethe rst interleaving is the only le-
gal way the two sequencesf eventscould be combined.
Sincethe rst interleaving impliesthatf Ax gy fAY gu ,
we have provedthatif thetwo epochsarejournaled,the
non-rollbackpropertyholds.

AY isjour naled,but A* is not:

We now considerthe casewherethetypeof A changes
betweerepochsx andy, suchthatAY belongsto a jour-
naledtypeandA* doesnot.

We againstartwith the statemenf A*gp fAYgD.
Fromequations30 and31, we have the following two se-
guence®f events:

i (FAYgu ~ fT ! A¥Ygu) write(T)
fAYgp write (AY) fAYgp
i. fA*gwm write (AX) fA*gp

Omitting the write actionsfor the sale of readability
thesequencebecome:
i fAYgm

i fAXgm

fAygD
fA*gp

fAygD

To prove the non-rollbackproperty we needto shav
that every possibleinterleaving of the above two se-

guencesvherefAY gy fAXgy resultsin a contradic-

tion, i.e., cannotco-exist with f Ax gp fAYgp .
Theinterleavingswheref AY gy fAXgy are:

1. fAYgm fAX gm fA*gp fAYgp fAYgp

2. fAYgm fAYgp fAXgm fAXgp fAYgp

3 fAYgw fAYgp fAYgp fAXgm fAXgp

4. fAYgw fAXgm fAYgp fAXgp fAYgp

5. fAYgw fAX gm fAYgp fAYgp fAXgp

6: fAYgm fAYgp fAXgm fAYgp fAXgp
Scenarios3, 5, and 6 imply fAYgp fA*gp and

are thereforeinvalid interleavings. Scenariosl, 2, and
4 are valid interlearings that do not contradictour ini-
tial assumptiorof disk beliefs, but at the sametime, im-
ply f AY gy f AXgy ; thesescenarioghusviolate the
non-rollbackproperty Thereforeunderdynamictyping,
the above journalingmechanisndoesnot guarantegon-
rollback. Dueto this violation, le contentscanbe cor
ruptedby stalemetadatayenerations.

Scenario2 and 4 occur becausdhe checkpointprop-
agationof earlierepochAY which wasjournaled,occurs
after A wasoverwrittenasa non-journalecepoch.To pre-
ventthis, we needto imposethatthe checkpoinfpropaga-
tion of acontaineiin thecontext of transactiorim doesnot



happenf the on-diskcontentsof that containemwereup-
datedafter the commitof T. Thejournal revoke recods
in ext3 preciselyguaranteghis; if a revoke recordis en-
counteredluringlog replay(duringa pre-scarof thelog),
the correspondingblock is not propagatedo the actual
disk location.

Scenariadl happendecause laterepochof A is com-
mitted to disk beforethe transactiorwhich modi ed an
earlier epochis committed. To prevent this, we needa
form of reuseordering, whichimposeghatbeforea con-
tainerchangegype (i.e. is reusedn memory),thetrans-
action that freed the previous generationbe committed.
Sincetransactiongommitin order, andthe freeingtrans-
actionshouldoccurafter transactionm which usedAY in
theabove example,we have thefollowing guarantee:

ft(AY) 2 Jgu ~ Ft(AX)2 Jgu ~ (FAYgw
) fAYgm write (T)

fAXgw )
fogM

With thisrule, Scenarial becomeghe sameas2 and4
andis handledby therevoke recordsolution. Thus,under
thesetwo propertiesthe non-rollbackpropertyholds.

8 Redundant Synchrony in Ext3

We examineaperformanc@roblemwith theext3 le sys-
tem wherethe transactioncommit procedurearti cially

limits parallelismdueto aredundansynchroty in its disk
writes [16]. The ordered modeof ext3 guaranteeshata
newly createdle will neverpointto staledatablocksaf-
ter a crash.Ext3 ensureghis guarantedy the following
orderingin its commit procedure:whena transactions
committed,ext3 rst writesto disk the datablocksallo-
catedin that transactionwaits for thosewrites to com-
plete, then writes the journal blocks to disk, waits for
thoseto completeandthenwritesthe commitblock. If |

isaninodecontainerF isa le datablock containerand
T is thetransactiorcommitcontainerthe commitproce-
dureof ext3 canbe expressedy the following equation:

(FIX1 Feow ~ T 1Xgy)  write(T)
)y (FIX! Fegm ~» T I*gw)
write (F)  write(I*)  write(T)  (32)

To examineif this is a necessarygonditionto ensure
the no-stale-datagyuaranteewe rst formally depictthe
guaranteghatthe ext3 orderedmodeseekgo provide, in
thefollowing equation:

f1% 1 fIX! Fgp ) fFygp  fIX!

N (9(FY) = k)

Fkawm Fdp

(33)

The above equationstatesthatif the disk acquiresthe
beliefthatfI* ! F g, thenthe contentsof the datacon-

tainerF ondisk shouldalreadypertainto the generation

of F thatl * pointedto in memory Notethatbecausext3
obeys reuseordering, the orderedmode guaranteeonly

needsto caterto the caseof a free datablock container
beingallocatedo anew le.

We now prove equation33, examiningthe conditions
thatneedto hold for this equationto betrue. We consider
theLHS of theequation:

f1x1 Fxom f1x1 Fap

Applying equation28to theabove, we get

) (f1x1
write (T)

gu)
Fdo

FkgM NET
fI%
Applying equation32, we get

) (f1* 1 Fegw » fT!
write (F)  write (I)
write(T)  fI*X! Fgp

gu)

(34
By equationy,

)y (FIX
fFYgp

write (T) Fop ~ (g(FY) = k)

) fFYgp Fop * (9(FY) = k)

Thus,the currentext3 commit procedurgequation32)
guaranteeghe no-stale-datg@roperty However, to seeif
all the waits in the above procedureare required,let us
reordetthetwo actionswrite (F ) andwrite (1%) in eq.34:

Feom » fT 1 1Xgy)
write (1)
f1% 1

fl1x1

Y  (fIX1 Fegu ~ fT U 1%gy)
write (1) write (F)
write(T)  fI*X! Fgp

Onceagain,applyingequation?,
) fFYgp  f1*! Fgo ~ (9(FY)=k)

Thus,we canseethatthe orderingbetweerthe actions
write (F) andwrite (1) is inconsequentiaio the guar
anteethatext3 orderedmodeattemptgo provide. We can
henceconcludethat the wait that ext3 employs after the
write to datablocksis redundantandunnecessarilyim-
its parallelismbetweendataandjournal writes. This can
have especiallysevere performanceimplicationsin set-
tings wherethelog is storedon a separatalisk, asillus-
tratedin previouswork [16].

We believe that this speci ¢ examplepointsto a gen-
eralproblemwith le systermdesign.Whendevelopersdo
nothaverigorousframeworksto reasoraboutcorrectness,
they tend to be conservative Suchconsenratism often
translatesnto unexploited opportunitiesfor performance
optimization.A systematidramework enablesaggressie
optimizationswhile ensuringcorrectness.

9 Support for ConsistentUndelete

In this sectionwe demonstrat¢hatour logic enablene
to quickly formulateandprove propertiesaboutnew le



systemfeaturesandmechanismsWe explore a function-
ality thatis traditionally not consideredh partof core le
systemdesign: the ability to undeletedeleted les with
certain consisteng guarantees. The ability to recover
deleted les is useful,asdemonstratethy the large num-
berof toolsavailablefor the purposg17, 19]. Suchtools
try to retuild deletedles by scavengingthroughon-disk
metadatathisis possibleo anextentbecausde systems
do not normally zeroout freedmetadatacontainergthey
aresimply markedfree). For example,in aUNIX le sys-
tem, the block pointersin a deletedinodewould indicate
theblocksthatusedto belongto thatdeletedle.

However, none of the existing tools for undeletecan
guaranteeonsistencyi.e., asserthatthe recoreredcon-
tentsare valid). While undeleteis fundamentallyonly
best-efort (les cannotbe recoveredif the blockswere
subsequentlyreusedin another le), the userneedsto
know how trustworthy the recoveredcontentsare. We
demonstratausing our logic that with existing le sys-
tems suchconsistentindeletas impossible We thenpro-
vide a simple solution,and prove that the solutionguar
anteexonsistenundelete.Finally, we presentanimple-
mentationof the solutionin ext3.

9.1 Undeletein existing systems

To model undelete,the logic needsto expresspointers
from containersholdinga deadgenerationWe introduce
the; notationto indicatesucha pointer, which we call

a deadpointer. We alsode ne a new operator& on a
containerthatdenotedhe setof all deadand live entities
pointing to the container Let undel(B) be the undelete
actionon containeB. Theundeletegprocessanbe sum-
marizedby thefollowing equation:

undel (B)» fB* ;
fB*; Agp

Agp N f&A = fBgop
fBY ! Agp * (9(B*) = g(BY)) (35)

In otherwords, if the dead(free) containerB* points
to A on disk, andis the only container(alive or dead)
pointingto A, the undeletemakesthe generatiorg(B *)
live again,andmakesit pointto A.

The guaranteave wantto hold for consisteng is that
if adeadpointerfrom B* to A is broughtalive, the on-
disk contentsof A atthetime the pointeris broughtalive
must correspondo the samegenerationthat epochB*
originally pointedto in memory(similar to the datacon-
sisteny formulationin x7.1):

fBX! Acgw  fBX; fBY !
~ (9(B*) = g(BY))

) fB*; Agp " fA%gp M (9(A?) = k)

Adb Adb

Note that the clauseg(B*) = g(BY) is requiredin the
LHS to cover only the casewherethe samegeneratioris
broughtto life, whichwould betrueonly for undelete.

To shaw thatthe above guaranteeloesnot hold neces-
sarily, we considetthe negationof theRHS,i.e., f AZgp *
(9(A%) 6 k), andshaw thatthis condition can co-exist
with the conditionsrequiredfor undeleteasdescribedn
equation35. In otherwords, we shav that undel (B) »
fBX; Agp N f&A = fBggp » fAZgp * (g(A%) 6 k) Can
arisefrom valid le systemexecution.

We utilize thefollowing implicationsfor the proof:

fBX I
) fc!

fB*; f&A = igm write (B)

write (A) (eq.6)

Akgm
g(A%)gm

Adp
fA%gp

Let us considerone possibleinterleaving of the above
two eventsequences:
fc! g(A%)gm write (A)
f&A = ;gm write (B)

Thisis avalid le systemsequencevherea le repre-
sentedby generatiorc pointsto g(A?), AZ is written to
disk, thenblock A is freedfrom c thuskilling the gen-
erationg(A?), anda new generatiorAy of A is thenal-
locatedto the generationg(B*). Now, wheng(B*) is
deletedandB is written to disk, thedisk hasboth beliefs
fB* ; Agp andfAzgp. Furtherif theinitial stateof the
disk wasf&A = ;gp, the abore sequencevould alsosi-
multaneouslyeadto the disk belieff&A = fBggp . Thus
we have shawvn thatthe conditionstB* ; Agp » f&A =
fBggp ~ fAZgp ~ (k 6 g(AZ)) canhold simultaneously
An undeleteof B at this point would leadto violation of
the consisteng guaranteepecausdt would associatea
stalegeneratiorof A with theundeletedle g(B*). It can
be shovn thatneitherreuseorderingnor pointerordering
would guaranteeonsisteng in this case.

fBX! Aygu

9.2 Undeletewith generationpointers
We now proposethe notion of genemtion pointers and
shav thatwith suchpointers,consistentindeletes guar
anteed. So far, we have assumedhat pointers on disk
pointto containes (asdiscussedn Sectiord). If instead,
eachpointerpointedto aspeci ¢ geneation, it leadsto a
differentsetof le systemproperties.To implementsuch
“generationpointers”, eachon-disk containercontainsa
generatiomumberthat getsincrementecevery time the
containeiis reusedIn addition,every on-diskpointerwill
embedhis generatiomumberin additionto thecontainer
name. With generatiorpointers,the on-disk contentsof
a containerwill implicitly indicateits generation.Thus,
fBkgp is avalid belief; it meanghatthe disk knows the
contentof B belongto generatiork.
Undergeneratiorpointers,the criterion for doing un-
delete(eq.35) becomes:

undel(B)~ fB*; Aygp * fAKOD
fBX; Axgp fBY! Ayxgp (36)
Let usintroduceanadditionalconstraintt Azgp » (k 6

g(A?)) into theleft handsideof theabove equationaswe
did in the previoussubsection):



fB*; Axgp * fAkgp * fA%gp * (k 6 g(A?)) (37)
Sincek 6 g(A?), let usdenoteg(A?) ash. Sinceev-

eryon-diskcontaineholdsthegeneratiomumbertoo, we

havefAy gp . Thus,theabore equatiorbecomes:

fBX; Axgp * fAxgp * fAhgp » (k6 h)

This is clearly a contradiction,sinceit meansthe on-
disk containerA hasthe two differentgenerationk and
h simultaneouslyThus,it follows thatanundeletevould
not occurin this scenario(or alternatvely, this would be
agged asinconsistent) Thus,all undelete®ccurringun-
dergeneratiorpointersareconsistent.

9.3 Implementation of undeletein ext3
Following ontheprooffor consistentindeletewe imple-
mentedthe generatiompointermechanisnin Linux ext3.
Eachblock hasageneratiomumberthatgetsincremented
every time the block is reused. Although the generation
numbersare maintainedin a separatesetof blocks, en-
suring atomic commit of the generatiommumberandthe
block datais straightforvardin the datajournalingmode
of ext3, wherewe simply addthegeneratiorupdateto the
createransactionTheblock pointersin theinodearealso
extendedwith thegeneratiomumberof theblock. Weim-
plementeda tool for undeletethat scansover the on-disk
structuresrestoringall les that can be undeletedcon-
sistently Speci cally, a le is restoredif the generation
informationin all its metadatalock pointersmatchwith
thecorrespondindplock generatiorof the datablocks.
We ranasimplemicrobenchmarkreatinganddeleting
variousdirectoriesfrom thelinux kernelsourcetree,and
obsened that out of roughly 12,200deleted les, 2970
les (roughly 25%)weredetectedo beinconsistentand
not undeletablewhile the remaining les were success-
fully undeleted.This illustratesthatthe scenarigproved
in Section9.1 actually occursin practice; an undelete
tool without generationinformation would wrongly re-
storethese les with corruptor misleadingdata.

10 Application to SemanticDisks

An interestingapplicationof a logic framework for le

systemsis that it enablesreasoningabout a recently
proposedclassof storagesystemscalled “semantically-
smart” disk systemgSDS).An SDSexploits le system
information within the storagesystem,to provide bet-
ter functionality [20]. However, as admittedby the au-
thors[21], reasoningaboutthe correctnes®sf knowledge
trackedin asemantidiskis quite hard. Our formalismof
memoryanddisk beliefs ts theSDSmodel,sincethe ex-
tra le systemstatetrackedby anSDSis essentiallyadisk
belief. In thissectionwe rst useourlogic to explorethe
feasibility of trackingblock type within a semantiadisk.

We thenshaw thatthe usageof generatiorpointersby the
le systensimpli es informationtrackingwithin anSDS.

10.1 Block typing
An important piece of information required within a
semantic disk is the type of a disk container [21].
While identifying the type of statically-typedcontainers
is straightforward, dynamicallytypedcontainersarehard
to dealwith. Thetype of a dynamicallytyped container
is determinedby the contentsof a parent container;for
example,anindirect pointerblock canbeidenti ed only
by observinga parentinodethathasthis blockin its indi-
rectpointer eld. Thus,trackingdynamicallytypedcon-
tainersrequirescorrelatingtype informationfrom a type-
determiningparent,andthenusingtheinformationto in-
terpretthe contentsf thedynamiccontainer

For accuratdypedetectionin anSDS,we wantthefol-
lowing guarante¢o hold:

ft(A*) = kgp )  ft(A*) = kgm (38)

In otherwords,if the disk interpretsthe contentsof an
epochA* to bebelongingto typek, thosecontentshould
have belongedo typek in memoryaswell. This guaran-
tees,for example,thatthe disk would not wrongly inter-
pretthe contentsof a normal datablock containerasan
indirectblock container Note however thatthe equation
doesnot imposeary guaranteen whenthe disk identi-
es thetypeof a container;t only stateghatwheneer it
doestheassociatiorof typewith the contentds correct.

To prove this, we rst statean algorithm of how the
disk arrivesat a belief abouta certaintype [21]. An SDS
shoopson metadatdraf ¢, looking for type-determining
containersuchasinodes.Whensucha containeiis writ-
ten,it obsenesthe pointerswithin the containerandcon-
cludeson thetype of eachof the pointers.Let usassume
thatonesuchpointerof typek pointsto containerA. The
disk then examinesif containerA waswritten sincethe
lasttime it wasfreed. If yes,it interpretsthe currentcon-
tentsof A asbelongingto typek. If not,whenA is written
atalatertime,thecontentsareassociateavith typek. We
have thefollowing equation:

ft(A*)=kgp ) fBY! Agp " (f(BY;A)= k)

N A% gD (39)

In otherwords,to interpretA* asbelongingto typek,
the disk mustbelieve that somecontainerB pointsto A,
andthecurrenton-diskepochof B (i.e., BY) mustindicate
that A is of typek; the functionf (BY; A) abstractghis
indication. Further the disk mustcontainthe contentsof
epochAX in orderto associatéhe contentswith typek.

Let usexplorethelogical eventsthatshouldhave led to
eachof the component®n the right side of equation39.

Applying eq.12,

fBY 1 Agp ~ (f(BY:A)= k)



) (fBY ! Agu ~ (F(BY;A)=k)) fBY! Agp of reuseorderingwherethe“freed state”of A includesnot
)y (FBY! Agm ~ ft(A)=kgu) fBY! Agp (40) onlythecontainerghatpointedto A, but alsothealloca-
Similarly for the othercomponent AXgp , tion structurejAj trackinglivenessof A. With this rule,
theabove sequencéecomes:
fAX ite (A% fAX 41
o ) write(A”) % (“41) ) ft(A¥) = jgu  write(A¥)  f&A = g

To verify the guaranteén equation38, we assumehat write (jA])  (FBY L Agu " ft(A) = kou )

it doesnot hold, and then obsere if it leadsto a valid fBY! Agp (42)

scenarioThus,we canaddtheclause t(AX) = jgu * (j 6
k) to equation39,andour equatiorto proveis:

fBY ! Agp "~ (f(BY;A)=k)» fAXgp ~ ft(A¥) = joum

Wethushavetwo eventsequence@rom eq.40and41):

1 (fBY ! Agw " ft(A) = kguy) fBY!

2: ft(A*) = jgu ~ write (AX)

Adp

Sincethetype of anepochis unique,andawrite of a

containefimpliesthatit alreadyhasatype,

ft(A*) = jogu ™ write(AX)) ft(AX) = jgm write (AX).
Thesesequencesanonly beinterlearedin two ways

The epochA* occurseitherbeforeor afterthe epochin

whichft(A) = kgwm .

Interleaving 1:

(fBY | Agw " ft(A)=kgu) fBY! Agp
ft(A*) = jom write (AX)
By eq.11,
) (FBY ! Agu ~ ft(A)=kgw) fBY! Agp
f&A = igm ft(A*) = jom write (A*)

Thisis avalid sequencevherethe containerA is freed

afterthediskacquiredhebelieff B ! Agandalaterver-
sionof A is thenwritten whenits actualtypehaschange
toj in memory thusleadingto incorrectinterpretatiorof
A* asbelongingto typek.

However, in orderto preventthis scenariowe simply

We alsoneedto adda new behavior to the SDSwhich
stateghatwhenthe SDSobseresanallocationstructure
indicatingthatA isfree,it inheritsthebeliefthatA is free.

f&A = ;am write (jAj) ) f&A = ;9p

Applying theabove SDSoperatiornto eqn42, we get

) ft(AX): jgm Write(AX) f&A = ;gp

(fBY I Agw ~ ft(A)=kgw) fBY! Agp

In this sequencebecausehe SDSdoesnot obsene a
write of A sinceit wastreatedas*“free”, it will notasso-
ciatetypek to A until A is subsequentlyvritten.

Thus, we have shavn that an SDS cannotaccurately
track dynamictype underneatta le systemwithout any
orderingguaranteesWe have alsoshavn thatif the le
systemexhibits a strongform of reuseordering,dynamic
typedetectiorcanindeedbemadereliablewithin anSDS.

10.2 Utility of generationpointers
In this subsectionwe explore the utility of le system-
level “generationpointers” (x 9.2) in the contect of an
SDS.To illustratetheir utility, we show thattrackingdy-
namictypein anSDSis straightforvardif the le system
d tracksgeneratiorpointers.

With generatiorpointers,equation39 becomes:

ft(Ag) = kgp ) fBY 1 Aggp * (f(BY;Ag) = k)

" fAgOD

needthe reuseorderingrule (eq. 14). With thatrule, the

above sequencevould imply thefollowing:

) (FBY ! Agum ~ ft(A)=kgw) fBY! Agp
f&A = igm write (B) ft(A*) = jom wr it

) (FBY ! Agum ~ ft(A)=kgw) fBY! Agp
f&A =,9gp ft(A*)=jgm write (AX)

Thus,whenA* is written,thediskwill betreatingA as

free,andhencewill notwrongly associaté with typek.
Interleaving 2:

Proceedingsimilarly with the second interleasing

Thetwo causakventsequencegsexploredin thepre-
vioussubsectionpecome:

e(A*)fBY ! Aggw  ft(Ag)=kgm) fBY! Aggp

Tt(Ag) = jou ~ write(Ag)

Sincethe above sequencesnply thatthe samegener
ation g hadtwo differenttypes,it violatesrule 11. Thus,
we straightavay arrive at a contradictionthat provesthat
violation of rule 38 cannever occut

whereepochA* occursbheforeA is assignedypek, we

arrive at thefollowing sequence:

) ft(A*) = jom write (AX)

(fBY I Agw ~ ft(A) = kgw)

f&A = \gm

fBY ! Agp

We canseethatsimply applyingthereuseorderingrule

doesnot preventthis sequenceWe needa strongerform

11 RelatedWork

Previouswork hasrecognizedheneedfor modelingcom-
plex systemswith formal framaworks, in orderto facili-
tate proving correctnespropertiesaboutthem. Thelog-
ical framawork for reasoningaboutauthenticatiorproto-
cols, proposecdby Burrows et al. [4], is the mostrelated



to our work in spirit; in that paper the authorsformu-
late a domain-speci clogic andproof systenfor authen-
tication, shaving that protocolscan be veri ed through
simplelogical derivations. Otherdomain-speci cformal
modelsexist in the areasof databaseecovery [9] and
databaseeliability [7].

A different body of related work involves generic
framaworks for modelingcomputersystems. The well-
known TLA framework [10] is an example. The I/O
automaton[1] is anothersuchframework. While these
framaworks are generalenoughto modelmost complec
systemstheir generalityis alsoa curse;modelingvarious
aspect®fa le systentotheextentwe havein thispaper
is quite tediouswith a genericframeavork. Tailoring the
framawork by usingdomain-speci cknowledgemalkesit
simplerto reasonaboutpropertiesusing the framework,
thussigni cantly loweringthebarrierto entryin termsof
adoptingthe framework [4]. Speci cationsandproofsin
our logic take 10 to 20 linesin contrastto the thousands
of linesthatTLA speci cationstake [25]. However, auto-
matedtheorem-preing throughmodelcheclersis oneof
thebene tsof usinga genericframenork suchasTLA.

Previouswork hasalsoexploredveri cation of thecor-
rectnesof systemimplementations The recentbody of
work on usingmodelcheckingto verify implementations
is one example[14, 24]. We believe that this body of
work is complementaryo our logic framework; our logic
framavork canbe usedto build the modelandtheinvari-
antsthat shouldhold in the model,which theimplemen-
tationcanbeveri ed against.

Finally, the le systenpropertieave havelistedin Sec-
tion 6 have beenidenti ed in previouswork on soft up-
dateqg6] andmorerecentwork on semantialisks[20].

12 Conclusions

As the needfor dependabilityof computersystemsbe-
comesmore importantthan ever, it is essentiato have
systematidormal framavorksto verify andreasorabout
their correctness. Despite le systemsbeing a critical
componenbf systendependabilityformal veri cation of
their correctnes$iasbeenlargely ignored. Besidesmak-
ing le systemsvulnerableto hiddenerrors,the absence
of aformal frameavork alsosti es innovation,becausef
the skepticismtowardsthe correctnes®f new proposals,
andthe proclivity to stick to “time-tested”alternatves.In
this paperwe have takena steptowardsbridgingthis gap
in le systemdesignby shaving thatalogical framework
cansubstantiallysimplify andsystematizehe processof
verifying le systemcorrectness.
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