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Abstract
Yearsof innovation in �le systemshave beenhighly success-
ful in improving their performanceandfunctionality, but at the
costof complicatingtheir interactionwith thedisk. A varietyof
techniquesexist to ensureconsistency andintegrity of �le sys-
temdata,but theprecisesetof correctnessguaranteesprovided
by eachtechniqueis often unclear, makingthemhardto com-
pareandreasonabout.Theabsenceof a formal framework has
hampereddetailedveri�cation of �le systemcorrectness.

We presenta logical framework for modelingthe interaction
of a �le systemwith the storagesystem,andshow how to ap-
ply the logic to representandprove correctnessproperties.We
demonstratethatthelogic providesthreemainbene�ts. First, it
enablesreasoningaboutexisting�le systemmechanisms,allow-
ing developersto employ aggressive performanceoptimizations
without fear of compromisingcorrectness.Second,the logic
simpli�es theintroductionandadoptionof new �le systemfunc-
tionality by facilitating rigorousproof of their correctness.Fi-
nally, the logic helpsreasonaboutsmartstoragesystemsthat
tracksemanticinformationaboutthe�le system.

A key aspectof the logic is that it enablesincrementalmod-
eling, signi�cantly reducingthe barrier to entry in termsof its
actualuseby �le systemdesigners.In general,we believe that
our framework transformsthehithertoesotericanderror-prone
“art” of �le systemdesigninto areadilyunderstandableandfor-
mally veri�able process.

1 Intr oduction
Reliabledatastorageis the cornerstoneof moderncom-
putersystems.File systemsareresponsiblefor managing
persistentdata,andit is thereforeessentialto ensurethat
they functioncorrectly.

Unfortunately, modern�le systemshave evolved into
extremelycomplex piecesof software,incorporatingso-
phisticatedperformanceoptimizationsandfeatures.Be-
causedisk I/O is thekey bottleneckin �le systemperfor-
mance,mostoptimizationsaimatminimizingdiskaccess,
oftenat thecostof complicatingtheinteractionof the�le
systemwith the storagesystem;while early �le systems
adoptedsimpleupdatepolicies that wereeasyto reason
about[11], modern�le systemshave signi�cantly more
complex interactionwith thedisk,mainlystemmingfrom
asynchrony in updatesto metadata[2, 6,8,12,18,22,23].
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Reasoningaboutthe interactionof a �le systemwith
disk is paramountto ensuringthat the �le systemnever
corruptsor losesdata. However, with complex update
policies,theprecisesetof guaranteesthat the �le system
providesis obscured,andreasoningaboutits behavior of-
ten translatesinto a manualintuitive explorationof vari-
ousscenariosby thedevelopers;suchad hocexploration
is arduous[23], andpossiblyerror-prone. For example,
recentwork [24] has found major correctnesserrors in
widely used�le systemssuchasext3, ReiserFSandJFS.

In this paper, we presenta formal logic for modeling
the interactionof a �le systemwith the disk. With for-
mal modeling,we show that reasoningabout�le system
correctnessis simple and foolproof. The needfor such
a formal model is illustrated by the existenceof simi-
lar frameworks in many other areaswhere correctness
is paramount;existing modelsfor authenticationproto-
cols[4], databasereliability [7], anddatabaserecovery[9]
are a few examples. While generaltheoriesfor model-
ing concurrentsystemsexist [1, 10], suchframeworksare
too generalto model �le systemseffectively; a domain-
speci�c logic greatlysimpli�es modeling[4].

A logic of �le systemsservesthreeimportantpurposes.
First, it enablesus to prove propertiesaboutexisting �le
systemdesigns,resultingin betterunderstandingof theset
of guaranteesandenablingaggressive performanceopti-
mizationsthatpreserve thoseguarantees.Second,it sig-
ni�cantly lowersthebarrierto providingnew mechanisms
or functionality in the �le systemby enablingrigorous
reasoningabouttheircorrectness;in theabsenceof sucha
framework, designerstendto stick with “time-tested”al-
ternatives.Finally, thelogic helpsdesignfunctionality in
new classof storagesystems[20] by facilitating precise
characterizationandproofof their properties.

A key goalof the logic framework is simplicity; in or-
der to beusefulto general�le systemdesigners,thebar-
rier to entry in termsof applyingthelogic shouldbelow.
Our logic achieves this by enablingincrementalmodel-
ing. Oneneednothavea completemodelof a �le system
beforestartingto usethe logic; instead,onecansimply
modelaparticularpieceof functionalityor mechanismin
isolationandprovepropertiesaboutit.

Throughcasestudies,we demonstratethe utility and
ef�cacy of our logic in reasoningabout�le systemcor-



rectnessproperties. First, we representand prove the
soundnessof importantguaranteesprovided by existing
techniquesfor �le systemconsistency, suchas soft up-
datesandjournaling. We thenusethe logic to prove that
the Linux ext3 �le systemis needlesslyconservative in
its transactioncommits,resultingin sub-optimalperfor-
mance;thiscasestudydemonstratestheutility of thelogic
in enablingaggressiveperformanceoptimizations.

To illustratethe utility of the logic in developingnew
�le systemfunctionality, we proposea new �le system
mechanismcalled generation pointers to enableconsis-
tent undeleteof �les. We prove the correctnessof our
designby incrementalmodelingof thismechanismin our
logic, demonstratingthe simplicity of the process. We
thenimplementthemechanismin theLinux ext3 �le sys-
tem,andverify its correctness.As thelogic indicates,we
empiricallyshow that inconsistency doesindeedoccurin
undeletesin theabsenceof our mechanism.

Therestof thepaperis organizedasfollows. We �rst
presentanextendedmotivation(x2), andabackgroundon
�le systems(x3). Wepresentthebasicentitiesin ourlogic
(x4) andtheformalism(x5), andrepresentsomecommon
�le systempropertiesusingthelogic (x6). Wethenusethe
logic to prove consistency propertiesof existing systems
(x7), provethecorrectnessof anunexploitedperformance
optimizationin ext3 (x8), andreasonabouta new tech-
nique for consistentundeletes(x9). We then apply our
logic to semanticdisks(x10). Finally, we presentrelated
work (x11)andconclude(x12).

2 ExtendedMoti vation
A systematicframework for reasoningaboutthe interac-
tion of a �le systemwith thedisk hasmultifariousbene-
�ts. Wedescribethreekey applicationsof theframework.

2.1 Reasoningabout existing �le systems
An importantusagescenariofor thelogic is to modelex-
isting �le systems.Thereare threekey bene�ts to such
modeling. First, it enablesa clearunderstandingof the
preciseguaranteesthata givenmechanismprovides,and
theassumptionsunderwhichthoseguaranteeshold. Such
anunderstandingenablescorrectimplementationof func-
tionality atothersystemlayerssuchasthedisksystemby
ensuringthat they do not adverselyinteractwith the �le
systemassumptions.For example,write-backcachingin
disks often resultsin reorderingof writes to the media;
this cannegatetheassumptionsjournalingis basedon.

Second,the logic enablesaggressive performanceop-
timizations. Whenreasoningaboutcomplex interactions
becomeshard,�le systemdeveloperstendto beconserva-
tive (e.g., performunnecessarilymorewaits). Our logic
helpsremove this barrier, enablingdevelopersto be ag-
gressivein theirperformanceoptimizationswhile still be-
ing con�dent of their correctness.In Section8, we ana-
lyze a realexampleof suchan opportunityfor optimiza-

tion in theLinux ext3 �le system,andshow thatthelogic
framework canhelpprove its correctness.

The�nal bene�t of thelogic framework is its potential
usein implementation-level modelcheckers[24]; having
a clearmodelof expectedbehavior againstwhich to val-
idatean existing �le systemwould perhapsenablemore
comprehensive andef�cient model checking,insteadof
the currenttechniqueof relying on the fsck mechanism
which is quiteexpensive; thecostof anfsck on everyex-
ploredstatelimits thescalabilityof suchmodelchecking.

2.2 Building new �le systemfunctionality
Recovery and consistency are traditionally viewed as
“tricky” issuesto reasonaboutandget right. A classic
illustration of this view arisesin databaserecovery; the
widely usedARIES[13] algorithmpointedto correctness
issueswith many earlierproposals.Ironically, thesuccess
of ARIES stalledinnovationin databaserecovery, dueto
thedif�culty in provingthecorrectnessof new techniques.

Giventhatmostinnovationwithin the�le systemdeals
with its interactionwith thediskandcanhavecorrectness
implications, this inertia againstchanging“time-tested”
alternativessti�es the incorporationof new functionality
in �le systems.A systematicframework to reasonabouta
new pieceof functionalitycangreatlyreducethis barrier
to entry. In Section9, we proposenew �le systemfunc-
tionality anduseour logic to proveits correctness.To fur-
ther illustratetheef�cacy of the logic in reasoningabout
new functionality, weexaminein Section7.2.1acommon
�le systemfeature,i.e., journaling,andshow thatstarting
from asimplelogicalmodelof journaling,wecansystem-
atically arrive at thevariouscornercasesthat needto be
handled,someof which involve complex interactionsas
describedby thedevelopersof Linux Ext3 [23].

2.3 Designingsemantically-smartdisks
The logic framework also signi�cantly simpli�es rea-
soning about a new class of storage systemscalled
semantically-smartdisk systemsthat provide enhanced
functionalityby inferring �le systemoperations[20]. In-
ferring information accuratelyunderneathmodern �le
systemsis known to bequitecomplex [21], especiallybe-
causeit is dependentondynamic�le systemproperties.In
Section10,weshow thatthelogic cansimplify reasoning
abouta semanticdisk; this canin turn enableaggressive
functionalityin them.

3 Background
A �le systemorganizesdisk blocksinto logical �les and
directories.In orderto mapblocksto logicalentitiessuch
as�les, the�le systemtracksvariousformsof metadata.
In thissection,we�rst describetheformsof metadatathat
�le systemstrack,andthendiscusstheissueof �le system
consistency. Finally, we describethe asynchrony of �le



systems,a major sourceof complexity in its interaction
with disk.

3.1 File systemmetadata
File systemmetadatacanbeclassi�ed into threetypes:

Dir ectories: Directoriesmap a logical �le nameto
per-�le metadata.Sincethe �le mappedfor a namecan
beadirectoryitself, directoriesenableahierarchyof �les.
Whenauseropensa �le specifyingits pathname, the�le
systemlocatesthe per-�le metadatafor the �le, reading
eachdirectoryin thepathif required.

File metadata: File metadatacontainsinformation
abouta speci�c �le. Examplesof suchinformationare
thesetof disk blocksthatcomprisethe�le, �le size,and
soon. In certain�le systemssuchasFAT, �le metadatais
embeddedin thedirectoryentries,while in mostother�le
systems,�le metadatais storedseparately(e.g., inodes)
and is pointedto by the directoryentries. The pointers
from �le metadatato the disk blockscan sometimesbe
indirectedthroughindirect pointer blocks in the caseof
large�les.

Allocation structur es: File systemsmanagevarious
resourceson disk suchasthe setof free blocksthat can
be allocatedto new �les. To track suchresources,�le
systemsmaintainstructures(e.g., bitmaps,free lists) that
point to freeresourceinstances.

In addition,�le systemstrackothermetadata(e.g., su-
perblock),but wemainly focuson theabovethreetypes.

3.2 File systemconsistency
For properoperation,theinternalmetadataof the�le sys-
tem and its datablocks shouldbe in a consistentstate.
By metadataconsistency, we meanthat the stateof the
variousmetadatastructuresobeys a setof invariantsthat
the �le systemrelieson. For example,a directoryentry
shouldonly point to a valid �le metadatastructure;if a
directorypointsto �le metadatathat is uninitialized(i.e.,
markedfree),the�le systemis saidto beinconsistent.

Most �le systemsprovide metadataconsistency, since
that is crucial to correctoperation. A strongerform of
consistency is data consistency, where the �le system
guaranteesthatdatablock contentsalwayscorrespondto
the�le metadatastructuresthatpoint to them.We discuss
this issuein Section7.1. Many modern�le systemssuch
asLinux ext3 andReiserFSprovidedataconsistency.

3.3 File systemasynchrony
An importantcharacteristicof mostmodern�le systems
is theasynchronythey exhibit duringupdatesto dataand
metadata.Updatesare simply buffered in memoryand
arewritten to diskonly aftera certaindelayinterval, with
possiblereorderingamongthosewrites.While suchasyn-
chrony is crucial for performance,it complicatesconsis-
tency management.Due to asynchrony, a systemcrash
leadsto a statewherean arbitrarysubsetof updateshas

beenappliedon disk, potentially leadingto an inconsis-
tenton-diskstate.Asynchrony of updatesis theprincipal
reasonfor complexity in the interactionof a �le system
with thedisk,andhencetheraisond'etreof our logic.

4 Basicentitiesand notations
In this section,we de�ne thebasicentitiesthatconstitute
a �le systemin our logic, andpresenttheir notations.In
the next section,we build upontheseentitiesto present
our formalismof theoperationof a �le system.

4.1 Basicentities
The basicentitiesin our modelarecontainers, pointers,
andgenerations. A �le systemis simply a collectionof
containers.Containersare linked to eachother through
pointers. Each�le systemdiffers in the exact typesof
containersit de�nesandtherelationshipit allowsbetween
thosecontainertypes; we believe that this abstraction
basedoncontainersandpointersisgeneralto describeany
�le system.

Containersin a �le systemcanbe freedandreused; a
containeris consideredto befreewhenit is notpointedto
by any othercontainer;it is live otherwise.The instance
of acontainerbetweenareuseandthenext freeis calleda
generation; thus,a generationis a speci�c incarnationof
a container. Generationsarenever reused.Whena con-
taineris reused,thepreviousgenerationof thatcontainer
is freedanda new generationof the containercomesto
life. A generationis thus fully de�ned by its container
plus a logical generation numberthat trackshow many
timesthecontainerwasreused.Notethatgenerationdoes
not refer to thecontentsof a container, but is anabstrac-
tion for its currentincarnation;contentscanchangewith-
outaffectingthegeneration.

We illustrate the notion of containersandgenerations
with a simple examplefrom a typical UNIX-based�le
system. If the �le systemcontainsa �x ed setof desig-
natedinodes, eachinodeslot is a container. At any given
point,aninodeslot in useis associatedwith aninodegen-
eration that correspondsto a speci�c �le. Whenthe �le
is deleted,thecorrespondinginodegenerationis deleted
(forever), but the inodecontaineris simply marked free.
A different�le createdlatercanreusethesameinodecon-
tainerfor a logically differentinodegeneration.

Notethatasinglecontainer(e.g., aninode)canpoint to
multiplecontainers(e.g., datablocks).A singlecontainer
canalsobe sometimespointedto by multiple containers
(e.g., hardlinks in UNIX �le systems).
4.2 Notations
Thenotationsusedto depictthebasicentitiesandtherela-
tionshipsacrossthemarelistedin Table1. Notethatmany
notationsin thetablearede�ned only laterin thesection.
Containersaredenotedby uppercaseletters,while gen-
erationsare denotedby lower caseletters. An “entity”
in the descriptionrepresentsa containeror a generation.



Symbol Description

& A setof entitiesthatpoint to containerA
� A setof entitiespointedto by containerA
jA j containerthattracksif containerA is live
& a setof entitiesthatpoint to generationa
� a setof entitiespointedto by generationa
A ! B denotesthatcontainerA hasapointerto B
& A = ; denotesthatno entitypointsto A
A k thek th epochof containerA
t(A k ) typeof k th epochof containerA
g(A k ) generationof thek th epochof containerA
C(a) containerassociatedwith generationa
A k generationk of containerA

Table1: Notationson containersand generations.

A pointer is denotedby the ! symbol; A ! B indi-
catesthat containerA hasa pointer to containerB , i.e.,
(A 2 &B ) ^ (B 2 � A). For mostof this paper, we only
considerpointersfrom andto containersthatarelive. In
Section9, we will relax this assumptionandintroducea
new notationfor pointersinvolving deadcontainers.

4.3 Attrib utesof containers
To make thelogic expressive for modern�le systems,we
extendits vocabularywith attributesonacontainer;agen-
erationhasthesameattributesasits container.

4.3.1 Epoch
Theepoch of acontaineris de�ned asfollows: every time
thecontentsof acontainerchangein memory, its epochis
incremented.For example,if the�le systemsetsdifferent
�elds in an inodeoneafter theother, eachstepresultsin
a new epochof theinodecontainer. Sincethe�le system
canbatchmultiple changesto thecontentsdueto buffer-
ing, the set of epochsvisible at the disk is a subsetof
the total setof epochsa containergoesthrough. We de-
noteanepochby thesuperscriptnotation;Ak denotesthe
kth epochof A. Notethatour de�nition of epochis only
usedfor expressivity of our logic; it doesnot imply that
the �le systemtrackssuchan epoch. Also notethe dis-
tinction betweenanepoch anda generation; a generation
changeoccursonly on a reuseof thecontainer, while an
epochchangeson every changein contentsor whenthe
containeris reused.

4.3.2 Type
Containerscanhave a certaintypeassociatedwith them.
Thetypeof acontainercaneitherbestatic, i.e., it doesnot
changeduringthelifetime of the�le system,or canbedy-
namic, wherethe samecontainercanbelongto different
typesat differentpoints in time. For example, in FFS-
based�le systems,inodecontainersarestatically typed,
while block containersmay changetheir type between
data,directory, andindirectpointers.We denotethetype
of a containerA by thenotationt(A).

4.3.3 Sharedvs. unshared
A containerthatis pointedto by morethanonecontainer
is calleda shared container; a containerthathasexactly
one pointer leadinginto it is unshared.By default, we
assumethat containersareshared. We denoteunshared
containerswith the� operator. � A indicatesthatA is un-
shared.Notethatbeingunsharedis apropertyof thecon-
tainertypethatthe�le systemalwaysensures;acontainer
belongingto atypethatis unsharedwill alwayshaveonly
onepointerpointing into it. For example,most �le sys-
temsdesignatedatablock containersto beunshared.

4.4 Memory and disk versionsof containers
A �le systemneedsto manageits structuresacrosstwo
domains: volatile memoryand disk. Before accessing
thecontentsof a container, the �le systemneedsto read
the on-diskversionof the containerinto memory. Sub-
sequently, the �le systemmakesmodi�cations to the in-
memorycopy of thecontainer, andsuchmodi�ed contents
areperiodicallywrittento disk. Thus,until the�le system
writes a modi�ed containerto disk, the contentsof the
containerin memorywill bedifferentfrom thatondisk.

5 The Formalism
Wenow presentourformalmodelof theoperationof a�le
system.We�rst formulatethelogic in termsof beliefsand
actions, andthenintroducetheoperatorsin thelogic, our
proofsystem,andthebasicaxiomsin thelogic.

5.1 Beliefs
Thestateof thesystemis modeledusingbeliefs. A belief
representsacertainstatein memoryor disk.

Any statementenclosedwithin fg representsa belief.
Beliefscanbeeitherin memorybeliefsor ondiskbeliefs,
andaredenotedaseither fg M or fg D respectively. For
examplef A ! B gM indicatesthatA ! B is a belief in
the�le systemmemory, i.e., containerA currentlypoints
to B in memory, while f A ! B gD meansit is a disk
belief. Thetiming of whensucha belief beginsto hold is
determinedin thecontext of a formulain our logic, aswe
describein thenext subsection;in brief terms,thetiming
of a belief is de�ned relative to other beliefsor actions
speci�ed in the formula. An isolatedbelief in itself thus
hasno temporaldimension.

While memorybeliefs just representthe statethe �le
systemtracksin memory, on-diskbeliefsarede�ned as
follows: a belief holds on disk at a given time, if on a
crash,the �le systemcanconcludewith the samebelief
purelybasedon a scanof on-diskstateat that time. On-
diskbeliefsarethussolelydependentonon-diskdata.

Sincethe�le systemmanagesfreeandreuseof contain-
ers,its beliefscanbein termsof generations; for example
f A k ! B j gM is valid (notethatAk refersto generationk
of containerA). However, on-diskbeliefscanonly deal
with containers,sincegenerationinformationis lostat the



disk. In Sections9 and10, we proposetechniquesto ex-
posegenerationinformationto thedisk, andshow that it
enablesimprovedguarantees.

5.2 Actions
Theothercomponentof our logic is actions, which result
in changesto systemstate;actionsthus alter the set of
beliefs that hold at a given time. Thereare two actions
de�ned in our logic:

� r ead(A) – This operationis usedby the�le system
to readthecontentsof anon-diskcontainer(andthus,
its currentgeneration)into memory. The�le system
needsto have thecontainerin memorybeforeit can
modify it. After aread, thecontentsof A in memory
andon-diskarethesame,i.e., f AgM = f AgD .

� wr ite (A) – Thisoperationresultsin �ushing thecur-
rentcontentsof a containerto disk. After this oper-
ation, thecontentsof A in memoryandon-diskare
thesame,i.e., f AgD = f AgM .

5.3 Ordering of beliefsand actions
A fundamentalaspectof the interactionof a �le system
with disk is the ordering amongits actions. The order-
ing of actionsalsodeterminestheorderin which beliefs
areestablished.To orderactionsandtheresultingbeliefs,
we usethe before (� ) and after (� ) operators. Thus,
� � � meansthat � occurredbefore� in time. Note
that by ordering beliefs,we areusingthe fg notationas
both a way of indicatingthe eventof creationof the be-
lief, andthe stateof existenceof a belief. For example,
thebelief f B ! AgM representstheeventwherethe�le
systemassignsA asoneof thepointersfrom B .

Wealsouseaspecialorderingoperatorcalledprecedes
(� ). Only a belief canappearto the left of a � operator.
The� operatoris de�ned asfollows: � � � meansthat
belief � occursbefore� (i.e., � � � ) � � � ); further,
it meansthat belief � holdsat leastuntil � occurs.This
impliesthereis no intermediateactionor eventbetween�
and� thatinvalidatesbelief � .

Theoperator� is not transitive; � � � � 
 doesnot
imply � � 
 , becausebelief � needsto hold only until
� andnot necessarilyuntil 
 (notethat � � � � 
 is
simply a shortcutfor (� � � ) ^ (� � 
 ) (notethat this
implies� � 
 ).

Beliefs can be groupedusing parentheses,which has
thefollowing semanticswith precedes:

(� � � ) � 
 ) (� � � ) ^ (� � 
 ) ^

(� � 
 ) (1)

If a groupof beliefsprecedesa certainotherbelief � ,
everybeliefwithin theparenthesesprecedesbelief � .

5.4 Proof system
Given our primitivesfor sequencingbeliefsandactions,
we cande�ne rules or formulasin our logic in termsof

an implication of one event sequencegiven anotherse-
quence.Weusethetraditionaloperators:) (implication)
and, (doubleimplication, i.e., if andonly if). We also
uselogicalAND (^ ) andOR(_) to combinesequences.

An exampleof a logical rule is: � � � ) 
 . This
notationmeansthat every time an event or action � oc-
cursafter � , event 
 occursat thepoint of occurrenceof
� . Therule doesnot sayanything aboutwhen� or � oc-
curs in absolutetime; all it saysis whenever they occur
in that order, 
 occurs. Thus, the above rule would be
valid if � � � never occurredat all. In general,if the
left handsideof therule involvesamorecomplex expres-
sion, saya disjunctionof two components,the belief on
theRHSholdsat thepointof occurrenceof the�rst event
thatmakestheLHS true;in theexampleabove,theoccur-
renceof � makesthesequence� � � true.

Anotherexampleof a rule is � � � ) � � 
 � � ;
thisruledenotesthateverytime� occursafter� , 
 should
have occurredsometimebetween� and� . Note that in
sucharulewherethesameeventoccursin bothsides,the
event constitutesa temporalreferencepoint by referring
to thesametime instantin both theLHS andRHS.This
temporalinterpretationof identicaleventsis crucialto the
aboveruleservingtheintendedimplication;otherwisethe
RHScouldreferto someotherinstantwhere� � � .

Rulessuchasthe above canbe usedin logical proofs
by eventsequencesubstitution; for example,with therule
� � � ) 
 , whenever thesubsequence� � � occurs
in a sequenceof events,it logically implies the event 
 .
Wecouldthenapplytheaboverule to any eventsequence
by replacingany subsequencethatmatchestheleft half of
therule,with theright half; thus,with theabove rule,we
have thefollowing postulate:� � � � � ) 
 � � .
Thus, our proof systemenablesderiving new invariants
aboutthe�le system,building onbasicaxioms.

5.5 Basicaxioms
In this subsection,we presenttheaxiomsthatgovernthe
transitionof beliefsacrossmemoryanddisk.

� If a containerB pointsto A in memory, its current
generationalsopointsto A in memory.

f B x ! AgM , f g(B x ) ! AgM (2)

� If B pointsto A in memory, a wr ite of B will lead
to thediskbelief thatB pointsto A.

f B ! AgM � wr ite (B ) ) f B ! AgD (3)

The conversestatesthat the disk belief implies that
thesamebelief �rst occurredin memory.

f B ! AgD ) f B ! AgM � f B ! AgD (4)

� Similarly, if B pointsto A on disk,a readof B will
resultin the�le systeminheritingthesamebelief.



f B ! AgD � r ead(B ) ) f B ! AgM (5)

� If the on-disk contentsof containerA pertain to
epochy, somegenerationc shouldhave pointedto
generationg(Ay ) in memory, followedby wr ite (A).
Theconversealsoholds:

f A y gD ) f c ! g(A y )gM � wr ite (A ) � f A y gD (6)

f c ! A k gM � wr ite (A ) ) f A y gD ^ (g(A y ) = k) (7)

NotethatAk refersto somegenerationk of A, andis
usedin theaboverule to indicatethatthegeneration
c pointsto is thesameasthatof Ay .

� If f b ! A k g andf c ! A j g hold in memoryat two dif-
ferentpointsin time, containerA shouldhave been
freedbetweenthoseinstants.

f b ! A k gM � f c ! A j gM ^ (k 6= j )

) f b ! A k gM � f & A = ;g M � f c ! A j gM (8)

Notethattherule includesthescenariowhereanin-
termediategenerationA l occursbetweenAk andA j .

� If containerB pointed to A on disk, and subse-
quentlythe �le systemremovesthe pointerfrom B
to A in memory, a write of B will leadto the disk
belief thatB doesnotpoint to A.

f B ! AgD � f A =2 � B gM � wr ite (B )

) f A =2 � B gD (9)

Further, if A is anunsharedcontainer, thewrite of B
will leadto thediskbelief thatnocontainerpointsto
A, i.e., A is free.

� A ^ (f B ! AgD � f & A = ;g M � wr ite (B ))

) f & A = ;g D (10)

� If A is a dynamicallytypedcontainer, andits typeat
two instantsaredifferent,A shouldhave beenfreed
in between.

(f t (A ) = xgM � f t (A ) = ygM ) ^ (x 6= y)

) f t (A ) = xgM � f & A = ;g M � f t (A ) = ygM (11)

5.6 Completenessof notations
The variousnotationswe have discussedin this section
cover a wide rangeof thesetof behaviors thatwe would
want to model in a �le system. However, this is by no
meansa completesetof notationsthat canmodelevery
aspectof a �le system. As we show in Section7.2 and
Section9, certainspeci�c �le systemfeaturesmayrequire
new notations.Themaincontributionof this paperlies in
putting forth a framework to formally reasonabout�le

systemcorrectness.Although new notationsmay some-
timesneedto be introducedfor certainspeci�c �le sys-
tem features,muchof the framework will apply without
any modi�cation.

5.7 Connectionsto Temporal Logic
Our logic bearssomesimilarity to linear temporallogic.
Thesyntaxof Linear Temporal Logic (LTL) [5, 15] is de-
�ned asfollows:

� A formulap 2 AP is anLTL formula,whereAP is
asetof atomicpropositions.

� Giventwo LTL formulasf andg, : f , f ^ g, f _ g,
X f , F f , G f , f U g, andf R g areLTL formulas.

In thede�nition givenaboveX (“next time”), F(“in the
future”), G(“always”), U (“until”), andR (“release”)are
temporaloperators.Our formalismis a fragmentof LTL,
wherethesetof atomicpropositionsAP consistsof mem-
ory anddiskbeliefsandactionsandonly temporalopera-
torsF andU areallowed.In our formalism,� � � and
� � � areequivalentto � F � and� U � , respectively.

Given an execution� , which is a sequenceof states,
andan LTL formula f , � j= f denotesthat f is true in
theexecution� . A systemS satis�esan LTL formula f
if all its executionssatisfy f . The precisesemanticsof
thesatisfactionrelation(themeaningof j= ) canbefound
in [5, Chapter3]. Thusthe semanticsfor our formalism
followsfrom thestandardsemanticsof LTL.

In our proof system,we are given set of axioms A
(given in Section5.5) anda desiredpropertyf (suchas
the dataconsistency propertydescribedin Section7.1),
andwe want to prove that f follows from the axiomsin
A (denotedby A ! f ), i.e., if a �le systemsatis�esall
propertiesin thesetA , it will alsosatisfypropertyf .

6 File SystemProperties
Various�le systemsprovidedifferentguaranteeson their
updatebehavior. Eachguaranteetranslatesinto new rules
to thelogicalmodelof the�le system,andcanbeusedto
complementourbasicruleswhenreasoningaboutthat�le
system.In thissection,we discussthreesuchproperties.

6.1 Container exclusivity
A �le systemexhibitscontainerexclusivityif it guarantees
thatfor everyon-diskcontainer, thereis at mostonedirty
copy of thecontainer'scontentsin the�le systemcache.It
alsorequiresthe�le systemto ensurethatthein-memory
contentsof a containerdo not changewhile thecontainer
is beingwritten to disk. Many �le systemssuchasBSD
FFS,Linux ext2 andVFAT exhibit containerexclusivity;
somejournaling�le systemslike ext3 do not exhibit this
property. In our equations,whenwe referto containersin
memory, we refer to the latestepochof the containerin
memory, in thecaseof �le systemsthatdo not obey con-
tainerexclusivity. For example,in eq.10, f &A = ;g M

meansthatat thattime, thereis no containerwhoselatest



epochin memorypointsto A; similarly, wr ite (B ) means
that the latestepochof B at that time is being written.
When referring to a speci�c version,we usethe epoch
notation. Of course,if containerexclusivity holds,only
oneepochof any containerexistsin memory.

Under containerexclusivity, we have a strongercon-
versefor eq.3:

f B ! AgD ) f B ! AgM � f B ! AgD (12)

If we assumethat A is unshared,we have a stronger
equationfollowing from equation12, becausethe only
waythediskbelief f B ! AgD canhold is if B waswritten
by the �le system.Note that many containersin typical
�le systems(suchasdatablocks)areunshared.

f B ! AgD ) f B ! AgM �

(wr ite (B ) � f B ! AgD ) (13)

6.2 Reuseordering
A �le systemexhibits reuseorderingif it ensuresthatbe-
fore reusinga container, it commitsthefreedstateof the
containerto disk. For example,if A is pointedto by gen-
erationb in memory, later freed(i.e., &A = ; ), andthen
anothergenerationc is madeto point to A, thefreedstate
of A (i.e., the containerof generationb, with its pointer
removed)is written to diskbeforethereuseoccurs.

f b ! AgM � f & A = ;g M � f c ! AgM

) f & A = ;g M � wr ite (C(b)) � f c ! AgM

Sinceevery reuseresultsin sucha commitof thefreed
state,wecouldextendtheaboveruleasfollows:

f b ! AgM � f & A = ;g M � f c ! AgM

) f & A = ;g M � wr ite (C(b)) � f c ! AgM (14)

FFSwith soft updates[6] andLinux ext3 aretwo ex-
amplesof �le systemsthatexhibit reuseordering.

6.3 Pointer ordering
A �le systemexhibits pointer ordering if it ensuresthat
beforewriting acontainerB to disk,the�le systemwrites
all containersthatarepointedto by B .

f B ! AgM � wr ite (B )

) f B ! AgM � (wr ite (A ) � wr ite (B )) (15)

FFS with soft updatesis an exampleof a �le system
thatexhibitspointerordering.

7 Modeling Existing Systems
Having de�ned thebasicformalismof our logic, we pro-
ceedto usingthelogic to modelandreasonabout�le sys-
tembehaviors. In this section,we presentproofsfor two
propertiesimportantfor �le systemconsistency. First,we
discussthedataconsistencyproblemin a �le system.We
thenmodela journaling�le systemandreasonaboutthe
non-rollback propertyin a journaling�le system.

7.1 Data consistency
We �rst considerthe problemof data consistencyof the
�le systemafter a crash. By dataconsistency, we mean
thatthecontentsof datablock containershave to becon-
sistentwith the metadatathat referencesthedatablocks.
In otherwords,a �le shouldnot endup with datafrom a
different�le whenthe �le systemrecoversafter a crash.
Let usassumethatB is a�le metadatacontainer(i.e. con-
tainspointersto thedatablocksof therespective�le), and
A is a datablock container. Then,if the disk belief that
B x pointsto A holds,andtheon-diskcontentsof A were
written whenk wasthe generationof A, thenepochB x

shouldhave pointed(at sometime in thepast)exactly to
the kth generationof A in memory, andnot a different
generation.Thefollowing rulesummarizesthis:

f B x ! AgD ^ f A y gD ) (f B x ! A k gM � f B x ! AgD )

^ (k = g(A y ))

We prove below that if the �le systemexhibits reuse
orderingandpointerordering,it neversuffersa datacon-
sistency violation. We also show that if the �le system
doesnot obey any suchordering,dataconsistency could
becompromisedoncrashes.

For simplicity, let us make a further assumptionthat
thedatacontainersin our �le systemarenonshared(� A),
i.e., different �les do not sharedatablock pointers. Let
us also assumethat the �le systemobeys the container
exclusivity property. Many modern�le systemssuchas
ext2 andVFAT have theseproperties.Sinceunderblock
exclusivity f B x ! AgD ) f B x ! AgM � f B x ! AgD (by
eq.12),wecanrewrite theaboveruleasfollows:

(f B x ! A k gM � f B x ! AgD ) ^ f A y gD

) (k = g(A y )) (16)

If this rule doesnot hold, it meansthat the �le repre-
sentedby the generationg(B x ) pointsto a generationk
of A, but thecontentsof A werewrittenwhenits genera-
tion wasg(Ay ), clearlya caseof datacorruption.

To show thatthis ruledoesnotalwayshold,weassume
thenegationandprove that it is reachableasa sequence
of valid �le systemactions(� ) � � : (� ^ : � )).

From eq. 6, we have f A y gD ) f c ! g(A y )gM �

wr ite (A ). Thus,we have two eventsequencesimplied by
theLHS of eq.16:

i: f B x ! A k gM � f B x ! AgD

ii: f c ! g(A y )gM � wr ite (A )

Thus, in order to prove eq.16, we needto prove that
every possibleinterleaving of the above two sequences,
togetherwith the clause(k 6= g(A y )) is invalid. To dis-
prove eq. 16, we needto prove that at leastone of the
interleavingsis valid.

Since(k 6= g(A y )) , andsincef B x ! A k gM � f B x !



AgD , the event f c ! g(A y )gM cannotoccur in between
thosetwo events,dueto containerexclusivity andbecause
A is unshared.Similarly f B x ! A k gM cannotoccurbe-
tweenf c ! g(A y )gM � wr ite (A ). Thus,we haveonly two
interleavings:

1: f B x ! A k gM � f B x ! AgD � f c ! g(A y )gM � wr ite (A )

2: f c ! g(A y )gM � wr ite (A ) � f B x ! A k gM � f B x ! AgD

Case1:
Applying eq.2,

) f g(B x ) ! A k gM � f B x ! AgD

� f c ! g(A y )gM � wr ite (A ) ^ (k 6= g(A y ))

Applying eq.8,

) f g(B x ) ! A k gM � f B x ! AgD

� f & A = ;g M � f c ! g(A y )gM � wr ite (A ) (17)

Sincestep17 is a valid sequencein �le systemexecu-
tion,wheregenerationAk couldbefreeddueto adeleteof
the �le representedby generationg(B x ) andthena sub-
sequentgenerationof the block is reallocatedto the �le
representedby generationc in memory, we have shown
thatthis violationcouldoccur.

Let usnow assumethatour �le systemobeys reuseor-
dering,i.e., equation14. Underthis additionalconstraint,
equation17would imply thefollowing:

) f g(B x ) ! A k gM � f B x ! AgD �

f & A = ;g M � wr ite (B ) �

f c ! g(A y )gM � wr ite (A )

By eq.10,
) f g(B x ) ! A k gM � f B x ! AgD �

f & A = ;g D � f c ! g(A y )gM �

wr ite (A )

) f & A = ;g D ^ f A c gD (18)

This is however, a contradiction under the initial
assumptionwestartedoff with, i.e. f &A = B gD . Hence,
underreuseordering,we have shown that this particular
scenariodoesnotariseatall.

Case2: f c ! g(A y )gM � wr ite (A ) � f B x ! A k gM �

f B x ! AgD ^ (k 6= g(A y ))

Again,applyingeq.2,

) (k 6= g(A y )) ^ f c ! g(A y )gM � wr ite (A ) �

f g(B x ) ! A k gM � f B x ! AgD

By eqn8,
) f c ! g(A y )gM � wr ite (A ) � f & A = ;g M

� f g(B x ) ! A k gM � f B x ! AgD (19)

Again, this is a valid �le systemsequencewhere�le
generationc pointedto datablock generationg(Ay ), the
generationg(Ay ) getsdeleted,anda new generationk of

containerA getsassignedto �le generationg(B x ). Thus,
consistency violationcanalsooccurin this scenario.

Interestingly, whenweapplyeq.14here,weget

) f c ! g(A y )gM � wr ite (A ) � f & A = ;g M

� wr ite (C(c)) � f g(B x ) ! A k gM

� f B x ! AgD

However, we cannotapplyeq.10 in this casebecause
the belief f C ! AgD neednot hold. Even if we did
have a rule that led to the belief f &A = ;g D immedi-
atelyafterwr ite (C(c)) , thatbeliefwill beoverwrittenby
f B x ! AgD later in the sequence.Thus, eq. 14 does
not invalidatethis sequence;reuseorderingthusdoesnot
guaranteedataconsistency in this case.

Let usnow make anotherassumption,that the�le sys-
temalsoobeyspointerordering(eq.15).

Sincewe assumethatA is unshared,andthatcontainer
exclusivity holds,wecanapplyeq.13 to equation19.

) f c ! g(A y )gM � wr ite (A ) � f & A = ;g M �

f g(B x ) ! A k gM � wr ite (B ) � f B x ! AgD (20)

Now applyingthepointerorderingrule (eqn15.),

) f c ! g(A y )gM � wr ite (A ) � f & A = ;g M �

f g(B x ) ! A k gM � wr ite (A ) � wr ite (B )

� f B x ! AgD

By eq.7,

) f c ! AgM � wr ite (A ) � f & A = ;g M �

f A y gD � wr ite (B ) � f B x ! AgD ^ (k = g(A y ))

) f A y gD ^ f B x ! AgD ^ (k = g(A y )) (21)

This is againa contradiction,sincethis impliesthatthe
contentsof A on disk belongto thesamegenerationA k ,
while westartedoutwith theassumptionthatg(Ay ) 6= k.

Thus, underreuseorderingand pointer ordering, the
�le systemnever suffersa dataconsistency violation. If
the �le systemdoesnot obey any suchordering(suchas
ext2), dataconsistency couldbecompromisedoncrashes.
Note that this inconsistency is fundamental,and cannot
be�x edby scan-basedconsistency toolssuchasfsck. We
alsoveri�ed thatthis inconsistency occursin practice;we
wereableto reproducethiscaseexperimentallyonanext2
�le system.

7.2 Modeling �le systemjour naling
Wenow extendour logic with rulesthatde�ne thebehav-
ior of a journaling�le system.We thenusethemodelto
reasonabouta key propertyin a journaling�le system.

Journalingis a techniquecommonlyusedby �le sys-
tems to ensuremetadataconsistency. When a single
�le systemoperationspansmultiple changesto metadata
structures,the �le systemgroupsthosechangesinto a
transactionandguaranteesthat the transactioncommits
atomically, thuspreservingconsistency. To provideatom-
icity, the �le system�rst writes the changesto a write-



aheadlog (WAL), andpropagatesthechangesto theactual
on-disklocationonly afterthetransactionis committedto
thelog. A transactionis committedwhenall changesare
logged,anda special“commit” recordis written to log
indicating completionof the transaction.When the �le
systemrecoversafteracrash,acheckpointingprocessre-
playsall changesthatbelongto committedtransactions.

To model journaling, we considera logical “transac-
tion” objectthatdeterminesthesetof log record contain-
ersthatbelongto thattransaction,andthuslogically con-
tainspointersto the log copiesof all containersmodi�ed
in thattransaction.We denotethelog copy of a journaled
containerby the^ symbolon top of the containername;
Âx is thusa containerin the log, i.e., journal of the �le
system(notethatweassumephysicallogging, suchasthe
block-level logging in ext3). The physicalrealizationof
thetransactionobjectis the“commit” record,sinceit log-
ically pointsto all containersthatchangedin thattransac-
tion. For theWAL propertyto hold,thecommitcontainer
shouldbe written only after the log copy of all modi�ed
containersthatthetransactionpointsto arewritten.

If T is the commit container, the WAL propertyleads
to thefollowing two rules:

f T ! Â x gM � wr ite (T ) ) f T ! Â x gM � (wr ite (Â x )

� wr ite (T )) (22)

f T ! Â x gM � wr ite (A x ) ) f T ! Â x gM � (wr ite (T )

� wr ite (A x )) (23)

The �rst rule statesthat the transactionis not commit-
ted (i.e., commit recordnot written) until all containers
belongingto thetransactionarewritten to disk. Thesec-
ondrule statesthat theon-diskhomecopy of a container
is writtenonly afterthetransactionin which thecontainer
wasmodi�ed, is committedto disk. Note thatunlike the
normal pointersconsideredso far that point to contain-
ers or generations,the pointersfrom containerT in the
abovetwo rulespoint to epochs. Theseepoch pointersare
usedbecauseacommitrecordis associatedwith aspeci�c
epoch(e.g., snapshot)of thecontainer.

Thereplayor checkpointingprocesscanbedepictedby
thefollowing two rules.

f T ! Â x gD ^ f T gD ) wr ite (A x ) � f A x gD (24)

f T1 ! Â x gD ^ f T2 ! Â y gD ^ (f T1 gD � f T2gD )

) wr ite (A y ) � f A y gD (25)

The�rst rulesaysthatif acontaineris partof a transac-
tion andthetransactionis committedondisk, theon-disk
copy of thecontaineris updatedwith theloggedcopy per-
tainingto thattransaction.Thesecondrulesaysthatif the
samecontaineris partof multiplecommittedtransactions,
theon-diskcopy of thecontaineris updatedwith thecopy
pertainingto thelastof thosetransactions.

Thefollowing belief transitionshold:

(f T ! B̂ x gM ^ f B x ! AgM ) � wr ite (T )

) f B x ! AgD (26)

f T ! Â x gM � wr ite (T ) ) f A x gD (27)

Rule 26 statesthat if B x pointsto A andB̂ x belongs
to transactionT, thecommitof T leadsto thedisk belief
f B x ! AgD . Rule 27 saysthat thedisk belief f Ax gD

holdsimmediatelyoncommitof thetransactionwhichÂx

is partof; creationof thebeliefdoesnotrequirethecheck-
point write to happen.As describedin x5.1,a disk belief
pertainsto thebeliefthe�le systemwouldreach,if it were
to startfrom thecurrentdiskstate.

In certainjournaling�le systems,it is possiblethatonly
containersof certaintypesarejournaled;updatesto other
containersdirectly go to disk, without going throughthe
transactionmachinery. In ourproofs,wewill considerthe
casesof both completejournaling (whereall containers
arejournaled)andselective journaling(only containersof
a certaintype). In theselective case,we alsoaddressthe
possibility of a containerchangingits type from a jour-
naledtype to a non-journaledtype andvice versa.For a
containerB thatbelongsto a journalingtype,wehavethe
following converseof equation26:

f B x ! AgD ) (f T ! B̂ x gM ^ f B x ! AgM )

� wr ite (T ) � f B x ! AgD (28)

Wecanshow thatin completejournaling,datainconsis-
tency neveroccurs;we omit thisdueto spaceconstraints.

7.2.1 The non-rollback property
Wenow introduceanew propertycallednon-rollback that
is pertinentto �le systemconsistency. We �rst formally
de�ne the propertyandthenreasonaboutthe conditions
requiredfor it to hold in a journaling�le system.

Thenon-rollbackpropertystatesthat thecontentsof a
containeron disk arenever overwrittenby older contents
from apreviousepoch.Thispropertycanbeexpressedas:

f A x gD � f A y gD ) f A x gM � f A y gM (29)

Theabove rule statesthat if theon-diskcontentsof A
move from epochx to y, it shouldlogically imply that
epochx occurredbeforeepochy in memoryaswell. The
non-rollbackpropertyis crucialin journaling�le systems;
absenceof thepropertycouldleadto datacorruption.

In theproofbelow, welogically derivethecornercases
thatneedto behandledfor thispropertyto hold,andshow
thatjournal revoke recordseffectively ensurethis.

If the disk believes in the x th epochof A, thereare
only two possibilities. If the type of Ax wasa journaled
type, Ax shouldhave belongedto a transactionand the
disk musthave observedthecommitrecordfor thetrans-
action;asindicatedin eq27, thebelief of f Ax gD occurs
immediatelyafter the commit. However, at a later point
theactualcontentsof Ax will bewrittenby the�le system
aspartof its checkpointpropagationto theactualon-disk



location,thusre-establishingbelief f A x gD . If J is theset
of all journaledtypes,

f A x gD ^ f t(A x ) 2 J gM ) (f A x gM ^ f T ! Â x gM )

� wr ite (T ) � f A x gD

� wr ite (A x ) � f A x gD (30)

Thesecondpossibilityis thatAx is of a typethatis not
journaled.In this case,theonly way thedisk couldhave
learntof it is by aprior commitof Ax .

f A x gD ^ f t(A x ) =2 J gM ) f A x gM � wr ite (A x )

� f A x gD (31)

Ax and Ay are jour naled:
Let us �rst assumethat both Ax and Ay belongto a

journaledtype. To prove the non-rollbackproperty, we
considertheLHS of eq.29: f A x gD � f A y gD ; sinceboth
Ax andAy arejournaled,we have the following two se-
quenceof eventsthatled to thetwo beliefs(by eq.30):

(f A x gM ^ f T1 ! Â x gM ) � wr ite (T1 ) � f A x gD

� wr ite (A x ) � f A x gD

(f A y gM ^ f T2 ! Â y gM ) � wr ite (T2) � f A y gD

� wr ite (A y ) � f A y gD

Omitting thewr ite actionsin theabove sequencesfor
simplicity, we havethefollowing sequencesof events:

i: f A x gM � f A x gD � f A x gD

ii: f A y gM � f A y gD � f A y gD

Note that in eachsequence,therearetwo instancesof
the samedisk belief being created: the �rst instanceis
createdwhenthecorrespondingtransactionis committed,
andthesecondinstancewhenthecheckpointpropagation
happensat a latertime. In snapshot-basedcoarse-grained
journalingsystems(suchasext3), transactionsarealways
committedin order. Thus, if epochAx occurredbefore
Ay , T1 will becommittedbeforeT2 (i.e., the�rst instance
of f Ax gD will occurbeforethe�rst instanceof f Ay gD ).
Anotherpropertytrueof suchjournalingis thatthecheck-
pointing is in-orderas well; if thereare two committed
transactionswith differentcopiesof the samedata,only
the versionpertainingto the later transactionis propa-
gatedduringthecheckpoint.

Thus,the above two sequencesof eventsleadto only
two interleavings,dependingon whetherepochx occurs
beforeepochy or vice versa.Oncetheorderingbetween
epochx and y is �x ed, the rest of the eventsare con-
strainedto a singlesequence:

Interleaving 1:
(f A x gM � f A y gM ) ^ (f A x gD � f A y gD � f A y gD )

) f A x gM � f A y gM

Interleaving 2:

) (f A y gM � f A x gM ) ^ (f A y gD � f A x gD � f A x gD )

) f A y gD � f A x gD

Thus,thesecondinterleaving resultsin a contradiction
from our initial statementwe startedwith (i.e., f A x gD �

f A y gD ). Thereforethe �rst interleaving is the only le-
gal way the two sequencesof eventscouldbecombined.
Sincethe�rst interleaving impliesthat f A x gM � f A y gM ,
we have provedthat if the two epochsarejournaled,the
non-rollbackpropertyholds.
Ay is jour naled,but Ax is not:

We now considerthecasewherethetypeof A changes
betweenepochsx andy, suchthatAy belongsto a jour-
naledtypeandAx doesnot.

We againstartwith thestatementf Ax gD � f Ay gD .
Fromequations30and31,we have thefollowing two se-
quencesof events:

i: (f A y gM ^ f T ! Â y gM ) � wr ite (T )

� f A y gD � wr ite (A y ) � f A y gD

ii: f A x gM � wr ite (A x ) � f A x gD

Omitting thewr ite actionsfor thesake of readability,
thesequencesbecome:

i: f A y gM � f A y gD � f A y gD

ii: f A x gM � f A x gD

To prove the non-rollbackproperty, we needto show
that every possible interleaving of the above two se-
quenceswheref A y gM � f A x gM resultsin a contradic-
tion, i.e., cannotco-exist with f A x gD � f A y gD .

Theinterleavingswheref A y gM � f A x gM are:

1: f A y gM � f A x gM � f A x gD � f A y gD � f A y gD

2: f A y gM � f A y gD � f A x gM � f A x gD � f A y gD

3: f A y gM � f A y gD � f A y gD � f A x gM � f A x gD

4: f A y gM � f A x gM � f A y gD � f A x gD � f A y gD

5: f A y gM � f A x gM � f A y gD � f A y gD � f A x gD

6: f A y gM � f A y gD � f A x gM � f A y gD � f A x gD

Scenarios3, 5, and6 imply f Ay gD � f Ax gD and
are thereforeinvalid interleavings. Scenarios1, 2, and
4 are valid interleavings that do not contradictour ini-
tial assumptionof disk beliefs,but at thesametime, im-
ply f Ay gM � f Ax gM ; thesescenariosthusviolate the
non-rollbackproperty. Therefore,underdynamictyping,
theabove journalingmechanismdoesnot guaranteenon-
rollback. Due to this violation, �le contentscanbe cor-
ruptedby stalemetadatagenerations.

Scenario2 and4 occurbecausethe checkpointprop-
agationof earlierepochAy which wasjournaled,occurs
afterA wasoverwrittenasanon-journaledepoch.To pre-
ventthis,weneedto imposethatthecheckpointpropaga-
tion of acontainerin thecontext of transactionT doesnot



happenif theon-diskcontentsof thatcontainerwereup-
datedafter thecommitof T . The journal revoke records
in ext3 preciselyguaranteethis; if a revoke recordis en-
counteredduringlog replay(duringapre-scanof thelog),
the correspondingblock is not propagatedto the actual
disk location.

Scenario1 happensbecausea laterepochof A is com-
mitted to disk beforethe transactionwhich modi�ed an
earlier epochis committed. To prevent this, we needa
form of reuseordering, which imposesthatbeforea con-
tainerchangestype(i.e. is reusedin memory),thetrans-
action that freed the previous generationbe committed.
Sincetransactionscommitin order, andthefreeingtrans-
actionshouldoccurafter transactionT which usedAy in
theaboveexample,we havethefollowing guarantee:

f t (A y ) 2 J gM ^ f t(A x ) =2 J gM ^ (f A y gM � f A x gM )

) f A y gM � wr ite (T ) � f A x gM

With this rule,Scenario1 becomesthesameas2 and4
andis handledby therevokerecordsolution.Thus,under
thesetwo properties,thenon-rollbackpropertyholds.

8 Redundant Synchrony in Ext3
Weexamineaperformanceproblemwith theext3 �le sys-
tem wherethe transactioncommit procedurearti�cially
limits parallelismdueto aredundantsynchrony in its disk
writes [16]. The ordered modeof ext3 guaranteesthat a
newly created�le will neverpoint to staledatablocksaf-
ter a crash.Ext3 ensuresthis guaranteeby the following
orderingin its commit procedure:whena transactionis
committed,ext3 �rst writes to disk the datablocksallo-
catedin that transaction,waits for thosewrites to com-
plete, then writes the journal blocks to disk, waits for
thoseto complete,andthenwritesthecommitblock. If I
is aninodecontainer, F is a �le datablockcontainer, and
T is thetransactioncommitcontainer, thecommitproce-
dureof ext3 canbeexpressedby thefollowing equation:

(f I x ! Fk gM ^ f T ! ^I x gM ) � wr ite (T )

) (f I x ! Fk gM ^ f T ! ^I x gM )

� wr ite (F ) � wr ite ( ^I x ) � wr ite (T ) (32)

To examineif this is a necessarycondition to ensure
the no-stale-dataguarantee,we �rst formally depict the
guaranteethattheext3 orderedmodeseeksto provide, in
thefollowing equation:

f I x ! Fk gM � f I x ! F gD ) f Fy gD � f I x ! F gD

^ (g(F y ) = k) (33)

The above equationstatesthat if thedisk acquiresthe
belief that f I x ! F g, thenthecontentsof thedatacon-
tainerF on disk shouldalreadypertainto thegeneration
of F thatI x pointedto in memory. Notethatbecauseext3
obeys reuseordering, the orderedmodeguaranteeonly

needsto caterto the caseof a freedatablock container
beingallocatedto anew �le.

We now prove equation33, examiningthe conditions
thatneedto hold for thisequationto betrue.We consider
theLHS of theequation:

f I x ! Fk gM � f I x ! F gD

Applying equation28 to theabove,we get

) (f I x ! Fk gM ^ f T ! ^I x gM ) �

wr ite (T ) � f I x ! F gD

Applying equation32,we get

) (f I x ! Fk gM ^ f T ! ^I x gM ) �

wr ite (F ) � wr ite ( ^I x ) �

wr ite (T ) � f I x ! F gD (34)

By equation7,

) (f I x ! Fk gM ^ f T ! ^I x gM ) �

f F y gD � wr ite ( ^I x ) �

wr ite (T ) � f I x ! F gD ^ (g(F y ) = k)

) f F y gD � f I x ! F gD ^ (g(F y ) = k)

Thus,thecurrentext3 commitprocedure(equation32)
guaranteestheno-stale-dataproperty. However, to seeif
all the waits in the above procedureare required,let us
reorderthetwo actionswr ite (F ) andwr ite ( ^I x ) in eq.34:

) (f I x ! Fk gM ^ f T ! ^I x gM ) �

wr ite ( ^I x ) � wr ite (F ) �

wr ite (T ) � f I x ! F gD

Onceagain,applyingequation7,

) f F y gD � f I x ! F gD ^ (g(F y ) = k)

Thus,we canseethattheorderingbetweentheactions
wr ite (F ) andwr ite ( ^I x ) is inconsequentialto the guar-
anteethatext3 orderedmodeattemptsto provide. We can
henceconcludethat the wait that ext3 employs after the
write to datablocksis redundant,andunnecessarilylim-
its parallelismbetweendataandjournalwrites. This can
have especiallysevere performanceimplicationsin set-
tingswherethe log is storedon a separatedisk, asillus-
tratedin previouswork [16].

We believe that this speci�c examplepointsto a gen-
eralproblemwith �le systemdesign.Whendevelopersdo
nothaverigorousframeworksto reasonaboutcorrectness,
they tend to be conservative. Suchconservatism often
translatesinto unexploitedopportunitiesfor performance
optimization.A systematicframework enablesaggressive
optimizationswhile ensuringcorrectness.

9 Support for ConsistentUndelete
In this section,we demonstratethatour logic enablesone
to quickly formulateandprove propertiesaboutnew �le



systemfeaturesandmechanisms.We explorea function-
ality that is traditionallynot considereda partof core�le
systemdesign: the ability to undeletedeleted�les with
certain consistency guarantees. The ability to recover
deleted�les is useful,asdemonstratedby thelargenum-
berof toolsavailablefor thepurpose[17, 19]. Suchtools
try to rebuild deleted�les by scavengingthroughon-disk
metadata;thisis possibleto anextentbecause�le systems
do not normallyzeroout freedmetadatacontainers(they
aresimplymarkedfree).For example,in aUNIX �le sys-
tem,theblock pointersin a deletedinodewould indicate
theblocksthatusedto belongto thatdeleted�le.

However, noneof the existing tools for undeletecan
guaranteeconsistency(i.e., assertthat therecoveredcon-
tentsare valid). While undeleteis fundamentallyonly
best-effort (�les cannotbe recoveredif the blockswere
subsequentlyreusedin another�le), the user needsto
know how trustworthy the recoveredcontentsare. We
demonstrateusing our logic that with existing �le sys-
tems,suchconsistentundeleteis impossible.Wethenpro-
vide a simplesolution,andprove that the solutionguar-
anteesconsistentundelete.Finally, we presentan imple-
mentationof thesolutionin ext3.

9.1 Undeletein existing systems
To model undelete,the logic needsto expresspointers
from containersholdinga deadgeneration.We introduce
the ; notationto indicatesucha pointer, which we call
a deadpointer. We also de�ne a new operator~& on a
containerthatdenotesthesetof all deadandlive entities
pointing to the container. Let undel(B ) be the undelete
actionon containerB . Theundeleteprocesscanbesum-
marizedby thefollowing equation:

undel (B ) ^ f B x ; AgD ^ f ~& A = f B ggD

, f B x ; AgD � f B y ! AgD ^ (g(B x ) = g(B y )) (35)

In otherwords, if the dead(free) containerB x points
to A on disk, and is the only container(alive or dead)
pointing to A, the undeletemakesthe generationg(B x )
liveagain,andmakesit point to A.

The guaranteewe want to hold for consistency is that
if a deadpointerfrom B x to A is broughtalive, the on-
disk contentsof A at thetime thepointeris broughtalive
must correspondto the samegenerationthat epochB x

originally pointedto in memory(similar to thedatacon-
sistency formulationin x7.1):

f B x ! A k gM � f B x ; AgD � f B y ! AgD

^ (g(B x ) = g(B y ))

) f B x ; AgD ^ f A z gD ^ (g(A z ) = k)

Note that the clauseg(B x ) = g(B y ) is requiredin the
LHS to cover only thecasewherethesamegenerationis
broughtto life, whichwould betrueonly for undelete.

To show thattheabove guaranteedoesnot hold neces-
sarily, weconsiderthenegationof theRHS,i.e., f A zgD ^
(g(Az ) 6= k), andshow that this conditioncanco-exist
with theconditionsrequiredfor undeleteasdescribedin
equation35. In other words, we show that undel (B ) ^

f B x ; AgD ^ f ~& A = f B ggD ^ f A z gD ^ (g(A z ) 6= k) can
arisefrom valid �le systemexecution.

We utilize thefollowing implicationsfor theproof:

f B x ; AgD , f B x ! A k gM � f & A = ;g M � wr ite (B )

f A z gD ) f c ! g(A z )gM � wr ite (A ) (eq.6)

Let us consideronepossibleinterleaving of theabove
two eventsequences:
f c ! g(A z )gM � wr ite (A ) � f B x ! A k gM �

f & A = ;g M � wr ite (B )

This is a valid �le systemsequencewherea �le repre-
sentedby generationc points to g(Az ), Az is written to
disk, thenblock A is freed from c thuskilling the gen-
erationg(Az ), anda new generationAk of A is thenal-
locatedto the generationg(B x ). Now, when g(B x ) is
deleted,andB is written to disk, thediskhasbothbeliefs
f B x ; AgD andf A z gD . Further, if the initial stateof the
disk was f ~& A = ;g D , the above sequencewould alsosi-
multaneouslyleadto thedisk belief f ~& A = f B ggD . Thus
we have shown that theconditionsf B x ; AgD ^ f ~& A =

f B ggD ^ f A z gD ^ (k 6= g(A z )) can hold simultaneously.
An undeleteof B at this point would leadto violation of
the consistency guarantee,becauseit would associatea
stalegenerationof A with theundeleted�le g(B x ). It can
beshown thatneitherreuseorderingnor pointerordering
wouldguaranteeconsistency in thiscase.

9.2 Undeletewith generationpointers
We now proposethe notion of generation pointers and
show thatwith suchpointers,consistentundeleteis guar-
anteed. So far, we have assumedthat pointers on disk
point to containers(asdiscussedin Section4). If instead,
eachpointerpointedto a speci�c generation, it leadsto a
differentsetof �le systemproperties.To implementsuch
“generationpointers”,eachon-diskcontainercontainsa
generationnumberthat getsincrementedevery time the
containeris reused.In addition,everyon-diskpointerwill
embedthisgenerationnumberin additionto thecontainer
name. With generationpointers,the on-diskcontentsof
a containerwill implicitly indicateits generation.Thus,
f Bk gD is a valid belief; it meansthat thedisk knows the
contentsof B belongto generationk.

Undergenerationpointers,the criterion for doing un-
delete(eq.35)becomes:

undel (B ) ^ f B x ; A k gD ^ f A k gD

, f B x ; A k gD � f B y ! A k gD (36)

Let us introduceanadditionalconstraintf A z gD ^ (k 6=

g(A z )) into theleft handsideof theaboveequation(aswe
did in theprevioussubsection):



f B x ; A k gD ^ f A k gD ^ f A z gD ^ (k 6= g(A z )) (37)

Sincek 6= g(Az ), let usdenoteg(Az ) ash. Sinceev-
eryon-diskcontainerholdsthegenerationnumbertoo,we
have f A h gD . Thus,theaboveequationbecomes:

f B x ; A k gD ^ f A k gD ^ f A h gD ^ (k 6= h)

This is clearly a contradiction,sinceit meansthe on-
disk containerA hasthe two differentgenerationsk and
h simultaneously. Thus,it follows thatanundeletewould
not occurin this scenario(or alternatively, this would be
�aggedasinconsistent).Thus,all undeletesoccurringun-
dergenerationpointersareconsistent.

9.3 Implementation of undeletein ext3
Following on theproof for consistentundelete,we imple-
mentedthegenerationpointermechanismin Linux ext3.
Eachblockhasagenerationnumberthatgetsincremented
every time the block is reused.Although the generation
numbersare maintainedin a separatesetof blocks,en-
suringatomiccommit of the generationnumberandthe
block datais straightforwardin thedatajournalingmode
of ext3, wherewesimplyaddthegenerationupdateto the
createtransaction.Theblockpointersin theinodearealso
extendedwith thegenerationnumberof theblock. Weim-
plementeda tool for undeletethatscansover theon-disk
structures,restoringall �les that can be undeletedcon-
sistently. Speci�cally, a �le is restoredif the generation
informationin all its metadatablock pointersmatchwith
thecorrespondingblockgenerationof thedatablocks.

Weranasimplemicrobenchmarkcreatinganddeleting
variousdirectoriesfrom the linux kernelsourcetree,and
observed that out of roughly 12,200deleted�les, 2970
�les (roughly 25%) weredetectedto be inconsistentand
not undeletable,while the remaining�les weresuccess-
fully undeleted.This illustratesthat the scenarioproved
in Section9.1 actually occursin practice; an undelete
tool without generationinformation would wrongly re-
storethese�les with corruptor misleadingdata.

10 Application to SemanticDisks
An interestingapplicationof a logic framework for �le
systemsis that it enablesreasoningabout a recently
proposedclassof storagesystemscalled “semantically-
smart” disk systems(SDS).An SDSexploits �le system
information within the storagesystem,to provide bet-
ter functionality [20]. However, as admittedby the au-
thors[21], reasoningaboutthecorrectnessof knowledge
trackedin asemanticdisk is quitehard.Our formalismof
memoryanddiskbeliefs�ts theSDSmodel,sincetheex-
tra�le systemstatetrackedby anSDSis essentiallyadisk
belief. In thissection,we �rst useour logic to explorethe
feasibility of trackingblock typewithin a semanticdisk.

Wethenshow thattheusageof generationpointersby the
�le systemsimpli�es informationtrackingwithin anSDS.

10.1 Block typing
An important piece of information required within a
semantic disk is the type of a disk container [21].
While identifying the type of statically-typedcontainers
is straightforward,dynamicallytypedcontainersarehard
to dealwith. The type of a dynamicallytypedcontainer
is determinedby the contentsof a parent container;for
example,an indirectpointerblock canbe identi�ed only
by observingaparentinodethathasthis block in its indi-
rectpointer�eld. Thus,trackingdynamicallytypedcon-
tainersrequirescorrelatingtypeinformationfrom a type-
determiningparent,andthenusingthe informationto in-
terpretthecontentsof thedynamiccontainer.

For accuratetypedetectionin anSDS,wewantthefol-
lowing guaranteeto hold:

f t (A x ) = kgD ) f t (A x ) = kgM (38)

In otherwords,if thedisk interpretsthecontentsof an
epochAx to bebelongingto typek, thosecontentsshould
havebelongedto typek in memoryaswell. This guaran-
tees,for example,that thedisk would not wrongly inter-
pret the contentsof a normaldatablock containerasan
indirectblock container. Notehowever that theequation
doesnot imposeany guaranteeon whenthe disk identi-
�es thetypeof a container;it only statesthatwhenever it
does,theassociationof typewith thecontentsis correct.

To prove this, we �rst statean algorithm of how the
disk arrivesat a belief abouta certaintype[21]. An SDS
snoopson metadatatraf�c, looking for type-determining
containerssuchasinodes.Whensucha containeris writ-
ten,it observesthepointerswithin thecontainerandcon-
cludeson thetypeof eachof thepointers.Let usassume
thatonesuchpointerof typek pointsto containerA. The
disk thenexaminesif containerA waswritten sincethe
lasttime it wasfreed.If yes,it interpretsthecurrentcon-
tentsof A asbelongingto typek. If not,whenA is written
ata latertime,thecontentsareassociatedwith typek. We
havethefollowing equation:

f t (A x ) = kgD ) f B y ! AgD ^ (f (B y ; A ) = k)

^ f A x gD (39)

In otherwords,to interpretAx asbelongingto typek,
thedisk mustbelieve thatsomecontainerB pointsto A,
andthecurrenton-diskepochof B (i.e., B y ) mustindicate
that A is of type k; the function f (B y ; A) abstractsthis
indication. Further, thedisk mustcontainthecontentsof
epochAx in orderto associatethecontentswith typek.

Let usexplorethelogicaleventsthatshouldhaveledto
eachof thecomponentson theright sideof equation39.
Applying eq.12,

f B y ! AgD ^ (f (B y ; A ) = k)



) (f B y ! AgM ^ (f (B y ; A ) = k)) � f B y ! AgD

) (f B y ! AgM ^ f t(A ) = kgM ) � f B y ! AgD (40)

Similarly for theothercomponentf Ax gD ,

f A x gD ) wr ite (A x ) � f A x gD (41)

To verify theguaranteein equation38,we assumethat
it doesnot hold, and then observe if it leadsto a valid
scenario.Thus,wecanaddtheclausef t (A x ) = j gM ^ (j 6=

k) to equation39,andourequationto prove is:

f B y ! AgD ^ (f (B y ; A ) = k) ^ f A x gD ^ f t(A x ) = j gM

Wethushavetwo eventsequences(from eq.40and41):

1: (f B y ! AgM ^ f t(A ) = kgM ) � f B y ! AgD

2: f t (A x ) = j gM ^ wr ite (A x )

Sincethe typeof anepochis unique,anda wr ite of a
containerimpliesthatit alreadyhasa type,
f t (A x ) = j gM ^ wr ite (A x ) ) f t (A x ) = j gM � wr ite (A x ).

Thesesequencescanonly be interleaved in two ways.
The epochAx occurseitherbeforeor after the epochin
which f t(A) = kgM .
Interleaving 1:

(f B y ! AgM ^ f t(A ) = kgM ) � f B y ! AgD

� f t (A x ) = j gM � wr ite (A x )

By eq.11,

) (f B y ! AgM ^ f t(A ) = kgM ) � f B y ! AgD

� f & A = ;g M � f t (A x ) = j gM � wr ite (A x )

This is a valid sequencewherethecontainerA is freed
afterthediskacquiredthebelieff B ! Ag andalaterver-
sionof A is thenwrittenwhenits actualtypehaschanged
to j in memory, thusleadingto incorrectinterpretationof
Ax asbelongingto typek.

However, in order to prevent this scenario,we simply
needthe reuseorderingrule (eq.14). With that rule, the
abovesequencewould imply thefollowing:

) (f B y ! AgM ^ f t(A ) = kgM ) � f B y ! AgD

� f & A = ;g M � wr ite (B ) � f t (A x ) = j gM � wr ite (A x )

) (f B y ! AgM ^ f t(A ) = kgM ) � f B y ! AgD

� f & A = ;g D � f t (A x ) = j gM � wr ite (A x )

Thus,whenAx is written,thediskwill betreatingA as
free,andhencewill notwrongly associateA with typek.
Interleaving 2:

Proceedingsimilarly with the second interleaving
whereepochAx occursbeforeA is assignedtype k, we
arriveat thefollowing sequence:

) f t (A x ) = j gM � wr ite (A x ) � f & A = ;g M

� (f B y ! AgM ^ f t(A ) = kgM ) � f B y ! AgD

Wecanseethatsimplyapplyingthereuseorderingrule
doesnot preventthis sequence.We needa strongerform

of reuseorderingwherethe“freedstate”of A includesnot
only thecontainersthatpointedto A, but alsothealloca-
tion structurejAj trackinglivenessof A. With this rule,
theabovesequencebecomes:

) f t (A x ) = j gM � wr ite (A x ) � f & A = ;g M

� wr ite (jA j) � (f B y ! AgM ^ f t(A ) = kgM )

� f B y ! AgD (42)

We alsoneedto adda new behavior to theSDSwhich
statesthatwhentheSDSobservesanallocationstructure
indicatingthatA is free,it inheritsthebelief thatA is free.

f & A = ;g M � wr ite (jA j) ) f & A = ;g D

Applying theaboveSDSoperationto eqn42,weget

) f t (A x ) = j gM � wr ite (A x ) � f & A = ;g D

� (f B y ! AgM ^ f t(A ) = kgM ) � f B y ! AgD

In this sequence,becausethe SDSdoesnot observe a
write of A sinceit wastreatedas“free”, it will not asso-
ciatetypek to A until A is subsequentlywritten.

Thus, we have shown that an SDS cannotaccurately
trackdynamictypeunderneatha �le systemwithout any
orderingguarantees.We have alsoshown that if the �le
systemexhibits a strongform of reuseordering,dynamic
typedetectioncanindeedbemadereliablewithin anSDS.

10.2 Utility of generationpointers
In this subsection,we explore the utility of �le system-
level “generationpointers” (x 9.2) in the context of an
SDS.To illustratetheir utility, we show that trackingdy-
namictypein anSDSis straightforwardif the�le system
tracksgenerationpointers.

With generationpointers,equation39becomes:

f t (A g ) = kgD ) f B y ! A g gD ^ (f (B y ; A g ) = k)

^ f A g gD

Thetwo causaleventsequences(asexploredin thepre-
vioussubsection)become:

(f B y ! A g gM ^ f t(A g ) = kgM ) � f B y ! A g gD

f t (A g ) = j gM ^ wr ite (A g )

Sincetheabove sequencesimply that thesamegener-
ationg hadtwo differenttypes,it violatesrule 11. Thus,
we straightaway arrive at a contradictionthatprovesthat
violationof rule38canneveroccur.

11 RelatedWork
Previouswork hasrecognizedtheneedfor modelingcom-
plex systemswith formal frameworks, in orderto facili-
tateproving correctnesspropertiesaboutthem. The log-
ical framework for reasoningaboutauthenticationproto-
cols, proposedby Burrows et al. [4], is the mostrelated



to our work in spirit; in that paper, the authorsformu-
latea domain-speci�clogic andproof systemfor authen-
tication, showing that protocolscan be veri�ed through
simplelogical derivations.Otherdomain-speci�cformal
modelsexist in the areasof databaserecovery [9] and
databasereliability [7].

A different body of related work involves generic
frameworks for modelingcomputersystems.The well-
known TLA framework [10] is an example. The I/O
automaton[1] is anothersuchframework. While these
frameworks aregeneralenoughto modelmostcomplex
systems,theirgeneralityis alsoacurse;modelingvarious
aspectsof a�le systemto theextentwehavein thispaper,
is quite tediouswith a genericframework. Tailoring the
framework by usingdomain-speci�cknowledgemakesit
simpler to reasonaboutpropertiesusing the framework,
thussigni�cantly loweringthebarrierto entryin termsof
adoptingtheframework [4]. Speci�cationsandproofsin
our logic take 10 to 20 lines in contrastto the thousands
of linesthatTLA speci�cationstake[25]. However, auto-
matedtheorem-proving throughmodelcheckersis oneof
thebene�tsof usingagenericframework suchasTLA.

Previouswork hasalsoexploredveri�cation of thecor-
rectnessof systemimplementations. The recentbody of
work on usingmodelcheckingto verify implementations
is one example [14, 24]. We believe that this body of
work is complementaryto our logic framework; our logic
framework canbeusedto build themodelandtheinvari-
antsthat shouldhold in themodel,which the implemen-
tationcanbeveri�ed against.

Finally, the�le systempropertieswehavelistedin Sec-
tion 6 have beenidenti�ed in previous work on soft up-
dates[6] andmorerecentwork onsemanticdisks[20].

12 Conclusions
As the needfor dependabilityof computersystemsbe-
comesmore important than ever, it is essentialto have
systematicformal frameworksto verify andreasonabout
their correctness. Despite�le systemsbeing a critical
componentof systemdependability, formalveri�cation of
their correctnesshasbeenlargely ignored.Besidesmak-
ing �le systemsvulnerableto hiddenerrors,the absence
of a formal framework alsosti�es innovation,becauseof
theskepticismtowardsthecorrectnessof new proposals,
andtheproclivity to stick to “time-tested”alternatives.In
this paper, wehave takena steptowardsbridgingthis gap
in �le systemdesignby showing thata logical framework
cansubstantiallysimplify andsystematizetheprocessof
verifying �le systemcorrectness.
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